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Hitachi Self Certification Tool 1.19.0 Release
Notes

About this document

This document (RN-24VSP1SDS001-04, May 2026) provides the latest information about Hitachi Self Certification tool 1.19.0,
including information that was not available at the time the technical documentation for this product was published.

Intended audience

This document is intended for customers and Hitachi Vantara partners who license and use Self Certification tool.

Getting help

The Hitachi Vantara Support Website is the destination for technical support of products and solutions sold by Hitachi Vantara.
To contact technical support, log on to the Hitachi Vantara Support Website. For additional contact methods, go
to https://support.hitachivantara.com/en/contact-support.html.

Hitachi Vantara Community is a global online community for customers, partners, independent software vendors, employees,
and prospects. It is the destination to get answers, discover insights, and make connections. Join the conversation today!
Go to community.hitachivantara.com, register, and complete your profile.

Comments

Please send comments to doc.feedback@hitachivantara.com. Include the document title and number, including the revision
level (for example, -07), and refer to specific sections and paragraphs whenever possible. All comments become the property
of Hitachi Vantara LLC.

Thank you!

Accessing product documentation

Product user documentation is available on the Hitachi Vantara documentation website: https://docs.hitachivantara.com.
Check this site for the most current documentation, including important updates that may have been made after the release of
the product.

Accessing product downloads

Product software, drivers, and firmware downloads are available on the Hitachi Vantara Support Website:
https://support.hitachivantara.com.

Log in and select Download Products and Updates to access the most current downloads, including important updates that
may have been made after the release of the product.

About this release
This version includes the following updates:

e AMD64 CPU Support for SDS Block — Added validation support for SDS Block on AMD64-based hardware, expanding
hardware compatibility and enabling greater flexibility in customer infrastructure and ecosystem choices.

e Removal of Switch Failure Test Cases — Switch reboot, power-off, and firmware maintenance test cases have been
removed, allowing certification with single or non-redundant switch configurations and simplifying supported networking
architectures.

e Removal of TCP/IP Router Requirement — TCP/IP fault injection for packet delay and packet loss no longer requires a
dedicated router, simplifying setup and eliminating the need for additional hardware.
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Resolved issues

Test

SingleComputeCableFailureTest

Hitachi Vantara

Description

In Single Compute Port configurations, the test does not
apply the required 15-minute wait period after compute
cable removal and reinsertion.

The test completes without performing the final mandatory
15-minute wait period.

TCPIPPacketLossNicPortEvaluation

Packet loss or delay settings remains active after a test
failure.

RedundantComputeCableFailureTest

VolumeOperationStressTest

If the reported error code is not applicable, the appropriate
error code is automatically detected and displayed in the
GUI and log files.

DriveRemovalFailureTest

MultipleDriveRemovalFailureTest

Drive removal triggered an I/O timeout and initiated SDS
Block self-recovery. Because the drive had already been
removed, the recovery operation failed, resulting in deletion
of drive information and an unexpected state error in the
Self Certification tool.

DriveRemovalFailureTest

MultipleDriveRemovalFailureTest

A 15-minute timeout was added to ensure that drive eject
operations occur only after metadata capacity shrink
events are fully completed.

DriveRemovalFailureTest

MultipleDriveRemovalFailureTest

If an operator removes a drive different from the one
expected by the test, the Self Certification tool logs do not
clearly identify the removed drive number.

plaintext passwords.

Post-test cleanup and security compliance validation now removes the Self Certification tool application and updates
hardware credentials after hardware qualification testing to help prevent unauthorized access and exposure of

Known issues

Description

Solution

Multiple test failures can occur if the Linux Compute Client
operating system is installed with a language setting other
than English (LANG=en_US.UTF-8).

Select English (LANG=en_US.UTF-8) when installing the
operating system for Linux Compute client.

Value is 'N/A' for some test log parameters, for example:

e MTU (valid for NIC only): N/A
e Compute client - Compute Switch: N/A
e Firmware Version: N/A

Impacted Test cases:
e SingleComputeCableFailureTest

e RedundantComputeCableFailureTest

No impact on test execution. There is no workaround.
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Description
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Solution

Only limited Compute Switch, Internode Switch, and
External Switch information can be modified after saving.

Changes are restricted to the switch IP address, user
credentials, and port numbers. Modifications to the switch
model or firmware configuration are not supported after the
initial SDS Block cluster and Compute Client setup.

Patch upgrades fail if the downloaded patch file is renamed
or modified.

The patch upgrade process validates the original patch file
name and contents. Any renaming or modification of the file
results in installation failure for security reasons.

Multiple logins are not supported.

Erroneous information or messages may appear if multiple
web sessions are active from the same or a different client
machine. There is no workaround.

Rerun of “Passed” tests may display erroneous results.

Rerun only "Failed" or "Not Executed" tests.

Rerunning "Passed" tests may lead to ambiguous
outcomes. A warning message is displayed before
rerunning Passed tests.

Multiple test runs cannot be queued.

Only a single test case can be run at a time. There is no
workaround.

No status or percentage updates when a test stalls or hangs;
"Run" button remains disabled.

Rerun the test:
1. Close the browser window or tab.
2. Reboot the Self Certification Host.

3. Check the storage Ul for any ongoing events and
wait for them to complete.

4. Log in to the Self Certification tool and rerun the
test.

Rebooting the Self Certification Host during test run is not
permitted.

Rebooting during a test may cause erroneous results. In-
progress tests will be marked as “Failed,” and manual
storage system recovery may be required.

Physical drive count validation is not supported.

The current version of the tool does not verify whether the
number of physical drives matches the drive list information
obtained through REST API.

No CHAP support in the iSCSI Client.

Self Certification tool is designed to run tests without CHAP
settings in Ethernet clusters.

Certain customer information fields cannot be altered after
saving.

Certification ID and other key fields are unique to each
certification and remain unchanged during the operation.
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Solution

Only specific hardware information can be changed after
saving.

Changes are restricted to Compute Client, External Switch,
Compute Switch, and Internode Switch fields. Users are
notified if retesting is required.

Changing Compute Client IPv4 address requires re-testing.

A new IP address is treated as a new client, requiring re-
testing.

Only limited SDS Block Node information can be changed
after saving.

The Self Certification tool is designed to certify SDS Block
Cluster hardware. Only service type (iLO or Manual) and
management credentials can be changed. Other fields
remain fixed.

PrepareComputeClientForlOTest must be rerun to prepare
the client.

Rerun if:

e Compute Client IP changes

e Compute Client Host is rebooted

e PerformanceVerificationTest is run
o Self Certification Host is rebooted
e Storage is rebooted

Some parameters cannot be changed to ensure accurate
test results.

Prerequisite tests must be completed before running other
test items.

Complete the following:

e UserOperationConfigurationTest
e  PoolOperationTest
e  ComputeClientVerificationTest

These test items configure the Storage and Compute
Client. Any absence will cause errors in subsequent test
items.

VolumeOperationStressTest and
VolumeOperationRepeatTest must be run first before
running ComputeNodeConfigurationTest.

1. Remove the Compute Node and attached volumes
from SDS Block GUI.

2. Reboot the Compute Client host.

Compute and Internode switch logs must be collected
manually.

Collect the Compute and Internode switch logs manually.

PrepareComputeClientForlOTest test may fail because of
Udev rule verification.

Reboot the Compute Client and rerun the failed test.

Reapplying the same patch file after a successful upgrade
may result in an error message.

After a successful patch upgrade, the same patch file
cannot be applied again. Verify the current Self Certification
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Solution

tool version under User Action > About before attempting to
reapply a patch.

NIC selection cannot be changed post-ISO installation.

Select a suitable NIC during aip configuration step.
Reinstall the ISO if a NIC change is required.

You can install the Self Certification tool on a VMware host
as a VM and save a snapshot at each level.

Applicable only when installing on a VMware host. In the
event of an error, you can restore the VM from any point.

Edit the Self Certification VM settings and remove the
CD/DVD drive from the hardware list to prevent unintended
VM reinstallation during power cycling.

The RedundantinternodeCableFailureTest may fail with error
code SC0212E on SDS Block v1.17 and later in FC
configurations.

If the RedundantinternodeCableFailureTest fails, verify that
the following events are logged in the SDS Block event list,
and then rerun the test:

KARS03126-W: Compute port link down

KARS03127-1: Compute port link up (this event is logged
approximately 10 seconds after KARS03126-W)

If unsuccessful, collect logs using
ExecuteTestResultCollection and contact support.

DriveRemovalFailureTest and
MultipleDriveRemovalFailureTest run may cause an error.

DriveRemovalFailureTest and
MultipleDriveRemovalFailureTest may cause an error if a
drive data rebuild operation is not reported by the cluster
within three minutes of drive removal and if the following
two events take more than 15 minutes to complete:

KARS06588-I - Metadata capacity shrinkage starts
KARS06589-I1 - Metadata capacity shrinkage completes

Rollback process:

e DriveRemovalFailureTest — Confirm that the two
events are completed before running the
DrivelnsertAndPoolExpansionTest to roll back the state
of the cluster and recover drive and cluster status.

e  MultipleDriveRemovalFailureTest — Confirm that the
two events are completed before running the
MultipleDrivelnsertAndPoolExpansionTest to roll back
the state of the cluster and recover drive and cluster
status.

Rerun of DriveRemovalFailureTest and
MultipleDriveRemovalFailure Test may fail.

Reinstall the SDS Block cluster and rerun the test.

Network may become unreachable after configuring IP with
aip on a VM.

Power cycle the virtual machine after configuring the IP
using the aip command.
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VolumeOperationStressTest and
VolumeOperationRepeatTest may fail if they are not run in
the correct sequence.

Rerun the test after performing the following steps:

1. Log in to the SDS Block cluster using the
initial username and password.

2. In the Compute tab, delete the Compute node.
3. Inthe Volume tab, delete all volumes.

4. Log in to the Compute Linux Client and perform
the following steps:

rm -rf /var/lib/iscsi/send targets/*
rm -rf /var/lib/iscsi/nodes/*

echo > /etc/multipath/binding echo >
/etc/multipath/wwids

5. Reboot.

The two tests will reset and prepare the Compute Client.

KARS20011-E message appears during
UserOperationConfigurationTest.

If the test fails, report the failure. Contact support.

The message "Unknown error occurred. Contact support for
assistance” appears.

Do not rerun the test. Do the following:
1. Power cycle the Self Certification PC server.

2. Run ExecuteTestResultCollection.

If unsuccessful, collect test logs and contact support.

Patch upgrade failures automatically trigger a rollback.

If a patch upgrade fails, the tool automatically restores the
pre-upgrade state, including the previous tool version, input
configuration details, and test data.

A patch upgrade rollback or failure message may appear
after login.

Do not reapply the same patch file repeatedly. If the issue
persists, contact support.

MultipleDriveRemovalFailure Test may fail.

The error message "SC0251E: Error occurred as Event is
not found. Maximum wait time for rebuild reached" may
appear.

If rebuild events are missing, run
MultipleDrivelnsertAndPoolExpansionTest to roll back the
state of the cluster and recover the drive and cluster status.
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Solution

ComputeClientVerificationTest may fail.

The error message “SCO004E: Error occurred as unable to
connect the system. Connection received: Timeout Error”
may appear.

Workaround:

1. Reboot the Compute Client.
2. Wait for the Compute Client to come online.
3. Rerun the test.

Rerun of MultipleDriveRemovalFailureTest may fail.

Reinstall the SDS Block cluster and rerun the test.

Storage version warning appears during
UserOperationConfigurationTest.

This warning may appear with a later version of the SDS
Block release.

Ignore the warning and continue with the certification
testing.

DriveRemovalFailureTest and
MultipleDriveRemovalFailureTest may fail or cause errors in
the storage cluster if insufficient drives are configured.

Configure a minimum of four drives per storage node
before running the tests. This is required for the tool to set
the Number of Tolerable Drive Failures value to 2, which is
mandatory for drive removal testing.

The IOResetHeatRunTest may continue running even if both
bonded network cables on the Compute Client are
disconnected.

Restore the network connections as quickly as possible to
prevent the Compute Client from stalling while /O
workloads remain buffered in system memory. Restoring all
volume path connections allows NVMe multipath to resume
I/O transfer to the SDS volumes.

Installation of the Self Certification tool ISO on a VM hosted
on ESXi v8.0.x or later may result in existing test data being
deleted if a forced ESXi host power off or reboot triggers
reinstallation.

To prevent unintended reinstallation and test data loss:
1. Disconnect the CD/DVD virtual hardware from the VM
settings after the ISO installation is complete.

2. Create VM snapshots at intermediate stages to help
recover from unexpected failures or data loss.

The Self Certification tool may be reinstalled after a PC
server host power cycle.

Make sure that the first boot device is not permanently set
to CD/DVD, and eject or unmount the Self Certification tool
ISO after the initial installation is complete.
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Copyrights and licenses
© 2026 Hitachi Vantara Ltd. All rights reserved.

No part of this publication may be reproduced or transmitted in any form or by any means, electronic or mechanical, including

copying and recording, or stored in a database or retrieval system for commercial purposes without the express written

permission of Hitachi, Ltd., Hitachi Vantara, Ltd., or Hitachi Vantara LLC (collectively “Hitachi” ). Licensee may make copies

of the Materials provided that any such copy is: (i) created as an essential step in utilization of the Software as licensed and is

used in no other manner; or (ii) used for archival purposes. Licensee may not make any other copies of the Materials.
“Materials” mean text, data, photographs, graphics, audio, video and documents.

Hitachi reserves the right to make changes to this Material at any time without notice and assumes no responsibility for its use.
The Materials contain the most current information available at the time of publication.

Some of the features described in the Materials might not be currently available. Refer to the most recent product
announcement for information about feature and product availability, or contact Hitachi Vantara LLC at
https://support.hitachivantara.com/en_us/contact-us.html.

Notice: Hitachi products and services can be ordered only under the terms and conditions of the applicable Hitachi
agreements. The use of Hitachi products is governed by the terms of your agreements with Hitachi Vantara LLC.

By using this software, you agree that you are responsible for:

1. Acquiring the relevant consents as may be required under local privacy laws or otherwise from authorized employees and
other individuals; and

2. Verifying that your data continues to be held, retrieved, deleted, or otherwise processed in accordance with relevant laws.

Notice on Export Controls. The technical data and technology inherent in this Document may be subject to U.S. export
control laws, including the U.S. Export Administration Act and its associated regulations, and may be subject to export or
import regulations in other countries. Reader agrees to comply strictly with all such regulations and acknowledges that Reader
has the responsibility to obtain licenses to export, re-export, or import the Document and any Compliant Products.

Hitachi and Lumada are trademarks or registered trademarks of Hitachi, Ltd., in the United States and other countries.

AlX, DB2, DS6000, DS8000, Enterprise Storage Server, eServer, FICON, FlashCopy, GDPS, HyperSwap, IBM, IntelliMagic,
IntelliMagic Vision, OS/390, PowerHA, PowerPC, S/390, System z9, System z10, Tivoli, z/OS, z9, 210, z13, z14, z15, z16,
z17, z/VM, and z/VSE are registered trademarks or trademarks of International Business Machines Corporation.

Active Directory, ActiveX, Bing, Excel, Hyper-V, Internet Explorer, the Internet Explorer logo, Microsoft, Microsoft Edge, the
Microsoft corporate logo, the Microsoft Edge logo, MS-DOS, Outlook, PowerPoint, SharePoint, Silverlight, SmartScreen, SQL
Server, Visual Basic, Visual C++, Visual Studio, Windows, the Windows logo, Windows Azure, Windows PowerShell, Windows
Server, the Windows start button, and Windows Vista are registered trademarks or trademarks of Microsoft Corporation.
Microsoft product screen shots are reprinted with permission from Microsoft Corporation.

All other trademarks, service marks, and company names in this document or website are properties of their respective
owners.

The open source content used in Hitachi Vantara products may be found within the Product documentation or you may request
a copy of such information (including source code and/or modifications to the extent the license for any open source requires
Hitachi make it available) by sending an email to OSS _licensing@hitachivantara.com.

© Hitachi Vantara LLC 2026. All Rights Reserved 8


https://support.hitachivantara.com/en_us/contact-us.html
mailto:OSS_licensing@hitachivantara.com

	About this document
	Intended audience
	Getting help
	Comments
	Accessing product documentation
	Accessing product downloads
	About this release
	Resolved issues
	Known issues
	Copyrights and licenses

