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Implementation Guide
Overview

Hitachi Virtual Storage Platform One Block High End (VSP One BHE) all-flash NVMe storage
delivers fast, reliable and scalable access for demanding enterprise workloads. Engineered
by Hitachi, it ensures 99.999999% (eight 9s!) availability, seamless workload consolidation
and intuitive, and unified management with VSP 360. It boosts performance, scale and
resilience with end-to-end NVMe, next-gen connectivity and enhanced data reduction.
Designed for simplicity, security and sustainability, VSP One Block empowers organizations
to meet mission-critical demands with confidence — today and into the future.
■ Simple: Streamline management and scalable infrastructure for mission-critical workloads

— without added complexity.
■ Secure: Resilient infrastructure — stopping threats early and ensuring fast recovery with

minimal data loss.
■ Sustainable: Future-ready scalability and efficiency with unified management and energy-

smart infrastructure for sustainable growth.

Introduction

This document explains how to configure Device Mapper Multipath (DM Multipath) for SUSE
Linux Enterprise Server (SLES) 16.0 with VSP One BHE storage systems. DM Multipath
manages multiple I/O paths between server nodes and storage systems into a single device.
These storage LUN I/O paths are physical SAN connections that include separate cables,
switches, and storage controllers. Multipathing aggregates these I/O paths and creates a new
device that consists of the combined paths. Multipathing enables load balancing across
multiple paths, ensuring optimal resource utilization. In the event of a path failure, it
automatically switches to an active path, improving system availability and reliability. DM
Multipath is available as an installable software package across various Linux operating
systems (OS) and server virtualization products such as RHEL, SLES, Oracle Linux, Ubuntu,
and Citrix Hypervisor.

Note: This guide uses SLES 16.0, but the same procedure can be followed to
configure DM Multipath on older versions of SLES as well.

Intended audience

This guide is intended for technical audiences who need an overview of how to configure
Device Mapper Multipath (DM Multipath) on SLES systems with VSP One BHE storage
systems. To use this document, you must have a basic understanding of Linux, network
configuration, Hitachi Command Control Interface, VSP One Block Administrator, and VSP
One BHE storage systems.
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Value proposition

This guide serves as a quick reference for Linux multipathing on Hitachi VSP One BHE
storage systems, designed to accelerate deployments, simplify day-to-day administration,
and drastically reduce overhead costs.

Configuration design
The following diagram shows the SLES 16.0 testbed used for the demonstration of multipath
configuration.

In this diagram, a dual port 64 Gb Fibre Channel HBA is connected to two 32 Gbps Fibre
Channel ports on the VSP One BHE storage system using two supported switches. For
compatibility between the HBA, server, and switches, see the Product Compatibility Guide at
https://compatibility.hitachivantara.com/.

Hardware and software components
The following table lists the hardware products used in this implementation.

Hardware Product

Bare Metal Server Hitachi Advanced Server HA820 G6

Fibre Channel HBA HPE SN1720E 64 Gb SecureHBA

Fibre Channel Switches ■ Brocade G720
■ Cisco MDS 9148v

Storage Hitachi Virtual Storage Platform One Block High End

The following table lists the software used in this implementation.

Configuration design
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Software Version

OS installation media SUSE Linux Enterprise Server 16.0

Command Control Interface RAID-Manager 01-87-00/06

VSP One Block Administrator Embedded Storage Management UI

Configure DM Multipath on SLES local boot systems
This procedure describes how to install and configure DM Multipath on SLES 16.0 local boot
systems.

Procedure

1. Install SUSE Linux on a local disk.
For details, see Deploying SUSE Linux Enterprise Server 16.0 Using Network PXE Boot
at https://documentation.suse.com/sles/16.0/html/SLES-deployment-pxe-client/.
The following illustration shows selecting a local disk as the installation target.

Configure DM Multipath on SLES local boot systems
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2. To detect the storage LUNs, rescan the FC HBA.
See Configure DM Multipath on SLES SAN boot systems (on page 9) for storage
configuration information.
See the SUSE Linux configuration and attachment section of the Open-Systems Host
Attachment Guide for Virtual Storage Platform Family Guide for your storage system on
the Product Documentation portal (https://docs.hitachivantara.com) for detailed host
group configuration and port topology settings.
See the Provisioning Guide for Open Systems for VSP One Block on the Product
Documentation portal (https://docs.hitachivantara.com) for details. See the SAN switch
vendor's configuration documents for switch zone configuration details.

3. After completing the OS installation and restarting the server, verify the status of the DM
Multipath.

# systemctl list-unit-files | grep multipathd
multipathd-queueing.service             static          -
multipathd.service                      disabled        disabled
multipathd.socket                       static          -

4. Enable and start the multipathd service:

# systemctl enable multipathd
Created symlink '/etc/systemd/system/sysinit.target.wants/multipathd.service' →
'/usr/lib/systemd/system/multipathd.service'.

# systemctl start multipathd

5. Verify that the DM Multipath service is enabled:

# systemctl status multipathd
● multipathd.service - Device-Mapper Multipath Device Controller
     Loaded: loaded (/usr/lib/systemd/system/multipathd.service; enabled; 
preset: disabled)
     Active: active (running) since Fri 2025-12-12 18:10:34 CET; 37s ago
 Invocation: c8c45aee4fec4bea8a39745accb807c6
TriggeredBy: ○ multipathd.socket
   Main PID: 46217 (multipathd)
     Status: "up"
      Tasks: 7
        CPU: 17ms
     CGroup: /system.slice/multipathd.service
             └─46217 /usr/sbin/multipathd -d -s

Dec 12 18:10:34 SLES16-Localboot systemd[1]: Starting Device-Mapper Multipath 
Device Controller...
Dec 12 18:10:34 SLES16-Localboot multipathd[46217]: multipathd 
v0.11.0+183+suse.3973293: start up
Dec 12 18:10:34 SLES16-Localboot multipathd[46217]: reconfigure: setting up 
paths and maps
Dec 12 18:10:34 SLES16-Localboot systemd[1]: Started Device-Mapper Multipath 
Device Controller.

Configure DM Multipath on SLES local boot systems
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# systemctl list-unit-files | grep multipathd
multipathd-queueing.service                 static          -
multipathd.service                          enabled         disabled
multipathd.socket                           static          -

6. Fetch the UUID of the filesystems by issuing the blkid command and update
the /etc/fstab file to mount the filesystems:

# blkid
/dev/mapper/360060e80341180000091118000000304-part1: UUID="eb2499cc-459e-4ba0-
9f62-f1ecf7058a23" BLOCK_SIZE="512" TYPE="xfs" PARTUUID="35b8824e-01"
/dev/mapper/360060e80341180000091118000000305-part1: UUID="7bb44063-99cd-47ad-
8d9d-a34f3b1225cd" BLOCK_SIZE="512" TYPE="xfs" PARTUUID="123ed39c-01"

# cat /etc/fstab
UUID=d51978a8-1c72-4c65-becf-689447ca3523    /fs0    xfs    defaults    0 2
UUID=7bb44063-99cd-47ad-8d9d-a34f3b1225cd    /fs1    xfs    defaults    0 2

# mount -a
# df -h | grep fs*
/dev/mapper/360060e80341180000091118000000304-part1   10G  228M  9.8G   3% /fs0
/dev/mapper/360060e80341180000091118000000305-part1   10G  228M  9.8G   3% /fs1

Alternatively, filesystems can be mounted by specifying the /dev/disk/by-id value in
the /etc/fstab file:

# cat /etc/fstab
/dev/disk/by-id/dm-name-360060e80341180000091118000000304-part1         /fs0    
xfs     defaults      0 2
/dev/disk/by-id/dm-name-360060e80341180000091118000000305-part1         /fs1    
xfs     defaults      0 2
 
# mount -a
# df -h | grep fs*
/dev/mapper/360060e80341180000091118000000304-part1   10G  228M  9.8G   3% /fs0
/dev/mapper/360060e80341180000091118000000305-part1   10G  228M  9.8G   3% /fs1

Note: In this example the target mount point names are fs0 and fs1. You
can use any custom name, and must ensure that it is correct when providing
the target mount point in the /etc/fstab file.

# multipath -ll
360060e80341180000091118000000304 dm-2 HITACHI,OPEN-V
size=10G features='1 queue_if_no_path' hwhandler='0' wp=rw
`-+- policy='service-time 0' prio=1 status=active
  |- 2:0:0:1 sdc 8:32 active ready running
  `- 1:0:0:1 sdd 8:48 active ready running
360060e80341180000091118000000305 dm-1 HITACHI,OPEN-V

Configure DM Multipath on SLES local boot systems
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size=10G features='1 queue_if_no_path' hwhandler='0' wp=rw
`-+- policy='service-time 0' prio=1 status=active
  |- 1:0:0:2 sdf 8:80 active ready running
  `- 2:0:0:2 sde 8:64 active ready running

7. Identify the local boot disk that will be blocked from the DM Multipath configuration:

# fdisk -l | grep Disk | sort
Disk /dev/nvme0n1: 447.07 GiB, 480036519936 bytes, 937571328 sectors
Disk identifier: 3660BA64-222F-443B-9A62-B435C6EBD548
Disk model: HPE NS204i-u Gen11 Boot Controller
Disklabel type: gpt

# udevadm info --query=property --name=/dev/nvme0n1 | grep -E "ID_WWN|ID_SERIAL"
ID_SERIAL_SHORT=PYWWA0ARHKS3C9
ID_WWN=eui.00504313ee270001
ID_SERIAL=HPE_NS204i-u_Gen11_Boot_Controller_PYWWA0ARHKS3C9_1

8. Fetch the ID_WWN value from the output and use the same value in the /etc/
multipath.conf file to block the boot device.

Note: The device path will vary based on the boot disk type. For example,
an NVMe drive device name will be /dev/nvme* and for SCSI devices the
path will be /dev/sd*.

9. Create the multipath.conf file under the /etc directory.
10. Update the /etc/multipath.conf file for the VSP One BHE storage configuration:

# cat /etc/multipath.conf
blacklist{
         wwid eui.00504313ee270001
}
devices {
        device {
               vendor "HITACHI"
               product "OPEN-.*"
               path_grouping_policy "multibus"
               path_checker "tur"
               features "0"
               hardware_handler "0"
               prio "const"
               rr_weight "uniform"
               no_path_retry 10
        }
}

11. After making changes to the configuration file, run the following command to recreate
the initrd image file, and then restart the server.

# dracut -f -v 
# reboot

Configure DM Multipath on SLES local boot systems
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12. Verify the current configuration and ensure that it reflects the updates.

# multipathd -k
multipathd> show config
............
............
devices {
        device {
               vendor "HITACHI"
               product "OPEN-.*"
               path_grouping_policy "multibus"
               path_checker "tur"
               features "0"
               hardware_handler "0"
               prio "const"
               rr_weight "uniform"
               no_path_retry 10
        }
}

The following is an example of the DM Multipath status after updating the /etc/
multipath.conf file:

# multipath -ll
360060e80341180000091118000000304 dm-2 HITACHI,OPEN-V
size=10G features='1 queue_if_no_path' hwhandler='0' wp=rw
`-+- policy='service-time 0' prio=1 status=active
  |- 2:0:0:1 sdc 8:32 active ready running
  `- 1:0:0:1 sdd 8:48 active ready running
360060e80341180000091118000000305 dm-1 HITACHI,OPEN-V
size=10G features='1 queue_if_no_path' hwhandler='0' wp=rw
`-+- policy='service-time 0' prio=1 status=active
  |- 1:0:0:2 sdf 8:80 active ready running
  `- 2:0:0:2 sde 8:64 active ready running

Configure DM Multipath on SLES SAN boot systems
This procedure describes how to install and configure Device Mapper Multipath for SLES
16.0 SAN boot systems.

Install and configure Device Mapper Multipath on a SAN system

Before you begin

Before installing SUSE Linux, several storage configuration steps must be completed. See
the Provisioning Guide for Open Systems for VSP One Block on the Product Documentation
portal (https://docs.hitachivantara.com) for details.

Configure DM Multipath on SLES SAN boot systems
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Procedure

1. Establish connectivity with the VSP One BHE storage system either directly or through
two SAN switches using multiple I/O paths through FC HBA.

2. Install a supported FC HBA and connect it to the FC ports of the VSP One BHE storage
system.
You can connect the HBA ports directly to the FC ports of the VSP One BHE storage
system or through intermediate SAN FC switches.

3. Create host groups on the storage ports and assign the same set of LUNs to all host
groups.

4. Configure port topology and LUN security.
5. Set up the HBA BIOS according to the HBA vendor’s recommendations, ensuring that

boot from SAN is enabled.
Verify that the designated SAN Boot LUN from the VSP One BHE storage system is
detected in the HBA BIOS. See the respective HBA configuration guide for more
information.

6. Set the FC port topology on the VSP One BHE storage system by issuing the following
raidcom CCI command:
raidcom modify port -port
■ Fabric: ON when connected through a SAN Switch.

■ Fabric: OFF when connected directly with HBA.

■ Connection type: P-to-P for both direct and Fabric connections.

See the Provisioning Guide for Open Systems for VSP One Block on the Product
Documentation portal (https://docs.hitachivantara.com) for configuration information.
For example:

raidcom modify port -port CL1-A -topology n_port -IH7010
raidcom modify port -port CL2-A -topology f_port -IH7010

n_port: For direct connection between FC HBA and FC ports of VSP One BHE
storage.
f_port: For connection between FC HBA and FC Ports of VSP One BHE through a FC
Switch.

Note: Port Topology settings can be modified using VSP One Block
Administrator as well.

7. In VSP One Block Administrator create host groups on the storage ports and assign the
HBA WWPN to the host groups:

a. To register the server, click the Servers tab under Storage and assign the Server
name, the OS type as Linux, the protocol as FC, and add all the HBA WWPNs.

Install and configure Device Mapper Multipath on a SAN system
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b. Select the registered server and click Configure Port Connections to make the
logical connection between the registered server’s HBA port and VSP One BHE
storage ports.

c. Make the port connections logically according to the physical connectivity and
zoning with the storage ports (CL1-A,CL2-A) and click Submit.

Install and configure Device Mapper Multipath on a SAN system
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d. Verify the connections and make sure the host group or server has been
registered.

8. Create a 100 GB data reduction shared volume (DRS-VOL) from the existing pool of
VSP One BHE storage and create and map the DRS volume to the host group.
See the Provisioning Guide for Open Systems for VSP One Block on the Product
Documentation portal (https://docs.hitachivantara.com) for details.

9. Assign the same set of DRS-VOLs to the registered server. Ensure that the Boot LUN
size meets the OS installation requirements.
In the following example, one 100 GB DRS-VOL is created from the VSP One BHE
storage system and mapped to both host groups where SLES16_bootvol has been
created from B85_Linux_SCL_Pool:

Install and configure Device Mapper Multipath on a SAN system
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10. Map the 100 GB DRS-VOL to the host group that was created.
a. Select the server and click Attach Volumes to map the boot volume to the

registered server.

b. Select the 100 GB boot volume named SLES16_bootvol and click Submit to map
the volume.

c. Verify that the volume has been mapped correctly.

Install and configure Device Mapper Multipath on a SAN system
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11. Configure the HBA BIOS, scan the mapped volume in the HBA, and then add the
volume as a target device.

12. Set the boot device order:

Install and configure Device Mapper Multipath on a SAN system
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Note: This configuration can vary from HBA vendor to vendor. See the
adapter configuration manuals of the respective HBAs during configuration.

13. Install SUSE Linux 16.0 on a LUN (LUN ID 0) provisioned by the VSP One BHE storage
system.

For details, see Deploying SUSE Linux Enterprise Server 16.0 Using Network PXE Boot
at https://documentation.suse.com/sles/16.0/html/SLES-deployment-pxe-client/.

14. Select a SAN disk.
15. Verify that the storage LUN is detected as a multipath-enabled device:

Install and configure Device Mapper Multipath on a SAN system
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16. After the OS installation is complete and the system is running, verify that the boot disk
is claimed:

# multipath -ll
360060e80341180000091118000000303 dm-0 HITACHI,OPEN-V
size=100G features='1 queue_if_no_path' hwhandler='0' wp=rw
`-+- policy='service-time 0' prio=1 status=active

Install and configure Device Mapper Multipath on a SAN system
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  |- 1:0:0:0 sda 8:0  active ready running
  `- 2:0:0:0 sdb 8:16 active ready running

17. Verify the configuration:

# multipathd -k
  multipathd> show config
..........
..........
devices {
        device {
                 vendor "(HITACHI|HP|HPE)"
                 product "^OPEN-"
                 path_grouping_policy "group_by_prio"
                 failback "immediate"
                 no_path_retry 10
               }
}
...........

18. Create and update the DM Multipath configuration /etc/multipath.conf.
The following example shows the devices section of the /etc/multipath.conf
configuration file for the VSP One BHE storage system:

# cat /etc/multipath.conf
devices {
   device {
             vendor "HITACHI"
             product "OPEN-.*"
             path_grouping_policy "multibus"
             path_checker "tur"
             features "0"
             hardware_handler "0"
             prio "const"
             rr_weight "uniform"
             no_path_retry 10
   }
}

19. To update the initrd image file, run the dracut -f -v command and restart the
server.

20. Verify that the configuration accurately reflects the updates.

# multipathd -k
multipathd> show config
........
devices {
        device {
                vendor "HITACHI"
                product "OPEN-.*"
                path_grouping_policy "multibus"

Install and configure Device Mapper Multipath on a SAN system
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                path_checker "tur"
                features "0"
                hardware_handler "0"
                prio "const"
                rr_weight "uniform"
                no_path_retry 10
        }
}

The following example shows the DM Multipath status:

# multipath -ll
360060e80341180000091118000000303 dm-0 HITACHI,OPEN-V
size=100G features='1 queue_if_no_path' hwhandler='0' wp=rw
`-+- policy='service-time 0' prio=1 status=active
  |- 1:0:0:0 sda 8:0  active ready running
  `- 2:0:0:0 sdb 8:16 active ready running

The following example shows the DM Multipath status after additional storage LUNs
were added and detected as multipathd devices:

# multipath -ll
360060e80341180000091118000000303 dm-0 HITACHI,OPEN-V
size=100G features='1 queue_if_no_path' hwhandler='0' wp=rw
`-+- policy='service-time 0' prio=1 status=active
  |- 1:0:0:0 sda 8:0  active ready running
  `- 2:0:0:0 sdb 8:16 active ready running
360060e80341180000091118000000304 dm-4 HITACHI,OPEN-V
size=10G features='1 queue_if_no_path' hwhandler='0' wp=rw
`-+- policy='service-time 0' prio=1 status=enabled
  |- 1:0:0:1 sdc 8:32 active ready running
  `- 2:0:0:1 sde 8:64 active ready running
360060e80341180000091118000000305 dm-5 HITACHI,OPEN-V
size=10G features='1 queue_if_no_path' hwhandler='0' wp=rw
`-+- policy='service-time 0' prio=1 status=enabled
  |- 1:0:0:2 sdd 8:48 active ready running
  `- 2:0:0:2 sdf 8:80 active ready running

Configure Device Mapper Multipath on iSCSI systems
Refer to the /etc/multipath.conf file when configuring iSCSI systems running SLES
16.0. This configuration file applies to other versions of SLES as well.

Update the /etc/multipath.conf file. Set the value of the no_path_retry parameter to
30 or greater for iSCSI configuration.

# cat /etc/multipath.conf
devices {
   device {
         vendor "HITACHI"

Configure Device Mapper Multipath on iSCSI systems
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         product "OPEN-.*"
         path_grouping_policy "multibus"
         path_checker "tur"
         features "0"
         hardware_handler "0"
         prio "const"
         rr_weight "uniform"
         no_path_retry 30
     }
}

Configure Device Mapper Multipath on iSCSI systems
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