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Notices and Disclaimer
© 2025 Hitachi Vantara LLC. All rights reserved.

No part of this publication may be reproduced or transmitted in any form or by any means, electronic or mechanical, including photocopying and recording,
or stored in adatabase or retrieval systemfor commercial purposes without the express written permission of Hitachi, Ltd., or Hitachi Vantara (collectively,
“Hitachi”). Licensee may make copies of the Materials provided that any such copy is: (i) created as an essential step in utilization of the Software as
licensed and is used in no other manner; or (i) used for archival purposes. Licensee maynot make any other copies of the Materials. "Materials" mean text,

data, photographs, graphics, audio, video and documents.
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Preface

About This Document

This document provides a quick and reliable procedure for capturing Application consistent Thin Image Advanced
snapshots of a running Microsoft SQL Server (MSSQL) database on Red Hat Enterprise Linux (RHEL) systems.

Document Conventions

This document uses the following typographic convention:

Convention Description

Bold e |[ndicates text in a window, including window titles, menus,
menu options, buttons, fields, and labels. Example: Click OK.

e |[ndicates emphasized words in list items.

Italic Indicates a document title or emphasized words in text.

Monospace Indicates text that is displayed on screen or entered by the user.

Example: pairdisplay —-g oradb

Intended Audiences

This document is intended for system administrators, database administrators (DBAs), and storage engineers who need
to perform application-consistent snapshots during runtime without interrupting the database service. It details the steps
involved, including suspending database writes using SQL commands, temporary filesystem freezing through xfs_freeze,
and safe unfreezing after the snapshot is taken. This guide is especially valuable in environments using LVM, SAN, or
advanced storage replication technologies.

Accessing Product Downloads

Product software, drivers, and firmware downloads are available on Hitachi Vantara Support
Connect: https://support.hitachivantara.com/.

Log in and select Product Downloads to access the most current downloads, including updates that may have been
made after the release of the product.

Getting Help

Hitachi Vantara Support Connect is the destination for technical support of products and solutions sold by Hitachi
Vantara. To contact technical support, log on to Hitachi Vantara Support Connect for contact information:
https://support.hitachivantara.com/en_us/contact-us.html.

Hitachi Vantara Community is a global online community for customers, partners, independent software vendors,
employees, and prospects. It is the destination to get answers, discover insights, and make connections. Join the
conversation today! Go to community.hitachivantara.com, register, and complete your profile.

Value Proposition

e Zero-Downtime Protection - Capture application-consistent SQL Database snapshots.

¢ Verified Data Integrity - Uses SQL database and filesystem freeze to guarantee application-consistent images
validated by DBCC CHECKDB.
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e Fast Recovery and Testing - Snapshots can be mounted on secondary hosts for instant database availability in DR
drills, testing, or reporting without affecting production.

¢ Hitachi VSP One Block Integration - Leverages enterprise-grade storage features (Thin Image Advanced, CTG
consistency, Safe Snap, and others.) for high reliability and fast operations.

Document Revisions

Revision Number Date Details
vi.0 November 2025 Initial release
Comments

Send any comments on this document to Docs-Feedback@hitachivantara.com. Include the document title, including the

revision level, and refer to specific sections and paragraphs whenever possible. All comments become the property of
Hitachi Vantara LLC.

Thank you.
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Introduction

This document outlines a standardized and repeatable procedure for capturing application-consistent Thin Image
Advanced snapshots of an active Microsoft SQL Server database running on Linux (RHEL) systems. It ensures that
snapshots are taken in an application-consistent state by coordinating SQL database freezing with filesystem-level
freezing. This approach allows snapshots to be safely used for backup, testing, or replication purposes without
disrupting live database operations. The environment must include a database along with an application to generate load
on it. In our case, we used HammerDB to generate load on the SQL database for testing. The guide helps database
administrators, system engineers, and operations teams managing SQL Server in both production and testing
environments. Microsoft does not support crash-consistent snapshots.

Block Diagram

Figure 1 shows the key characteristics and components of the test environment.
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Figure 1 - Key features and elements comprising the test environment.

FC Switch (64 Gbps)
FC Switch (64 Gbps)

Hardware and Software Requirements for Test Environment

For this testing the following hardware configuration was used:

e Server Model: HA820 G2

e CPU: Dual Intel Xeon Silver 4310 (12 cores each)

e Memory: 128 GB DDR4 RAM

e Storage: Hitachi VSP One Block 26

e SQL Data Disk: 8 x 100 GB LUNs (OPEN-V) using SAN, configured as LVM
e Filesystem: XFS

For this testing, the following software components were used:

Operating System:

e Red Hat Enterprise Linux (RHEL) 9.4

e Must have access to EPEL or RHEL repositories for installing necessary tools

Database Software:

e Microsoft SQL Server 2022, Developer edition
e Installed using Microsoft’s official repositories for RHEL
e SQL Server service should be running as mssql under /var/opt/mssql

© Hitachi Vantara LLC 2025. All Rights Reserved 5
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Utilities and Tools:

e sglcmd command-line utility (installed through the mssql-tools package)
e xfs freeze utility (part of util-linux package)

e 1vm2 package (required if using LVM-based snapshots)

e Benchmarking Tool for load generation: HammerDB

Permissions:

e Root access or sudo privileges to run xts freeze, 1vm, or snapshot-related commands

e SQL Server sa or equivalent admin credentials to connect using sglcmd

Procedure

Before proceeding with the procedural steps, it is assumed that the user has the following prerequisites in place.
Specifically, it is assumed that a SQL database is already configured on Red Hat Enterprise Linux (RHEL).

The subsequent steps can be followed in their entirety if the user is setting up the database from scratch. However, if the
objective is to capture an application-consistent snapshot of an already configured database, the user may proceed
directly from Step #8 to Step #10.

Parameters such as volume size, number of volumes, database size, Benchmarking tool, Microsoft SQL Server version,
and Red Hat Enterprise Linux (RHEL) version are environment-specific and should be defined based on the individual
deployment requirements and performance objectives.

Operational Workflow

1. Install Microsoft SQL Server 2022 on both production and validation hosts.(In our test Host1 and Host2
respectively).

2. Create DRS volumes (In our test 8 PVOLs and 8 SVOLs of size 100 GB each on the Hitachi VSP One Block 26
storage system).

Map and discover PVOLs on Host1 and SVOLs on Host2.

On Host1, create a logical volume (LV) using the discovered disks, format the LVM with the XFS file system and
mount it on a mount point (In our case mounted at /testDB).

5. Create a Microsoft SQL Server database on Host1. (In our test 700 GB database has been created and named
MyDB).

6. Use any benchmarking tool to run queries on the database (In our test HammerDB has been used).
Create a pair.lst file containing all the PVOLs and SVOLs for the TIA snapshot configuration.

8. On Hostl, freeze the SQL database using “SET SUSPEND_FOR_SNAPSHOT_BACKUP = ON” and freeze the
XFS file system mounted on /testDB to prepare for a consistent snapshot.

9. Create a TIA snapshot specifying SVOLs and the CTG (consistency group) option and wait until all volumes
reach the PSUS (Pair Suspended) state

10. After the snapshot is complete, unfreeze the XFS file system on Host1 and then unfreeze the SQL database
using "SET SUSPEND_FOR_SNAPSHOT_BACKUP = OFF”.

11.  On Host2, activate the volume groups to detect the replicated LVs.

12. The logical volume should now appear on validation host (In our test Host2); mount it at some mount point (In
our test /testDB) and change permissions of the mount point to allow SQL server access.

13. Attach the snapshot files to an empty database (In our test named SnapshotDB) on validation host and verify
database consistency using the DBCC CHECKDB command.

© Hitachi Vantara LLC 2025. All Rights Reserved
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14. After the consistency check passes, the snapshot can be considered valid and might be used for backup or
restore operations.

Results and Observations:

1. Install Microsoft SQL Server 2022 on both production and validation hosts.

4. On Host1, create a logical volume (LV) using the discovered disks, format the LVM with the XFS filesystem and
mount it on a mount point (In our case mounted at /testDB).

5. Create a Microsoft SQL Server database on Host1. (In our test 700 GB database has been created and named
MyDB).
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Use any benchmarking tool to run queries on the database (In the test, HammerDB has been used).

7. Create apair.lst file containing all the PVOLs and SVOLs for the TIA snapshot configuration.

8. Freeze writes to the database and freeze the filesystem.
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9. Take a snapshot of the database and wait for the status to change to PSUS.

10. Unfreeze the filesystem and database on Host1.

12. Mount the LVM (In our test vg_openv_100G) to any mount point (e.g. /testDB) and change the permissions on
mount point to allow access
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13. Attach the snapshot files to an empty database (In our test named SnapshotDB) on Host2 and verify database
consistency using the DBCC CHECKDB command .

Conclusion

This guide has outlined a structured and repeatable procedure for creating a Thin Image Advanced (TIA) snapshot of an
actively running Microsoft SQL Server database on RHEL, using Hitachi VSP One Block 20 storage. By following the
outlined steps, ensuring data consistency through SQL Database freeze , filesystem freeze, and managing snapshot
operations with raidcom, administrators can confidently capture application-consistent images of live databases without
downtime. Crash-consistent snapshots for this configuration are not supported by MS SQL.

The successful mounting and validation of the snapshot on a secondary host using DBCC CHECKDB confirms the integrity
and usability of the replicated data. These snapshots can be leveraged for backup, testing, recovery validation, or
disaster recovery (DR) purposes, ensuring minimal impact on production workloads.

References

e HammerDB : Reference documentation for the HammerDB benchmarking tool.

e MSSQL Installation on RHEL Linux: Guide for installing and configuring Installation and Configuration of Microsoft SQL
Server on Red Hat Enterprise Linux.
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