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Preface

About this document

This book describes the latest release of the HCP Anywhere Enterprise Portal.

Document conventions

This document uses the following typographic convention:

Convention Description

Bold * Indicates text in a window, including window titles, menus, menu options,
buttons, fields, and labels. Example: Click OK.
* Indicates emphasized words in list items.

Italic Indicates a document title or emphasized words in text.

Monospace Indicates text that is displayed on screen or entered by the user.
Example: pairdisplay -g oradb

Intended audience

This document is intended for HCP Anywhere Enterprise administrators.

Accessing product downloads

Product software, drivers, and firmware downloads are available on Hitachi Vantara Support
Connect: https://support.hitachivantara.com/.

Log in and select Product Downloads to access the most current downloads, including updates that
may have been made after the release of the product.

Getting Help

Hitachi Vantara Support Connect is the destination for technical support of products and solutions
sold by Hitachi Vantara. To contact technical support, log on to Hitachi Vantara Support Connect

for contact information: https://support.hitachivantara.com/en_us/contact-us.html.

Hitachi Vantara Community is a global online community for customers, partners, independent
software vendors, employees, and prospects. It is the destination to get answers, discover insights,
and make connections. Join the conversation today! Go to community.hitachivantara.com,
register, and complete your profile.

Preface
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Chapter 1. Hitachi Content Platform Anywhere
Enterprise Portal 8.3.3000.49

HCP Anywhere Enterprise Portal is a scalable cloud service delivery platform that you install at your
own data center or in a cloud environment and use to create, deliver and manage cloud storage
applications, including a Global File System, and file access via stubbing/caching.

Licensing HCP Anywhere Enterprise Portal

A Cloud Drive Connect license is available which is a subset of the existing full license for users
who do not need to collaborate on shared documents and folders with other users, for mobile users,
and for zero-minute disaster recovery.

Security Considerations

Hitachi Vantara is constantly looking at ways to improve security, for example by resolving external
threats. Hitachi Vantara recommends always using the latest HCP Anywhere Enterprise Portal
image as many of the security fixes require upgrading the HCP Anywhere Enterprise Portal image
as well as the software.

Installing or Upgrading HCP Anywhere Enterprise Portal

You can only upgrade to a new version from an immediate previous version. If you have an

older version, you must first upgrade in steps, first to an intermediate previous version and
then to the new version.

For installation details, including ports that must be open, refer to the installation guide for your
platform.

Warning: Before changing the IP address for the HCP Anywhere Enterprise Portal server
instance you must wait until all the HCP Anywhere Enterprise Portal services,
such as Nomad and Consul, have loaded. Loading the HCP Anywhere Enterprise
Portal services take at least 5 minutes.

Upgrading the HCP Anywhere Enterprise Portal

The HCP Anywhere Enterprise Portal image and software on all HCP Anywhere Enterprise Portal
servers can be upgraded as described in Upgrading a HCP Anywhere Enterprise Portal in the
installation guide for your platform. Upgrading the HCP Anywhere Enterprise Portal image also
upgrades the HCP Anywhere Enterprise Portal software. After upgrading the HCP Anywhere
Enterprise Portal image on every server in the cluster, you must reboot every server in the HCP
Anywhere Enterprise Portal environment.

Hitachi Content Platform Anywhere Enterprise Portal 8.3.3000.49
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Pre-upgrade Requirements

If SHA-1 certificates are in use, they must be replaced with SHA-2-based signatures before starting
the upgrade.

You can only upgrade from HCP Anywhere Enterprise Portal version 8.2.1500.58 or later.
You cannot upgrade the HCP Anywhere Enterprise Portal while running a storage node migration.

General Considerations

If you are using the Thumbnails service, after upgrading the HCP Anywhere Enterprise Portal, from
the latest 8.2.x version (or at least from 8.2.1500.58), you must disable and then re-enable the
service.

After the first server boot at the end of the upgrade, HCP Anywhere Enterprise Portal components
are loaded on to the data pool. Only after these components have successfully been loaded will the
user interface become available.

Branding Considerations

Hitachi Vantara recommends branding the HCP Anywhere Enterprise Portal using the Palette
Generator. The CSS files generated can then be incorporated in the branded skin.

Checking the HCP Anywhere Enterprise Portal Cloud File
System (FSCK)

In order to check the consistency between the HCP Anywhere Enterprise Portal database and the
actual data in the storage node, HCP Anywhere Enterprise Portal has a utility, FSCK, similar to the

Linux FSCK utility. HCP Anywhere Enterprise Portal FSCK must be run only with approval from
Hitachi Vantara support.

Hitachi Content Platform Anywhere Enterprise Portal 8.3.3000.49
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What’s New

New Features

ID Number | Description

PIM-8711, |Improved security, including resolving CVE-2026-53434, CVE-2026-59084.
PIM-8918,
PIM-9012

PIM-8750 |Improved performance running the firstboot script when a portal server is installed
in AWS.

PIM-8791 | The following additional logs are now rotated dependent on size to prevent
uncontrolled disk usage:
* /usr/share/containers/var/log/envoy/

* .../logs/platform_services/
* .../logs/services/
» .../logs/pgarchiveservice/

» /var/log/docker_image_cleanup.log
* /usr/shareffilebeat/logs/

PIM-8899 | The log severity has been changed from trace to warning when the Microsoft Active
Directory configured domain controller is not reachable.

Resolved Issues

ID Number | Description

PIM-7918 | Fusion Gateway PUT operations failed when using rclone.

PIM-8270 | When backing up to an S3 bucket, the S3 sync certificate verification failed.

PIM-8375 |Suspected Ransomware Attack Detected email notifications were not being sent.

PIM-8387 | When the Microsoft Active Directory domain controllers have Extended Protection for
Authentication (EPA) enabled, domain discovery failed.

PIM-8471 | From portal version 8.3300.40, syncing fails when a share is defined for Upload
Only.

PIM-8527, | Access to Hitachi Vantara HCP (S3) storage nodes failed when the endpoint URL
PIM-8710 |embedded the bucket name as a subdomain.

PIM-8580 | From portal version 8.3.3000.40, the portal-zones-assignment-service crashed.

PIM-8649 | Users could not see previous versions of shared folders when they were not the folder
owner.

PIM-8671 |Queries on shared files with large snapshots were timing out and caused high
database load.

PIM-8674, | Team project approval popups were not displayed when SSO was enabled.
PIM-8676,
PIM-8679

PIM-8701 | After an antivirus background scan was run, auto vacuum on the database files table
was not completing.

Hitachi Content Platform Anywhere Enterprise Portal 8.3.3000.49
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ID Number | Description

PIM-8815 | When using Fusion Gateway, changing the owner of a cloud drive folder caused
download operations to fail.

PIM-8913 | Except for ESXi, the portal did not automatically restart after the firstboot script was
run.

PIM-8920 | Infected file details in portal reports did not include who created or modified the file.

PIM-8925 | Testing email setup when using Microsoft Graph failed.

PIM-8968 | The local quota services state was critical when the quota-calculation-service was
running on a different node.

SP-17014 | When connecting a portal to Microsoft Active Directory using the LDAP connector,
groups were not searched and fetched.

Known Issues

ID Number | Description

- Changing the IP address after installing a HCP Anywhere Enterprise Portal server
but prior to the full deployment of HCP Anywhere Enterprise Portal services like
Nomad and Consul causes the deployment to fail.

Workaround: Wait until all the HCP Anywhere Enterprise Portal services have been
loaded before changing the IP address. If you changed the IP address after the
installation but before the full deployment of HCP Anywhere Enterprise Portal
services like Nomad and Consul, run portal-manage.sh resetdb.

You must run portal-manage.sh resetdb before initializing the HCP Anywhere
Enterprise Portal or joining it to an existing HCP Anywhere Enterprise Portal cluster.

SP-16614 | Support users with the relevant permissions cannot create user groups, add or
remove users in an existing group nor delete users.

SP-17928 | After changing a plan name and applying it, the process shows that zero users were
updated.

SP-27912 | A SHA1 fingerprint label is displayed with the default TLS certificate.

SP-27973 | Consul and Nomad do not update after removing a server. Manually refresh the
environment.

SP-28514 | Afile in upload and locked in the database does not appear locked in the GUI.

Hitachi Content Platform Anywhere Enterprise Portal 8.3.3000.49
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Chapter 2. Hitachi Content Platform Anywhere
Enterprise Portal 8.3.3000.46

What’s New

New Features

ID Number

Description

PIM-5497, PIM-5808, | Improved security, including resolving CVE-2025-55668,
PIM-5822, PIM-7365, | CVE-2025-55752, CVE-2025-55752, CVE-2026-29146,
PIM-7547, PIM-8012 | CVE-2026-43512.

PIM-8267

The Google Cloud Storage (S3) storage node now supports Direct Mode.

Resolved Issues

ID Number | Description

PIM-6978 | Uploading files with an invalid end date to a HCP Anywhere Enterprise Portal WORM
compliant cloud folder failed.

PIM-7341 | When upgrading from 8.2.x or 8.3.3000.x, HCP Anywhere Enterprise Fusion
Gateway failed when the head-object included directories.

PIM-7551 | End user searches failed.

PIM-7559 | From HCP Anywhere Enterprise Portal version 8.3.3300.19, an email was not sent
when the cloud folder quota was exceeded.

PIM-7614 | There were sudden load increases in CPU usage.

PIM-7639 | Hardening of Envoy to prevent Envoy crashing.

PIM-7656 |In version 8.3.3300.44, if the HCP Anywhere Enterprise Portal with messaging
defined entered a read -only mode, for example, when the data pool was almost full,
the messaging service statuses were incorrect.

PIM-7699, | From HCP Anywhere Enterprise Portal version 8.3.3300.19, users were unable to

SP-27132 | open and view shared by me content.

PIM-7734 | The connection using LDAPS and Kerberos failed.

PIM-7873 | From HCP Anywhere Enterprise Portal version 8.3.3300.19, a HCP Anywhere
Enterprise Portal could not be deployed in KVM.

PIM-7952 | Hardening of HCP Anywhere Enterprise Fusion Gateway.

PIM-8063 | From HCP Anywhere Enterprise Portal version 8.3.3000.36, the exported HCP
Anywhere Enterprise Portal report to Microsoft Excel did not include the All
Snapshots Size data.

PIM-8097 | From HCP Anywhere Enterprise Portal version 8.3.3000.36, HCP Anywhere
Enterprise Fusion Gateway support for multipart uploads failed.

PIM-8114 | The search filter for the Devices page included an unsupported option: Last Backup.

PIM-8133 | From HCP Anywhere Enterprise Portal version 8.3.3000.40, filtering devices in the
administration Devices page, in the search box, failed with an error.

Hitachi Content Platform Anywhere Enterprise Portal 8.3.3000.46
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Chapter 3. Hitachi Content Platform Anywhere
Enterprise Portal 8.3.3000.44

What’s New

New Features

ID Number | Description

PIM-7012 | Cloudwatch VPC endpoints are now supported using the following commands:
Get the Cloudwatch endpoint: cloudWatchVpcEndpoint get <sn name>
Set the endpoint for the storage node: cloudWatchVpcEndpoint set
<sn_name> <vpc_endpoint>

Remove the endpoint (like setting it to ""): cloudWatchVpcEndpoint remove
<sn_name>

Where sn_name is the storage node name.

Resolved Issues

ID Number | Description

PIM-7074, |Upgrading a portal caused the HCP Anywhere Enterprise Messaging service status
PIM-7075 |to fail.

PIM-7185 |S3 API Failed notifications were being sent too frequently.

PIM-7310 | Messaging status has stalled notifications were being sent too frequently.

Hitachi Content Platform Anywhere Enterprise Portal 8.3.3000.44
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Chapter 4. Hitachi Content Platform Anywhere

Enterprise Portal 8.3.3000.40

What’s New

New Features

ID Number

Description

PIM-6171, PIM-6463,
PIM-6467, PIM-6469,
PIM-6774, PIM-6800,
PIM-6840

emails securely. Both options are now available.
SMTP:

HITACHI @ oo -

Microsoft Graph:

HITACHI . - @

setup, only the SMTP option is available.)

Microsoft Graph Mail has been integrated to replace SMTP for sending

(When installing a HCP Anywhere Enterprise Portal, during the initial

PIM-5472, PIM-6158,
PIM-6159, PIM-6160

CVE-2022-41946.

Improved security, including resolving CVE-2025-30065,

Resolved Issues

ID Number | Description

PIM-6735

pg_wal files were not being removed in a timely way.

PIM-6741

In the Users page for a user, selecting a folder in the Cloud Drive Folders tab and
clicking View Files displayed the Dashboard and not the folder.

PIM-6975

From version 8.3.3000.36, HCP Anywhere Enterprise Portal startup was slow.

Hitachi Content Platform Anywhere Enterprise Portal 8.3.3000.40
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Chapter 5. Hitachi Content Platform Anywhere
Enterprise Portal 8.3.3000.36

What’s New

What’s New In the Portal Image

ID Number

Description

PIM-4248, PIM-4488,
PIM-4490, PIM-4492

When connecting a new secondary server to the primary server on a HCP
Anywhere Enterprise Portal, Nomad is disabled.

PIM-5797

The output from running portal-dump. sh now includes the log from the
firstboot script.

PIM-5816, PIM-6259

Improved security, including resolving CVE-1999-0524.

PIM-5819

The output when running the command portal.sh
configure-db-recovery n was malformed.

PIM-5996, PIM-6208,
PIM-6668

The docker image for accusoft/prizmdoc-server has been upgraded to
13.28.

PIM-6110

In version 8.3.3000.26, a new HCP Anywhere Enterprise Portal server
could not be added to the HCP Anywhere Enterprise Portal cluster.

PIM-6273, PIM-6276

Using the HCP Anywhere Enterprise Drive Share email add-in did not send
attachments to the HCP Anywhere Enterprise Portal that had ACLs
enabled.

PIM-6318 If the storage node went offline, after the storage node was reconnected,
syncing with the HCP Anywhere Enterprise Portal was stopped until
syncing was suspended and then unsuspended.

PIM-6383 A storage node with object lock enabled became offline after upgrading to
HCP Anywhere Enterprise Portal version 8.3.3000.26.

PIM-6399 HCP Anywhere Enterprise Portal dumps now include the
keep_envoy_alive.log.

PIM-6406 File uploads failed after upgrading a HCP Anywhere Enterprise Portal with
a storage node with a name that does not conform to the latest S3 naming
conventions.

PIM-6449 Changing a cloud folder owner failed.

PIM-6628, PIM-6629

In version 8.3.3000.26, after creating a main DB server the setup wizard
had to be run twice, running portal-manage.sh restart after the first
time.

Hitachi Content Platform Anywhere Enterprise Portal 8.3.3000.36
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New Software Features

ID Number

Description

SP-29170

Improved security.

Resolved Software Issues

ID Number | Description

SP-27782 | Attempting to generate a monthly report in the user interface returned an error.

SP-28726 |Using the AWS SDK for Java to validate a checksum that was returned in the S3
response failed.

SP-29018 |Inversion 8.3.3000.26, skins could not be uploaded to the HCP Anywhere Enterprise
Portal.

SP-29089 |Inversion 8.3.3000.26, after defining a proxy server, both the Thumbnails service and
the backup to an S3 bucket failed.

SP-29112 | AWS fields were displayed in the VSP One Object (S3) storage node.

SP-29133 | The HCP Anywhere Enterprise Portal report included bad files when files were
uploaded to the HCP Anywhere Enterprise Portal directly and via a HCP Anywhere
Enterprise Edge Filer.

SP-29146 |HikariPool-2 - Closing connection debug messages were logged even
when the HCP Anywhere Enterprise Portal log level was INFO.

SP-29189 | Accessing a HCP Anywhere Enterprise Edge Filer remotely from a HCP Anywhere

Enterprise team portal failed.

Hitachi Content Platform Anywhere Enterprise Portal 8.3.3000.36

Hitachi Content Platform Anywhere Enterprise Page 11




Chapter 6. Hitachi Content Platform Anywhere
Enterprise Portal 8.3.3000.26

What’s New
What’s New In the Portal Image
ID Number Description
PIM-4255 Replacing a messaging server and then replacing the replacement server

back to the original server failed.

PIM-5381, PIM-5466,
PIM-5499, PIM-5700,
PIM-5724

Improved security, including resolving CVE-2024-56337 vulnerability.

PIM-5474

The support report could not be downloaded from the user interface.

PIM-5507, PIM-5686,
PIM-5718

Improvements to the Varonis service.

New Software Features

ID Number

Description

SP-27774,SP-27845,
SP-28915

Upload Only File Sharing Permission
A new permission has been added to file sharing, via public links and
collaboration: Upload Only, <. Upload Only share recipients are able to

upload content to the folder but cannot see any of the content that is in the
folder.

SP-27817

Better accessibility integration when changing the portal page.

SP-28005, SP-28087

Improved security, including resolving CVE-2024-45216 vulnerability
(Apache Solr).

SP-28026, SP-28060,
SP-28061, SP-28094,
SP-28096

Improvements to the Varonis service.

SP-28235

The name of the user that shared a folder is no longer displayed.

Hitachi Content Platform Anywhere Enterprise Portal 8.3.3000.26
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ID Number Description

SP-28354, SP-28355, | The endpoint for Amazon S3 storage nodes can be specified as either the
SP-28434 virtual host, with a certificate provided per bucket, or path style.

The option to use the path style is displayed for Amazon S3 storage nodes
defined for the HCP Anywhere Enterprise Portal or defined to be used as
storage for the Thumbnails service.

For a storage node:

rEsT_ T
=3

For a thumbnail storage node:

Amazon deprecated using the path style, but most products still support its
use. The default is to use the virtual host style.

SP-28731, SP-28884 | Node.js has been upgraded to Node.js.24.

Resolved Software Issues

ID Number | Description

SP-27025 | The HCP Anywhere Enterprise Portal could not be initialized in FIPS mode.

SP-27989 | The Starting Replication task progress does not account for rsync of database
archive files.

SP-28034 | An error was issued when changing a storage node to disabled.

SP-28068 |Viewing snapshots of subfolders of a shared folder did not work.

SP-28088 | The URL to download a support report was wrong.

SP-28194 | Setting folder level deduplication

SP-28198 | Setting the cloud drive deduplication level for a user to Folder, created many folder
groups.

SP-28222 | A proxy could not be initialized which led to access problems.

SP-28312 | Users accessing a HCP Anywhere Enterprise Portal with HCP Anywhere Enterprise
Drive Share on macOS could still edit shared folders after permission to access the
folder was revoked.

SP-28346 | The notifications Envoy Unhealthy and S3 API Failed were repeatedly issued.

Hitachi Content Platform Anywhere Enterprise Portal 8.3.3000.26
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Chapter 7. Hitachi Content Platform Anywhere
Enterprise Portal 8.3.3000.19

What’s New

Infrastructure Improvements

Ability to Send Logs to More than One Syslog Server

After enabling a Syslog server in the HCP Anywhere Enterprise Portal, you can add Syslog servers using the
following CLI:

portal-syslog-client add syslog server <ip> <port> <protocol> [name] [ca cert]
[client cert] [client key]

Required Parameters

<ip>—IP address of the syslog server
<port>— Port number of the syslog server
<protocol>— Protocol to use (UDP, TCP/TLS, or TCP/ClientCertAuth)

Optional Parameters

[name] — Unique identifier for the server (auto-generated if not provided).
[ca_cert] — CA certificate file (required for TLS).

[client_cert] — Client certificate file (required for client authentication).
[client_key] — Client private key file (required for client authentication).

Note:
*  You cannot add multiple servers with the same IP and port combination.
+ If you add a server with a name that already exists, the existing server will be updated.
» All certificate files must exist and be readable. All certificates need to be placed under
/usr/local/lib/ctera/syslog/logstash/tls.
+ The service automatically creates a new logstash pipeline configuration for each server.

Core Infrastructure Upgrades

Key infrastructure components have been upgraded including:
* The Tomcat server
+ The JDK

» The Blocks table has been changed to include map files instead of having the map files stored
as objects in the storage node.
Note: You cannotupgrade the HCP Anywhere Enterprise Portal while running a storage node
migration.

FIPS 140-3 Validation

The HCP Anywhere Enterprise Portal supports FIPS 140-3.

Hitachi Content Platform Anywhere Enterprise Portal 8.3.3000.19
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Global Administration

New Look and Feel

The HCP Anywhere Enterprise Portal global administrator user interface has been modernized.

Backup to an S3 Bucket

In addition to PostgreSQL's built-in continuous archiving mechanism and PostgreSQL streaming
replication that enables the continuous streaming and replication from a primary database server
to a secondary, replication, server, you can also backup and restore the HCP Anywhere Enterprise
Portal database to and from an S3 bucket.

Using HCP Anywhere Enterprise Backup to S3 allows administrators to back up the HCP Anywhere
Enterprise Portal settings, base database backup, and archival logs automatically to a designated
S3 bucket, ensuring data integrity and availability through consistent backups while providing
administrators with a user-friendly interface for backup configuration and status monitoring.

Devices Report

The Reports page has a new report, Devices.

New Email Templates

The following email templates have been added:

Consul Service Unhealthy

Database Backup to Bucket has Errors
Envoy Service Unhealthy

Nomad Service Unhealthy

S3 API Service Failed

Support for Bitdefender Antivirus

The Bitdefender antivirus software is supported.

Deprecated Features

Features that are not supported have been removed, such as:

Support for seeding stations (was under Settings > Seeding Stations).

Ability to create a reseller HCP Anywhere Enterprise Portal.

Team Administration

New Look and Feel

The team administrator HCP Anywhere Enterprise Portal user interface has been modernized.

Hitachi Content Platform Anywhere Enterprise Portal 8.3.3000.19
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Global File Locking

When files are shared by users Hitachi Vantara provides, in addition to conflict file handling, the
option to lock files. Cloud drive folders can be configured so that only one user at a time can access
the file for editing and the file will be locked for all other users.

Note: A license is required to enable global file locking.
HCP Anywhere Enterprise Edge Filer 7.11.4900.11 or later is required.

Deprecated Features

Features that are not supported have been removed, such as:
* Local backup log.
* The Applications configuration template.

Hitachi Content Platform Anywhere Enterprise Portal 8.3.3000.19
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What’s New In the Portal Image

ID Number | Description
PIM-5415, |Improvements when restoring the database from an S3 bucket:
PIM-5471 |+ The archive pool size was not checked before restoring a database backed up
to an S3 bucket.
+ Attempting to restore the database using the wrong bucket name failed with an
error message that was not connected to the issue.
PIM-5452 | A PostgreSQL vulnerability was resolved.
PIM-5466 | Improved docker security.
PIM-5476 | Even when the portal-storage-util.sh script completed successfully, the return code
reported an error.
PIM-5669 | cloud-init has been enabled for deployments in all platforms except for Microsoft
Azure.

New Software Features

ID
Number

Description

SP-27410

HCP Anywhere Enterprise Portal notifications have clearer categories.

SP-27423

Graph details are displayed for licenses in use and provisioned.

SP-27734

SP-27784

Map file migration can be disabled by setting
set /settings/cloudFSSettings/mapFileMigrationTaskInterval O.

SP-27799

The new storage node, VSP One Object (S3), is available.

Resolved Software Issues

ID Description

Number

SP-27460 | Setting CAC under SSO blocked access to the HCP Anywhere Enterprise Portal for
the global administrator without using CAC.

SP-27647 | The HCP Anywhere Enterprise Portal displayed an incorrect list of available file
versions when attempting to restore files.

SP-27747 | Permanently deleting files failed when there were files with a missing parent.

SP-27770 | Previous versions were displayed empty for Shared With Me folders.

SP-27826 | Folder statistics were sometimes incorrect.

SP-27899 | The primary database server could not start if the secondary, replication. server was
down.
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