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Best Practices Guide

This document provides a quick and reliable procedure for storage backup and recovery
using Thin Image Advanced (TIA) snapshots of a running PostgreSQL database on Red Hat
Enterprise Linux (RHEL) systems. It is intended for system administrators, database
administrators (DBAs), and storage engineers who need to capture storage array-based
snapshots during runtime without interrupting database service. It details the steps involved,
including online backup management with PostgreSQL backup control functions, temporary
filesystem freezing through fsfreeze, and safe unfreezing after the snapshot is taken. This
guide is especially valuable in environments using SAN or advanced storage replication
technologies.

Accessing Product Downloads

Product software, drivers, and firmware downloads are available on Hitachi Vantara Support
Connect: https://support.hitachivantara.com/.

Log in and select Product Downloads to access the most current downloads, including
updates that may have been made after the release of the product

Getting help

Hitachi Vantara Support Connect is the destination for technical support of products and
solutions sold by Hitachi Vantara. To contact technical support, log on to Hitachi Vantara
Support Connect for contact information: https://support.hitachivantara.com/en_us/contact-
us.html.

Hitachi Vantara Community is a global online community for customers, partners,
independent software vendors, employees, and prospects. It is the destination to get
answers, discover insights, and make connections. Join the conversation today! Go to
community.hitachivantara.com, register, and complete your profile.

Value proposition
This solution offers the following benefits:

= Zero-downtime protection - Online backup management with PostgreSQL backup control
functions makes it possible to back up the PostgreSQL database without downtime.

* Fastrecovery - Restoring data from storage array-based snapshots enables fast restore
and recovery.

= Hitachi VSP One Block and VSP 5000 series integration - Leverages enterprise-grade
storage features (for example, Thin Image Advanced and CTG consistency) for high
reliability and fast operations.
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Introduction

Introduction

This document outlines a standardized and repeatable procedure for storage backup and
recovery using Thin Image Advanced snapshots of an active PostgreSQL database running
on Linux (RHEL) systems, using Hitachi VSP One Block or Hitachi VSP 5000 series storage.
It is possible to safely take online backups of the PostgreSQL database without disrupting live
database operations, by coordinating online backup management with PostgreSQL backup
control functions and Thin Image Advanced snapshots. In the event of a failure, coordinating
with continuous archiving of the PostgreSQL database enables roll-forward recovery using
archived Write-Ahead Logs (WAL), guaranteeing application-consistent recovery. This
document provides an explanation of recovery scenarios for logical failures assumed in a
PostgreSQL database. The guide helps database administrators, system engineers, and
operations teams managing PostgreSQL in both production and testing environments.

The following illustration shows a block diagram of the key characteristics and components of
the test environment.
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Hardware requirements

For this validation, the following hardware configuration was used:
* Server Model: HA800 series

* CPU: Dual Intel Xeon Silver 4316 (20 cores each)

* Memory: 256 GB DDR4 RAM

= Storage: Hitachi VSP 5600H

* PostgreSQL Database Cluster Disk: 2 x 1 TB LUNs (OPEN-V), One of them is configured
as a snapshot volume (SVOL)

* PostgreSQL User Tablespace, Databases Disk: 2 x 1 TB LUNs (OPEN-V), One of them is
configured as a snapshot volume (SVOL)

* PostgreSQL Log Disk: 1 x 1 TB LUNs (OPEN-V)
* Filesystem: XFS
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Operational workflow

Software requirements

For this validation, the following software components were used:

Operating system:

* Red Hat Enterprise Linux (RHEL) 9.5

Database software:

* PostgreSQL 17.5

* Installed using official repositories for PostgreSQL

Utilities and tools:

* psqgl command-line utility (part of the PostgreSQL installation)

* fsfreeze utility and disk-related utility (part of util-linux package)
Permissions:

* Root access or sudo privileges to run fsfreeze, disk-related commands, or snapshot-
related commands

* PostgreSQL Server postgres or equivalent admin credentials to connect using psql or
run PostgreSQL-related commands

Operational workflow

The following procedures outline best practices for using Thin Image Advanced for Active
PostgreSQL Database.

Install PostgreSQL on the database server

Procedure
1. Create 5 DRS volumes that are 1 TB each on the Hitachi VSP 5600H storage system.
2. Map 3 volumes to the database server and perform LUN discovery. The remaining 2
volumes that were not mapped will serve as SVOLs for TIA.
3. Format 3 volumes with the XFS file system.
mkfs.xfs /dev/sdc
4. Create 3 directories to serve as mount points for each volume.
=« The directory to store the database cluster: mkdir -p /
PostgreSQL cluster 5600
= The directory to store the user tablespace: mkdir -p /PostgreSQL data 5600
« The directory to store the archive WALs: mkdir -p /PostgreSQL log 5600
5. Mount each of 3 volumes to a different directory.

mount /dev/sdc /PostgreSQL cluster 5600
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10.

1.
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13.

Install PostgreSQL on the database server

Change the ownership of 3 directories to the database user (postgres).

chown -R postgres:postgres /PostgreSQL * 5600

Use initdb to create a new PostgreSQL database cluster. Specify the directory to
store the database cluster (one of the mount points created on the storage disk) with the
-D option.

initdb -D /PostgreSQL cluster 5600/data

Enable Continuous Archiving. Edit the postgresql . conf file and modify the
archive mode and archive command settings. The changes will take effect by
restarting the PostgreSQL server.

« archive_mode = on

= archive_command = 'test ! -f /PostgreSQL log 5600/archive/%f &&
cp %p /PostgreSQL log 5600/archive/%f’

Create a tablespace named TIA data. Specify the directory to store the tablespace (one
of the mount points created on the storage disk) in the LOCATION clause.

CREATE TABLESPACE TIA data LOCATION ‘/PostgreSQL data 5600’ ;

Create a database named TIA_test, specifying the previously created tablespace.

CREATE DATABASE TIA test TABLESPACE TIA data;

Initiate TIA snapshot pair creation using the raidcom add snapshot command,
specifying the PVOL (the volume that stores the database cluster), SVOL, pool,
snapshot group, and CTG (consistency group) options.

raidcom add snapshot -ldev _id 00:04 00:05 -pool SQL-Pool-TIA -snapshotgroup

postgresql -snap mode cascade CTG

Initiate TIA snapshot pair creation for the second volume using the raidcom add
snapshot command, specifying PVOL (the volume that stores the tablespace), SVOL,
pool, snapshot group, and CTG (consistency group) options. Be sure to specify the
same snapshot group name as the one used for the pair associated with the volume that
stores the database cluster.

raidcom add snapshot -ldev_id 00:08 00:09 -pool SQL-Pool-TIA -snapshotgroup

postgresgl -snap mode cascade CTG

Wait until all volumes reach the PAIR (Paired) state.

raidcom get snapshot -snapshotgroup postgresqgl -fx -key detail -format time
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Create a backup

Create a backup

Procedure

1.

Use a tool that repeatedly executes a large number of INSERT operations to run queries
on the TIA test database.

2. Connect to the PostgreSQL database server as a user with superuser privileges or with
execution privileges for backup control functions, and prepare to begin an online backup
using the pg_backup start function. The session in which the pg backup start
function was executed must be kept open and not closed.

SELECT pg backup start('label',true);

3. Using a different prompt, flush the operating system's file cache to disk.
sync; sync; sync

4. Freeze the XFS file systems mounted on the directories that store the database cluster
and tablespace to prepare for a consistent snapshot.
fsfreeze -f /PostgreSQL cluster 5600; fsfreeze -f /PostgreSQL data 5600;

5. Split the snapshot using the raidcom modify snapshot command, specifying the
snapshot group and -snapshot_data split option. Wait until all volumes are in the PSUS
(Pair Suspended) state.

s raidcom modify snapshot -snapshotgroup postgresql -snapshot data split
s raidcom get snapshot -snapshotgroup postgresqgl -fx -key detail -format time

6. After the snapshot is complete, unfreeze the XFS file system.
fsfreeze -u /PostgreSQL cluster 5600; fsfreeze -u /PostgreSQL data 5600;

7. Finish performing an online backup by using the pg backup stop function. Be sure to
perform this operation in the same session that was kept open after executing the
pg_backup_start function.

8. A backup of the files in the directory where archived WALs are output can be made by
copying them to another location.
cp -a /PostgreSQL log 5600/archive /PostgreSQL log 5600/archive. date "+%Y%m%d_%H
SMES"°

Next steps

If a failure occurs and recovery from a backup is required, the following procedure describes
the restore and recovery operation.
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Recovery from logical failures

Recovery from logical failures

The following steps provide an explanation of recovery scenarios for logical failures assumed
in a PostgreSQL database.

Procedure

1. Stop the PostgreSQL database server, if it's running.

pg_ctl stop

2. Unmount the directories that store the database cluster and tablespace.

s umount /PostgreSQL cluster 5600

s umount /PostgreSQL data 5600

3. Restore the snapshot using the raidcom modify snapshot command, specifying the
snapshot group and -snapshot_data restore option. Wait until all volumes return to the
PSUS (Pair Suspend) state after going through RCPY (Reversed Copy).

s raidcom modify snapshot -snapshotgroup postgresql -snapshot data restore

s raidcom get snapshot -snapshotgroup postgresql -fx -key detail -format time

4. Mount the directories that store the database cluster and tablespace.

s mount /dev/sdc /PostgreSQL cluster 5600

= mount /dev/sdb /PostgreSQL data 5600

5. Copy the archived WAL files that were backed up to another location into the directory
where the archived WALs are output. If necessary, relocate any data remaining in the
directory where archived WALSs are output to another location beforehand.

cp -a /PostgreSQL log 5600/archive.yyyymmdd hhmmss/* /PostgreSQL log 5600/

archive

6. Delete the postmaster.pid file in the restored database cluster.

rm -Rf /PostgreSQL cluster 5600/data/postmaster.pid
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Results and observations

7. Configure the system to apply WAL when PostgreSQL is started in recovery mode. Edit
the postgresqgl.conf file and modify the restore command settings.

restore command = 'cp "/PostgreSQL log 5600/archive/$f" "Sp"'

8. Create a recovery.signal file in the database cluster to start PostgreSQL in recovery
mode.

touch /PostgreSQL cluster 5600/data/recovery.signal

9. Start the PostgreSQL database server.

pg_ctl start

10. Based on the archive, the WAL is applied up to the latest state, allowing operations that
occurred after the restored TIA snapshot was taken to be rolled forward.

Results and observations

Procedure

1. Install PostgreSQL on the database server.

rootEdiql -rhel®@l S8 fusr/pgsgql-17/bain/pagl

wig]l (PostgreSQOL) 17.5

root@sgl ~chel D01 '|.|:|

2. Create 5 DRS volumes that are 1 TB each on the Hitachi VSP 5600H storage system.

c:¥HORCM¥etc>raidcom add ldev -Idev_id 00:04 -drs -capacity_saving deduplication_compression -request _id auto -pool 0 -capacity 1024G
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Results and observations

o g ko

Format 3 volumes with the XFS file system.

Mount each of 3 volumes to a different directory.

[root@sql-rhel@@l ~]# mkfs.xfs /dev/sdc

=/dev/sdc

=version 2
=internal log

realtime =none
[root@sql-rheleol ~]#

isize=512
sectsz=512
crc=1
reflink=1
bsize=4096
sunit=0
bsize=4096
bsize=4096
sectsz=512
extsz=4096

Create 3 directories to serve as mount points for each volume.

Change the ownership of 3 directories to the database user (postgres).

agcount=4, agsize=67108864 blks
attr=2, projid32bit=1

finobt=1, sparse=1, rmapbt=0
bigtime=1 inobtcount=1 nrext64=0
blocks=268435456, imaxpct=5
swidth=0 blks

ascii-ci=0, ftype=1
blocks=131072, version=2

sunit=0 blks, lazy-count=1
blocks=0, rtextents=0

[root@sql-rhel@@l ~]# mkdir -p /PostgreSQL_cluster_5600

[root@sql-rhel@0l ~]#

[root@sql-rhel@@l ~]# mount /dev/sdc /PostgreSQL_cluster_ 5600

[[root@sql-rhel@@l ~]#

[root@sql-rhel@®l ~]# chown -R postgres:postgres /PostgreSQL_cluster_5600

7. Use initdb to create a new PostgreSQL database cluster. Specify the directory to
store the database cluster (one of the mount points created on the storage disk) with the

-D option.
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[postgres@sql-rhelo@l ~]$ initdb -D /PostgreSQL_cluster_5600/data
he files belonging to this database em will be owned by user "postgres"
his user must also own the server process.

he database cluster will be initialized with locale "en_US.UTF-
he default database encoding has accordingly been set to "UTF8"
he default text search configuration will be set to "english”.

pata page checksums are disabled.

reating directory /PostgreSQL_cluster_5600/data ...
i i tories ... ok
hared memory implementation ...
max_connections” ... 100
“shared_buffers . 128MB
Asia/Tokyo
. ok
. ol
erforming post-bootstrap initialization ...
kyncing data to disk ... ok
initdb: warning: enabling "trust" authentication for local connections
finitdb: hint: You can change this by editing pg_hba.conf or using the option -A, or --auth-local and

can now start the database server using:
pg_ctl -D /PostgreSQL_cluster_560@/data -1 logfile start

[postgres@sql-rheleel ~]$

Results and observations

--auth-host, the next time you run initdb.

Enable Continuous Archiving. Edit the postgresqgl.conf file and modify the
archive mode and archive command settings. The changes will take effect by

restarting the PostgreSQL server.

17 curran
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Verify the backup operation

9. Create a tablespace named TIA data. Specify the directory to store the tablespace

(one of the mount pomts created on the storage disk) in the LOCATION clause

IEATE TABLESPACE TIA data LOCATION °
PACE

11. |Initiate TIA snapshot pair creation using the raidcom add snapshot command,
specifying the PVOL (the volume that stores the database cluster), SVOL, pool,
snapshot group, and CTG (consistency group) optlons

c:¥HORCM¥etcoraic shot -Idev_id 00:04 00:05

c :¥HORCM¥et c

12. Initiate TIA snapshot pair creation for the second volume using the raidcom add
snapshot command, specifying PVOL (the volume that stores the tablespace), SVOL,
pool, snapshot group, and CTG (consistency group) options. Be sure to specify the
same snapshot group name as the one used for the pair associated with the volume that
stores the database cluster.

c:¥HORCM¥etc>raidcom add snapshot -ldev_id 00:08 00:09 -pool SOL-Pool-TIA -snapshotgroup postgresql -snap_mode cascade CT

13.

raidcom get snapshot st gre p‘letrmﬁﬁmu
z ﬁL[\Eﬁ H\WF DEY# PID 1

5

C : ¥HORCM¥et c

Verify the backup operation

The following describes the procedure for the backup operation.
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Verify the backup operation

Procedure

1. Use a tool that repeatedly executes a large number of INSERT operations to run queries
onthe TIA test database.

[postgres@sql-rhel®®l sql1]$ psql -U postgres -d tia_test -f burst.sql
CREATE TABLE
CREATE TABLE
CREATE TABLE

psql:burst.sql:54: NOTICE: complete. Waiting for next cycle...
psql:burst.sql:54: NOTICE: complete. Waiting for next cycle...

psql:burst.sql:54: NOTICE: complete. Waiting for next cycle...

2. Connect to the PostgreSQL database server as a user with superuser privileges or with
execution privileges for backup control functions, and prepare to begin an online backup
using the pg_backup_start function. The session in which the pg backup start

function was executed must be kept open and not closed.

postgres=# SELECT pg_backup_start('label’,true);
pg_backup_start

2/4Ce08C10
(1 row)

postgres=#

3. Using a different prompt, flush the operating system's file cache to disk.

[root@sql-rhel®@1 archivel# sync; sync; sync
[root@sgl-rhel®@l archive]#

4. Freeze the XFS file systems mounted on the directories that store the database cluster

and tablespace to prepare for a consistent snapshot.
[root@sql-rhel@@1l archivel]# fsfreeze -f /PostgreSQL_cluster_5600; fsfreeze -f /PostgreSQL_data_5600;

[root@sql-rhel@@1 archivel]#

5. Split the snapshot using the raidcom modify snapshot command, specifying the
snapshot group and -snapshot data split option. Wait until all volumes are in the
PSUS (Pair Suspended) state.

6. After the snapshot is complete, unfreeze the XFS file system.
root@sql-rhel@@1 archivel# fsfreeze -u /PostgreSQL_cluster_5600; fsfreeze -u /PostgreSQL_data_5600;

root@sql-rhel®®l archivel#

7. Finish performing an online backup by using the pg backup stop function. Be sure to
perform this operation in the same session that was kept open after executing the
pg_backup_start function.
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Restore and recovery operation

postgres=# SELECT pg_backup_stop();
NOTICE: all required WAL segments have been archived
pg_backup_stop

(2/53839108, "START WAL LOCATION: 2/4Cee8C10 (file ©00L00020000000200000013)
CHECKPOINT LOCATION: 2/4C0OAC7F8

BACKUP METHOD: streamed

BACKUP FROM: primary

START TIME: 2025-08-29 ©8:21:01 J1ST
LABEL: label

START TIMELINE: 2

","16388 /PostgreSQL_data 5600

=)

(1 row)

postgres=#

8. A backup of the files in the directory where archived WALs are output can be made by
copying them to another location.

root@sql-rhel@@1 PostgreSQL_log_5600]# cp -a /PostgreSQL_log_5600/archive /PostgreSQL_log_5600/archive. date "+X%Y%m¥%d_%H¥M%S""
root@sql-rhel@@1 PostgreSQL_log 5600 ]#
root@sql-rhel@d1 PostgreSQL_log_5600]# 1s -al

2 postgres postgres 8192 Sep 4 03:15
2 postgres postgres 8192 Aug 29 @8:28
[ root@sql-rhelB@1 PostgreSQL_log 5600 ]#

Restore and recovery operation

If a failure occurs and recovery from a backup is required, the following describes the
procedure for the restore and recovery operation to be performed. The following steps
provide an explanation of recovery scenarios for logical failures assumed in a PostgreSQL
database.

Procedure

1. Stop the PostgreSQL database server, if it's running.

[postgres@sql-rhele@l ~]$ pg_ctl stop
aiting for server to shut down.... done

kerver stopped
[postgres@sql-rhelool ~]%

2. Unmount the directories that store the database cluster and tablespace.

[root@sql-rhel®®l1 archive-restore6-beforepg_wal]# umount /PostgreSQL_cluster_5600
[root@sql-rhel®®1 archive-restore6-beforepg wall]# umount /PostgreSQL_data_ 5600
[root@sql-rhel®®1 archive-restore6-beforepg_wal]#

[root@sql-rhel@®1 archive-restore6-beforepg_wall]# df -h

Filesystem Size Used Avail Use% Mounted on

devtmpfs 4.6M e 4.86M 0% /dev

tmpfs 252G 8 252G 0% /dev/shm

tmpfs 191G 339M 101G 1% /run

efivarfs 496K 360K 132K 74% /sys/firmware/efi/efivars
/dev/mapper/rhel-root 706G 126G 59G¢ 17% /

/dev/sda2 968M 373M 588M 39% /boot

/dev/mapper/rhel-home 1.4T 9.9G 1.4T 1% /home

/dev/sdal 599M 7.1M 592M 2% /boot/efi

tmpfs 51G 52K 51G 1% /run/user/42

tmpfs 51G 36K 51G 1% /run/user/@

/dev/sdd 1.51 67G 1.5T 5% /PostgreSQL_log_5600
[root@sql-rhel®®1 archive-restore6-beforepg wal]#

Best Practices Guide

Thin Image Advanced Snapshots for Active PostgreSQL Database 14



Restore and recovery operation

3. Restore the snapshot using the raidcom modify snapshot command, specifying the
snapshot group and -snapshot_data restore option. Wait until all volumes return to the
PSUS (Pair Suspend) state after going through RCPY (Reversed Copy).

apshot g

SLU C_LDEY

archive-restore6-beforepg_wal]# mount /dev/sdc /PostgreSQL_cluster_5600
archive-restore6-beforepg_wal ]J# mount /dev/sdb /PostgreSQL_data_5600
[root@sql-rhel@@1 archive-restore6-beforepg wal]#
[ root@sql-rhel@@l archive-restore6-beforepg_wall]# df -h
ilesystem Size Used Avail Use% Mounted on
4.0M 9 4.0M 0% /dev
252G @ 252G 0% /dev/shm
101G 101G 1% /run
496K 132K 74% /sys/firmware/efi/efivars
dev/mapper/rhel-root 706 59G 17% /
dev/sda2 960M 588M 39% /boot
dev/mapper/rhel-home 1.4T 1.4T7 1% /home
599M 592M 2% /boot/efi
51G 51G 1% /run/user/42
51G 51G 1% /run/user/@
1.5T 1.5T 5% /PostgreSQL_log_5600
1.07 1016G 1% /PostgreSQL_cluster_5600
1.07 1011G 2% /PostgreSQL_data_5600
[root@sql-rhel@@l archive-restore6-beforepg_wall#

5. Copy the archived WAL files that were backed up to another location into the directory
where the archived WALs are output. If necessary, relocate any data remaining in the

directory where archived WALSs are output to another location beforehand.

root@sql-rhel®@1 PostgreSQL_log_5600]# cp -a /PostgreSQL_log 5600/archive.20250829_082854/* archive
root@sql-rhel®d1 PostgreSQL_log_5600]#

6. Delete the postmaster.pid file in the restored database cluster.
[postgres@sql-rhel@0l datal]$
7. Configure the system to apply WAL when PostgreSQL is started in recovery mode. Edit
the postgresql.conf file and modify the restore_command settings.

restore_command

mode.

9. Start the PostgreSQL database server.
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Conclusion

10. Based on the archive, the WAL is applied up to the latest state, allowing operations that
occurred after the restored TIA snapshot was taken to be rolled forward.

Conclusion

This guide outlines a structured and repeatable procedure for storage backup and recovery of
an actively running PostgreSQL database on RHEL, using Hitachi VSP One Block or Hitachi
VSP 5000 series storage. By following the outlined steps, combining online backup
management for PostgreSQL databases, freezing the XFS filesystem, and managing storage
array-based snapshot operations with Hitachi Command Control Interface (CCl),
administrators can confidently capture reliable and safe backups of live databases without
downtime.

Additionally, restoring Thin Image Advanced snapshot data and archived WAL files that were
backed up through coordination with continuous archiving of the PostgreSQL database, roll-
forward processing using WAL is performed by the archive recovery at PostgreSQL startup.
This enables the data to be restored to a state that maintains application consistency and
ensures database integrity.

These backup and recovery procedures achieve data protection, ensuring minimal impact on
production workloads.
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