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Preface

About this document

This whitepaper explores the use of Data at Rest Encryption (DARE) in the Hitachi Content
Platform (HCP). This document describes DARE as it applies to the HCP Local and External
Key Management features for data residing in primary storage and S-nodes/cloud storage.

DARE encryption offers an additional layer of protection for data security and helps
organizations meet compliance regulations related to data protection. Data transmitted
between applications and HCP and HCP S Series/Cloud storage targets and replica HCP
systems can all utilize Transport Layer Security (TLS) encryption. This may result in
transmitting already-encrypted data with an additional encryption layer. In this document,
references to unencrypted/decrypted data apply to DARE and not to data-in-flight encryption.

Document conventions

This document uses the following typographic convention:

Convention Description

Bold » Indicates text in a window, including window titles, menus, menu
options, buttons, fields, and labels. Example: Click OK.

» Indicates emphasized words in list items.

Italic Indicates a document title or emphasized words in text.

Monospace Indicates text that is displayed on screen or entered by the user.

Example: pairdisplay -g oradb

Intended audience

This document is intended for Hitachi Vantara employees, Hitachi partner representatives
and Hitachi Vantara customers, or potential customers, who are under NDA and need to
understand this preliminary design to provide for their own internal review and processes for
approval.

Accessing product downloads

Product software, drivers, and firmware downloads are available on Hitachi Vantara Support
Connect: https://support.hitachivantara.com/.
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Log in and select Product Downloads to access the most current downloads, including
updates that may have been made after the release of the product.

Getting Help

Hitachi Vantara Support Connect is the destination for technical support of products and
solutions sold by Hitachi Vantara. To contact technical support, log on to Hitachi Vantara
Support Connect for contact information: https://support.hitachivantara.com/en_us/contact-
us.html.

Hitachi Vantara Community is a global online community for customers, partners,
independent software vendors, employees, and prospects. It is the destination to get
answers, discover insights, and make connections. Join the conversation today! Go to
community.hitachivantara.com, register, and complete your profile.
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Data at rest encryption

DARE refers to encrypting data that is stored or saved on a storage device. DARE provides
an additional layer of security for sensitive data stored on storage devices by reducing the
risk of data breaches and unauthorized access. The encryption method transforms the data
into a coded format that can be read only with an encryption key.

Encryption of data at rest may also be required by an organization's need for data
governance and compliance. Industry and government regulations such as HIPAA, PCI, and
FedRAMP define specific safeguards regarding data protection and encryption requirements.
Encryption at rest is a mandatory measure required for compliance with some of those
regulations.

DARE on HCP

DARE on HCP supports encryption of data stored on G-nodes and S-nodes/cloud storage.
HCP uses encryption keys with industry-standard AES-256 algorithm to encrypt data. HCP
supports encryption of data at rest using native key management or external key
management. HCP’s external key management solution is compliant with the Key
Management Interoperability Protocol (KMIP). DARE on HCP uses envelope encryption, with
the Data Encryption Key (DEK) encrypted by a Key Encryption Key (KEK). All DEKs and
KEKs are automatically generated by HCP. System metadata (system-generated attributes
of an object like object name, timestamp, and object location) and custom metadata (for
example, user-supplied attributes of an object) are excluded from DARE.

The following table describes key features of DARE on HCP.

DAREon G | Encryption must be enabled while installing HCP. Encryption cannot be

Nodes enabled or disabled later.

+ Data stored in the primary storage is protected by a single DEK. The DEK is
the same for all volumes/nodes and is shared among nodes.

» Ability to download the encryption key at the time of installation of HCP. The
encryption key needs to be escrowed for emergency purposes.
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DAREonS- | © HCP encrypts the data before tiering the data to an S-node or cloud storage.

Nodes and «  Encryption settings can be viewed and either enabled or disabled at any
Cloud time from HCP SMC.

Storage - For native key management, HCP wraps each object with a unique DEK
and all the DEKs are wrapped with a single KEK.

« For external key management, HCP wraps each object with a unique DEK.
KEKs can be selected with tenant/namespace level granularity, depending
on the HCP service plan settings.

+ KMIP protocol V1.4 or later is compatible with HCP’s external key
management feature. External key management is supported only for the
data stored on S-nodes or cloud storage.

- External key management can be enabled through the HCP SMC.

« There is no limit on the number of tenants and namespaces that can be
configured for encryption.

Some countries, such as China and Russia, do not permit software with strong encryption.
For those countries, HCP ships with encryption being disabled.

DARE on S Nodes/Cloud Storage — Writes/Reads
workflow

As data is ingested into HCP using a PUT request or replication, the Service Plan policy
determines the target storage pool on which the data resides. Depending on the service plan
and storage pool settings, HCP may encrypt the data prior to sending it to the storage, as
shown in Figure 1: Encryption design diagram.

Data Encrypted  DEK wrapped with
with DEK KEK

Encrypted Data

Data Ingest T T Encrypted Data
iy

=3

Encrypted DEK ( DEK wrapped with
KEK)

T
1oin’ds
8'3.°%

=3

Figure 1: Encryption design diagram

When an application requests data from HCP, the HCP software retrieves the encrypted data
from the storage target, and then decrypts the data, as shown in Figure 2: Decryption design
diagram. HCP decrypts the DEK using a Key Encryption Key (KEK). After the DEK is
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decrypted, HCP uses it to decrypt the data, and then transmits the decrypted data to the
application, which may be encrypted as part of data-in-flight encryption.

Encrypted Data

HCP requests encrypted

Data Read requested data from HCP S

Unencrypted Data returned Encrypted Data sent to

HCP

Data DEK unwrapped
Unencrypted with KEK
with DEK

Figure 2: Decryption design diagram
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HCP DARE configuration

Enable DARE during configuration

During the HCP installation, select option 7 to open the Security and Encryption Settings
menu.

ion File

figuration

Install a New HCP System with This Configuration

Exit/Write out Configuration File
Return to Configuration Menu

Enter your choice.
[Default: : I

Enable DARE on G-Nodes

To enable DARE on G-Nodes, make sure option 3 is set to Yes, and then select it followed
by option 4. Option 4 can be selected only when option 3 is set to Yes.

to the Previous Menu

Enter your choice.
[Default: 17: Ji

HCP DARE and Key Management Best Practices Guide Page 9

Hitachi Vantara Confidential — for external use under NDA



Enable DARE on S-Node and cloud storage

To enable DARE on S-Nodes, select option 3 under the “-HCP Security and Encryption

Settings submenu under HCP Install Menu

Lock down HCP Nod
Allow Data in e ryption
Allow D A t Encryption (1

on Primary

Enter your choice.
[Default: 1]: I

For detailed information about how to manage encryption on HCP, see the HC

Administration Guide.
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Native and external key management

Once DARE is enabled, you can select key management from the service plan user

interface.

A user with security role can add and configure a KM Server from HCP System Management

Console (SMC) using the Security > Key Management page.

Add KM Server

‘ kmservertest]

Description (Opti

Test KM Server

Add KM Server

- Hostname Port
‘ ep-kmip-ciphertrust-v2 4.0 wal eng hitachivantar ‘ 56497 ‘
Client Certificate Password

LIELLL L L]

[Ewse| keyStare.p12

Root Certificate
Browse... | ca_public.crt

Secondary KM Server (Optianal)

| MNane W

HCP DARE and Key Management Best Practices Guide
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Add KM Server
Name ol
‘ Name
Configuratien Name: kmservertest
Description: Test KM Server
Configuration
Hostname: hep-kmip-ciphertrust-v2.4.0.wal.eng hitachivantara.com
Port: 5697
Secondary KM Server:
v
‘ < Previous ‘ ‘ Ne ‘ [ Finish

Key points to consider when configuring HCP for use with an external KMS:

An HCP user with a security role can configure the KM Server

HCP supports a maximum of 8 KM Servers to be configured at any point of time

HCP supports configuring KM Server from different vendors simultaneously

HCP is configured to use a KM server by providing a DNS name. The DNS name can refer
to a cluster of KM Servers that appears to HCP as a single system.

To establish mutual trust, client and root certificates must be exchanged between HCP and
the KM Server.

HCP supports PKCS#12 and PEM file formats for KMIP client certificates.

HCP supports KMIP v1.4 or later, so the KM Servers that supports the above KMIP protocol
versions can be configured in HCP

Each configured primary KM Server can have a backup KM Server. HCP will fail over to the
backup server if the primary server becomes unavailable. It is the customer’s responsibility to
synchronize the keys between the primary and backup KM Servers.

For more information about configuring the KM Server, see the HCP Administration Guide.

Selection of the KM Server occurs at the service plan level. If a user with the admin role
selects All for encryption in a service plan, all the storage pools in the service plan will use
KEKs from the KM Server. While creating a service plan, the user can choose between local
(native) key management or KM Server encryption for external key management.

HCP DARE and Key Management Best Practices Guide Page 12
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Create Service Plan
Name Encrypt Cloud Pools
Import .
() None
{é'l Al
Encryption
Use local key management v
HCcP
Use local key management
KM server
kmserverl
oo W News |

For more information about how to configure Service Plans, see the HCP Administration
Guide.

Key management

The following sections describe how keys are handled on HCP system that supports DARE.

DARE on G nodes

G nodes support only native key management. They do not support external key
management. The system uses a natively generated single DEK to encrypt data on G nodes.
The DEK is distributed on disks as described below.

For primary storage, HCP uses DARE to encrypt and store data on local disks. During
installation, HCP generates an encryption key (DEK) using AES-256 algorithm and Cipher
Block Chaining (CBC) mode by default and splits the key into multiple shares using Shamir's
Secret Key Sharing algorithm. The shares are then distributed to specified nodes. Each node
runs a process that communicates with other nodes to reconstruct the encryption key and
mount the disks. A threshold can be specified while creating the encryption key, which
defines the minimum number key shares or a quorum of HCP nodes that must be present
before the split key can be rejoined. Dm-crypt is used to encrypt blocks or partitions using
the generated DEK on primary storage.

HCP DARE and Key Management Best Practices Guide Page 13

Hitachi Vantara Confidential — for external use under NDA


https://knowledge.hitachivantara.com/Documents/Storage/Content_Platform
https://knowledge.hitachivantara.com/Documents/Storage/Content_Platform

DARE on S nodes/cloud storage

To prevent unauthorized access to encrypted data, DARE encryption requires key
management to store and manage encryption and decryption keys securely. HCP encrypts
the data using a DEK, and then encrypts the DEK using a KEK. HCP uses a combination of
DEK and KEK for cryptographic key management, as shown in Figure 3: Data architecture
for DEK and KEK. HCP transmits both the encrypted data and the encrypted DEK to the
storage target, where the data stays encrypted. The encrypted DEK and a pointer to the KEK
are also stored in the HCP system database on G Node.

In this configuration, the G Node is used to store metadata and the S Nodes are used to
store data.

G-Node HCP S-Node / Cloud Storage (persistent)

\Database (persistent)/

Metadata DB Entry “Object”

Object location (pointer) ..

“Scavenging metadata”

; — File data DEK
DR Rl encrypted with encrypted with
Memory (volatile) [ Key Management Server

Figure 3: Data architecture for DEK and KEK
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DEK Overview for native and external Key
management

DEK creation

DEKs are randomly generated by HCP using SecureRandom (java.security.SecureRandom)
function of Java libraries. DEKs are generated in AES-256-CBC format which is a symmetric
block cipher and has a key length of 256 bits. There is no way for administrators to access
the DEKSs.

DEK scope

The DEK is per object. Each object has a unique DEK that is not reused. Object storage
could have billions and trillions of objects. HCP generates DEKSs for higher performance and
higher security by keeping unique keys per object. It is not efficient to generate and manage
SO many unique keys in KM Servers.

DEK storage

The DEK is always encrypted at rest by the associated KEK. DEK (that has been encrypted
with KEK) is persisted in database shards on two access nodes and persisted in scavenging
metadata on HCP S Series Storage. The two database shards are stored on the internal
drives (or equivalent datastore for HCP-VM) of two access nodes: one shard on each node.
The scavenging metadata is stored on the drives of the HCP S Series Storage.

DEK protection

There is no way for an HCP user or administrator to access the DEKSs.

DEK is never persisted in cleartext. No HCP user has access to the DEK (encrypted or
unencrypted) via HCP API or I/O. An authorized service provider (also known as technical
support) may log into HCP access nodes or HCP S Series nodes as a privileged service
user. The privileged service user may access Postgres or HCP S Series storage directly and
can thereby access the encrypted DEK. But the privileged service user does not have a
straightforward mechanism to retrieve the KEK since KEK is never persisted in HCP.

Access by a privileged service user is blocked by disabling SSH access to HCP access
nodes and S Series nodes. SSH is disabled by default and disabling SSH is a setting
performed by an administrator.

HCP DARE and Key Management Best Practices Guide Page 15
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DEK retrieval

When an object is read from HCP S Series Storage / Cloud, HCP retrieves the KEK-
encrypted DEK and KEK ID from database. HCP decrypts the DEK using the KEK stored in
cache that is associated with the KEK ID. If the KEK is not available in cache, HCP gets KEK
from KM Server. The decrypted DEK is never persisted. HCP uses the DEK to decrypt the
object data to respond to the request.

DEK lifetime and rotation

DEK is never rotated and doesn’'t have any crypto period. However, DEKs can be rewrapped
with new KEKSs as part of regular cadence or when required.

KEK overview for native key management

o KEK is generated using Bouncy Castle libraries with RSA algorithm and key length of
4096 bit.

e Asingle KEK per HCP system is used for encrypting all the DEKs and it cannot be
rotated.

e The KEK is stored using Bouncy Castle key ring store on the G nodes.

KEK overview for external key management

KEK creation

The HCP requests the KM Server to create KEKs. The HCP requests keys in AES-256 Key
Wrap format from KM Servers. The key length is 256 bits. On HCP'’s request, keys are
randomly generated by KM Servers and provided to HCP. KEKs are kept in volatile cache in
HCP and are never persisted in the HCP system or in HCP storage.

Communication between HCP and KM Server happens over TLS (version as configured by
admin on HCP).

KEK scope

The KEK associated with a namespace is used for wrapping the DEKSs of the objects within
the related namespace.

KEK is specified per service plan per tenant/namespace. KEK is unique for a tenant or
namespace depending on how the service plan is configured. The service plan dictates
which KM Server is used. And HCP creates a unique KEK for each tenant on the associated
KM Server(s).

HCP DARE and Key Management Best Practices Guide Page 16

Hitachi Vantara Confidential — for external use under NDA



For the simplest scenario -- all namespaces and tenants using the same service plan -- there
will be one unique KEK per tenant. That KEK would be used for objects in all namespaces of
that tenant.

The policy can be a little confusing when namespaces in the same tenant use different
service plans that are associated with different KM Servers. For example, in Figure 4 the left-
hand side shows three Service Plans: Service Plan X configured to use KM Server 1,
Service Plan Y configured to also use KM Server 1, and Service Plan Z configured to use
KM Server 2. Right hand side shows that Tenant A has three namespaces: Namespace A-1
using Service plan X, Namespace A-2 using Service plan Y, Namespace A-3 using Service
plan Z. Since both Service plans X and Y are using the same KM Server and the
namespaces they are associated to belongs to the same tenant, they will use the same KEK.
Namespace A-3 will however use a different KEK.

Namespace A-1 Service Plan X =gy

] Key

~IE | Management
Q' s | Semver 1

Encryption setting On
KM Server KM Server 1

sevicePany |

Encryption setting On
Key

Kl 3rve KM Server 1 g
M Sevoe il SIS | Management

Encryption setting On

TenantA | Namespace A-2 Service Plan Y ="

Namespace A-3  Service Pla

TenantB  Namespace B-1 Service Plan{Z},

TenantC Namespace C-1 Service Plan§Z

KM Server KM Server

Figure 4: The service plan dictates which KM Server is used

KEK storage

KEK is persisted in the KM Servers, as a central location. KEK is never persisted on HCP.
KEK is however kept in cache (volatile memory) on each access node and may be available
until the cache is cleared in situations like node reboots. Each HCP node keeps its own
unique cache of KEKs. HCP communicates with KM Servers every 24 hours to ensure
validity of keys in cache.

KEK protection

No HCP user has access to the KEK via HCP API or I/O. The only way to access the KEK is
via the KM Server.

KEK retrieval

In the event of HCP access node restart/power-on, the node retrieves KEKs from KM Server.
HCP uses standard KMIP communication protocol over TLS (version configured in HCP by
admin) to retrieve KEKs from KM Server. HCP will support batch operations to get multiple
keys from the KM Server at any time.
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HCP checks its connection with KM Server every 24 hours and does validity check (for
example expiration or compromised state) of KEKs stored in HCP cache. If the keys are
invalid, HCP fetches new KEKs from KM Server and wraps the relevant DEKs with new KEK.

KEK rotation and lifecycle

The crypto period is the maximum time before a KEK is rotated. HCP sets a default crypto
period of 1 year. This setting may be adjusted by Hitachi service/support. A KEK is rotated
and a new KEK is obtained from KM Server when the crypto period expires. The rotation of a
KEK is on a specified regular cadence and is automatic. It doesn’t require any manual
intervention. HCP activates the new key immediately. HCP doesn’t create a new version of a
key from KM Server but instead fetches a brand-new key for rotation. Once the key is
rotated, the old key cannot be used for ingesting data, but can be used for reading data. The
new key will be used for all ingestion. The old key will remain active until all the existing,
relevant DEKs are rewrapped with the new KEK.

Typically, a KM Server doesn’t allow the destruction of keys if a key is in active state. Once
all the DEKs are rewrapped with new KEK in HCP, the state of the keys would be
appropriately set by HCP, and they will be eligible for being deactivated or destroyed. HCP
will issue a command to destroy KEKs on KM Server when HCP is confident that keys are no
longer needed by HCP. HCP tells the KM Server to destroy the KEKs when the KEK is not
required.

HCP will destroy KEKs when HCP believes the keys are no longer used by HCP. These keys
are for HCP use only. There should be no other use to them. HCP should manage the keys
and destroy them when no longer needed. It is reasonable for you to mark keys on the KM
Server as compromised, but we don’t expect them to delay or hurry destruction of keys.

If a KEK is flagged as compromised or deactivated via the KM Server — not by HCP — and
the KEK is destroyed, then HCP has no control over that process and data on HCP could
become unreadable.

Compromised KEK scenario

When a KEK or data is compromised, an HCP user with admin or security role would have
the capability to initiate replacement of all KEKs used from a particular KM Server in HCP.
Once the operation is initiated from HCP, it will mark all existing keys from KM Server as
compromised and will fetch new active keys (KEK) from the KM Server. Also, when keys are
marked as compromised on the KM Server, HCP will automatically rewrap the associated
DEKs with new KEK.

DEK and KEK protection and availability

KEKs are always on KM Server but DEKs are not backed up on KM Servers. DEKs already
have a backup as part of scavenging metadata on HCP S series / Cloud.
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Role-based access control

HCP has role-based access control (RBAC). There are two roles relevant for KM Server

support:
e Security
e Admin

Role-Based Access Control manages privileges. The following sections describe the
capabilities provided to each role. Capabilities can be for the entire system or can be
restricted to a tenant. HCP supports multi tenancy.

The following list summarizes the actions that can be performed by a user with security role:

o Download and upload of appropriate certificates to and from HCP for KMS authentication

e Conduct mutual authentication between HCP and KMS via certificates, which can establish
trust between HCP and KM Server by exchange of certificates

e Configure HCP to use KM Servers, establish a connection between HCP and KM Servers,
and define primary and backup KM Servers

e Advise on crypto period setting

e Enable enforcement of global encryption of all data residing on HCP S nodes or public cloud
(this is a one-way setting)

e View security events and alerts

e View encryption related metrics at the system level

The following list summarizes the actions that can be performed by a user with admin role:

e Create service plans

e Specify KM Servers used for namespaces and tenants

e View admin events and alerts

e View encryption related metrics at tenant/namespace level

Security and admin users can both initiate replacement of all keys on a KM Server via HCP

Failover scenarios

It is the best practice to configure multiple KM Servers for redundancy. HCP supports two
failover scenarios

KM server failover

KM Server failovers need to be configured by the administrator on the KM Server. HCP is
unaware of the KM Server’s failover attempts. If the primary configured KM Server is not
online, HCP checks for the availability of a secondary configured KM Server. It is the
customer’s responsibility to synchronize all keys between the primary and secondary KM
Servers.
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HCP failover and failback in a replicated environment

Encryption on a replica HCP system may use the same or different KM Servers from the
primary HCP system. A replica system has its own set of DEKs/KEKS to encrypt data. See
the Hitachi Vantara’s replication documentation for failover and failback.

Glossary

CSR = Certificate signing request

DEK = Data Encrypting Key

HCP = Hitachi Content Platform

KEK = Key Encrypting Key

KM Server = Key Management Server

G Series = HCP G10, G11 access nodes

S Series = HCP S10, S11, S30, or S31 storage system

FAQ: Frequently Asked Questions & Answers

HCP Data at Rest Encryption FAQs

How many Data-Encryption Keys (DEKs) are involved?

G Node: One DEK per HCP system. The DEK is unique per HCP system

S Node: One DEK per object with or without external key management. The DEK is unique
per object.

Is the G Node DEK, the same encryption key that is used to enable
encryption during initial system configuration?

Yes.
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How is G Node DEK generated?

HCP generates the G Node DEK using AES-256 algorithm and Cipher Block Chaining (CBC)
mode by default and splits the key into multiple shares using Shamir's Secret Key Sharing
algorithm. The shares are then distributed to specified nodes. Each node runs a process that
communicates with other nodes to reconstruct the encryption key and mount the disks. A
threshold can be specified while creating the encryption key, which defines the minimum
number key shares or a quorum of HCP nodes that must be present before the split key can
be rejoined. Dm-crypt is used to encrypt blocks or partitions using the generated DEK on
primary storage.

How is a S node DEK generated?

S Node DEKSs are randomly generated by HCP using java SecureRandom to generate an
AES-256-CBC encryption key.

s it possible to rotate a DEK?

No. Both G Node and S Node DEKSs cannot be rotated.

Is a Key-Encrypting Key (KEK) involved?

Yes, for S nodes and Cloud Storage. There is a single KEK that is used to wrap S Node DEK
using native key management. This KEK is generated by HCP and is stored in a local key
store.

When external key management is used, the KEK can be per tenant or namespace
depending on the HCP service plan settings. The KEK in this case is generated by the KM
Server.

How is the KEK protected in the local key store in case of native key
management on S Nodes/Cloud Storage?

The KEK is part of Bouncy Castle KeyRingCollection, which is encoded and stored in DB

How is the KEK generated in the case of native key management?

The KEK is generated using SecureRandom function of java library to generate at RSA key
with a 4096-bit length
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What algorithm, key length, and encryption mode is used for the KEK if
an external key management is used?

HCP requests KEK in AES-256 Key Wrap from external key management server

Is it possible to rotate a KEK when an external key management is used?

Yes. HCP sets a default crypto period of 1 year. This setting may be adjusted by Hitachi
service/support. A KEK is rotated and a new KEK is obtained from KM server when the
crypto period expires. The rotation of a KEK is on a specified regular cadence and is
automatic. It doesn’'t require any manual intervention. HCP activates the new key
immediately. HCP does not create a new version of a key from KM server but instead
fetches a brand-new key for rotation. Once the key is rotated, the old key cannot be used for
ingesting data, but can be used for reading data. The new key will be used for all ingestion.
The old key will remain active until all the existing, relevant DEKs are rewrapped with the
new KEK.

s it possible to rotate KEKs on demand with the help of Hitachi
service/support if a key compromise was suspected?

KEKSs that are generated using external key management can be rotated on demand. When
a KEK or data is compromised, an HCP user with admin or security role would have the
capability to initiate replacement of all KEKs used from a particular KM server in HCP. Once
the operation is initiated from HCP, it will mark all existing keys from KM server as
compromised and will fetch new active keys (KEKs) from the KM server. Also, when keys are
marked as compromised on the KM server, HCP will automatically rewrap associated DEKs
with new KEK.

Is it possible to rotate a KEK that is generated using native key
management?

No.

What happens when storage media fails (i.e., does the failed storage
media remain encrypted when it is pulled from the chassis)?

The G node drives remain encrypted after they are pulled out or inserted back in.
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HCP External Key Management FAQs

What types of certificates is required to establish mutual trust between
HCP and KM Server

For setting up KM server client, two certificates are required

e root certificate to identify and establish trust with KM server
e PKCS 12/utilize existing domain certificate — for KM server to identify HCP

Both these certificate uploads can be done by HCP security user.

SAN attached primary storage has both object and metadata encrypted
because the storage array is performing the encryption. For HCP
encryption, are only objects encrypted?

Yes, only objects are encrypted. System metadata and custom metadata are not encrypted.

Does HCP synchronize keys between primary and secondary KM Servers
configured in HCP?

No, HCP does not synchronize keys between primary and secondary KM servers. It is the
customer's responsibility to synchronize keys between the KM Servers.

What is the reason of having KEK granularity per tenant?

HCP uses tenant-level KEK, as tenant is the logical separation for object data access
permissions for a client. A tenant is a reasonable security boundary and aligns with how
businesses separate HCP data.

How is KM handled with an existing HCP that has SAN attached storage
encrypted by the array and S-nodes are added to the config? Separate
pool for S-nodes with HCP encryption and SAN attached storage left
alone?

The encryption setting is being moved to the service plan (away from the storage pool).
Customer should create a separate pool for S-nodes. And a service plan (existing or new)
would make use of the S-node pool and have the appropriate encryption setting. Existing
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data on SAN-attached storage would be left alone if the service plan associated with that
data is not modified.

When an object is ingested, is a DEK creation part of that ingest or is
there a pool of available DEKs to be pulled from? Or is creating vs pulling
from an available pool inconsequential to ingest performance.

DEK is created when an object is ingested. We believe that creation of a DEK would be
inconsequential to performance.
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