Quick Guide @ Hitachi Vantara

Configure Immutable Snapshots with Thin Image Advanced
using Hitachi Data Protection Suite IntelliSnap on VSP One
Block 20

Hitachi Data Protection Suite (HDPS) provides comprehensive data backup and recovery to ensure business continuity
and resilience. To enhance ransomware protection, you can configure immutable snapshots with locked retention periods
on the Hitachi Virtual Storage Platform One Block 20 (VSP One Block 20) using HDPS IntelliSnap. This ensures backup
data remains unaltered, which prevents malicious or accidental modifications through enforced retention policies. In
HDPS, you must create a snapshot backup plan for long-term storage on Block, Object, Cloud, or Tape. This involves
taking a point-in-time snapshot of the data and copying it to a designated library or media. VSP One Object is used as the
snapshot backup destination.

Get started with these simple steps to configure and protect your storage system.
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Step 1: Complete the prerequisites

1. Verify that the VSP One Block 20 storage system and HDPS IntelliSnap are compatible and running the required
firmware and software versions. Check the Product Compatibility Guide for version requirements.

2. As aregistered user, download the HDPS installation package from the Support site: Support | Hitachi Vantara

3. Install CommServe on a server to set up the central management of the HDPS environment.
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Use VSP One Block Administrator to set up the storage system, and HDPS to configure, initiate, and restore
backups. Obtain administrator access for both systems.

Install the Virtual Server Agent (VSA) proxy and MediaAgent from the HDPS installation package on a server,
then register the server with CommServe as the virtual machine (VM) backup access node.

The HDPS access node is necessary for VMware ESXi servers to handle data protection activities, including
backups, live browsing, and VM file recovery. It serves as a proxy to manage and improve data transfer.

Step 2: Prepare VSP One Block 20

Set up the VSP One Block 20 storage system to configure Thin Image Advanced.

1.

2.

Log in to VSP One Block Administrator and create a dynamic provisioning (DP) pool.

HITACHI | vsP One Block Administrator

> Monitor
v Storage
Servers

Volumes

Replication

> Settings

Pools

57 Filter

Name | is | HTIA X

[] ALy

Show 25

Name Status

=
=]
=

~  Rows

Normal 10.11 Tig

Effective

10.11 TiB

Used Used %

1.93TiB 19%

Normal o ® 4

EH customize columns  8/8

Encryption Current Subscription %

Disabled 456%

Create the required Data Reduction Shared (DRS) volumes in the DP pool. To create a DRS volume that
supports data capacity saving with snapshots, select Apply to snapshot.
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3. Click more actions (:) and select Attach volumes to attach the DRS volumes to the ESXi servers.

VSP One Block Administrator ) Normal i jal @
Server - SISHA820G2-52 EditServer  DeleteServers 1 (D @
Create and Attach Volumes
Attach Volumes
Capacity Usage D Protocol
5 o Configure Port Connections
B Used Free
Port Connections Used / Total Number of Volumes
0 0B/OB o
<
Port Connections R
WWN No port connection

1000b47af16e2381

4. On the vCenter server, create Virtual Machine File System (VMFS) datastores using the attached DRS volumes.
Virtual machines on the datastores are provisioned and configured as backup sources.

5. Install the Hitachi Command Control Interface (CCl) on the HDPS access node server which serves as the VSA
proxy.
6. Create a Hitachi Open Remote Copy Manager (HORCM) instance on the server. Make a copy of the HORCM

file, for example, /etc/horcm1. Use any text editor to modify the file for the following entries and save the
changes:

e |P address: Enter the HDPS access node server OS IP address.

e |PCMD: Enter the IPv4 address of GUM (Gateway for Unified Management) or ESM (Embedded Storage
Manager) of VSP One Block 20. To specify the IPv4 address of ESM, specify the IP address of each controller.
Do not specify the service IP address of ESM.

# cat horcml.conf

HORCM_MON

# IP address service poll (10ms) timeout (10ms)
192.0.2.1 35049 1000 3000

HORCM_CMD

\\.\IPCMD-192.0.2.2-31001
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7. Start the HORCM instance on the server:
# horcmstart.sh 1
starting HORCM inst 1

HORCM inst 1 starts successfully.

Step 3: Integrate HDPS IntelliSnap

HDPS IntelliSnap enables immutable snapshots for Thin Image Advanced on Hitachi VSP One Block 20, delivering
advanced ransomware resistance and tamper-proof protection. Once configured, these snapshots remain unalterable and
undeletable until the specified retention period expires, guaranteeing data integrity and regulatory compliance.

1. Open a web browser and navigate to the HDPS Command Center using the CommServe IP address or Fully
Qualified Domain Name (FQDN).

Log in with your administrator credentials.

In the HDPS console, navigate to Manager > Infrastructure.

Click Arrays > Add > Add array.

o > N

In the Add Snap Array page, provide the following details of VSP One Block 20 and click NEXT.

e Array name: Enter the serial number.
e Control host: Enter the controller IP address.

e User name and Password: Enter the admin credentials.

Arrays

Add array

Add Snap Array

@ ceneral General

Hitachi Vantara -
2 Array Access Nodes

Array name *
3 Snap Configurations

Control host *

Description

Use saved credentials

User name *

maintenance

Password

-

=2

6. Select the Array Access Node that can access VSP One Block 20, then click NEXT.
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Add Snap Array

@ ceneral

o Array Access Nodes

2 snap Configurations

CANCEL

Array Access Nodes

SISHAB2.. 1 -
Name Pruning
i [ SISHAB20G2-52-90196 ® e

PREVIOUS m

Review the configuration settings in the Snap Configurations tab, make any changes if required, and then click

SUBMIT.

Properties of Hitachi Vantara using CCI

Property

Description

S-VOL LDEV nickname (max 20 characters) (CCI

engines)

The S-VOL nickname. Tl and Sl jobs select S-VOLs that match this nickname.

“I5_SVOL._*,

Note: Tha nickname can have up to 20 characters, including alphanumeric, _ {underscora), or - (hyphen) characters. The nickname should not start with

CU range to be used to pick S-VOLs (CCl engines)

The range within which Thin Image (TI) jobs and 8l jobs select an S-VOL with Idev_id.
The Control Unit (CU) range is a hexadecimal comma-separated value, such as 2-5 and 8-C.

You can use this property in conjunction with the S-VOL logical device (LDEV) nickname.

If your environment involves VSMs from multiple physical arrays, then you must set different CU range on the VEM array entries to avoid
W-VOL\S-VOL creation.
The S-VOLs are created within the specified CU range during the instant clone operation.

EV ID conflict during

Create VWols for Thin Image (CCI Tl engine)

Select this option to enable the automatic creation of Tl snapshot virtual volumes (Vvols).

You can use this property in conjunction with the CU range and the Tl pool name.

Ti pool to be used for VVolLs (CCI Tl engine)

The name of the pool in which Tl snapshot dota is ereated.
If you don't specify a Tl pool name, then Tl snapshot jobs fail

DP pool to be used for §-VOLs (CCl engines)

The DP pool from which S§-VOLs are selected.
If no DP velume that matches other filter eriteria is found in this pool, then the job fails.
If Tl snapshot backups are run in coscade mode, the DP pool will be used for the ereation of the S-VOL needad during the Tl snapshot backup.

The DP pool will alsa be used to create S-VOL during instant clons operation.

Always select DP volumes as §-VOL (CCI 8l engine)

If you select this option, then only BP volumes are selected os 5-VOLs.

Use preexisting clones (CCI Sl engine)

If you select this option, then the job selects S pairs thot are created by the user.
This option ignores all the other selection criteria that are described on this page.
Pairs are automatically used for ineremental resynchronization after aging.

To select o specific mirror, use this option in combination with $-VOL LDEV nickname.

Enable incremental resync using aged clones (CCI SI

anging)

Select this option to enable the incremental resynchronization of 8| pairs that are created and aged by Hitachi Vantara IntelliSnap.

Enable quick resyne capability (CCI Sl engine)

Select this option to enable quick resynchronization eapabilities.

You can manage Sl pairs by using the Hitachi Vantara quick resynchronization command with the -guick option.

Enabrle quick restore capability (CCI Sl engine)

ios.

Select this option to enable quick restore capabil

You ean uss the Hitachi Vantara quick restere command with the -quick option to perfarm hardware restore operations for &1 pairs

M Note

The Hitachi Shadow Image (CCl) pair created for DRS-Vols doesn't support this option.

Configure a cloud storage pool to store the snapshot backup for long-term retention.

Create a backup plan for immutable snapshot backup.

10. Open the backup plan, navigate to the Storage policies tab, click Add, then select Snap copy.

Plans
Immutablesnap »

Overview  Storage policies  Associated entities

Regions

A Regionname

A Defaut
Copies

Al

Name

Addrogion Q

Deleto

Copy count
3
Add ~ Runauxliorycopy  }
Gopy &
Snap copy
storage Retention period Source Actions

11. Name the snapshot copy, choose the copy type, storage, backups, source, and start date, then click SAVE.
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Add snapshot copy X

Name

Snap copy{

Copy type @ vault/Replica (O Mirror

Snapshot vendor Generic

Storage *

Select storage v

Backups to copy

All jobs -
Source *
Click to select -

What start date should we copy these backup types from?

@ Protect from initial backup date

O Protect from a specific date

EQUIVALENT API CANCEL  SAVE

12. Enable immutable snapshot from the primary snap copy, set the retention period, and then click YES. The
minimum retention period in HDPS is one day.

Configure immutable snapshot X

/A Making a snapshot immutable is an irreversible action. If you create an immutable snapshot with this copy, you will lose the ability to create nermal snapshots with it. Alse, any dependent copy will only
create immutable snapshots.

G) The following Snapshot primary copies will be immutable and will have a compliance lock. Review the retention settings of the copies and make the necessary changes because their retention periods

cannot be shortened
Name Storage Retantion period (Days) Source Copy type
Primary snap vspone 1 Not Applicable Snapshot primary

Are you sure you want to use this copy to create immutable snapshot?

NO YES
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Step 4: Initiate backup and verify immutability

Initiate backup

1. Navigate to Protect > Virtualization > VM groups, select the VM group, and click Backup.

Virtualization v/ Hyporvisors v/ Voontor v

T Vgrou Backup (
% Guidod sotup % vgroup
te Dosiead Overview Configuration  Content  Jobs
B Protect
Virtuatization Security ~#  Activity control
P No associations defined on this object o .
Showinherited asscciation
Filo sarvers
Dotabases
= : SLA
Options p

Loptops

offica 365 ®
Exchango - o Lt
Application validation
Archiving File syztam and application cansistent
@ Dota Insights L Validato VM Backups -
& cianroom .
4 auta recovery =
& Jobs System defoult Tags
@ roports P Notags associated with Varoup
@ Meotrics
B Monitoring Access nodes cnons.
& storage

# Manage
° SISHABZ062-52-50196

£ Developer tools
Hitachi Thin image (CC1)

Workflows

N snap mount host

D) Pwntand ~antar

2. Select the backup type and click SUBMIT.

e Full: Captures the entire VM data.
e Incremental: Captures only changes since the last backup.

e Synthetic Full: Combines the most recent full backup with subsequent incremental backups without copying
data directly from the source.

Backup options X
Wid Group being backed up : Vgroup
Backup type ® Full (O Incremental () Synthetic Full

[[] Create a backup copy immediately

[[] Metify user on job completion

EQUIVALENT API CAMCEL

The snap backup is completed, creating point-in-time snapshots on VSP One Block 20. A write-lock is applied to
ensure immutability, preventing tampering or deletion.

Verify immutability

1. Navigate to Protect > Virtualization > VM groups and select the VM group.

2. Click more actions (:) and select List snapshots.
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= @HITACHI TR s-orch sorver pions, jobs, sorage. @@ DB O & Admnsator
Viclition | thporvsors / Voortar v
s Bockup Rofroshcontont (3
% Guided setup % Vgroup
Overview Configuration Content Jobs Configure rocovery
I
—
e
. ot ——
S ecovery points
Protected Not protected Backed up with error Manage orrays
— o
< February 2026
Y servére, Sun Mon Tue Wed Thu Fri Sat
it .
Laptope, Summcw A 3 a4 5 3 7 8
— ' " " ® " o =
) T
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4 Auto recovery
E — .
g
& storoge
3 Manage
£ Developer tools
[ Workflows
Download contor
3. Select Disk view and verify the retention details under the Protected until column.
Snapshots created during IntelliSnap operation
Disk view of snapshots Q S
Snapshot Multi node mount Instant clone Al o
Soamshotenane . Contrt bt pshot sourcs deica roptaton o name fomtime 42 ot rctactod
4. Navigate to Volume view, select the snapshot, and click Delete.
Virtualization / Vcenter / Vgroup / List snapshots
Snapshots created during IntelliSnap operation
1row selected O showsslected clearall Delete Mount Q)
Snapshot Mudti node mount: oEmEET All o
‘Source client. Source path Subclient name Plan/Copy Copy type Application type name JobiD 41 Creation time + 2 Volume status Actions
SISHAS20G2-52-90196 722390258 Varoup VMwareBackup (2/Primary Sna  Primary snap Virtual Server 7939 Mar 24,2025, 103121 AM Successfully created snap
The error description indicates that the snapshot cannot be deleted from HDPS before the retention period
expires.
Active jobs 1 Running | 0 Pending | 1 Waiting | 3 Queued | O Suspended | 5 Total Pause updates  Multi-job control Change job priority O @
Al Focused jobs Laptop jobs &
Job D+ Storage pool Operation Status Agent type Server Error description

HDPS automatically deletes snapshots when the retention period expires, and this deletion is reflected in the

VSP One Block 20 storage system.

Step 5: Initiate restore

Immutable snapshots ensure secure recovery by preventing alterations or deletions of backup data during retention,
safeguarding against ransomware, attacks, and accidental deletions.

1. Navigate to Protect > Virtualization > VM groups and select the VM group.

2. Under Recovery points, select the backup recovery date, then click RESTORE.
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Vituatzation v/ yporvisors v/ Veantar v
% Vgroup Backup  Refrash content ()
vme Recovery points
Protected Not protected Backed up with error
1 O 0 < March 20256 >
.
Summary 2 3 4 s 6 7 8
Created on Jan 30, 2025, 1:14 PM ® v B » 2 a 2
Last backup size 351168 5 a4 o s o7 °
Encryption status Network and media (Agent side)
‘Software compression Use Storage Policy settings March 28
T
Select Full Virtual Machine as the restore type to recover the entire VM.
Select the VM to restore, then click RESTORE.
Vrtsatzston « 1 thponasars / Veartar | Varou / Ful wrtaaimochna
Full virtual machine
s B3 Showing backu as of 2025-03-28.0743am ~ Chango source Q
4 13
varoun
IR Varoup B rome sizo Modified timo Backup time
A7 1028 Mar 28, 2025, 7:43 AM Mar 28, 2025, 743 AM

For the destination type, select In Place to restore to the original location or Out of Place to restore to a different
location, then select the access node and destination path, and click NEXT.

Filter navigation. Virtualization v/ Hypervisors / Veenter / Vgroup / Full virtual machine

% Guided setup Full virtual machine

i Dashboard

B Protect .
© oestination Destination
@ Data Insights
Type In place Out of place
& Cleanroom 2 Virtual Machines © ®

#5 Auto recovery

Restore as*
- 3 Restore Options Viware vCanter .
Jobs
@ Reports 4 Summary Destination *
Veenter
[® Metrics

B Monitoring

Access node*

SISHAB20G2-52-90196
& storage

Manage

Q Developer tools
CANCEL  EQUIVALENT API

Er Workflows
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6. Enter the display name for the restored VM, specify the destination host, and choose the target datastore.

= @HITACHI = s oo pians. jobs, storage @ % I DB QL & Administotor
Virtualization v/ Hypervisors / Vcenter / Vgroup / Full virtual machine
% Guided setup Full virtual machine
¢ Dashboard
O Protect §
@ Destination Virtual Machines
@ Data Insights
Q
& Cleanroom © virtual Machines
& Auto Name ‘Change display name to Destination host Datastore
- uto recovery
3 Restore Options
&= Jobs v VM7 restore-VM7 DS_Restore v
@ Reports 4 Summary
[ Metrics
B8 Monitoring
& Sstorage
%+ Manage
& Developer tools CANCEL EQUIVALENT API PREVIOUS m
7. Click NEXT until you view the Summary page.
8. Review the details on the Summary page, then click SUBMIT.
= @HITACHI Search server, plans, jobs, storage... @ @ I BB A8 & Admnistatol
% Guided setup
° Destination Summary
\# Dashboard
B Protect ° Virtual Machines Restors type out of place
Restore to VMware vCenter
Data Insight:
¥ Dota Insights @ restors Options
Destination Vcenter
& Cleanroom
° Access node SISHAB20G2-52-90196
Summary
# Auto recovery Overwrite VMs if they already exist No
& Jobs Power on VMs after restore No
Run Threat Analysis No
@@ Reports
Notify user on job completion No
ji® Metrics
B Monitoring
VM7 ~
& storage
i Manage Name VM7 to restore-VM7
% Developer tools Datastore B24-Idev-0010 to DS_Restore
E’ Workflows

Upon restoration from the immutable snapshot, the virtual machine is successfully recovered and resumes
normal operation.

Summary

HDPS IntelliSnap and VSP One Block 20 offer a highly effective solution for rapid and efficient backup and recovery by
enabling the creation of immutable snapshots. The configuration is straightforward and scalable, providing enhanced
protection against intentional and accidental damage to your backup data. This facilitates quicker restoration and
minimizes downtime in the event of a ransomware attack.

References

e Command Control Interface Installation and Configuration Guide

e Virtual Storage Platform One Block documentation

e VSP One Block 20: Configure, Provision, Protect, and Monitor with Ease
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