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Configure Immutable Snapshots with Thin Image Advanced 
using Hitachi Data Protection Suite IntelliSnap on VSP One 
Block 20  

Hitachi Data Protection Suite (HDPS) provides comprehensive data backup and recovery to ensure business continuity 
and resilience. To enhance ransomware protection, you can configure immutable snapshots with locked retention periods 
on the Hitachi Virtual Storage Platform One Block 20 (VSP One Block 20) using HDPS IntelliSnap. This ensures backup 
data remains unaltered, which prevents malicious or accidental modifications through enforced retention policies. In 
HDPS, you must create a snapshot backup plan for long-term storage on Block, Object, Cloud, or Tape. This involves 
taking a point-in-time snapshot of the data and copying it to a designated library or media. VSP One Object is used as the 
snapshot backup destination.  

Get started with these simple steps to configure and protect your storage system. 

 

 
 

Step 1: Complete the prerequisites 

1. Verify that the VSP One Block 20 storage system and HDPS IntelliSnap are compatible and running the required 
firmware and software versions. Check the Product Compatibility Guide for version requirements. 

2. As a registered user, download the HDPS installation package from the Support site: Support | Hitachi Vantara 

3. Install CommServe on a server to set up the central management of the HDPS environment.   
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https://compatibility.hitachivantara.com/products/data-protection?isv=309
https://support.hitachivantara.com/en/user/answers/downloads.html
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4. Use VSP One Block Administrator to set up the storage system, and HDPS to configure, initiate, and restore 
backups. Obtain administrator access for both systems.   

5. Install the Virtual Server Agent (VSA) proxy and MediaAgent from the HDPS installation package on a server, 
then register the server with CommServe as the virtual machine (VM) backup access node.   

The HDPS access node is necessary for VMware ESXi servers to handle data protection activities, including 
backups, live browsing, and VM file recovery. It serves as a proxy to manage and improve data transfer.   
 

Step 2: Prepare VSP One Block 20 

Set up the VSP One Block 20 storage system to configure Thin Image Advanced.   

1. Log in to VSP One Block Administrator and create a dynamic provisioning (DP) pool. 

 

2. Create the required Data Reduction Shared (DRS) volumes in the DP pool. To create a DRS volume that 
supports data capacity saving with snapshots, select Apply to snapshot. 
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3. Click more actions (⋮) and select Attach volumes to attach the DRS volumes to the ESXi servers.  

 

4. On the vCenter server, create Virtual Machine File System (VMFS) datastores using the attached DRS volumes. 
Virtual machines on the datastores are provisioned and configured as backup sources.  

5. Install the Hitachi Command Control Interface (CCI) on the HDPS access node server which serves as the VSA 
proxy.  

6. Create a Hitachi Open Remote Copy Manager (HORCM) instance on the server. Make a copy of the HORCM 
file, for example, /etc/horcm1. Use any text editor to modify the file for the following entries and save the 
changes: 

• IP address: Enter the HDPS access node server OS IP address. 

• IPCMD: Enter the IPv4 address of GUM (Gateway for Unified Management) or ESM (Embedded Storage 
Manager) of VSP One Block 20. To specify the IPv4 address of ESM, specify the IP address of each controller. 
Do not specify the service IP address of ESM. 

# cat horcm1.conf 

HORCM_MON 

# IP_address    service     poll(10ms)   timeout(10ms) 

  192.0.2.1      35049        1000           3000 

HORCM_CMD 

\\.\IPCMD-192.0.2.2-31001 
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7. Start the HORCM instance on the server: 

# horcmstart.sh 1 

starting HORCM inst 1 

HORCM inst 1 starts successfully. 

 

Step 3: Integrate HDPS IntelliSnap 

HDPS IntelliSnap enables immutable snapshots for Thin Image Advanced on Hitachi VSP One Block 20, delivering 
advanced ransomware resistance and tamper-proof protection. Once configured, these snapshots remain unalterable and 
undeletable until the specified retention period expires, guaranteeing data integrity and regulatory compliance.  

1. Open a web browser and navigate to the HDPS Command Center using the CommServe IP address or Fully 

Qualified Domain Name (FQDN).  

2. Log in with your administrator credentials. 

3. In the HDPS console, navigate to Manager > Infrastructure. 

4. Click Arrays > Add > Add array.  

5. In the Add Snap Array page, provide the following details of VSP One Block 20 and click NEXT. 

• Array name: Enter the serial number.  

• Control host: Enter the controller IP address.  

• User name and Password: Enter the admin credentials. 

 

6. Select the Array Access Node that can access VSP One Block 20, then click NEXT. 
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7. Review the configuration settings in the Snap Configurations tab, make any changes if required, and then click 

SUBMIT.  

 

8. Configure a cloud storage pool to store the snapshot backup for long-term retention. 

9. Create a backup plan for immutable snapshot backup.  

10. Open the backup plan, navigate to the Storage policies tab, click Add, then select Snap copy. 

 
 

11. Name the snapshot copy, choose the copy type, storage, backups, source, and start date, then click SAVE.  
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12. Enable immutable snapshot from the primary snap copy, set the retention period, and then click YES. The 
minimum retention period in HDPS is one day. 
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Step 4: Initiate backup and verify immutability 

Initiate backup 

1. Navigate to Protect > Virtualization > VM groups, select the VM group, and click Backup.

 

 
2. Select the backup type and click SUBMIT.  

 

• Full: Captures the entire VM data. 

• Incremental: Captures only changes since the last backup. 

• Synthetic Full: Combines the most recent full backup with subsequent incremental backups without copying 
data directly from the source. 

 
 
The snap backup is completed, creating point-in-time snapshots on VSP One Block 20. A write-lock is applied to 
ensure immutability, preventing tampering or deletion. 

Verify immutability 

1. Navigate to Protect > Virtualization > VM groups and select the VM group. 

2. Click more actions (⋮) and select List snapshots. 
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3. Select Disk view and verify the retention details under the Protected until column. 

 
 

4. Navigate to Volume view, select the snapshot, and click Delete. 

 

The error description indicates that the snapshot cannot be deleted from HDPS before the retention period 
expires. 
 

 
 

HDPS automatically deletes snapshots when the retention period expires, and this deletion is reflected in the 
VSP One Block 20 storage system. 

Step 5: Initiate restore 

Immutable snapshots ensure secure recovery by preventing alterations or deletions of backup data during retention, 
safeguarding against ransomware, attacks, and accidental deletions. 

1. Navigate to Protect > Virtualization > VM groups and select the VM group. 

2. Under Recovery points, select the backup recovery date, then click RESTORE. 
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3. Select Full Virtual Machine as the restore type to recover the entire VM.  

4. Select the VM to restore, then click RESTORE.  

 

5. For the destination type, select In Place to restore to the original location or Out of Place to restore to a different 
location, then select the access node and destination path, and click NEXT.  
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6. Enter the display name for the restored VM, specify the destination host, and choose the target datastore. 

 

7. Click NEXT until you view the Summary page. 

8. Review the details on the Summary page, then click SUBMIT. 

 

Upon restoration from the immutable snapshot, the virtual machine is successfully recovered and resumes 
normal operation.  

Summary 

HDPS IntelliSnap and VSP One Block 20 offer a highly effective solution for rapid and efficient backup and recovery by 
enabling the creation of immutable snapshots. The configuration is straightforward and scalable, providing enhanced 
protection against intentional and accidental damage to your backup data. This facilitates quicker restoration and 
minimizes downtime in the event of a ransomware attack.   
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