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Configuration Guide
Introduction

Universal Replicator (UR), from Hitachi Vantara, is a software tool for data replication in IT
and storage environments. A UR configuration involves setting up storage systems at
different sites to replicate data for disaster recovery and business continuity.

This document describes how to configure UR between Hitachi Virtual Storage Platform One
SDS Block (VSP One SDS Block) and the VSP One Block 20 series. It also describes the
recommended settings that ensure UR I/O workloads run efficiently.

To use this document and configure the solution, you must have a minimum knowledge of
server hardware and network connectivity.

Purpose

This guide provides step by step information for configuring UR using the Command Control
Interface (CCI). UR is an asynchronous replication for business continuity. While UR is a
global solution in which the primary and secondary storage sites can be any distance from
each other.

The following illustration shows a block diagram of the UR setup for interop testing.

Solution components
The following components are used for the Universal Replicator configuration.
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Hardware
■ Two Hitachi storage systems: VSP One SDS Block (100 Gb iSCSI ports) as the main

control unit (MCU), and VSP One Block 20 series (25 Gb iSCSI ports) as the remote
control unit (RCU).

■ One Cisco Nexus 9000 C93180YC-FX3 switch with 100 Gb iSCSI ports is used for MCU
storage, and from the same switch 25 Gb iSCSI ports are used for RCU storage.

■ One supported host (for application I/O) with an HBA Mellanox MCX623106AN-CDA card
for primary storage and one supported host with the same HBA card are connected to
secondary storage.

■ One management server for Command Control Interface (CCI) configuration.

Note: This type of UR configuration can also use a similar type of network switch.

Software
■ Hitachi CCI, version and revision: 01-83-03/03.
■ MCU storage microcode version v1.18.1 or later.
■ RCU storage software version A3-04-21-40/00.
■ Red Hat EL 9.6 (X64) as the host operating system.

Universal Replicator configuration
Use the procedures in this section to configure Universal Replicator.

Configuring Hitachi Open Remote Copy Manager
Configure the Hitachi Open Remote Copy Manager (HORCM) file on the CCI management
server to create, split, and resynchronize pairs between the two storage systems.

Procedure

1. Install the HORCM software on the CCI management server. For UR configuration, four
iSCSI ports from the MCU and two iSCSI ports from the RCU are used for remote
connection. See https://docs.hitachivantara.com/v/u/en-us/command-control-interface/
01-80-03/mk-90rd7008 for details.

2. Configure the primary storage (MCU) horcm.conf file.

Universal Replicator configuration
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In this example horcm1.conf is used.

3. Configure the secondary storage (RCU) horcm.conf file.

In this example horcm0.conf is used.

4. Keep the newly created HORCM files in /etc/services in the CCI management
server.

5. After creating the HORCM files start the instances to configure MCU and RCU storage
ports.

Configuring Hitachi Open Remote Copy Manager
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6. Check the MCU storage port output of remote paths with the following commands from
the CCI server.

#hsds --host 172.23.57.185 --ignore_certificate_errors --auth_token $TOKEN 
port_show --id 5057a32b-ab2f-49ae-a5b7-b8f893a7d0af
#hsds --host 172.23.57.185 --ignore_certificate_errors --auth_token $TOKEN 
port_show --id c9740005-86d9-4992-85d9-55d6d1d38560
#hsds --host 172.23.57.185 --ignore_certificate_errors --auth_token $TOKEN 
port_show --id e3c8d157-c496-4197-8bef-15ebc1ac5753
#hsds --host 172.23.57.185 --ignore_certificate_errors --auth_token $TOKEN 
port_show --id ee9acd59-c5bc-42cd-a4d0-dd9dae3b01ca

The following illustration shows the output of only one MCU storage port.

7. Check the RCU storage port output from the CCI management server.
The following illustration shows the output of the secondary RCU storage ports.

Configuring Hitachi Open Remote Copy Manager
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Configuring Universal Replicator remote paths

Procedure

1. Run the following command to configure remote paths on MCU storage and map the
MCU storage iSCSI ports to RCU storage iSCSI ports.

#hsds --host 172.23.57.185 --ignore_certificate_errors --auth_token $TOKEN 
remote_iscsi_port_create --local_port_number CL1-C --remote_serial_number 810005 
--remote_storage_type_id M8 --remote_port_number CL1-C --remote_ip_address 
192.168.130.37 --remote_tcp_port 3260 #hsds --host 172.23.57.185 --
ignore_certificate_errors --auth_token $TOKEN remote_iscsi_port_create --
local_port_number CL1-D --remote_serial_number 810005 --remote_storage_type_id 
M8 --remote_port_number CL1-C --remote_ip_address 192.168.130.37 --
remote_tcp_port 3260 #hsds --host 172.23.57.185 --ignore_certificate_errors --
auth_token $TOKEN remote_iscsi_port_create --local_port_number CL1-E --
remote_serial_number 810005 --remote_storage_type_id M8 --remote_port_number CL1-
C --remote_ip_address 192.168.130.37 --remote_tcp_port 3260     #hsds --host 
172.23.57.185 --ignore_certificate_errors --auth_token $TOKEN 
remote_iscsi_port_create --local_port_number CL1-F --remote_serial_number 810005 
--remote_storage_type_id M8 --remote_port_number CL1-C --remote_ip_address 
192.168.130.37 --remote_tcp_port 3260     #hsds --host 172.23.57.185 --
ignore_certificate_errors --auth_token $TOKEN remote_iscsi_port_create --
local_port_number CL1-C --remote_serial_number 810005 --remote_storage_type_id 
M8 --remote_port_number CL2-C --remote_ip_address 192.168.131.47 --
remote_tcp_port 3260     #hsds --host 172.23.57.185 --ignore_certificate_errors -
-auth_token $TOKEN remote_iscsi_port_create --local_port_number CL1-D --
remote_serial_number 810005 --remote_storage_type_id M8 --remote_port_number CL2-
C --remote_ip_address 192.168.131.47 --remote_tcp_port 3260     #hsds --host 
172.23.57.185 --ignore_certificate_errors --auth_token $TOKEN 
remote_iscsi_port_create --local_port_number CL1-E --remote_serial_number 810005 
--remote_storage_type_id M8 --remote_port_number CL2-C --remote_ip_address 
192.168.131.47 --remote_tcp_port 3260     #hsds --host 172.23.57.185 --
ignore_certificate_errors --auth_token $TOKEN remote_iscsi_port_create --
local_port_number CL1-F --remote_serial_number 810005 --remote_storage_type_id 
M8 --remote_port_number CL2-C --remote_ip_address 192.168.131.47 --
remote_tcp_port 3260

Configuring Universal Replicator remote paths
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2. Run the following command to map the MCU ports with RCU ports and then verify the
RCU storage iSCSI ports.

# hsds --host 172.23.57.185 --ignore_certificate_errors --auth_token $TOKEN 
remote_iscsi_port_list
    Id: 061f4001-33d9-4d62-8088-0b69e37dfda8
    Local Port Number: CL1-C
    Remote Serial Number: 810005
    Remote Storage Type Id: M8
    Remote Port Number: CL2-C
    Remote Ip Address: 192.168.131.47
    Remote Tcp Port: 3260
    
    Id: 5237643a-43e2-44f0-ad2c-7428368ca440
    Local Port Number: CL1-E
    Remote Serial Number: 810005
    Remote Storage Type Id: M8
    Remote Port Number: CL2-C
    Remote Ip Address: 192.168.131.47
    Remote Tcp Port: 3260
    
    Id: 6c46df6a-af2e-4ec0-bfa4-e9a6bb3e6eb2
    Local Port Number: CL1-F
    Remote Serial Number: 810005
    Remote Storage Type Id: M8
    Remote Port Number: CL1-C
    Remote Ip Address: 192.168.130.37
    Remote Tcp Port: 3260
    
    Id: 6df7c639-311b-4a1d-86c6-2e4a736bf842
    Local Port Number: CL1-D
    Remote Serial Number: 810005
    Remote Storage Type Id: M8
    Remote Port Number: CL1-C
    Remote Ip Address: 192.168.130.37
    Remote Tcp Port: 3260
    
    Id: 8e0dd5d4-f880-4153-b5a3-16fda4fe11fe
    Local Port Number: CL1-F
    Remote Serial Number: 810005
    Remote Storage Type Id: M8
    Remote Port Number: CL2-C
    Remote Ip Address: 192.168.131.47
    Remote Tcp Port: 3260
    
    Id: 97170d34-f1ea-435a-976a-eb5629414f31
    Local Port Number: CL1-C
    Remote Serial Number: 810005
    Remote Storage Type Id: M8
    Remote Port Number: CL1-C
    Remote Ip Address: 192.168.130.37

Configuring Universal Replicator remote paths
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    Remote Tcp Port: 3260
    
    Id: cfd5a2dd-6cf3-458e-961b-e8b7e7cd69d3
    Local Port Number: CL1-E
    Remote Serial Number: 810005
    Remote Storage Type Id: M8
    Remote Port Number: CL1-C
    Remote Ip Address: 192.168.130.37
    Remote Tcp Port: 3260
    
    Id: d75b7c6d-d9b8-44e8-92dd-992f7f6c2c39
    Local Port Number: CL1-D
    Remote Serial Number: 810005
    Remote Storage Type Id: M8
    Remote Port Number: CL2-C
    Remote Ip Address: 192.168.131.47
    Remote Tcp Port: 3260
    [root@RHEL9-4VM ~]#

3. Define remote path groups from VSP One SDS Block to a remote storage system (VSP
One Block 20 series).

a. Use the following command in the management CCI server for VSP One SDS
Block to configure remotepath_group_create settings.

#hsds --host 172.23.57.185 --ignore_certificate_errors --auth_token $TOKEN 
remotepath_group_create --remote_serial_number <serial number> --
remote_storage_type_id <storage ID> --path_group_id <path group ID> --
local_port_number <port number> --remote_port_number <port number>

b. Use the following command to get the remote path ID to add the rest of the paths
from MCU to RCU storage.

# hsds --host 172.23.57.185 --ignore_certificate_errors --auth_token $TOKEN 
remotepath_group_list

c. Use the following commands to add the rest of the MCU storage remote paths with
RCU storage.

     #hsds --host 172.23.57.185 --ignore_certificate_errors --auth_token 
$TOKEN remote_path_add --id 6aec6ba3-a871-4a1c-b074-85219ac9860b --
local_port_number CL1-C --remote_port_number CL1-C     #hsds --host 
172.23.57.185 --ignore_certificate_errors --auth_token $TOKEN 
remote_path_add --id 6aec6ba3-a871-4a1c-b074-85219ac9860b --
local_port_number CL1-D --remote_port_number CL1-C     #hsds --host 
172.23.57.185 --ignore_certificate_errors --auth_token $TOKEN 
remote_path_add --id 6aec6ba3-a871-4a1c-b074-85219ac9860b --
local_port_number CL1-E --remote_port_number CL1-C     #hsds --host 
172.23.57.185 --ignore_certificate_errors --auth_token $TOKEN 
remote_path_add --id 6aec6ba3-a871-4a1c-b074-85219ac9860b --
local_port_number CL1-F --remote_port_number CL1-C     #hsds --host 
172.23.57.185 --ignore_certificate_errors --auth_token $TOKEN 

Configuring Universal Replicator remote paths

Configuration Guide
DR Between VSP One SDS Block and VSP One Block 20 Series Storage using UR 10



remote_path_add --id 6aec6ba3-a871-4a1c-b074-85219ac9860b --
local_port_number CL1-C --remote_port_number CL2-C     #hsds --host 
172.23.57.185 --ignore_certificate_errors --auth_token $TOKEN 
remote_path_add --id 6aec6ba3-a871-4a1c-b074-85219ac9860b --
local_port_number CL1-D --remote_port_number CL2-C     #hsds --host 
172.23.57.185 --ignore_certificate_errors --auth_token $TOKEN 
remote_path_add --id 6aec6ba3-a871-4a1c-b074-85219ac9860b --
local_port_number CL1-E --remote_port_number CL2-C #hsds --host 
172.23.57.185 --ignore_certificate_errors --auth_token $TOKEN 
remote_path_add --id 6aec6ba3-a871-4a1c-b074-85219ac9860b --
local_port_number CL1-F --remote_port_number CL2-C 

4. Verify that the remote path is added to the MCU storage using the GUI.
a. Open Device Manager - Storage Navigator on the primary storage system, go

Settings, click the drop-down menu, and click Remote Path Groups.
The following illustration shows the primary storage remote path output.

b. Click PATH GROUP ID to verify that the paths are added to primary storage.

5. For RCU secondary storage, create remote paths using the GUI.
a. Open VSP One Block Administrator for the RCU storage and click Remote Path

Groups.

Configuring Universal Replicator remote paths
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b. Click Create Remote Path Group and select the MCU storage model, provide the
serial number, indicate the path group ID, and select the protocol.

c. Click Remote Paths to Add +, complete the RCU and MCU storage details for all
of the paths, and then click OK.

Configuring Universal Replicator remote paths
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d. Click Submit to complete the data path creation.

The following image shows the remote path output of the RCU secondary storage.

Configuring Universal Replicator remote paths
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Configuring journal volumes
Use the procedures in this section to configure journal volumes.

Configuring journal volumes in MCU and RCU storage

Use this procedure to create a 1 TB volume in the MCU storage unit for journal path creation.
Assign the volume according to how the data will be transferred from MCU to RCU storage.

Procedure

1. Open Device Manager - Storage Navigator for the MCU primary storage and click
VOLUMES.

2. Click the “+” sign to fill in the capacity, number of volumes, volume name, and suffix start
number, and then click Submit.

3. Verify the journal volume creation from the GUI in the primary (MCU) storage.

Configuring journal volumes
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4. Create a journal in primary storage from the CCI management server with the previously
created volume.

#hsds --host 172.23.57.185 --ignore_certificate_errors --auth_token $TOKEN 
journal_create --journal_number 01 --volume_ids 12f8ee2b-20cb-4541-b671-
e731b34c56d0

5. Go to the GUI interface to view details of the journal created in MCU primary storage.

Creating journals in secondary (RCU) storage using the CLI

Universal Replicator manages pair operations for data consistency using journals. UR
journals enable update sequence consistency to be maintained across a group of volumes.

Use this procedure to create journal volumes on the RCU. The journal size depends on the
configuration but keep the MCU and RCU the same size up to 1 TB.

Procedure

1. Create basic LDEVs.

raidcom add ldev -parity_grp_id 1-1 -ldev_id 05:20 -capacity 838860800 -IH0
raidcom add ldev -parity_grp_id 1-1 -ldev_id 05:21 -capacity 838860800 -IH0
raidcom add ldev -parity_grp_id 1-1 -ldev_id 05:22 -capacity 838860800 -IH0
raidcom initialize ldev -ldev_id 05:20 -operation fmt -IH0
raidcom initialize ldev -ldev_id 05:21 -operation fmt -IH0
raidcom initialize ldev -ldev_id 05:22 -operation fmt -IH0

2. Create DP pools.

raidcom add dp_pool -pool_name HUR_Pool -ldev_id 09:24 -IH0
raidcom add dp_pool -pool_id 13 -pool_name HUR_Pool -ldev_id 05:20 -IH0
raidcom add dp_pool -pool_id 13 -pool_name HUR_Pool -ldev_id 05:21 -IH0
raidcom add dp_pool -pool_id 13 -pool_name HUR_Pool -ldev_id 05:22 -IH0

Creating journals in secondary (RCU) storage using the CLI
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3. Create journal volumes.

# raidcom add ldev -ldev_id 09:25 -capacity 1000G -pool 13 -mp_blade_id 0 -IH0
# raidcom add journal -journal_id 1 -ldev_id 09:25 -mp_blade_id 0 -IH0
# raidcom get journal -IH0
JID MU CTG  JNLS  AP  U(%)   Q-Marker   Q-CNT  D-SZ(BLK)   Seq# Num LDEV#
000  -   -  SMPL   -    -           -       - 2082275328  810005   1   864
001  -   -  SMPL   -    -           -       - 2033504256  810005   1  2341

Installing Red Hat Enterprise Linux
Install RHEL 9.6 (X64) in the MCU host and configure the iSCSI host to make the LUNs
visible in the host.

Procedure

1. Complete the fields on the Create Volumes page to create LDEVs in the MCU host
using the GUI interface.
The following illustration shows the creation of LDEVs in primary storage.

2. After creating the LDEVs volumes attach them to the RHEL host.
The following figure shows volumes created in primary storage.

Result

After attaching the volumes in the RHEL host the volumes will be visible. The following
illustration shows the volumes attached in the primary storage compute host.

Installing Red Hat Enterprise Linux
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Configuring the secondary storage (RCU) host in CCI mode

Procedure

1. Create LDEVs in RCU storage.

#raidcom add ldev -pool 19 -ldev_id 03:11 -capacity 20971520 -capacity_saving 
deduplication_compression -drs -request_id auto -IH6831
#raidcom add ldev -pool 19 -ldev_id 03:12 -capacity 20971520 -capacity_saving 
deduplication_compression -drs -request_id auto -IH6831

2. With the previous command as an example, create a total of nine LUNs on the
secondary (RCU) storage.

3. Initialize the LUNs with the following command.

#raidcom initialize ldev -ldev_id 03:11 -operation fmt -IH6831
#raidcom initialize ldev -ldev_id 03:12 -operation fmt -IH6831

4. Add the LUNs to the secondary (RCU) storage ports.

#raidcom add lun -port CL3-C -lun_id 0 -ldev_id 03:11 -IH6831
#raidcom add lun -port CL3-C -lun_id 1 -ldev_id 03:12 -IH6831
#raidcom add lun -port CL4-C -lun_id 0 -ldev_id 03:11 -IH6831
#raidcom add lun -port CL4-C -lun_id 1 -ldev_id 03:12 -IH6831

5. Verify that the LUNs are added to the storage ports.
The following illustration shows the LUNs added to the primary storage port.

Configuring the secondary storage (RCU) host in CCI mode
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The following illustration shows the LUNs added to the secondary storage port.

Creating replication pairs

Procedure

1. Use the CCI raidcom command to create a replication pair between MCU and RCU
storage as shown.

# paircreate -g hur -fg async 1 -vl -IH1

2. Use the pairdisplay command to check the pair creation while in progress.

Creating replication pairs
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The pairdisplay command displays the pair creation after completion.

Monitoring and validating
Monitoring the system is an ongoing operation that should be performed frequently to keep
track of and maintain pairs. Check the pair's status before performing a pair operation. Each
operation requires a specific status or sets of statuses.

Pair status changes when an operation is performed. Check status to see that pairs are
operating correctly and that data is updated from P-VOLs to S-VOLs in PAIR status, or that
differential data management is performed in Split status.

Use the pairdisplay command as shown.

Monitoring MCU storage:

Monitoring RCU storage:

Monitoring and validating
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Monitoring and validating
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