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Preface

About this document

This document is a step by step guide to configuring Cisco Nexus models for
HNAS Cluster InterCluster Connect (ICC) networks, as required for clusters with
more than two nodes.

Document conventions

This document uses the following typographic convention:

Convention Description

Bold e Indicates text in a window, including window titles,
menus, menu options, buttons, fields, and labels.
Example: Click OK.

¢ Indicates emphasized words in list items.

Italic Indicates a document title or emphasized words in text.
Monospace Indicates text that is displayed on screen or entered by the
user.

Example: pairdisplay -g oradb

Intended audience

This document is intended for customers and Hitachi Vantara partners who
license and use HNAS Platform 4000, 5000, and VSP Unified with Cisco Nexus
series switches

Accessing product downloads

Product software, drivers, and firmware downloads are available on Hitachi
Vantara Support Connect: https://support.hitachivantara.com/.

Log in and select Product Downloads to access the most current downloads,
including updates that may have been made after the release of the product.

Getting Help

Hitachi Vantara Support Connect is the destination for technical support of
products and solutions sold by Hitachi Vantara. To contact technical support, log
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on to Hitachi Vantara Support Connect for contact information:
https://support.hitachivantara.com/en_us/contact-us.html.

Hitachi Vantara Community is a global online community for customers, partners,
independent software vendors, employees, and prospects. It is the destination to
get answers, discover insights, and make connections. Join the conversation
today! Go to community.hitachivantara.com, register, and complete your profile.
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Chapter 1: Introduction

An HNAS cluster uses inter-cluster connect (ICC) ports of 10Gb capacity using
the high-speed serial interface (HSSI).

These ports enable the following:

e NVRAM mirroring — This is the process of exchanging NVRAM contents
between the nodes and is required to ensure that file systems are
successfully mounted without transactional data lost in the event of an EVS
fail-over due to a node failure.

e Cluster Management Communications — This include functions such as
heartbeat monitoring between the nodes.

e CNS communications redirection (if applicable) — This can take place if the
CNS share or export is in one node, while the file system is mounted in a
different node.

The ICC ports for the HNAS 4000 series model are shown as follows:

o:o:o:o:oooooooooo.o.o.o.{
eoeo oo—-o'oooooo-ooo a? "-:
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The VSP Unified NAS Module port view is shown as follows:

Networks used in HNAS Clusters

There are three networks used in an HNAS cluster deployments:

Primary ICC network — This network performs both NVRAM mirroring and
cluster management communications. In all HNAS platforms, the C1 port is
used for these purposes.

Secondary ICC network — This network can be either for backup or load
balancing for the primary network for NVRAM mirroring, however it cannot
perform cluster management communications. In the case of 4000 series
models, it uses the C2 port. In the case of 5000 series models and VSP
Unified (GEfN only), it uses the C3 port.

Management network — This is a 1Gb network used for general
management, SMU, and Cluster Management Communications. To preserve
the resiliency of the cluster, the network switch used for C1 communications
must never be used concurrently with the management network, and any
infrastructure used for these networks should be as independent of the other
as possible. Gateway models such as 4000 and 5000 series use the ethl
port, while VSP Unified models use the ethO port.

é

Note: In VSP Unified models, the HNAS Management Network is sometimes called the
Maintenance Network. The VSP Management Network is externally facing and should not be
confused with the HNAS Management Network.
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ICC Ports in different HNAS models

The C1 port is always used as the primary ICC network in all HNAS models. As
mentioned earlier, besides being used for nvram mirroring and CNS traffic, it also
can be used for Cluster Management Network.

Which ports are mandatory for the secondary ICC network depends on the
model:

¢ HNAS 4000 models require C2 ports to be connected
¢ HNAS Unified and 5000 models require C3 ports to be connected

Full and Reduced Port Configurations

Although HNAS Unified and 5000 models have 4 ICC ports total, only two ports
are required: C1 and C3. The other two ports, C2 and C4, are optional and only
need to be used if additional bandwidth is required for nvram mirroring
bandwidth. An HNAS cluster deployment in these models that use only the two
required ports is known as reduced port configuration while one that uses all
four ports is known as a full port configuration. Note that a reduced port
configuration is not necessarily inferior to a full port configuration. In fact, for all
but the most write-intensive deployments a reduced port configuration is

sufficient.

Models Port Required
HNAS 4000 C1 Yes
series

c2 Yes
HNAS 5000 C1 Yes
series
VSP Unified | ©2 No

C3 Yes

C4 No

Direct ICC connections

Direct ICC connections are only supported in 2-node scenarios (HNAS 4000 and
5000 models). These should always be connected to the same port label on the
other switch: C1 to C1, C2 to C2, and so on. The connections must use 10Gb
ethernet fiber and transceivers. Twinax cables are only supported in HNAS 4000
series and can only support distances of 5 meters or less.

When the cluster is made up of 3 or more nodes, you must use network
switches, as direct connections are not possible. In the case of the VSP Unified-
based GEfN, since it is a 4-node cluster (a pair of Unified F/Gx00 chassis with 2
HNAS nodes inside each chassis combined into a 4-node cluster) network
switches are always required.
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Direct ICC connections of nodes more than 300 meters apart may require special
long-reach transceivers. The longest distance supported is limited by the
available transceivers for HNAS ICC ports and is 10km between the ports. Also,
these longer reaches may require single-mode fiber links. If this is not practical,
then consider using switched ICC connections for 2-node clusters as well.

Switched ICC connections

Network switches are required for ICC in the following scenarios:

e Any HNAS 4000 or 5000 series cluster with 3 or more nodes.

e A VSP-unified, GAD Enhanced for NAS (GEfN), which is equivalent to a 4-
node cluster (2 NAS modules per system).

e 2-node clusters, if the infrastructure cannot support direct connections. For
example, if the physical distance exceeds what is supported by the standard
short range (300m) SFP+ transceivers.

The requirements for ICC switch deployment include:

o Use dedicated 10Gb switches for ICC.

e Use only supported switch models that have been tested by HNAS
Engineering. As of this version of the document, these are:

o Cisco Nexus 5500, 9300 or 3500 series
o Brocade/Extreme VDX series

e All switches must have dual power supplies and dual power sources for
resiliency.

e Connectivity to the HNAS ports must use fiber and SFP+ transceivers.
Twinax cables are only supported in HNAS 4000 Series models, and only up
to 5 meters apart.

e The distance between the nodes and the switches must not exceed 300
meters if using standard multimode fiber and SFP+ transceivers. For longer
distances up to 10km, there is the option of using single-mode fiber with
special transceivers, although this is less common.

e There should be a minimum of two ICC network switches, and optionally four
network switches for longer distances.

o If 2 switches are used, the primary ICC network should go in one switch,
the secondary ICC network should go in a separate switch. This is
known as a Campus deployment.

If 4 network switches are used, the primary ICC network should go in one
pair of switches, and the secondary ICC network should go in a separate
pair of switches. This is known as a WAN deployment.

¢ Jumbo frames (MTU 9216) must be enabled at all switch port settings and
intermediate paths (ISL or WAN links) between ICCs.

é
Note: More details about the difference between 2 and 4 switch deployments are provided in
Chapter 2: ICC Deployment Models

As far as how the ports should be connected to the different switches, there are
some differences between the models.
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HNAS 4000-series models:

o Place all C1 connections in one switch or switch stack, and all C2
connections in another switch.

o C1 and C2 networks must be segregated, either physically or by using
VLANS.

o One of the VLAN IDs should be odd, the other one should be even.

o Connections can be fiber or Twinax cables.

Unified and HNAS 5000 series models:

o Place all C1 connections in one switch/switch stack and all C3
connections in a different switch. (C1 and C3 connections are
mandatory.)

o Place C1 in one VLAN and segregate C3 in another VLAN.

One VLAN ID should be odd and the other should be even.

o

o C2 and C4 connections are optional if extra NVRAM mirroring capacity is

required. If so, C2 connections should be placed in the same switches
and VLAN as C1, and C4 connections should be placed in the same
switches and VLAN as C3.

The table below describes to which switch the ports at each node should be
connected with the different models.

Models Port | Required | 2 switches | 4 switches
HNAS 4000 Cl | Yes Primary Primary switch pair
series switch
C2 | Yes Secondary | Secondary switch
switch pair
HNAS 5000 Cl | Yes Primary Primary switch pair
series switch
VSP Unified C2 | No Primary Primary switch pair
switch
C3 | Yes Secondary | Secondary switch
switch pair
C4 | No Secondary | Secondary switch
switch pair

For clarification, there are some diagrams illustrating the connections in Chapter

2: ICC Deployment Models.

Hitachi NAS Platform ICC with Cisco Nexus™ Reference Guide
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Chapter 2: ICC deployment models

There are two main ICC deployment models: Campus and WAN.

Campus ICC model

The campus model is used when the nodes are a relatively short distance from
each other, usually 300m or less, although could be up to 10km if using longer
reach transceivers and fabric. Since each HNAS node must connect directly to
the other node or to each switch, the distance is limited by the reach of the
available SFP+ transceivers for the ICC ports.

Campus Direct

ICC direct connections are only supported for 2-node clusters in HNAS 4000 and
5000 series models and do not require the use of switches. They are included in
this guide for completion.

The HNAS 4000 series direct ICC connection is shown as follows:

s AR A ettt adadddada’ Y
= ; G =

In the case of direct connections, C1 in one node always connects to C1 in the
other node.

For the 4000 series, C2 in one node always connects to C2 in the other node as
it is the secondary ICC network. But for 5000 series, the minimum required
secondary connection should be C3 to C3. Optionally, C2 can be connected to
C2 and C4 to C4 for added NVRAM mirroring bandwidth and resiliency.

If the distance is greater than 300 meters (but no greater than 10km), you either
use the appropriate long-distance cables and transceivers, or deploy a 4 switch
ICC model instead.

Campus Switched

The campus model is most common for standard (non-stretched) clusters,
although it could also be used for stretch and GEfN clusters when the nodes are
a relatively short distance from each other (different floors or buildings, up to
10km), and when it is practical to extend multiple fiber connections directly from
half of the ICC ports at each node to the appropriate “remote” network switch. In

Hitachi NAS Platform ICC with Cisco Nexus™ Reference Guide
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this configuration, only two switches total are required, one at each site, each
switch being dedicated to an ICC network. An example campus model for an
HNAS 5000 4-node cluster is shown as follows:

ICC switch 1 ICC switch 2

In these diagrams, the C1 and C2 connections for site A (nodes 1 and 2) connect
to the local switch, while the C3 and C4 connections connect to the remote
switch. For site B (nodes 3 and 4) this is the reverse: C1 and C2 connections
(dotted) are remote, while C3 and C4 connections (dotted) are local. The optional
ICC ports C2 and C4 are not used in these examples.

Another way to look at this is one switch (1) hosts all the C1 and C2 connections,
while the other switch (2) hosts all the C3 and C4 connections.

The connections in a Campus ICC Deployment would be as follows:

Model Site 1 Switch Site 2 Switch

HNAS 4000 All C1 connections All C2 connections

HNAS 5000 All C1 connections (required) | All C3 connections (required)
VSP Unified All C2 connections (optional) | All C4 connections (optional)

Campus Switched Deployments for Stretch Clusters

For a stretched cluster or GEfN, If the distance between the sites exceeds 300
meters a minimum of 4 long-distance fiber connections would be required in
total, with the appropriate long range SFPs at both the HNAS nodes’ ICC ports
and switch ports. This option is only available for distances up to 10km. For
longer distances, a WAN ICC deployment must be used.

B

Note: For stretch clusters if the number of available remote connections is limited, consider a
reduced port ICC deployment, where only C1 and C3 connections are required. This will reduce the

number of required remote connections to half and reduce the expense of long-reach transceivers.

The tradeoff is more limited NVRAM mirroring capacity which should be acceptable for deployments
that are not write-intensive.

Hitachi NAS Platform ICC with Cisco Nexus™ Reference Guide
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WAN ICC model

The WAN ICC model is used for longer distances, where connections between
the sites are over a leased line or service, or where there is a minimal number of
direct cable connections available between both sites.

WAN ICC deployment model requirements:

e Two switches must be deployed at each site, for a total of 4 switches

e At each site, one switch should host all the C1 connections.
For Unified and HNAS 5000 models only, this could also host C2
connections if used.

e At each site, a separate switch should host the secondary ICC network
This is C3 for Unified and HNAS 5000 models, C2 for HNAS 4000 models
For Unified and HNAS 5000 models only, this switch can also host C4

The connections would be as follows:

Model Site 1 Switch Site 2 Switch

HNAS 4000 All C1 connections All C2 connections

HNAS 5000 All C1 connections (required) | All C3 connections (required)
VSP Unified All C2 connections (optional) | All C4 connections (optional)

There is no requirement to link the switches within each site to each other,
although this could be done for ease of management. The switches at each end
that host the C1 connections (in red, top) should be linked together using one or
more WAN links, and the same for the C3 switches (2nd row, green cables).

The inter-site links must have enough total bandwidth to avoid dropping frames if
the nodes are writing at full capacity to avoid congestion. Also, the maximum
round trip latency between sites must be no more than 5ms.

Hitachi NAS Platform ICC with Cisco Nexus™ Reference Guide
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An example of a WAN model for the HNAS 5000 series model is shown as
follows:
ICC switch 1 20Gb/s ICC switch 1

20Gb/s

Performance considerations when using additional ICC ports

In most deployments involving Unified or HNAS 5000 series, connecting the
required C1 and C3 ports as the diagram in the example shows is sufficient and
requires the least number of WAN connections. This would be 4 in total of
10Gb/s each. As long as these WAN connections are dedicated to ICC,
congestion would be unlikely.

Connecting the C2 and C4 ports is optional and should only be used if additional
NVRAM mirroring is required (above 20Gb/s per node) and there is sufficient
available bandwidth end to end. Do not connect the optional C2 and C4 ports if
the WAN infrastructure cannot support it. Doing so will potentially create
congestion, which will force retransmits at the source nodes and adversely affect
performance.

Even if the nodes get busy with writes during burst activity, it is better to use a
reduced (C1 and C3 only) port configuration than using the additional ports with
inadequate bandwidth. The NVRAM packets would get transmitted at the
appropriate throttled speed at the source.

Hitachi NAS Platform ICC with Cisco Nexus™ Reference Guide
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Chapter 3: Switch configuration
requirements

The configuration principles in this chapter apply to a variety of switch brands
and models.

VLANS

Strictly speaking, VLANSs are not required if the switches are dedicated for ICC in
a single cluster, and if the switches used for the two separate ICC networks do
not interconnect. However, VLANSs are required for the ICC ports if the switch is
shared for other uses, and/or if multiple HNAS or GEfN clusters are sharing
common switches. Configuring a separate VLAN for each ICC network ensures
that the cluster functions in all these scenarios.

When configuring VLANS in the switches, consider the following:
¢ ICCs must be in their own segregated VLAN.

e The default VLAN 1 must not be used.

¢ A VLAN must be configured before ports can be added to it.

¢ The ICC network ports must remain untagged.

o Two separate VLANs must be configured (one for each ICC network). One of
the VLANs must be even, the other one must be odd.

¢ The ports connected to each VLAN depends on the model as listed in the table
below. For consistency, use VLAN ID 2001 for the primary ICC network, and
VLAN ID 2001 for the secondary ICC network.

When configuring a switch, use the following VLAN values for the different ICC
ports in each HNAS node:

Models Port VLAN
HNAS 4000 series C1 2001
C2 2002
HNAS 5000 series C1 2001
VSP Unified C2 (optional)
C3 2002
C4 (optional)

You can use different VLAN IDs from the ones used in the table to fit in with your
environment. The IDs presented in the examples in this guide are used for
consistency across different models, since some of the VLAN ID’s may be
restricted. If different VLAN IDs must be used, one of the VLANs should be even
and the other one should be odd to ensure that the paths remain segregated
when using certain WAN technologies.

Hitachi NAS Platform ICC with Cisco Nexus™ Reference Guide
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Note: For HNAS 5000 series models and VSP F/Gx00 Unified GEfN, separate VLANs are not a
requirement, although still are a best practice, as any erroneously connected ports can be easily
identified.

Spanning Tree

Spanning tree is not required, but is recommended if switches are connected to
each other, such as in the case of a WAN deployment. However, spanning tree
must be disabled at the ports directly connected to the ICC ports using the
portfast option.

Jumbo Frames

Jumbo frames (9216 bytes) are required for ICC communications.

If the nodes detect that jumbo frames are not transmitting correctly, the nodes
log an event once and will not exchange NVRAM contents with their peers. In the
event of a node failure, the file systems do not mount correctly once the EVS has
failed over and they must be forcibly mounted (with some loss of transactional
data).

By default, most switches are configured with an MTU size of 1500 bytes. The
switches must be configured to support MTU size of 9216 at the network layer 2
(ethernet) level. Some switches allow this to be configured only globally, others
at each port. If the switch allows MTU configuration per port, this must be done
at all ports where the ICC HNAS ports are directly connected, as well as any
intermediate ports between the switches where the ICC traffic must travel
through. Depending on the network topology, if there are any intermediate
switches in the ICC traffic path, these must be configured for jumbo frame
support as well.

Interconnecting Switches

In the WAN model, you must connect the switch hosting C1 (and optionally C2)
in site A to the switch hosting C1 (and optionally C2) in site B. You also must
connect the switch hosting C3 (and optionally C4) in site A to the switch hosting
C3 (and optionally C4) in site B.

You should have more than one link for redundancy. Therefore, you must create
a link aggregation (LAG) of two ports at each switch on each end of the
connection. You do not need to connect the switches at each site (C1C2 and
C3C4) to each other if the switches are dedicated to ICC.

ICC Switch A1 ICC Switch B1
ICC Switch A2 ICC Switch B2

Hitachi NAS Platform ICC with Cisco Nexus™ Reference Guide
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A Important: Any ports connected to other switches for ICC communications (ISL or WAN links)

must be configured to support jumbo frames MTU as well. You must ensure that jumbo frames are
supported in the entire path between source and destination.

Hitachi NAS Platform ICC with Cisco Nexus™ Reference Guide
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Chapter 4: Cisco Nexus switch
configuration

While the previous chapters described general principles that should apply to any
brand of switches, this chapter is specifically targeted to Cisco Nexus models.

!Ei
Note: this guide does not provide information on configuring the switch for use as a data-
serving switch or for any other purpose.

Initial configuration from console

The purpose of this section is to ensure that each of the switches has the
minimal settings to be able to continue configuration remotely. Before beginning
this stage, you should have an ethernet (RJ-45) network cable connected from
the management ethernet port to the management network and an IP address in
the management network that is available for use. You should also know the
subnet mask in bit format and the default gateway.

Execute these commands from a console program using the serial cable
provided with the switch.

When you connect to switch initially you will be in either user mode or enable

mode. You can tell which mode you are in by the prompt. If you are in user
mode the prompt will display a greater than sign (>), such as:

NEXUS>
To enter enabled mode type:
enable

Once in enabled mode the prompt will change to a pound or hash (#) sign, such
as:

NEXUS#

To enter configuration mode, in enabled mode type:

configure terminal

To exit config mode type:

exit

The most basic required settings are:

Hostname

switchname <switch-hostname>

IP address to manage remotely

Hitachi NAS Platform ICC with Cisco Nexus™ Reference Guide
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interface mgmt0 ] ]
ip address <management-ip-address>/<subnet-bit-mask>

vrf context management
ip route 0.0.0.0/0 <default gateway>

Administrative user

username admin password ¥ role network-admin

Initial configuration example:

switchname Nexus-ICC-Al
interface mgmt0

ip address 10.23.22.118/23
vrf context management

ip route 0.0.0.0/0 10.23.22.1

At this point you should be able to connect an RJ-45 ethernet cable to the
management network.

You can now connect to the switch remotely using an SSH client to continue the
configuration. Refer to the Cisco documentation for more information.

Configuring VLANSs

The following example applies to a 4-node GEfN cluster. Different VLAN IDs can
be used as long as they are dedicated to ICC use and unique.

To configure a VLAN for an HNAS 5000 or Unified Cluster:

1. Create the first VLAN (C1) in the first switch that hosts the C1, and optionally
C2 connections:

vlan <vlan-ID-1>
name ICC-1

2. Assign all the ports that are used in the switch to connect to the NAS ICC
ports C1 (and C2 if applicable), untagged.

interface ethernet <port-iD>
switchport access <vlan-ID-1>

3. If you are following the WAN model, repeat the same procedure in any
switches that host C1 and C2 connections at the other site.

4. Forthe second set of switches that hosts C3 (and optionally C4
connections), repeat the same steps, but with a different VLAN ID.

vlan <vlan-ID-2>
name ICC-2

# do this for each interface connected to the ICC ports

interface ethernet <port-1D>
switchport access <vlan-ID-2>
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Configuration example for switch hosting C1 connections in an HNAS 5000
cluster:

vlan 2001
name ICC-1

interface ethernet 1/1
description Nodel.cl
switchport access vlan 2001

interface ethernet 1/2
description Node2.cl
switchport mode access
switchport access vlan 2001

# these only required if using optional C2 ports

interface ethernet 1/3
description Nodel.c2
switchport mode access
switchport access vlan 2001

interface ethernet 1/4
description Node2.c2
switchport mode access
switchport access vlan 2001

Configuration example for switch hosting C3 and C4 connections:

vlan 2002
name ICC-1

interface ethernet 1/1
description Nodel.cl
switchport access vlan 2002

interface ethernet 1/2
description Node2.cl
switchport mode access
switchport access vlan 2002

# these only required if using optional C4 ports

interface ethernet 1/3
description Nodel.c2
switchport mode access
switchport access vlan 2002

interface ethernet 1/4
description Node2.c2
switchport mode access
switchport access vlan 2002

Configuring Jumbo frames

Depending on the Cisco Nexus switch model, MTU settings are configured either
per-port or globally. The following table summarizes the settings that apply to
each. However, refer to the Cisco documentation for the latest information on

your model.
Cisco Nexus Switch Model Jumbo Configuration Type
Nexus 3K: Includes Nexus 3048, 3064, Global

3132Q, 31320Q-X, 3132Q-XL, 3172, and
3500-series switches
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Nexus 3K: Includes Nexus 3132Q-V, 3164, | Per-port
31108, 31128PQ, 3200-series, and
36180YC-R switches

Nexus 5K: All Nexus 5000, 5500 and 5600- | Global
series switches

Nexus 7K: All Nexus 7000- and 7700-series | Per-port
switches

Nexus 9K: All Nexus 9200-series switches Per-port
(including 92xxx), 9300-series switches
(including 93xxx), and 9500- series
switches

Where ‘Global’ configuration is required, the setting also applies to any Cisco
Fabric Extender (FEX) ports connected to the switch.

Global MTU configuration

I!Ei
Note: This has been tested in the HNAS Cisco Nexus 5500 and 3524 models.

In switches where the MTU settings must be done globally, create a network-gos
policy or modify an existing policy to specify the elevated MTU. This
configuration applies to all ports and includes:

policy-map type network-qos jumbo
class type network-gqos class-default

mtu 9216

system qos

service-policy type network-qos jumbo

Note: If you get this message this is to be expected:

N3524-1(config)# policy-map type network-qos jumbo
N3524-1(config-pmap-nq)# class type network-qos class-default
N3524-1(config-pmap-nq-c)# mtu 9216

warning: This platform only supports class class-default configured
MTU across all classes.

To verify jumbo frames, use the following command:

show queuing interface ethernet <port-id>

For example:

NEXUS-3524-1# show queuing interface ethernet 1/1
Ethernetl/1 queuing information:
qos-group sched-type oper-bandwidth
0 WRR 100

Multicast statistics:
Mcast pkts dropped : 0
Unicast statistics:
qos-group O
HwW MTU: 9216 (9216 configured)
drop-type: drop, xon: 0, xoff: O
Statistics:
Ucast pkts dropped : 0
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Note that this command can be used with any port and should yield similar
results.

Per-port MTU configuration

I!Ei
Note: This configuration has been tested in the HNAS Cisco Nexus 9300 models.

The following steps only apply to switch models that support per-port MTU
configuration.

To configure the MTU on a per-port basis, the following configuration is required
for any ports that are connected to the ICC ports in all the HNAS nodes or
modules:

interface ethernet <port-id>
mtu 9216

These settings must also be configured for any ports that connect to other
switches where ICC communications are transmitted.

To verify that jumbo frames are configured on the interfaces, use the following
command:

show interface ethernet <port-id>
For example:

NEXUS-9300# conf t
Enter configuration commands, one per line. End with CNTL/Z.
NEXUS-9300(config)# interface ethernet 1/5
NEXUS-9300(config-if)# mtu 9216
NEXUS-9300(config-if)# exit
NEXUS-9300(config)# exit
NEXUS-9300# show interface ethernet 1/9
Ethernetl/9 is up
admin state is up, Dedicated Interface
Hardware: 1000/10000/25000 Ethernet, address: f80f.6f40.c188 (bia
£80f.6740.c188)
Description: iSCSI
MTU 9216 bytes, Bw 10000000 Kbit, DLY 10 usec

Configuring the links between the switches

Configuring links between the switches is only necessary in a WAN ICC
deployment such as the one illustrated in this diagram:

ICC Switch A1 ICC Switch B1
ICC Switch A2 1CC Switch B2

In this diagram, the top switches (Al and B1) support the C1 (and optionally C2)
HNAS ICC ports, and the bottom switches (A2 and B2) support the C3 (and
optionally C4) HNAS ICC ports. Since the networks are segregated, the top
switches do not need to connect to the bottom switches.
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At each switch, all the ports connected to the links to the other switch are
aggregated into a logical interface called a port-channel. These are the steps to
follow at each switch:

1. Enable LACP to aggregate the two ports at each switch using the following
command:

feature lacp

2. Create a port-channel using an ID that is available, and associate the ICC
VLAN with the port-channel:

interface port-channel <pc-id>
switchport mode access
switchport access vlan <vlan-id>

3. If the switch model supports per-port MTU jumbo frames (as opposed to
globally), enter this command for the port channel as well:

mtu 9216

4. Associate each of the physical ports that you are using to interconnect the
switches with the port-channel you just created.

interface ethernet <port-id>
channel-group <pc-id> mode active

5. Repeat the same settings on the matching switch (B1).

6. For the second pair of switches, you can repeat the configuration steps
above. The only difference would be the VLAN ID associated with the port
channel.

Per-port jumbo configuration example:

Following the diagram at the start of this section, if the deployment is Unified or
HNAS 5000 series, the top pair of switches (Al and B1) support the C1 (and
optionally C2) connections, and the bottom pair of switches (A2 and B2) support
the C3 (and optionally C4) connections.

If the ports ethernet 1/23 and 1/24 are used to connect the switches to each
other, the top switches Al and B1 would have this configuration:

interface port-channel 1
description ISL-C1
switchport mode access
Switchport access vlan 2001

interface ethernet 1/23-24
description ISL-C1
channel-group 1 mode active
mtu 9216

The bottom switches A2 and B2 would have this configuration:

interface port-channel 1
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description ISL-C1
switchport mode access
Switchport access vlan 2002

interface ethernet 1/23-24
description ISL-C1l )
channel-group 1 mode active
mtu 9216

Optimization settings

Portfast

Enable the Portfast setting in the ports that are directly connected to the ICC
ports, which avoids any unnecessary delays due to spanning-tree negotiation.
Do this only in the ports that are directly attached, not the ports that connect to
other switches.

interface ethernet <port-id>
spanning-tree port type edge

For example, if the HNAS ICC ports are connected to ethernet 1/1 and 1/2, then
the configuration would be as follows:
interface ethernet 1/1-4

spanning-tree port type edge

You might see a warning when you enter the command, which is to be expected.

N3524-1(config-if-range)# spanning-tree port type edge

warning: edge port type (portfast) should only be enabled on ports
connected to a single host. Connecting hubs, concentrators, switches,
bridges, etc... to this interface when edge port type (portfast) is
enabled, can cause temporary bridging loops.

Use with CAUTION

Edge Port Type (Portfast) will be configured in 4 interfaces due to the
range command but will only have effect when the interfaces are in a non-
trunking mode.

Disabling unused ports

Disable any unused switch ports to quickly identify incorrect connections. This is
optional.

interface ethernet <port-range>
shutdown

You can also use this configuration command to make shutdown the global
default in Cisco Nexus switches:

system default switchport shutdown
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LLDP and CDP

Although HNAS does not support Layer Discovery Protocol (LLDP), it is useful
in a WAN scenario where two switches are connected to each other to determine
if they are properly connected.

To enable LLDP on each switch:

feature 11dp

To show neighbors:

NEXUS-A1# show 11dp neighbors

Capability codes:
(R) Router, (B) Bridge, (T) Telephone, (C) DOCSIS Cable Device
(W) WLAN Access Point, (P) Repeater, (S) Station, (0) Other

Device ID Local Intf Hold-time Capability Port ID
NEXUS-B1 Ethl/3 120 BR Ethernetl/3
NEXUS-B1 Ethl/4 120 BR Ethernetl/4

Total entries displayed: 2

Cisco Discovery Protocol is a similar protocol but more proprietary, although a
few other vendors support it as well. This protocol is enabled in Cisco switches
by default. To show CDP neighbors:

NEXUS-A1# show cdp neighbors

Capability Codes: R - Router, T - Trans-Bridge, B - Source-Route-Bridge
S - Switch, H - Host, I - IGMP, r - Repeater,
V - VoIP-Phone, D - Remotely-Managed-Device,
S - Supports-STP-Dispute

Device-ID Local Intrfce Hldtme Capability Platform Port ID
CISCO-5596(FOX1549H9C6)

mgmt 157 SIs N5K-C5596UP  mgmtO
NEXUS-B1(FD022362ZED)

Ethl/3 175 RSIs N9K-C93180YC- Ethl/3
NEXUS-B1(FD022362ZED)

Ethl/4 176 RSISs N9K-C93180YC- Ethl/4

Total entries displayed: 3

Chapter 5: Cisco Nexus operational
commands

The following commands are useful when operating Cisco Nexus switches.

¢ To show a configuration, use the show running-configcommand.

e To save a configuration, use the copy startup-config running-config
command.

e To show the interface status in summary list format, use the show interface
status command.

¢ To show details for a specific interface, use the show interface
<interface ID> command.

e To show VLAN details including port membership, use the show vlan id
<vlan-ID> command.

e To show transceiver (SFP+) details, use the show int <interface>
transceiver command.
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e To show switch neighbors (assuming LLDP is configured), use the show Ildp
neighbors command.

The following are some examples of these commands:

N3524-1# show int status

Port Name Status Vlan Duplex Speed Type

Ethl/1 -- connected 2001 full 10G
10Gbase-SR

Ethl/2 -- connected 2001 full 10G
10Gbase-SR

Ethl/3 -- connected 2001 full 10G
10Gbase-SR

Ethl/4 -- connected 2001 full 10G
10Gbase-SR

N3524-1# show int ethernet 1/1
Ethernetl/1 is up
Dedicated Interface
Hardware: 100/1000/10000/40000 Ethernet, address: 0027.e383.f4a8 (bia
0027.e383.f4a8)
MTU 9216 bytes, Bw 10000000 Kbit, DLY 10 usec
reliability 255/255, txload 1/255, rxload 1/255
Encapsulation ARPA
Port mode is access
full-duplex, 10 Gb/s, media type is 10G
Beacon 1is turned off
Input flow-control 1is off, output flow-control is off
Rate mode is dedicated
Switchport monitor is off
EtherType is 0x8100
Last 1ink flapped 1d07h
Last clearing of "show interface" counters never
2 1interface resets
Load-Interval #1: 30 seconds
30 seconds input rate 0 bits/sec, 0 packets/sec
30 seconds output rate 328 bits/sec, 0 packets/sec
Load-Interval #2: 5 minute (300 seconds)
input rate 0 bps, O pps; output rate 360 bps, 0 pps
RX
4988276 unicast packets 30 multicast packets 171170 broadcast packets
5159476 input packets 953068214 bytes
17996 jumbo packets O storm suppression packets
0 runts O giants 0 CRC 0 no buffer
0 input error O short frame O overrun 0 underrun O qignored
0 watchdog O bad etype drop 0 bad proto drop 0 if down drop
0 input with dribble 0 input discard
0 Rx pause
X
5145756 unicast packets O multicast packets 511148 broadcast packets
5656904 output packets 1136790074 bytes
34191 jumbo packets
0 output errors O collision O deferred 0 late collision
0 lost carrier 0 no carrier 0 babble 0 output discard
0 Tx pause

N3524-1# show vlan id 2001

VLAN Name Status Ports

2001 1Icc1 active pol, Ethl/1, Ethl/2,
Ethl/3, Ethl/3

VLAN Type Vlan-mode

2001 enet CE
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Primary Secondary Type Ports

N3524-1# show interface ethernet 1/1 transceiver
Ethernetl/1
transceiver is present
type is 10Gbase-SR
name is CISCO-AVAGO
part number is SFBR-7702SDz-CS5
revision is G2.5
serial number is AGA16204G65
nominal bitrate is 10300 MBit/sec
Link length supported for 50/125um oM2 fiber is 82 m
Link length supported for 62.5/125um fiber is 26 m
Link length supported for 50/125um om3 fiber is 300 m
cisco id is 3
cisco extended id number is 4

N3524-A1# show 11dp neighbors

Capability codes:
(R) Router, (B) Bridge, (T) Telephone, (C) DOCSIS Cable Device
(W) WLAN Access Point, (P) Repeater, (S) Station, (0) Other

Device ID Local Intf Hold-time cCapability Port ID
NEXUS-B1 Ethl/23 120 BR Ethernetl/23
NEXUS-B1 Ethl/24 120 BR Ethernetl/24

Total entries displayed: 2

Chapter 6: Troubleshooting from HNAS

You can do a fair amount of troubleshooting from the HNAS CLI. This can be
particularly useful in situations where you don’t have access to the switches.

Clust

er show commands

Commands available to show the status of the ICC connection within the HNAS
cluster are cluster-show and cluster-icc-show.

To validate ICC communications, use the following cluster-show command with
the -y parameter:

hnas5k-2:$ cluster-show -y
Ethernet Mgmnt

ID Node Name Status FS Access  Aggs Netwrk FC
EVS IDs
1 hnas5k-1 ONLINE OK oK OK OK
[1,3,4
[ % hnas5k-2 ONLINE oK oK OK OK
0
3 hnas5k-3 ONLINE OK OK OK OK
[ 4:1 hnas5k-4 ONLINE oK oK OK OK
2

Cluster Communications Status:

Cluster Interconnect
From To=> Node 1 Node 2 Node 3 Node 4

Node 1 -- OK OK OK
Node 2 OK - OK OK
Node 3 oK OK - OK
Node 4 OK OK OK --

Management Network
From To=> Node 1 Node 2 Node 3 Node 4
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Node 1 - oK OK oK
Node 2 OK -- OK OK
Node 3 oK OK - oK
Node 4 oK OK oK --

There are a few caveats with using this approach:

¢ It will not detect if jumbo frames are not configured and therefore, NVRAM
contents are not mirrored.

¢ If C3 communications are not working but C1 communications are working, the
Cluster Interconnect shows as DEG. However, if C3 is working but not C1, it
will show as FAIL.

Validating ICC connections (HNAS FW version 13.8 and above):

Starting with HNAS FW version 13.8, the cluster-icc-show command is
available, which provides details on the status of each connection and identifies
issues such as jumbo frames not transmitting properly.

Iggi
Note: This command is node-specific, so you must execute it in each node to get a full view or
use the prefix cn all (e.g. cn all cluster-icc-show).

The following example shows a GEfN cluster with all ICCs working properly:
hnas5k-1:$ cluster-icc-show

Port To=> Node 1 Node 2 Node 3 Node 4
Ccl OK OK OK oK
c3 OK OK OK OK

ICC OK OK OK OK

If one of the switches is not configured for jumbo frames, the following example
shows the result:

hnas5k-1:$ cluster-icc-show

Port To=> Node 1 Node 2 Node 3 Node 4
Ccl OK OK NO-JUMBO NO-JUMBO
Cc3 OK OK NO-JUMBO NO-JUMBO
ICC OK OK NO-JUMBO NO-JUMBO

However, this only executes in node 1, where the current context is. To get a full
view, you must execute the command on all nodes.

hnas5k-1:$ cn all cluster-icc-show
Cluster node 1:

Port To=> Node 1 Node 2 Node 3 Node 4
cl OK oK NO-JUMBO NO-JUMBO
Cc3 OK OK NO-JUMBO NO-JUMBO
ICC OK OK NO-JUMBO NO-JUMBO

Port To=> Node 1 Node 2 Node 3 Node 4
Ccl OK OK NO-JUMBO NO-JUMBO
Cc3 OK OK NO-JUMBO NO-JUMBO
ICC OK OK NO-JUMBO NO-JUMBO

Cluster node 3:

Port To=> Node 1 Node 2 Node 3 Node 4
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cl NO-JUMBO NO-JUMBO oK oK
c3 NO-JUMBO NO-JUMBO oK oK
ICC NO-JUMBO NO-JUMBO OK OK

Port To=> Node 1 Node 2 Node 3 Node 4
cl NO-JUMBO NO-JUMBO OK OK
C3 NO-JUMBO NO-JUMBO oK OoK
ICC NO-JUMBO NO-JUMBO OK OK

This issue is common to nodes that are on the remote site of the node where the
command is executing , indicating that the misconfiguration is likely to be jumbo
frames not configured in the links between the sites.

To validate if NVRAM mirroring is taking place you can use the nvmirroring
command:

hnas5k-1:$ cn all nvmirroring
Cluster node
Cluster node
Cluster node
Cluster node

is mirroring NVRAM to cluster node 3
is acting as a mirror for the NVRAM on cluster node 4

Cluster node
Cluster node
Cluster node

is mirroring NVRAM to cluster node 4
is acting as a mirror for the NVRAM on cluster node 3

Cluster node
Cluster node
Cluster node

is mirroring NVRAM to cluster node 2
is acting as a mirror for the NVRAM on cluster node 1

Cluster node
Cluster node

is mirroring NVRAM to cluster node 1
is acting as a mirror for the NVRAM on cluster node 2

D PwWwW WNN NR R

The previous output indicates that an EVS is located on each node containing
mounted file systems.

The following are exceptions:

e |t will not show if ICC communications are degraded — For example, if C1 is
communicating but not C3, or vice versa.

o If there are no EVSs in a particular node, it will show as “not mirroring”, and
the partner shows as “not acting as mirroring”.

However, that by itself does not mean that there is anything wrong with ICC
communications.

As a best practice, ensure that each node has at least one EVS with a mounted
file system to be able to easily identify any potential issues and maintain the
resiliency of the solution.

Event Log

The HNAS event log is useful for detecting events and problems. The event-log-
show HNAS OS command displays these events. You can use filtering
commands to show the relevant messages. For example, this command shows
the last 20 events with the word jumbo or mirror in them.

event-log-show | grep 'jumbo|mirror' | head 20

Relevant events to jumbo frames and mirroring show only once at the time a
node reboots or if there is a change. Therefore, if there has beena jumbo frame
communications issue and it has been many days since the node has been
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rebooted, it may go unnoticed.

The events displayed are relative to the node that the command is executed on.
You may need to prefix the command with the ‘cn <node id>’ for each node. For
example:

cn all event-log-show | grep 'jumbo|mirror'

If a node detects that there are no successful ICC communications, for example,
if jumbo frames are not configured properly, a message like the following
appears:

3056 warning 2018-09-19 21:01:57-07:00 1 No jumbo frames across the HSSI Tink from pnode 4 Tlink 1.

Once ICC communications are successfully established, the following appears:

3057 Information 2018-09-19 21:13:36-07:00 1 Received jumbo frames across the HSSI link from pnode 4 Tink
1.

Jumbo frame messages may appear from nodes in the same system, even
though they are not NVRAM mirror partners. For example, the following message
says that a jumbo frame was received on node 2 from node 1:

3057 Information 2018-09-19 21:13:36-07:00 2 Received jumbo frames across the HSSI 1ink from pnode 1 Tink
1.

In a Unified environment, jumbo frame messages always appear from ‘link 0’,
which is the internal link within the Unified system chassis, and therefore does
not go through the switches:

3057 Information 2018-09-19 21:13:36-07:00 2 Received jumbo frames across the HSSI Tink from pnode 1 Tink
0.

Other possible messages you might see that are relevant:

6829 Information 2018-09-19 22:13:00-07:00 2 File System: Request to enable mirroring of NVRAM
from partner server has been granted.

6828 Information 2018-09-19 21:29:54-07:00 2 File System: Request to enable mirroring of NVRAM
from partner server has been declined.

6827 Information 2018-09-19 21:17:12-07:00 1 File System: Mirroring of NVRAM to partner server
has been resumed.

6833 severe 2018-09-19 21:17:11-07:00 1 File System: Mirroring of NVRAM to partner server is suspended
because the cluster configuration has changed.

Ifconfig and ping (NAS) command

The ifconfig HNAS command shows the link status of an ICC interface. For C1
only, it shows the IP address because the C1 interface is also used for cluster
management communications (but not for C3).

For link status, the command shows “Link:UP” if it is up. The “Admin” shows UP
for C1 but “DOWN for C3”, which is normal.

é

Note: The MTU will show 1500 by default in the output (or 1488 in HNASFW pre-13.7). This
MTU only applies to cluster management traffic and not to nvram mirroring traffic, which will always
be sent using jumbo frame sizes.

You will also notice that the C1 interfaces in all nodes have an IP address
allocated. This is because the C1 also is used for Cluster Management Traffic
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which is done at layer 3. However, none of the other ICC interfaces (c2, c3, c4)
have an IP address allocated. This is because these interfaces only carry layer 2
traffic.

hnas5k-1:$ pn all ifconfig cl

Cluster node 1

cl Link encap:1 Hwaddr f8-48-97-ce-f5-5c
inet addr:240.179.68.233 Bcast:240.255.255.255 mask:255.0.0.0
inet6 addr: fe80::fa48:97ff:fece:f55c/64 Scope:Link
Link:UP  Admin:UP  MTU:1500 Metric:2 txqueuelen:64

Cluster node 2:

cl L1nk encap:1 Hwaddr f8-48-97-ce-fb-a4
inet addr:240.85.84.167 Bcast:240.255.255.255 mask:255.0.0.0
inet6 addr: fe80::fa48:97ff:fece:fba4/64 Scope:Link
Link:UP  Admin:UP  MTU:1500 Metric:2 txqueuelen: 64

Cluster node 3:

cl Link encap:1 Hwaddr f8-48-97-4b-72-1c
inet addr:240.234.252.211 Bcast:240.255.255.255 mask:255.0.0.0
inet6 addr: fe80::fa48:97ff:fed4b:721c/64 Scope:Link
Link:UP  Admin:UP  MTU:1500 Metric:2 txqueuelen:64

Cluster node 4

cl Link encap:1 Hwaddr f8-48-97-4e-8a-6¢C
inet addr:240.29.16.129 Bcast:240.255.255.255 mask:255.0.0.0
inet6 addr: fe80::fa48:97ff:fed4e:8ab6c/64 Scope:Link
Link:UP  Admin:UP  MTU:1500 Metric:2 txqueuelen:64

hnas5k-1:$ pn all ifconfig c3

Cluster node 1:

c3 Link encap:1 Hwaddr f8-48-97-ce-f5-5e
inet6 addr: fe80::fa48:97ff:fece:f55e/64 Scope:Link
Link:UP  Admin:DOWN MTU:1500 Metric:2 txqueuelen:64

Cluster node 2

c3 Link encap:1 Hwaddr f8-48-97-ce-fb-ab
inet6 addr: fe80::fa48:97ff:fece:fbha6/64 Scope:Link
Link:UP  Admin:DOWN MTU:1500 Metric:2 txqueuelen:64

Cluster node 3

c3 Link encap:1 Hwaddr f8-48-97-4b-72-1le
inet6 addr: fe80::fa48:97ff:fed4b:721e/64 Scope:Link
Link:UP  Admin:DOWN MTU:1500 Metric:2 txqueuelen:64

Cluster node 4:

c3 Link encap: Hwaddr f8-48-97-4e-8a-6e
inet6 addr: fe80 :fa48:97ff: fede:8abe/64 Scope:Link
Link:UP  Admin:DOWN MTU:1500 Metric:2 txqueuelen:64

Since the C1 interfaces have an IP address configured, we can use the ping
command to test end to end connectivity. In this example, we test connectivity
on the c1 network from node 1 to node 3.

hnas5k-1:$ ping 240.234.252.211

240.234.252.211...

64 bytes from 240.234.252.211: icmp_seq=0 time=1 ms

64 bytes from 240.234.252.211: icmp_seq=1 time <1 ms

64 bytes from 240.234.252.211: icmp_seq=2 time=1 ms

64 bytes from 240.234.252.211: icmp_seq=3 time <1 ms

4 packets transmitted, 4 packets received, 0% packet Tloss
round-trip min/avg/max = 0/0/1 ms

Chapter 7: Sample switch configurations

The configurations discussed in this chapter are for the switches used in the
previous examples.
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Iggi

Note: The following configurations have been abbreviated by removing the configuration for
the ports that have been shut down, and other parts of the configuration that are less interesting for
this topic.

Sample Configuration for Campus Deployment

The following configurations can be used for both standard cluster and GEfN
deployments where all the nodes are in close proximity to each other. They could
be in the same datacenter, or different floors of the same datacenter or separate
buildings in the same campus, up to 10km apart.

In this deployment only two switches are used. One of the switches hosts all C1
and C2 connections (red lines), and the other switch hosts all C3 and C4
connections (green lines). The dotted lines represent the ‘remote’ connections in
case that the switches and node pairs (1,2 and 3,4) are some distance apart
from each other where longer reaching transceivers and cabling may be
required.

Cisco 3500 Series

Switch 1 Hosting C1 and C2 Connections

switchname NEXUS-1

feature lacp
feature 11dp

username admin password **** Q0 role network-admin

policy-map type network-qos jumbo
class type network-qos class-default
mtu 9216

system qos
service-policy type network-gos jumbo

ntp server 10.23.33.22

vlan 1,2001
vlan 2001
name ICCl

vrf context management
ip route 0.0.0.0/0 10.23.22.1

interface Ethernetl/1
description Nodel.Cl
switchport
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switchport access vlan 2001
spanning-tree port type edge
no shutdown

interface Ethernetl/2
description Nodel.C2
switchport
switchport access vlan 2001
spanning-tree port type edge
no shutdown

interface Ethernetl/3
description Node2.Cl
switchport
switchport access vlan 2001
spanning-tree port type edge
no shutdown

interface Ethernetl/4
description Node2.cC2
switchport
switchport access vlan 2001
spanning-tree port type edge
no shutdown

interface Ethernetl/5
description Node3.cCl
switchport
switchport access vlan 2001
spanning-tree port type edge
no shutdown

interface Ethernetl/6
description Node3.C2
switchport
switchport access vlan 2001
spanning-tree port type edge
no shutdown

interface Ethernetl/7
description Node4.cCl
switchport
switchport access vlan 2001
spanning-tree port type edge
no shutdown

interface Ethernetl/8
description Node4.cC2
switchport
switchport access vlan 2001
spanning-tree port type edge
no shutdown

interface mgmt0
vrf member management
ip address 10.23.22.121/23

Tine console
Tine vty
exec-timeout 0

no system default switchport shutdown

Switch 2 Hosting C3 and C4 Connections

switchname NEXUS-2

feature lacp
feature 11dp

username admin password **** 0 role network-admin
policy-map type network-qos jumbo
class type network-qos class-default
mtu 9216
system qos
service-policy type network-gos jumbo
ntp server 10.23.33.22
vlan 1,2001
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vlan 2001
name ICCl

vrf context management
ip route 0.0.0.0/0 10.23.22.1

interface Ethernetl/1
description Nodel.cC3
switchport
switchport access vlan 2002
spanning-tree port type edge
no shutdown

interface Ethernetl/2
description Nodel.cC4
switchport
switchport access vlan 2002
spanning-tree port type edge
no shutdown

interface Ethernetl/3
description Node2.C3
switchport
switchport access vlan 2002
spanning-tree port type edge
no shutdown

interface Ethernetl/4
description Node2.c4
switchport
switchport access vlan 2002
spanning-tree port type edge
no shutdown

interface Ethernetl/5
description Node3.cC3
switchport
switchport access vlan 2002
spanning-tree port type edge
no shutdown

interface Ethernetl/6
description Node3.c4
switchport
switchport access vlan 2002
spanning-tree port type edge
no shutdown

interface Ethernetl/7
description Node4.cC3
switchport
switchport access vlan 2002
spanning-tree port type edge
no shutdown

interface Ethernetl/8
description Node4.c4
switchport
switchport access vlan 2002
spanning-tree port type edge
no shutdown

interface mgmt0
vrf member management
ip address 10.23.22.121/23

Tine console
Tine vty
exec-timeout O

no system default switchport shutdown

Cisco 9300 Series

Switch 1 Hosting C1 and C2 Connections

switchname NEXUS-1

feature lacp
feature 11dp

username admin password **** 0 role network-admin
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ntp server 10.23.33.22

vlan 1,2001
vlan 2001
name ICC1l

vrf context management
ip route 0.0.0.0/0 10.23.22.1

interface Ethernetl/1
description Nodel.Cl
switchport
switchport access vlan 2001
spanning-tree port type edge
mtu 9216
no shutdown

interface Ethernetl/2
description Nodel.cC2
switchport
switchport access vlan 2001
spanning-tree port type edge
mtu 9216
no shutdown

interface Ethernetl/3
description Node2.Cl
switchport
switchport access vlan 2001
spanning-tree port type edge
mtu 9216
no shutdown

interface Ethernetl/4
description Node2.cC2
switchport
switchport access vlan 2001
spanning-tree port type edge
mtu 9216
no shutdown

interface Ethernetl/5
description Node3.cCl
switchport
switchport access vlan 2001
spanning-tree port type edge
mtu 9216
no shutdown

interface Ethernetl/6
description Node3.cC2
switchport
switchport access vlan 2001
spanning-tree port type edge
mtu 9216
no shutdown

interface Ethernetl/7
description Node4.cCl
switchport
switchport access vlan 2001
spanning-tree port type edge
mtu 9216
no shutdown

interface Ethernetl/8
description Node4.cC2
switchport
switchport access vlan 2001
spanning-tree port type edge
mtu 9216
no shutdown

interface mgmt0
vrf member management
ip address 10.23.22.121/23

Tine console
Tine vty
exec-timeout O

no system default switchport shutdown
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Switch 2 Hosting C3 and C4 Connections

switchname NEXUS-2

feature lacp
feature 11dp

username admin password **** Q0 role network-admin

ntp server 10.23.33.22

vlan 1,2001
vlan 2001
name ICCl

vrf context management
ip route 0.0.0.0/0 10.23.22.1

interface Ethernetl/1
description Nodel.cC3
switchport
switchport access vlan 2002
spanning-tree port type edge
mtu 9216
no shutdown

interface Ethernetl/2
description Nodel.c4
switchport
switchport access vlan 2002
spanning-tree port type edge
mtu 9216
no shutdown

interface Ethernetl/3
description Node2.C3
switchport
switchport access vlan 2002
spanning-tree port type edge
mtu 9216
no shutdown

interface Ethernetl/4
description Node2.c4
switchport
switchport access vlan 2002
spanning-tree port type edge
mtu 9216
no shutdown

interface Ethernetl/5
description Node3.cC3
switchport
switchport access vlan 2002
spanning-tree port type edge
mtu 9216
no shutdown

interface Ethernetl/6
description Node3.c4
switchport
switchport access vlan 2002
spanning-tree port type edge
mtu 9216
no shutdown

interface Ethernetl/7
description Node4.cC3
switchport
switchport access vlan 2002
spanning-tree port type edge
mtu 9216
no shutdown

interface Ethernetl/8
description Node4.c4
switchport
switchport access vlan 2002
spanning-tree port type edge
mtu 9216
no shutdown

interface mgmt0
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vrf member management
ip address 10.23.22.121/23

Tine console
Tine vty
exec-timeout 0

no system default switchport shutdown

Sample Configuration for WAN Deployment

In this case, four Cisco Nexus switches were configured to simulate a WAN
scenario with two pairs of switches, where one pair of switches hosts all the C1
connections across both sites, and the second pair of switches hosts all the C3
connections across both sites. To save required WAN bandwidth, we only
connect ports C1 and C3 in each node.

The models represented are Cisco 3500 series and Cisco 9300 series. The
main difference is in the configuration of jumbo frames.
The switches as tested are running NXOS version 7.0(3)14(2)

ICC switch 1 20Gb/s ICC switch 1

20Gb/s

Cisco 3500 Series

The switches tested were Cisco Nexus 3548 models. The configuration should
be the same for Nexus 3524 which is similar, except that is licensed to only use
24 ports.

Switch Site A1 Hosting C1 Connections

switchname NEXUS-A1

feature lacp
feature 11dp

username admin password **** Q0 role network-admin

policy-map type network-qos jumbo
class type network-qos class-default
mtu 9216

system qos
service-policy type network-gos jumbo

ntp server 10.23.33.22

vlan 1,2001
vlan 2001
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name ICC1l

vrf context management
ip route 0.0.0.0/0 10.23.22.1

interface port-channell
description **WAN Link**
switchport
switchport access vlan 2001

interface Ethernetl/1
description Nodel.cCl
switchport
switchport access vlan 2001
spanning-tree port type edge
no shutdown

interface Ethernetl/2
description Node2.cCl
switchport
switchport access vlan 2001
spanning-tree port type edge
no shutdown

interface Ethernetl/23
description **WAN Link**
switchport
switchport access vlan 2001
channel-group 1 mode active
no shutdown

interface Ethernetl/24
description **WAN Link**
switchport
switchport access vlan 2001
channel-group 1 mode active
no shutdown

interface mgmt0
vrf member management
ip address 10.23.22.121/23

Tine console
Tine vty
exec-timeout 0

no system default switchport shutdown

Switch Site A Hosting C3 Connections

switchname NEXUS-A2

feature lacp
feature 11dp

username admin password **** 0 role network-admin

policy-map type network-qos jumbo
class type network-qos class-default
mtu 9216

system qos
service-policy type network-gos jumbo

ntp server 10.23.33.22

vlan 1,2002
vlan 2002
name ICC3

vrf context management
ip route 0.0.0.0/0 10.23.22.1

interface port-channell
description **WAN Link**
switchport
switchport access vlan 2002

interface Ethernetl/1
description Nodel.C3
switchport
switchport access vlan 2002
spanning-tree port type edge
no shutdown
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interface Ethernetl/2
description Node2.C3
switchport
switchport access vlan 2002
spanning-tree port type edge
no shutdown

interface Ethernetl/23
description **WAN Link**
switchport
switchport access vlan 2002
channel-group 1 mode active
no shutdown

interface Ethernetl/24
description **WAN Link**
switchport
switchport access vlan 2002
channel-group 1 mode active
no shutdown

interface mgmt0
vrf member management
ip address 10.23.22.122/23

Tine console
Tine vty
exec-timeout 0

no system default switchport shutdown

Switch Site B Hosting C1 Connections

switchname NEXUS-B1

feature lacp
feature 11dp

username admin password **** role network-admin

policy-map type network-qos jumbo
class type network-qos class-default
mtu 9216

system qos
service-policy type network-gos jumbo

ntp server 10.23.33.22

vlan 1,2001
vlan 2001
name ICC1l

vrf context management
ip route 0.0.0.0/0 10.23.22.1

interface port-channell
description **WAN Link**
switchport
switchport access vlan 2001

interface Ethernetl/1
description Node3.cCl
switchport
switchport access vlan 2001
spanning-tree port type edge
no shutdown

interface Ethernetl/2
description Node4.cCl
switchport
switchport access vlan 2001
spanning-tree port type edge
no shutdown

interface Ethernetl/23
description **WAN Link**
switchport
switchport access vlan 2001
channel-group 1 mode active
no shutdown
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interface Ethernetl/24
description **WAN Link**
switchport
switchport access vlan 2001
mtu 9216
channel-group 1 mode active
no shutdown

interface mgmt0
vrf member management
ip address 10.23.22.123/23

Tine console
Tine vty
exec-timeout 0

no system default switchport shutdown

Switch Site B Hosting C3 Connections

switchname NEXUS-B2

feature lacp
feature 11dp

JOYOR

username admin password **** role network-admin
policy-map type network-qos jumbo

class type network-qos class-default

mtu 9216
system qos

service-policy type network-gqos jumbo

ntp server 10.23.33.22

vlan 1,2002
vlan 2002
name ICC3

vrf context management
ip route 0.0.0.0/0 10.23.22.1

interface port-channell
description **WAN Link**
switchport
switchport access vlan 2002

interface Ethernetl/1
description NAS.C3
switchport
switchport access vlan 2002
spanning-tree port type edge
no shutdown

interface Ethernetl/2
description NAS.C3
switchport
switchport access vlan 2002
spanning-tree port type edge
no shutdown

interface Ethernetl/23
description **WAN Link**
switchport
switchport access vlan 2002
channel-group 1 mode active
no shutdown

interface Ethernetl/24
description **WAN Link**
switchport
switchport access vlan 2002
channel-group 1 mode active
no shutdown

interface mgmt0
vrf member management
ip address 10.23.22.124/23

Tine console
Tine vty
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exec-timeout 0

no system default switchport shutdown
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Cisco 9300 Series

Switch Site A Hosting C1 Connections

switchname NEXUS-Al

feature lacp
feature 11dp

username admin password **** Q0 role network-admin
ntp server 10.23.33.22

vlan 1,2001
vlan 2001
name ICCl

vrf context management
ip route 0.0.0.0/0 10.23.22.1

interface port-channell
description **WAN Link**
switchport
switchport access vlan 2001
mtu 9216

interface Ethernetl/1
description Nodel.Cl
switchport
switchport access vlan 2001
spanning-tree port type edge
mtu 9216
no shutdown

interface Ethernetl/2
description Node2.Cl
switchport
switchport access vlan 2001
spanning-tree port type edge
mtu 9216
no shutdown

interface Ethernetl/23
description **WAN Link**
switchport
switchport access vlan 2001
mtu 9216
channel-group 1 mode active
no shutdown

interface Ethernetl/24
description **WAN Link**
switchport
switchport access vlan 2001
mtu 9216
channel-group 1 mode active
no shutdown

interface mgmt0
vrf member management
ip address 10.23.22.121/23

Tine console
Tine vty
exec-timeout 0O

no system default switchport shutdown

Switch Site A Hosting C3 Connections

switchname NEXUS-A2

feature lacp
feature 11dp

username admin password **** 0 role network-admin

ntp server 10.23.33.22
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vlan 1,2002
vlan 2002
name ICC3

vrf context management
ip route 0.0.0.0/0 10.23.22.1

interface port-channell
description **WAN Link**
switchport
switchport access vlan 2002
mtu 9216

interface Ethernetl/1
description Nodel.C3
switchport
switchport access vlan 2002
spanning-tree port type edge
mtu 9216
no shutdown

interface Ethernetl/2
description Node2.C3
switchport
switchport access vlan 2002
spanning-tree port type edge
mtu 9216
no shutdown

interface Ethernetl/23
description **WAN Link**
switchport
switchport access vlan 2002
mtu 9216
channel-group 1 mode active
no shutdown

interface Ethernetl/24
description **WAN Link**
switchport
switchport access vlan 2002
mtu 9216
channel-group 1 mode active
no shutdown

interface mgmt0
vrf member management
ip address 10.23.22.122/23

Tine console
Tine vty
exec-timeout 0

no system default switchport shutdown

Switch Site B Hosting C1 Connections

switchname NEXUS-B1

feature lacp
feature 11dp

username admin password **** role network-admin
ntp server 10.23.33.22

vlan 1,2001
vlan 2001
name ICC1l

vrf context management
ip route 0.0.0.0/0 10.23.22.1

interface port-channell
description **WAN Link**
switchport
switchport access vlan 2001
mtu 9216
no shutdown

interface Ethernetl/1
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description Node3.Cl
switchport

switchport access vlan 2001
spanning-tree port type edge
mtu 9216

no shutdown

interface Ethernetl/2
description Node4.cCl
switchport
switchport access vlan 2001
spanning-tree port type edge
mtu 9216
no shutdown

interface Ethernetl/23
description **WAN Link**
switchport
switchport access vlan 2001
mtu 9216
channel-group 1 mode active
no shutdown

interface Ethernetl/24
description **WAN Link**
switchport
switchport access vlan 2001
mtu 9216
channel-group 1 mode active
no shutdown

interface mgmt0
vrf member management
ip address 10.23.22.123/23

Tine console
Tine vty
exec-timeout 0

no system default switchport shutdown

Switch Site B Hosting C3 Connections

switchname NEXUS-B2

feature lacp
feature 11dp

username admin password **** role network-admin
ntp server 10.23.33.22

vlan 1,2002
vlan 2002
name ICC3

vrf context management
ip route 0.0.0.0/0 10.23.22.1

interface port-channell
description **WAN Link**
switchport
switchport access vlan 2002
mtu 9216

interface Ethernetl/1
description NAS.C3
switchport
switchport access vlan 2002
spanning-tree port type edge
mtu 9216
no shutdown

interface Ethernetl/2
description NAS.C3
switchport
switchport access vlan 2002
spanning-tree port type edge
mtu 9216
no shutdown
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interface Ethernetl/23
description **WAN Link**
switchport
switchport access vlan 2002
mtu 9216
channel-group 1 mode active
no shutdown

interface Ethernetl/24
description **WAN Link**
switchport
switchport access vlan 2002
mtu 9216
channel-group 1 mode active
no shutdown

interface mgmt0
vrf member management
ip address 10.23.22.124/23

Tine console
Tine vty
exec-timeout 0

no system default switchport shutdown
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