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Best Practices Guide
As organizations continue to modernize their data center infrastructure, hybrid cloud solutions
play a crucial role in this transformation. These solutions are gaining significant attention for
their ability to support critical workloads from virtually anywhere by seamlessly integrating on-
premises, private cloud, and public cloud environments. Like any strategic initiative,
implementing a successful hybrid cloud strategy begins with evaluating how this cloud
computing architecture can drive overall business objectives.

The following are some of the advantages of Azure Local powered by Hitachi Virtual Storage
Platform (VSP):
■ Agility and scalability
■ Control and flexibility
■ Security
■ Compliance and regulatory requirements
■ Cost optimization
■ Business continuity and reliability

The combination of Microsoft Azure Local and Hitachi storage systems remains an attractive
and reliable solution for building highly available and scalable virtualization platforms. When
paired with enterprise-grade storage solutions such as VSP, this architecture delivers a robust
foundation capable of supporting mission-critical workloads with exceptional performance,
reliability, and operational efficiency.

Deploying Azure Local backed by VSP storage, however, requires careful planning and
adherence to proven best practices. Correct configuration of cluster components, storage
provisioning, networking, and failover behavior is essential to ensure seamless virtual
machine availability, optimal I/O performance, and long-￼term maintainability.This document
provides a comprehensive overview of the recommended best practices for designing and
implementing this solution.

Intended audience

This document is intended for system architects, storage administrators, system
administrators, and system engineers with thorough knowledge of VSP block storage,
Microsoft Windows Operating System, Virtualization, Fibre Channel working methodology,
Fibre Channel switches, servers and Fibre Channel HBA/Initiator.

Best Practices Guide
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Value proposition

This guide empowers IT architects, virtualization engineers, and datacenter administrators to
build a high‑availability, high‑performance virtualization platform with confidence. By
combining Microsoft’s proven clustering and Azure Local capabilities with the enterprise‑class
reliability of VSP storage, it delivers practical, actionable insights that enable organizations to
do the following:
■ Maximize Virtualization Performance

Ensure consistently high I/O throughput, low latency, and optimized VM operations
through validated storage and cluster configuration practices.

■ Enhance Infrastructure Resilience and Availability

Implement a robust architecture that leverages Windows Server Failover Clustering and
VSP advanced data services for seamless failover, fault tolerance, and workload
continuity.

■ Simplify Deployment and Reduce Operational Risk

Follow prescriptive, field tested recommendations that streamline implementation, reduce
misconfiguration, and minimize troubleshooting time.

■ Achieve Predictable, Scalable Growth

Use a design framework that supports workload expansion, storage tiering, and
performance scaling without compromising stability or efficiency.

Introduction

This document outlines the best practices for configuring VSP storage systems within
Microsoft Azure Local cluster hybrid-cloud environments

Overview

Hitachi Vantara LLC, a subsidiary of Hitachi Ltd., provides various datacenter infrastructure
components to enable IT environments to support Azure Local ecosystems.

This includes mid-range and high-end enterprise storage systems, converged and
hyperconverged infrastructures, as well as a suite of software and software integrations to
enable a robust, automated operational environment.

This document outlines best practices to implement an Azure Local environment powered by
VSP storage systems.

Benefits

The following are benefits of using VSP storage systems on top of Azure Local Cluster:
■ Investment protection

Organizations can leverage their existing VSP storage systems and Fibre Channel
infrastructure as they transition to Azure Local and eliminate the need to re-architect their
infrastructure.

■ Operational consistency

Offers the ability to use existing practices for management and operations.

Best Practices Guide
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■ Resilience and scalability

Ensure high availability through the use of dual fabrics, multipathing, and VSP native
redundancy.

■ Enterprise performance

Meet the demands of even the most intensive workloads using Fibre Channel-class
bandwidth and latency.

Supported protocol (Fibre Channel)
At this time, Azure Local only supports storage area network (SAN) using the Fibre Channel
(FC) protocol, as an alternative to local storage (Storage Space Direct).

Fibre Channel-based SAN connectivity
■ Easily integrate your existing or new Hitachi Virtual Storage Platform storage system into

Microsoft Azure Local Cluster for unified management, high throughput, low-latency I/O,
high availability, and disaster recovery.

■ Ensure each Azure Local node connects to the VSP storage system using dual Fibre
Channel fabrics (Fabric A and Fabric B) providing both redundancy and optimal
performance.

■ Host Bus Adapters (HBAs) on each host provide resilient, high-throughput connectivity to
the VSP storage systems.

Fibre Channel configuration for Azure Local environments

VSP storage systems fully support traditional Fibre Channel (FC) connectivity with Microsoft
Azure Local nodes running the Azure Stack HCI operating system.

For details on supported versions, FC HBAs, and VSP storage system models, see the
Hitachi Interoperability Matrix.

FC is used to present block storage (LUNs) directly from the VSP storage system to the
Azure Local host over an FC SAN.

Basic requirements
Azure Local node FC HBA

Ensure the Azure Local host is equipped with the following:
■ Supported Fibre Channel HBAs
■ Correctly installed vendor HBA drivers (Broadcom/Emulex, QLogic)
■ Identify the WWNs of HBA ports, which need to be zoned in FC switches with the storage

WWNs.
■ Physical FC links to the SAN switches should be active, and the WWN of the HBA should

be visible on the FC switch.

Supported protocol (Fibre Channel)
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FC switch configuration and zoning

Best practice for creating zones on FC switches:
■ Single initiator zoning is recommended (one HBA port per zone)

● One Host HBA port (Initiator) WWN
● Can contain one or more VSP storage ports/WWNs.

■ Create a zone with previously identified Host HBA port WWN with correct Storage Port
WWNs.

This zoning model is identical to standard FC environments.

Effective configuration:  (Displaying the effective zone after it is created)
       cfg:   Brocade_SW1
       zone:  AzureLocal_N1N2HBA1_VSPB28CL3B
                10:00:00:10:9b:d1:8e:70
                10:00:00:10:9b:57:9d:8d
                50:06:0e:80:28:27:18:23

VSP storage basic configuration and LUN Provisioning

On the storage side, configure the following:
■ Create an LDEV (Logical Volume)
■ Map the LDEV to a port (port security, host group, LUN ID)
■ Add the host’s WWN to the Host Group
■ Assign the LDEV to the host using a unique LUN ID

In addition to the basic storage configuration, the advanced storage configuration is highly
recommended, which is explained later in this guide.

Note: After these requirements have been met and successfully configured, an
Azure Local node will detect the presented LUN automatically after a restart.

VSP advanced configuration
Apply the following configuration to VSP storage systems to achieve optimal performance.

Target queue depth (Hitachi Vantara storage)
Queue depth defines the number of I/O operations a storage device (such as a disk or LUN)
can process simultaneously. It determines how many read/write requests can be issued
before waiting for previous operations to complete. Adjusting queue depth settings correctly
helps optimize I/O performance for connected devices.

The ideal queue depth (also referred to as max tag count) should be carefully evaluated
based on the operational environment and workload requirements.

Additionally, queue depth recommendations vary depending on the storage system model.

VSP advanced configuration
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See the Open-Systems Host Attachment Guide for Virtual Storage Platform Family on the
Product Documentation portal (docs.hitachivantara.com) for more information about storage
queue depth and the respective settings.

Note: Higher queue depth settings (for example, >2,048 per port) on the
Initiator/HBA can impact response times. Exercise caution when using queue
depth settings that are higher than these values.

Initiator Queue Depth settings

Queue depth values are configured on the Initiator/HBA based on the storage port queue
depth values and number of Logical Device (LDEV) is associated with the host.

Queue Depth values should be adjusted (on the Initiator/HBA) either on a “per-Initiator” or
“per port” basis or according to the number of LDEVs associated with the host.

Consult the HBA (Initiator) manufacturer's reference documentation for specific best
performance guidelines.

Volume management on VSP storage

Configure port topology

In the VSP storage system, set the port configuration to Fabric ON with Point-to-Point (P-P)
mode for SAN environments that use switches, and to Fabric OFF with Point-to-Point (P-P)
mode for direct connections between the HBA and storage ports. Correct port configuration
ensures stable path discovery and optimized throughput between the Windows host and
Hitachi storage.

Host Group and LUN path configuration

Azure Local nodes and the storage system are required to be physically connected through
FC cables with related components, so that I/O paths can be established between the hosts
and the VSP storage system. These paths determine which host has access to which logical
volume.

Logical volumes accessible to hosts are referred to as logical units (LUs), and the
connections between hosts and LUs are referred to as LU paths. Before LU paths are
defined, server hosts must be classified into host groups.

The following diagram illustrates creating host groups, assigning LUNs, adding the Host
WWN, and setting the correct Host Mode and Host Mode Options.

Initiator Queue Depth settings
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Configure Host Mode and Host Mode Options

Host Modes on VSP storage systems are a pre-configured setting that defines how storage
ports should behave to match host operating systems such as Windows, Linux, and VMware.

Host Mode Options (HMOs) are additional, fine-tuned parameters for optimal communication.

Host Mode and Host Mode Options must be set on the host-facing port before the host is
connected to that port.

On the VSP storage system, configure the Host Mode and Host Mode Options (HMOs)
specific to Windows for Azure Local to ensure correct communication and command
processing between the host and the storage system.

The Host Mode for Windows/Azure Local server is 2C [Windows Extension].

Note: Host Mode 0C is also used for Windows, but it is deprecated.

Always identify the correct Host Mode, review the applicable HMOs, and then apply these
settings to the storage system. Carefully review and determine which host modes you will set
when configuring your storage system and observe all cautions and restrictions.

Host Mode Options example:
■ HMO 25: Support SPC-3 reservation behavior for Microsoft.
■ HMO 73/110: Enable Windows ODX (Offload Data Transfer) support.
■ HMO 68: Prevent device files from being blocked during a DP Pool block scenario.

Note: If you change the HMOs after the host is connected to the VSP storage
system, you must restart the node (host) for the new settings to be recognized.

See the following guides on the Product Documentation portal (docs.hitachivantara.com) for
more information:
■ Provisioning Guide for VSP E Series
■ Provisioning Guide for VSP One Block
■ Provisioning Guide for Open Systems for VSP 5000 Series

LUN security

To protect mission-critical data in your storage system from illegal access, apply security
policies to logical volumes.

Use LUN Manager to enable LUN security on ports to safeguard LUs from illegal access.

If LUN security is enabled on ports, host groups determine which host can access which LUs.
Hosts can access only the LUs associated with the host group to which the hosts belong.
Hosts cannot access LUs associated with other host groups. For example, hosts in the Linux
host group cannot access LUs associated with the Windows host group. Also, hosts in the
Windows host group cannot access LUs associated with the Linux host group.

Volume management on VSP storage
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Azure Local node configuration using VSP storage systems
Setting up external storage space with an Azure Local node using VSP storage systems
requires the following key steps.

Azure Stack HCI OS
Install a supported version of the Azure Local HCI operating system on the server chassis
(Azure Local node) and configure it correctly. Always update the Azure Stack HCI OS before
Azure Local cluster deployment.

To update the Azure Stack HCI OS, run the following command:

Get-SolutionUpdateEnvironment | Format-Table State, CurrentVersion

Azure Local node and HBA

Before you begin

Review the Hitachi Product Compatibility Guide (PCG) for a list of supported HBA drivers.

HBAs are critical in SAN environments, enabling high-speed, reliable data transfer between
servers and storage systems. This step focuses on configuring the I/O stack on an Azure
Local system, which can be optimized for performance and reliability. Key tuning parameters
include adjusting HBA port timeouts, queue depth, and other performance-related settings.

Use this procedure to install the Initiator or Host Bus Adapter (HBA) along with the
corresponding driver package.

Procedure

1. Install the drivers for FC HBA. Here is a generic example using pnputil to install the
driver.

PNPUTIL /add-driver c:\driver\myhbadriver.inf /install

2. Identify the WWN for each HBA that will connect to the storage system.
To retrieve the HBA address (WWPN) on an Azure Local node using PowerShell, run
the following command:

Get-InitiatorPort

Azure Local node configuration using VSP storage systems
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3. Ensure that the VSP storage system is fully configured before attaching it to the Azure
Local node, following the guidelines provided in the Hitachi storage system configuration
documentation.

Next steps

After installation, verify that Fibre Channel adapters and their respective drivers are
functioning correctly.

Depending on the HBA model, some adjustments might need to be made through the HBA
BIOS. Refer to the vendor’s documentation for detailed BIOS-level configuration instructions.

Install the MPIO module on Azure Local
Multipathing creates multiple physical paths between the Azure Local node and VSP storage
systems, providing high availability (HA) and fault tolerance as well as improving performance
by offering storage traffic load balancing.

MPIO is an optional feature in Azure Local that is not enabled by default. You can install it
using the PowerShell CLI.

Enable and configure multipathing (MPIO) modules before Azure Local cluster deployment.
The MPIO module can also be installed and configured after Azure Local cluster deployment,
but the target Azure Local node will need to be drained first.

The following procedure is used to install and configure the MPIO module:

Procedure

1. Enable and configure MPIO on the Azure HCI OS.

Add-WindowsFeature -Name 'Multipath-IO'

2. Configure MPIO as the load balancing method.

Set-MSDSMGlobalDefaultLoadBalancePolicy -Policy RR

Note: Depending on the type of workload you can also use the least-queue
method instead of the Round Robin (RR) method.

Install the MPIO module on Azure Local
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3. To determine which method is set for load-balancing, run the following command:

Get-MSDSMGlobalDefaultLoadBalancePolicy

4. Set the required the MPIO policy:

Set-MPIOSetting -NewPathRecoveryInterval 20 -CustomPathRecovery Enabled -
NewPDORemovePeriod 35 -NewDiskTimeout 60 -NewPathVerificationState Enabled

The optimum value for PDORemovePeriod is 35 or greater, and an example of how to
change this option using PowerShell command is provided later in this document.

Note: MPIO policy changes do not take effect until after a restart.

5. Configure the MPIO setting by running the following commands:

Mpclaim -r -I -d "HITACHI OPEN-V" 
Get-StorageJob 
mpiocpl

Install the MPIO module on Azure Local
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Reconfigure the PDORemovePeriod MPIO parameter
The following example shows how to set the PDORemovePeriod registry value to 35 or
greater. For more information, see the Provisioning Guide for Open Systems for VSP 5000
Series on the Product Documentation portal (docs.hitachivantara.com). The same procedure
applies to other VSP models.

Procedure

1. Navigate to the PowerShell console.
2. Use the Get-MPIOSetting command to check the value of the PDORemovePeriod

parameter.

PS C:\Users\Administrator> Get-MPIOSetting 
PathVerificationState : Disabled 
PathVerificationPeriod : 35 
PDORemovePeriod : 20 
RetryCount : 3 
RetryInterval : 1 
UseCustomPathRecoveryTime : Disabled 
CustomPathRecoveryTime : 40 
DiskTimeoutValue : 60

If the value of PDORemovePeriod is 35 or greater, you do not need to change it.
If the value of PDORemovePeriod is less than 35, complete the following step to change
the value to 35 or greater.

3. Run the following command (the example shows how to set the PDORemovePeriod
parameter to 35).

Set-MPIOSetting -NewPDORemovePeriod 35

4. Use the Get-MPIOSetting command to verify that the value is 35.

PS C:\Users\Administrator> Get-MPIOSetting 
PathVerificationState : Disabled 
PathVerificationPeriod : 35 
PDORemovePeriod : 35 
RetryCount : 3 
RetryInterval : 1 
UseCustomPathRecoveryTime : Disabled 
CustomPathRecoveryTime : 40 
DiskTimeoutValue : 60

5. Restart the host OS.

Reconfigure the PDORemovePeriod MPIO parameter
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Identify attached LUNs

Procedure

1. To identify the attached LUN and respective LUN ID/Disk Number, use the following
command:

Get-Disk

You can also use the following command:

Get-PhysicalDisk

Note: Do not initialize the drive, because the deployment expects the drive
type to be RAW.

2. If the attached LUN status is Offline, use the diskpart utility to bring it to the Online
operational status.

Initialize SAN volumes as GPT
Use the following procedure to initialize SAN volumes as GPT.

Procedure

1. Identify newly added disks that do not have partitions (raw disks):

$disk = Get-Disk | where-Object PartitionStyle -Eq ‘RAW’

Initialize-Disk -Number <Disk_Number> -Partitionstyle GPT

Example:

Initialize-Disk -Number 9 -Partitionstyle GPT 
New-Partition -DiskNumber $disk.Number -useMaximumSize -AssignDriverLetter | 
Format-Volume FileSystem NTFS -NewFileSystemLabel “YOUR-LABEL” -Confirm:$false

Example:

New-Partition -DiskNumber $disk.Number -useMaximumSize -AssignDriverLetter | 
Format-Volume -FileSystem NTFS -NewFileSystemLabel “VSP-B28-D2” -Confirm:$false

Identify attached LUNs
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2. Display a list of files and folders in the ClusterStorage folder on the C drive:

Dir C:\ClusterStorage

Add VSP Cluster Shared Volumes (CSVs)

Procedure

1. Format the disks designated for Cluster Shared Disk with the NTFS Filesystem.
The Add-ClusterSharedVolume cmdlet makes a volume available in the Cluster
Shared Volumes in a failover cluster.

2. Choose the Cluster Shared Volume from the disks in Available Storage.
This example adds Cluster Disk 4 to the Cluster Shared Volumes on the cluster:

Get-ClusterAvailableDisk | Add-ClusterDisk | Add-ClusterSharedVolume

Add VSP Cluster Shared Volumes (CSVs)
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Create storage paths

Procedure

1. To make the recently created CSV available to Azure, open your browser and navigate
to the Azure Portal.

2. Navigate to your Azure Local Cluster instance, and from the left pane select the Storage
path option.

3. Select + Create storage path and provide the File system path and a Name for the
storage path, and then click Create.

Result

When a storage path is created you can then select that path when creating a VM, and the
VM will be created and stored on the VSP storage system.

Create storage paths
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