Quick Guide @ Hitachi Vantara

Configure Hitachi Data Protection Suite with VSP One Block 20
Storage
Hitachi Data Protection Suite (HDPS) offers comprehensive data backup and recovery, ensuring business continuity and

resilience. Integrating HDPS with Hitachi Virtual Storage Platform One Block 20 (VSP One Block 20) series storage
systems strengthens data security and enables efficient backup and restore operations.

Get started with these simple steps to configure and protect your data.
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Step 1: Complete the prerequisites

1. Verify the firmware and software versions for VSP One Block 20 and HDPS. Check the Product Compatibility
Guide for the specific version requirements.

2. As aregistered user, download the HDPS installation package from the Support site: Support | Hitachi Vantara.

3. Install CommServe on a server to configure the central management component of the HDPS environment.
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4. Use VSP One Block Administrator to set up the storage system and HDPS for configuring, initiating, and
restoring backups. Obtain administrator access for both systems.

5. Install the Virtual Server Agent (VSA) proxy and MediaAgent (MA) from the HDPS installation package on a
separate server, then register the server with CommServe as the virtual machine (VM) backup access node.

The HDPS access node is necessary for VMware ESXi servers to handle data protection activities, including
backups, live browsing, and VM file recovery. It serves as a proxy to manage and improve data transfer.

Step 2: Prepare VSP One Block 20

Set up volumes on the VSP One Block 20 storage system as backup storage destinations for HDPS.

1. In VSP One Block Administrator, set up a dynamic provisioning (DP) pool.

HITACHI | VsP One Block Administrator @ Normal £ ®@ <
> Monitor
Pools Create Pool [HHNENG)
v storage
Servers
</ Filter E customize columns  8/8
Volumes
[ A EditPool  Delete Pools

Pools
Name Status Total Effective Used Used % Encryption Current Subscription %

Ports

O HDPS B26 Pool Normal 33.94TiB 33.94TiB 3.88TiB 1% Disabled 285%

Drives

Replication Show 25  Rows 1) @

Settings

2. Create the required Data Reduction Shared (DRS) volumes in the DP pool. To create a DRS volume that
supports data capacity saving with snapshots, select Apply to snapshot.

HITACHI | V5P One Block Administrator @ Normal B fa) @ el
> Monitor —
B Create Volumes
~ Storage
Servers -
PoOL
Volumes bl
Eoals CAPACITY SAVING
o Deduplication and Compression ¥
DATA REDUCTION SHARE
Drives
Do not apply to snapshot Apply to snapshot I

> Replication
Data reduction share cannot be changed after volume creation.
> Settings

CAPACITY

TiB re

NUMBER OF VOLUMES

VOLUME NAME

SUFFIX START NUMBER NUMBER OF DIGITS

(Optional) Not specified -

3. Connect the DRS volumes to the MediaAgent installed on the vCenter server.
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5 o
HITACHI | VP One Block Administrator @ Normal o @ 4
> Monitor < I:_
B Attach Volumes
v Storage
Servers VOLUMES Select Servers
MA1_vol1, 0 (0x0000)
Volumes 7 Filter EH customize columns  4/4
SERVERS
Packs H1-1 [5]1/12  selectall 12 items across all pages.
Ports -
Name 0s type Total Used
Drives
H1-1 Linux 10.97 TiB 553.54 GiB
> Replication
(| H1-2 Linux 10.00 TIB
<
> Settings O H1-3 Linux 10.00 TiB
= H1-4 Linux. 10.00 TiB
O H2-1 Linux 10.00 TiB
| H2-2 Linux 10.00 TIB
O H2-3 Linux 10.00 TiB
Show 25 v Rows 1

4. Log in to the MediaAgent as the root user.

5. Create and mount file systems on the MediaAgent using the attached volumes to host the HDPS storage pool,
index cache, and Deduplication Database (DDB).

e For a Linux MediaAgent, configure the DDB volume using Logical Volume Management (LVM).

e When using LVM for the DDB, make sure there is enough unallocated space in the volume group to
accommodate snapshots.

e When using LVM for the DDB, make sure there is enough unallocated space in the volume group to
accommodate snapshots.

[Toot@SISHA G3-46 tmpl# vgdisplay ssd ddb vg
Volume group —-—-

s5d ddb vg

tem ID
Format
Metadata Are
Metadata quence No
VG Access ad/write
VG Status resizable
MRX LV 0
Cur LV 1
1
0
1
1
<l.46 TiB
4.00 MiB

Free PE ;
VG UUID Yo 2cX-Losv-yHmf-49zHEN
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Step 3: Configure backup target
Create a storage pool

Create a storage pool for backup locations.

@ Hitachi Vantara

Nf-vhem-HTdz-01AQ-Pbhv-rt;
/write

5-03-20 08:13:33 +0000

1. In the Command Center navigation pane, navigate to Storage > Disk, then click Add.

= GHITACHI

& Administrator

Add Q m :

Freospace  Regen  actions

2. Inthe Add disk storage page, enter the storage pool name, add the backup location and the Deduplication DB

location, and then click SAVE.

= @HITACHI

Disk

Add disk storage

Backup location

No basku ocaton adde
o Use dedupl

@ Rep Dedul ation DB location

— ddod

B Monitoring

& strag

%W BDBAE &

Administrator

Create a backup plan

After adding a storage pool, create a backup plan to define backup schedules, destination targets, and recovery point

objectives.

1. Navigate to Manage > Plans > Create plan, then select Server backup.
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= @HITACHI W s o piors iobs storoge.
Fitor navigation
Plans
% euided setp
i Dashboard o Sarver Laptop. Archive
B Protect Add it
@ Data nsights Pian name Plantype PR

& Cloanroom

) Auto recovery

& Jobs

@ Roports

€ Meotrics

B Monitoring

& swrage

3 Manage
Commell
Sorvers
Server groups
Companies

Plans

Tags

® %t @ B O B & Administator

Create plan ~ Q com :
Server backup &
Laptop.
Archive
RPO Numbor of copies Status — Actions

Nodata avaiiable

2. Inthe General section, select either Create a new plan or Use an existing base plan. Enter a plan name, then

click NEXT.

= @GHITACHI

= Pans

SFARCH Senrch sarver, plans, johs, storage

Fitter navigation.

% Guided sotup
i Dashboard Create Server Backup Plan
T Protect

@ ceneral

2 Backup Destinations

@ Data Insights
% GCloanroom

£ Auto racovery
& Jobs 3 RPO

@ Reports Plan nama*

@ Greate anew plan

New backip plan fram serrteh

@ % DB QD A& Admoor

General

O Use existing base plan

Crente plan by inhariting setting fram hase plan

L& Motrics
B Monitorina
& storage
3 Manage
Gommell e
Servors
Server groups
Companics

Plans

Togs

3. In the Backup Destinations section, click ADD COPY.

= @HITACHI

sEARCH Search server, plans, jobs, storage..

Fitter navigation S

% Guided setup
i# Dashboard Create Server Backup Plan
B Protect

@ cererat

@ sockun Destinations

@ Data nsiahts
& Cleanrcom
., ADDCOPY.
i b a1 kPO

@ Reports
1€ Motrics
& Monitorina

& storage

CANCEL

® % I B A B & Administrator

Buckup Destinations

No storage configurect

4. Enter the backup destination name, select the backup storage pool, configure the retention rules, and then click

SAVE.

Add copy

Storage*
Salect storage

Relention rules

Retention period

Extended Retention rules _m

CANGEL
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5. Click NEXT.
6. Inthe Recovery Point Objective section, click ADD.

= @nmach E—— SR E e
Filter navigation. P
% Guided sotup

Create Server Backup Plan
it Dashboard
B Protect
@ Data insights @ coreral Recovery Point Objective
& Cleanroom Backup frequency Run synthetic full as required to optimize storage utilization

@ ©ockupestinations oo
£ Autorecovery
- 0o I p—— B
@ roports
@ Full backup window Monday through Sunday - All day 2
4@ Metrics

B Monitoring

EQUIVALENT API
& storage

3 Manage

commcer onter EEPl oo |
_—

s e
—

Plans

Tags

7. Set the backup frequency and click SAVE.

Add backup frequency

Boskup type for

Incremental ~  Alagents

Runs svery*
B

Advanced =@

RepeatEvery

Run fullbackup on databases ov
1 Week(s)

Tim zone

Client time zene

Exceptions _m

CANGEL | SAVE

8. Click SUBMIT.

Add a hypervisor
Add a hypervisor to enable HDPS to manage and protect virtualized workloads.

1. Navigate to Protect > Virtualization, then click Add hypervisor.

= @HITACHI Search server, plans, jobs, storage. @ % A @ B A B A Administrator
-
Fiter navigation | oveview  Virtualmachines  Hypervisors VM groups Add hypervisor  Add VM group
 Guided setup.
\# Dashboard Hypervisors VMs
B ot nware vGenter @ Protected Not protected Backed up with error @ Failed
1 54 864 0] o
Virtualization Warning 0
Kubernetes :
Backup Health Jobs in the last 24 hours
File servers
Databases 100% § ;
Running ® Success CWE/CWW ® Failed Events
Laptops. 0o 56 o o 2
Day +56 Day+0 Day+0
Office 365 Weok +56 Woek +0 Week +0
® VMs mot SLA: 54 (100.00%)
Exchange ® VMs missod SLA:0(0.00%)

2. Select the hypervisor vendor and click NEXT.
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= @HITACHI € - oo pions.obs. storoge ®% I DB O S & Admstaor

Filter navigation. Hypervisors /

 Guided setup

\& Dashboard Configure Hypervisor

B Protect

@ oatansights Select vendor

& Cleanroom

o
O Autorecovery O Amazon Web Services O Microsoft Azure O Google Cloud Platform O Nutanix AHV
& Jobs
aws P

@ Reports -~
[ Metrics
B8 Monitoring

O Microsoft Hyper-v ® VMware vGenter O Alibaba Cloud (O Microsoft Azure Stack Hub

& Sstorage

= @ @ &

£t Developer tools

B Workflows

Dounload eanter O openstack O Oracle Cloud Infrastructure O Oracle VM O Red Hat Virtualization

- & o s

O VMware Gloud Director O Xen O Fusion Compute

@ > W

3. Inthe Add Hypervisor section, enter the vCenter server name and hypervisor display name, create or select a
credential, select the access node, and then click NEXT.

= @HITACHI wSeurchserver,p\uns,pbs,sloruge ® % B A B A Administrator

Filter navigation Hypervisors /

¥ Guided setup
i# Dashboard Configure VMware vCenter Hypervisor
B Protect

Virtualization @ AddHypervisor Add Hypervisor

VCanter server name*

Kubernetes 2 Add VM Group
File servers
3) summary Hyparvisor display nama *
Databases
Laptops Credential*
Select a saved credential v +
Office 365
Exchange Access nodes
Click to select -
Archiving
9 Datalnsights EQUIVALENT API

& Cleanroom

49 Auto recovery

&= Jobs ‘CANCEL m
4. Inthe Add VM Group section, enter the VM group name, select the content and backup plan, and then click
NEXT.

= @HITACHI EE o< sorver ans, fobs, storage ® % I BB QS & Admnistator

Filter navigation. Hypervisors |

% Guided setup

\é ‘Daanboad Configure VMware vCenter Hypervisor

B Protect

Virtualization @ AddHypervisor Add VM Group

Nama*

Kubernet
e e Add VM Group

File servers
3) summary Content Add + Q
Databases
Type Name Actions
Laptops
& Virtual machine pod2a-clientl0

Office 365

& Virtual machine pod2a-clientl0l
Exchange
Pian*

Archiving
Click to select -

@ Data Insights
& Cleanroom
EQUIVALENT API PREVIEW
4 Auto recovery

& Jobs

@ Reports CANCEL PREVIOUS skip m

5. In the Summary section, review the configuration, and then click FINISH.

Add a VM group
After adding a hypervisor, create a VM group to manage virtual machines for backup.

1. Navigate to Protect > Virtualization, then click Add VM group.
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Filter navigation.

= @HITACHI

% Guided setup

it Doshboard

B Protect
Virtualization
Kubornotes
Filo sorvers
Databases
Laptops
Offico 365

Exchange

Overview Hypervisors VM groups

Hypervisors
VMware vCenter
1

Backup Health

N/A

® Vs met 5LA0(000%)
® Vs missd SLA 0 (000%)

@ Protected Not protected

o 8n

warning 0

Jobs in the last 24 hours

Running @ success CWE/CWW
o o o]

Day+0 bay+0
Week +0 Weak +0

® % i

Backed up with error

0

@ Failed
(o}

pay+o

Week +0

B R OB & Admnsoor
‘dd hypervisor Add VM group

@ Failed

o

Events

6

2. Select the hypervisor and click NEXT.

% Guided sotup
i# Dashboard
B Protect

@ Data Insights
& Cleanroom
& Auto recovery
& Jobs

@ Roports

L@ Metrics

B Monitoring

& storage

s Manago

£ Devolopor tools

B Workflows

= @HITACHI

T s e piors. s storage.

Filter navigation. VM groups /

Add VM Group

@ select Hypervisor
2 Pian

3 AddVMGroup

GANCEL

Select Hypervisor

@ #

B @ QE A& Administator

3. Select the backup plan and click NEXT.

% Guided setup
it Dashboard
B Protect

@ Data insights
& Cleanroom
4 Autorecovery
& Jobs

@ Roports

| Metrics

B Monitoring
& storage

3 Manage

£t Developer tools

B Workflows

= @HITACHI

W << e piors, iobs storage

Filter navigation. VMgroups /

Add VM Group

© seictyporizor

Q ren

3 Add VM Group

CANCEL

Select Plan

Search plans by plan name

Pod2cPlant
Backup frequency o
Copies 1

Primary storage type Disk
Associated entities 1

@ % -

0 @ QB A& Administrator

4. Enter a VM group name, click Add. Select Rule to create rules to autodiscover or select Content to select the

listed content for backup, and then click SAVE.

= @OHITACHI

% Guided sotup
i# Dashboard
B Protect

@ Data insights
& Cleanroom
4 Autorecovery
& Jobs

@ Reports

L Metrics

B Monitoring
& storage

= Manage

£ Developer tools

B Workfiows

[ D —

Filter navigation. WMgroups /

Add VM Group

@ select ypervicor

© ran

© raavmorown

CANCEL

Add VM Group

Nama*

FullvMs_Backup

Content Add ~ Q
Type Namo Lt

Content.
No contant has bean added |

EQUIVALENT AP

@ 9 i

rreviovs m

D@ QB & Admnsor

5. Click SUBMIT.

Step 4: Initiate backup

1. Navigate to Protect > Virtualization, then click VM groups.
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& Cleonroom
& Autorecovery
& Jobs

@ Roports

= @®HITACHI wswmhsemnp\uns.wb&ﬂu ge. ® % B E AL & Admnistator
Hfieer jotion. Overview Hypervisors VM groups A ljpardenr [ Asd M atoup;
iz
i alibeai VM groups Q om o
B Protect Al -3
faibernstas Name Vendor Hypervisor Last backup Plan Tags Actions
Filo servors & defautt Viware vCantar VCenterpod2G Nov, 2024, 500 AM Not asstgnod Notags e
Databases % Pod2cVmarpt VMwars vCentor Centorpod2C Apr2,2025, 438 AM Pod2cPlant Notags (2]
Laptops 3 Podcvmarp2 Viwaro vCentar VGontorpod2C Apr1,2025,007AM Notassignod Notags e
Offico 365 % Podzcvmarp VMiwaro vGenter “GontorpodzC Apr1, 2075, 007 A0 Notassigned Notags ®
In the Actions column, click the three dots next to the target VM group, and then select Backup.
= @HITACHI wSecr:hserver,p\ans,[ubs,smmge @ % - DB A E & Admnistator
e N PP —
 cugeasou
& Doshboard VM groups Q com :
B Protect Al &
HTREERIET Vendor =All ~ |+ Add filter
Kubernetes Name Vendor Hypervisor Last backup Plan Tags. Actions
5 dofautt Vhware vCenter (Cantarpod2c Nov,2024,500 AM Notassigned Notogs c)
Batabasos S — Vhwaro vGonter Contorpod20 Apr2,2025, 438 AM Pod2cPlant Notags @
Copors o P — PR — o
Office 365 5 Pod2cVmgrp3 Vhware vCenter Contorpod2c Apr, 2025, 007 AM Not assignod Notags ®
| soccer
Archiving fesere
S -

Configure recovery

Delete

Refresh content.

3. Select the backup type: Full, Incremental, or Synthetic full (combined full and incremental backups), then click

SUBMIT.

Backup options
VM Group being backed up - PodzcVmarsa
Backup type

@ Full O incremental O Synthetic full

[ When the job completes, notify me via email

EQUIVALENT API

4. Check the backup status under Jobs > Active jobs.

= @HITACHI

Search server, plans, Jobs, storage
Filter navigation b

 Guided sotup

Jobhistory  Admin jobs

\# Dashboard Active jobs 1 Running | 0 Pending | O Waiting | O Queued | O Suspended | 1 Total

B Protect Al Focused jobs Laptop jobs

@ Datalnsights e

.,
& Cleanroom

JobID + Operation Status Server Agent type Subslient Storage pool start size

4 Autorecovery

w2 Restore Running SISHAB20GS-..  Virtual Server NA Apr2,2025, 3 e

& Jobs

@ Reports

Pause updates Multi-job control

Elopsed Progress
24 minutes 2

@ %

Q

Error deserip...

Not Applicab...

B3 05 & Admnistator

B

Q
-
=

Error code Actions

——

5. To view completed jobs, navigate to Reports > Backup job summary.

Step 5: Restore data

1. Navigate to Protect > Virtualization, then click VM groups.

2. In the Actions column, click the three dots next to the target VM group, and then select Restore.
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@ HITACHI m Search server, plans, jobs, storage. i @ A & & Administrator
Filter navig Overview Virtual machines Hypervisors VM groups ‘Add hypervisor  Add VM group
% Guided setup
& Dashboard MM orotps « :
B Protect Al E
Virtualization Vendor = All -
Kubernetes Name ‘Vendor Hypervisor Last backup Plan Tags Actions
File servers 3 default 'VMware vCenter vCenterpod2C Nov 11,2024, 5:00 AM Not assigned No tags
Databases 5 Pod2cVmarpl VMuare vCenter \Centerpod2C Apr2,2025, 141PM PlantMAT Notags
Laptops 5 Pod2cVmgrp2 VMware vCenter VCenterpod2C Apr1,2025, 9:07 AM Not assigned Notags Backup |
Restore
Office 365 5 Poc2cVmgrpd VMuware vCenter \Centerpod2C Apr1,2025, 907 AM Not assigned Notags I
Manage tags
Exchange View jobs
Archiving Configure recovery
@ DataInsights Delete
& Cleanroom
Refresh content
4 Auto recovery
= @®HITACH! m Search server, plans, jobs, storage. @ % i BB O & Administator
Filter novigation. Virtualization v/ Hypervisors / vCenterpod2C / Pod2cVmgrpl
Showlatestbackup v Change source
% Guided sotup Select restore type 2 =
i Dashboard Guest files
£ Restore files from the guest virtual machine to the file system of the access node or other client.
B Protect
iaszaton Virtual machine files
Restore virtual machine configuration and VMDK files to the file system of the access node.
Kubernetes
File servers = \‘ Attach disk to VM
N Restore individual VMDK files to the datastore of an ESX host and attach the VMDK to a virtual machine.
Databases
Laptops =] Full virtual machine
Restore complete virtual machines directly to the datastore of host.
Office 365
= @HITACHI w Search server, plans, jobs, storage. @ % i B A &2 & Administrator
Fifter navigation. Virtualization v/ Hypervisors / vCenterpod2C / / Ful
% Guided setup Full virtual machine
i, Dositboon Bl restore Show latestbackup v Change source Q
B Protect 5
VMList v
@ Datalnsights e
3y “Cleonroom: % Pod2cvmgrpl
Name size Modified time Backup time
0 Auto recovery
B A pod2ccliention %GB Apr2,2025,205 PM Apr2,2025,205PM
&= Jobs
a A pod2c-client02 96 GB Apr 2, 2025, 207 PM Apr 2,2025, 207 PM
@ Reports
A pod2e-client103 %GB Apr2,2025,207PM Apr2,2025,207PM
L8 Metrics
B A pod2eclientiod 9668 Apr2,205,208 PM Apr2,2025,208 PM
B3 Monitoring
B pod2c-client105 %GB Apr2,2025,208PM Apr2,2025,208PM
& storage
B pod2c-clientl06 %68 Apr2,2025, 208 PM Apr2,2025,208PM
B A pod2eclienti07 %GB Apr2,2025, 208 PM Apr2,2025,208PM
£ Developer tools
B A pod2eclientios %GB Apr2,2025, 208 PM Apr2,2025,208PM
B Workflows
B A podzecientios o608 Apr2,2025,207PM Apr2,2025,207PM

5. In the Destination section, select In Place to restore data to either the same location it was backed up from or
Out of Place to restore data to a different location, select the access node, and then click NEXT.

= @HITACHI T <o oo pians, job, storage. ®
Vit et ; T

- @ B Q & & Administrator

% Guided setup Full virtual machine
i# Dashboard
B Protect
b @ vesunanon Destination

Data Insights

Type ® Inplace (O Outof place

4 Cleanroom 5 Virtual Machines e idops © B
4 Auto recovery Accass node*

. 3 Rostore Options S .
== Jobs
@ Reports 4. summary
L Metrics

B Monitoring

Storage

Manage

6. In the Virtual Machines section, select the VM, and click NEXT.
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= @OMHITACHI

Filter navigation.

P Guided setup
i Doshboard

B Protect

© Datainsights

& Cieanraom

4 Auto recovery
= obs

@ Reporte

[ Metrics

B monitoring

& storage

I Manage

£t Developer tonls
B workfiows

Download center

SEARCH search server, plans, iobs, storage.

Full virtual machine

@ oestination

© Virtuei Mashines
s restore options

4 Summary

CANCEL

v oo
' pod2eclientin2
' podreciienta
o pod2e clienti2
~  bodzc-clienti2s
' od2e slienti2e
v poareciient77

-

EQUIVALENT API

Virtual Machines

©hange display name to bestination host

@

o B B O @ A Administator

aarera

fovdlia60g10 2 projectiocal

Jocal

jam idov 0012

Iovdi360g10 3 projectiocal

jam3-idev-0012

lovdlla60g10 3 projectiocal

jam3 idov 0012

20 v | emsperpage 21-276f27 tems

7. In the Restore Options section, modify the settings if necessary, and then click NEXT.

= @HITACHI

Filter navigation.

 Guided setup
i# Dashboard
B Protect

@ Datalnsights
& Cleanroom
4 Auto recovery
&= Jobs

@ Reports

i© Metrics

B Monitoring
& storage

= Manage

£ Developer tools

EZ <o <= piors s storage

Virtualization v/ Hypervisors / vCenterpod2C /

Full virtual machine

@ oestnation

@ virtual Machines
@ Restore Options

4 summary

/ Full virtual machi

CANCEL  EQUIVALENT API

Restore Options

B Power on VMs after rastore

™ Unconditionally overwrite f it already exists
™ Reuse existing VM client

B Run Threat Analysis

@ Notify user on job completion

Additional options

@

e B B Q B & Administrator

PREVIOUS m

8. Review the settings in the Summary section, then click SUBMIT.

HDPS initiates the restore process automatically.

Summary

Integrating HDPS with VSP One Block 20 storage systems ensure scalable capacity and fault tolerance for backup and
recovery, maintaining data integrity, and availability during failures.

References

e HALO Lab: VSP One Block Administrator

e Virtual Storage Platform One Block Administrator User Guide

e \/SP One Block 20: Configure, Provision, Protect, and Monitor with Ease
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