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User Guide
Introduction

The Solution Builder Extension (SBE) is a tool that is used to apply updates from your
hardware vendor to your Azure Local (previously known as Azure HCI) cluster, including
driver and firmware updates, hardware monitoring enhancements, and diagnostic tools. See
https://learn.microsoft.com/en-us/azure/azure-local/update/solution-builder-extension for
more details.

In this document, we use Azure Local and Azure HCI Stack interchangeably.

This guide provides concise walkthroughs for installing SBE both during and after cluster
formation.

Before you begin
■ Understand the SBE framework by reading https://learn.microsoft.com/en-us/azure/azure-

local/update/solution-builder-extension.
■ Plan for your deployment methods – During or After cluster formation.
■ The Integrated System ships with SBE contents pre-staged in each node.
■ If you use a Validated Node, manual staging is required.
■ To enable future automated programmatic acquisition of UCPA SBE contents, use During

Method. Details will be provided in the later section.
■ Familiarize yourself with Azure HCI concepts and ARM (Azure Resource Manager)

template deployments. The During Method requires using ARM template deployment.
■ Allocate approximately 3-4 hours for the During Method process and 1-2 hours for the

After method process, including preparation and deployment.

Release notes

Hitachi Vantara SBE Bundle Version 4.1.2409.1

Files inside Hitachi Vantara SBE Bundle Version 4.1.2409.1

You can download the SBE bundle (Version 4.1.2409.1) from the Hitachi Vantara Support
Connect site.

User Guide
UCP Advisor SBE for Azure Local 4

https://learn.microsoft.com/en-us/azure/azure-local/update/solution-builder-extension
https://learn.microsoft.com/en-us/azure/azure-local/update/solution-builder-extension
https://learn.microsoft.com/en-us/azure/azure-local/update/solution-builder-extension


The bundle includes the following:
■ SBE_Discovery_HitachiVantara.xml
■ SBE_HitachiVantara_HA800G3_4.1.2409.1.xml
■ SBE_HitachiVantara_HA800G3_4.1.2409.1.zip

For clusters with DownloadConnector capability enabled, future acquisitions of UCP Advisor
SBE will be automated and programmatic. Manual download and staging become optional.

Supported servers

The following servers are supported in this release:
■ Hitachi Advanced Server HA810 G3 (4th Intel Gen Xeon Scalable Processor)
■ Hitachi Advanced Server HA810 G3 (5th Intel Gen Xeon Scalable Processor)
■ Hitachi Advanced Server HA820 G3 (4th Intel Gen Xeon Scalable Processor)
■ Hitachi Advanced Server HA820 G3 (5th Intel Gen Xeon Scalable Processor)
■ Hitachi Advanced Server HA815 G3 (AMD 4th Gen EPYC)
■ Hitachi Advanced Server HA825 G3 (AMD 4th Gen EPYC)

Features

1. Azure Local cluster solution version 10.2408.*.* and 10.2411.*.* are supported. Update
your clusters to 10.2408.0.29 or later before attempting to apply this SBE release.

2. Service Pack for Hitachi Vantara 7.41 Embedded

■ This comprehensive software, driver, and firmware update solution is now integrated
with the SBE framework, delivering extensive updates to the Hitachi Integrated
Systems solution with Azure Local version 2408 and 2411.

Note: Version 22H2 is not supported.

3. Standard SBE Methods Implementation

■ The SBE is built following Microsoft SBE specification 4.1.v1.4 to support both
Validated Node and Integrated System tiers.

4. DownloadConnector Capability

■ This feature allows seamless and efficient downloading of updates and extensions
directly within the SBE interface by programmatically downloading and staging the
SBE package.

Note: Enabling the “DownloadConnector” capability requires clusters
deployed using the ARM template method. Contact Hitachi Support for
more details.

Supported servers
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Known issues

This version of the SBE package requires the 'UserStorage1' volume to exist in the Cluster
Shared Volumes (CSV) path. If you create a cluster with a configuration that only includes the
Infrastructure volume in CSV, the deployment will fail. Ensure that you use the appropriate
settings when creating your clusters to include the 'UserStorage1' volume, regardless of
whether you choose to deploy your clusters using the During-Method (ARM) or After-Method
as described.

If users choose to deploy using Azure Portal instead of the During-Method (ARM), ensure the
C:\SBE folder does not exist or is renamed. As of January 2025, the Azure Portal
deployment mechanism does not properly detect SBE-related credentials, resulting in failed
deployments. We are working with Microsoft to resolve this issue. Until then, please use the
After-Method or avoid using SBE. Also ensure that you use the appropriate settings when
creating your clusters to include the 'UserStorage1' volume.

During-Method - Preparation Phase

Verify prerequisites
Ensure the following:
■ All servers are registered with Azure Arc.
■ The following extensions are installed on all servers:

● Azure Edge Lifecycle Manager
● Azure Edge Device Management
● Telemetry and Diagnostics
● Azure Edge Remote Support

■ All servers are running the same OS version.
■ All servers have identical network adapter configurations.
■ DO NOT ADD THE SERVERS TO YOUR ACTIVE DIRECTORY YET.
■ You have admin access to the Azure portal and necessary Azure AD permissions.
■ Ensure the firewall rule of File and Printer Sharing is enabled on all the nodes.
■ Ensure the SBE contents are staged on all the nodes.

Prepare Azure resources
See https://learn.microsoft.com/en-us/azure/azure-local/deploy/deployment-azure-resource-
manager-template for full details.

Known issues
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Obtain an Azure Local Resource Provider Object ID

Procedure

1. In the Azure portal, search for Microsoft Entra ID.
2. In the Overview, search for Microsoft.AzureStackHCI Resource Provider.
3. Copy the Object ID of this service principal.

Alternatively, use PowerShell:

Get-AzADServicePrincipal -DisplayName "Microsoft.AzureStackHCI Resource Provider"

Set up a storage account (optional)

The storage account can be created by ARM template deployment with the
createNewKeyVault value set to true. Manual setup of the storage account is optional.

Procedure

1. In the Azure portal, create a new storage account:
a. Go to Create a resource > Storage account.
b. Select your subscription and resource group.
c. Configure account details and review + create.

2. Note the storage account name for later use in the ARM template.

Collect Arc-enabled server information

Complete this procedure for each server in your deployment.

Procedure

1. Locate the server in your Azure resource group.

2. View its JSON representation.
3. Copy and save the Resource ID.

Obtain an Azure Local Resource Provider Object ID
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Stage the SBE package and collect SBE information

(Optional) Stage the SBE Package Manually

Future shipments of the Hitachi Integrated Systems solution with Azure Local will be
delivered with pre-loaded SBE contents. The SBE contents will be loaded to the C:\SBE\
directory during Azure Local OS installation. For customers who have the Hitachi Integrated
Systems solution with Azure Local clusters shipped before the GA date of UCP Advisor
Solution Builder Extension, manual staging of the SBE contents is required to use During-
Method, before cluster deployments.

To manually stage the SBE package, you can manually download the SBE bundle (Version
4.1.2409.1) from the Hitachi Vantara Support Connect site (Link to be added). The bundle
includes the following:
■ SBE_Discovery_HitachiVantara.xml
■ SBE_HitachiVantara_HA800G3_4.1.2409.1.xml
■ SBE_HitachiVantara_HA800G3_4.1.2409.1.zip

Extract the bundle and load the three files into the C:\SBE\ directory on all the nodes.

Collect SBE Information

If you choose to deploy your cluster with Solution Builder Extension (SBE), make sure the
SBE files exist in the C:\SBE\ directory on all the nodes.

(Note: find the Readme file in your SBE folder/package for additional instructions.)

You will need to acquire the corresponding information from the XML metadata files against
the parameters of the ARM template:
■ sbeVersion
■ sbeFamily
■ sbePublisher
■ sbeManifestCreationDate
■ partnerProperties
■ partnerCredentiallist

During-Method - Deployment Phase

Stage the SBE package and collect SBE information
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Access the ARM template

Procedure

1. In the Azure portal, go to Create a Resource.
2. Search for Template deployment (deploy using custom templates).
3. Select Create.
4. Choose Quickstart template.
5. Search for and select azurestackhci/create-cluster.
6. If the Last updated date is not 2024-08-16, check the Github repository for the latest

changes.

Prepare template parameters

You will need to fill in the required parameters, including but not limited to the following:
■ Resource group and Region
■ Key Vault Name and Cluster Name
■ Witness Type and Storage Account Name

Access the ARM template
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■ Admin credentials
■ Service Principal details (App ID, Secret, Object ID)
■ Arc Node Resource IDs
■ Network configuration details

See the Microsoft official documentation at https://learn.microsoft.com/en-us/azure/azure-
local/deploy/deployment-azure-resource-manager-template#arm-template-parameters-
reference for details.

SBE Parameters
■ Sbe Version: Found in the corresponding metadata XML file of the SBE Zip payload.
■ Sbe Family: Found in the corresponding metadata XML file of the SBE Zip payload.
■ Sbe Publisher: Hitachi Vantara.
■ Sbe Manifest Source: default
■ Sbe Manifest Creation Date: Found in the corresponding metadata XML file of the SBE

Zip payload.
■ Partner Properties: Found in the discovery XML file.
■ Partner Credentiallist: Supplied by Hitachi Vantara reps and support.

Validate deployment

Procedure

1. Make sure to set Deployment Mode to Validate.

2. Click Review + create, and then click Create.
3. Wait for validation to complete (about 20 minutes).
4. A successful “Validate” deployment looks like this.

Validate deployment
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Execute deployment

Procedure

1. After validation, click Redeploy on the Validate deployment page.

2. Load your saved parameters from the JSON file. Alternatively, you can re-enter
parameters in the UI.

3. Change Deployment Mode to Deploy.

4. Click Review + create, and then click Create to start the deployment.

Monitor deployment progress

Procedure

1. Go to your resource group.
2. Select the cluster resource.
3. Check Deployments to view progress.

Execute deployment
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4. Expect 2.5 to 4 hours for completion depending on the size of the cluster.

During-Method – Post Deployment

Check the SBE logs
After deployment, do the following:
■ Verify cluster health in the Azure portal.
■ Test basic functionality.

During-Method – Post Deployment
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■ Configure additional settings as needed.
■ Log in to the seed node of the cluster and navigate to C:\SBELogs and examine

SBEHelper.log.

■ Navigate to C:\UCPSBE_Logs_On_Node and examine the respective log files.

Result

At this point, the SBE package is partially installed. Additional installation is required to
enable full SBE capability. For detailed explanations of the log files, contact Hitachi experts.

(Optional) Update to Solution 10.2408.0.29 or later
Ensure your clusters are running Solution version 10.2408.0.29 or later. Azure Local clusters
created after September 10, 2024 are automatically updated to version 10.2408.0.29 during
the deployment process. For existing clusters, update them using the procedure below or
refer to the official Microsoft documentation for more details.

Procedure

1. Run the following command:

Get-SolutionUpdate | Where-Object {$_.PackageType -eq "Solution"}

(Optional) Update to Solution 10.2408.0.29 or later
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2. After you locate the Solution update, run the following command:

Get-SolutionUpdate | Where-Object {$_.PackageType -eq "Solution"} | Start-
SolutionUpdate -IgnoreWarnings

3. Wait until the cluster version is updated.

Note: If your clusters were deployed without the SBE package, the
DownloadConnector feature won’t be enabled, even after updating to
version 10.2408.0.29 or later.

Re-run the SBE installation
After cluster deployment, the SBE contents (2 XML files and 1 Zip file) remain in the directory
C:\SBE.

Procedure

1. To re-run the installation, execute the following PowerShell cmdlets in sequence.
Get-SolutionUpdate

2. Immediately after the During-Method, SBE-related information may not appear even
though it was partially deployed. Add the staged SBE contents by running the following:

Add-SolutionUpdate -SourceFolder “C:\SBE”
Get-SolutionUpdate | Where-Object {$_.PackageType -eq "SBE" -and $_.State -eq 
"Ready"}

Re-run the SBE installation
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The SBE contents should now be recognized by Azure LCM and ready for installation.

3. Run the following to install:

Get-SolutionUpdate | Where-Object {$_.PackageType -eq "SBE" -and $_.State -eq 
"Ready"} | Start-SolutionUpdate -IgnoreWarnings

4. Review and accept the legal terms to start the installation.
5. Monitor progress on the Azure Portal:

Re-run the SBE installation
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This process takes about 40 minutes for a two-node cluster.

Troubleshooting
While there are no known issues detected in this release, the following is the general
troubleshooting procedure if the SBE deployment fails:

1. Go to Deployments in your resource group.
2. Select the failed deployment.
3. Review error details.
4. Copy error messages for analysis or support.
5. Access the seed node and review the logs in:

■ C:\MASLogs
■ C:\CloudDeployment\Logs

Remember to check the official Microsoft documentation for the most up-to-date information
and procedures.

Behavior of DownloadConnector capability
If the SBE package is deployed using the During-Method and the re-run installation is
successfully performed, your Hitachi Integrated Systems solution with Azure Local cluster
can use the DownloadConnector capability. As of Azure Local 10.2408.x baseline, this
capability can only be enabled using the During-Method.

Troubleshooting
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The DownloadConnector capability, introduced in the Azure Local 10.2402.x baseline, allows
Azure Local LCM (Lifecycle Manager) to download future SBE packages programmatically
and asynchronously.

When the capability is enabled, manual side-loading SBE contents onto target clusters
becomes optional.

After-Method
This method involves manual steps and is useful in three situations:

1. The clusters were deployed before the SBE GA, and there is no SBE installed on the
clusters.

2. Urgent SBE patches are needed, and an immediate manual update is desired.
3. The DownloadConnector capability is malfunctioning.

Before you begin

Before applying the After-Method, make sure you have access to the desired SBE package
and understand how to load files onto your cluster using a local file share or another
preferred method. The overall process is similar to Re-run the SBE installation (on page 14)
with some nuances. Instead of staging SBE contents in the C:\SBE directory on all nodes,
create a directory in the Cluster Shared Volume (that is, C:\ClusterStorage
\UserStorage_1\SBE) and place the SBE contents there. This avoids repetitive effort.
Staging contents to C:\SBE is necessary before cluster formation because there is no cluster
volume available at that point in time.

After-Method
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Procedure

1. After staging the SBE contents, follow the workflow below:

Add-SolutionUpdate -SourceFolder “C:\ClusterStorage\UserStorage_1\SBE”
Get-SolutionUpdate | Where-Object {$_.PackageType -eq "SBE" -and $_.State -eq 
"Ready" -and $_.SbeVersion -eq "DesiredSBEVesionNumber" }

2. The desired SBE package can be detected if it is successfully added:

3. Run the following to initiate the SBE update:

After-Method
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