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Preface 

About this document 

This document describes how to set up and integrate Veeam Backup® & ReplicationÊ with 

Universal Storage API Integrated Systems using Hitachi Storage Plug-in for Veeam® Backup & 

ReplicationÊ for VMware vSphere. In addition, this document includes guidance for backing up 

and restoring VMs, and best practices for configuring a backup job. 

Getting help 

Hitachi Vantara Support Connect is the destination for technical support of products and solutions sold by 
Hitachi Vantara. To contact technical support, log on to Hitachi Vantara Support Connect for contact information: 
https://support.hitachivantara.com/en_us/contact-us.html. 
 
Hitachi Vantara Community is a global online community for customers, partners, independent software 
vendors, employees, and prospects. It is the destination to get answers, discover insights, and make 
connections. Join the conversation today! Go to community.hitachivantara.com, register, and complete your 
profile. 

Comments 

Please send your comments on this document to doc.feedback@hitachivantara.com. Include the document title 
and number, including the revision level (for example, -07), and refer to specific sections and paragraphs 
whenever possible. All comments become the property of Hitachi Vantara LLC. 
 
Thank you!

http://support.hitachivantara.com/
https://support.hitachivantara.com/en_us/contact-us.html
http://community.hitachivantara.com/
http://community.hitachivantara.com/
mailto:doc.feedback@hitachivantara.com
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Chapter 1: Overview 

Hitachi Storage Plug-in for Veeam® Backup & ReplicationÊ is software that enables the creation of 
storage snapshot by using the functions of Hitachi storage, which hosts virtual machines. 
There are two advantages to using storage snapshots for backup and restore VMs. 
 

 The load on work processes is reduced because the quiesce time for VMs is shorter than when 
using VMware vSphere snapshot images for backup. 

 The restore time is shorter than when using VMware vSphere snapshot images. 

System configuration 

The following figure shows the system configuration for backup and restore using Hitachi Storage 
Plug-in for Veeam® Backup & ReplicationÊ. 
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Components list 

This section describes the components of the production and backup systems. 

Production system 

 Production Server: A server that provides VM used for business operations. 
 Admin Server: A server that hosts the vCenter server responsible for managing production VM. 
 Datastore: A datastore is a logical container for storing VM files and data for production VMs, 

which are formed from storage volumes. 
 Hitachi storage: The storage system creates and manages storage volumes that form datastore. 

The storage administrator operates the storage using the following management user 
interfaces. 
o Storage Navigator 
o Command Control Interface (CCI) 
o Hitachi Virtual Storage Platform (VSP) One Block Administrator 
o Ops Center Administrator 
o Maintenance Utility 

Backup system 

 Backup Server: The server with Veeam® Backup & ReplicationÊ Veeam® Backup & 
ReplicationÊ installed centrally manages backup and restore operations. 

 Backup Administrator: Logs in to the backup server and performs  backup or restore operations 
using the Veeam® Backup & ReplicationÊ console. 

 Backup Proxy Server: The server retrieves virtual machine (VM) files from storage snapshots or 
cloned volumes created over the network and processes their transfer to the backup repository 
server. 

 Backup Repository Server: The server stores and manages backup data received from the 
backup proxy server on external storage volumes. 

 Hitachi Storage Plug-in: The software is installed on the backup server. It relays instructions 
from Veeam® Backup & ReplicationÊ to the storage system during backup and restore 
operations. 
The backup administrator uses this software from the Veeam® Backup & ReplicationÊ 
console. 

 Hitachi Storage: The storage system creates and stores storage snapshots. 
The storage administrator operates the storage system using the management user interfaces. 
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Backup and restore use cases using Hitachi Storage 
Plug-in for Veeam® Backup & ReplicationÊ 

This section describes five use cases using Hitachi Storage Plug-in for Veeam® Backup & 
ReplicationÊ. 

Backup from Storage Snapshots 

1. Veeam® Backup & ReplicationÊ temporarily pauses the target VM for backup and creates a 
VMware vSphere snapshot. 

2. Hitachi storage detects the datastore that hosts the backup target VM and the VMware vSphere 
snapshot created in step1, then it creates a temporary snapshot. 

3. Veeam® Backup & ReplicationÊ releases the backup target VM from its paused state and 
removes the VMware vSphere snapshot. 

4. The backup proxy server accesses the VMware vSphere snapshot replicated on a temporary 
storage snapshot to retrieve VM data. It then converts the retrieved VM data into backup data 
and transfers it to the backup repository server. 

5. The backup repository server stores the backup data in the repository. 

6. Veeam® Backup & ReplicationÊ removes the temporary storage snapshot. 

The following advantages highlight the benefits of using storage snapshots. 
 
Backup using VMware vSphere snapshots can take longer to process because the VM remains  in a 
quiesced state for an extended period until the operation completes. 
In contrast, backups from storage snapshots are faster because the VM's quiesce time is reduced 
and data is retrieved directly from the storage snapshot. 
VM stun time can be minimized by limiting the retention duration of VMware snapshots, reducing the 
impact of the backup on production environments and improving the Recovery Point Objective 
(RPO). 

Snapshot Orchestration 

1. Veeam® Backup & ReplicationÊ temporarily pauses the target VM for backup and creates a 
VMware vSphere Snapshot. 

2. Hitachi storage detects the datastore hosting the backup target VM, and the VMware vSphere 
snapshot created in step1, then creates long-term storage snapshots. 

3. Veeam® Backup & ReplicationÊ releases the backup target VM from its paused state and 
removes the VMware vSphere Snapshot. 

The following advantages highlight the value of Snapshot Orchestration. 
Snapshot Orchestration does not retrieve VM data or transfer backup data to the backup repository 
server. Instead, it stores storage snapshots in the storage system for extended periods of time. 
Long-term storage snapshots are useful for restoring VMs (for example, enabling Instant Recovery 
from storage snapshots). This is beneficial for rapid recovery in the event of human errors or logical 
failures. 
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Backup from Storage Snapshots with Retention 

1. Veeam® Backup & ReplicationÊ temporarily pauses the target VM for backup and 
creates a VMware vSphere snapshot. 

2. Hitachi storage detects the datastore that hosts the backup target VM and the VMware 
vSphere snapshot created in step1, then it creates long-term storage snapshots and 
temporary snapshots. 

3. Veeam® Backup & ReplicationÊ releases the backup target VM from its paused state 
and removes a VMware vSphere snapshot. 

4. The backup proxy server accesses the VMware vSphere snapshot that is replicated on a 
temporary storage snapshot to retrieve VM data. It then converts the retrieved VM data 
into backup data and transfers it to the backup repository server. 

5. The backup repository server stores the backup data in the repository. 

6. Veeam® Backup & ReplicationÊ removes the temporary snapshots at the end of the 
defined retention period. 

The following advantages highlight the benefits of using Backup from Storage Snapshots.  
 
The Backup from Storage Snapshots with Retention feature enables can concurrently 
perform backup processing from storage snapshots and acquire storage snapshots with a 
defined retention period  
Backup from storage snapshots are a faster process because VM quiesce time is reduced 
when data is retrieved directly from the storage snapshot rather than from VMware vSphere 
snapshots. 
Therefore, this reduces the impact of backup on production environments and improves the 
RPO. 
Long-term storage snapshots are useful for restoring VMs (for example, through Instant 
Recovery from Storage Snapshots) and provide faster recovery in the event of human errors 
or logical failures. 
Additionally, employing this use case enables users to gain the following benefits: 

¶ Periodically stores backup files in the repository. 

¶ Backup from Storage Snapshots does not maintain a snapshot chain, but Backup from 
Storage Snapshots with Retention maintains a snapshot chain on the storage system. 

Instant Recovery from Storage Snapshots 

1. Veeam® Backup & ReplicationÊ detects long-term storage snapshots and instructs 
Hitachi storage to create a clone of the selected snapshots. 

2. The target ESXi host recognizes the snapshot clone as a new volume and can perform 
read and write operations on it. 

3. Veeam® Backup & ReplicationÊ runs Instant Recovery of the VM. 

4. After the Instant Recovery process is complete, Veeam® Backup & ReplicationÊ 
removes the snapshot clone. 

The following advantages highlight the benefits of using Instant Recovery from Storage 
Snapshots: 
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Instant Recovery from Storage Snapshots enables the immediate restoration of VMs from 
storage snapshots, without the need for pre-staging or intermediate restores. 
This capability allows for accelerated VM restoration, improved RTO (recovery time 
objectives), and reduced downtime for production environments. 

On-Demand Sandbox for Storage Snapshots 

1. Veeam® Backup & ReplicationÊ detects the latest storage snapshot of a VM where the 
virtual disk is stored in storage and instructs Hitachi storage to create a clone of these 
snapshots. 

2. The ESXi host, where the virtual lab is registered, recognizes the snapshot clone as a 
new volume and can perform both read and write operations on it. 

3. Veeam® Backup & ReplicationÊ performs the necessary operations for the On-Demand 
Sandbox, such as rebuilding the VMX file, starting the VM, and conducting required tests 
on the VM in a virtual lab. 

4. After the On-Demand Sandbox session ends, Veeam® Backup & ReplicationÊ powers 
off the VMs in the virtual lab, unmounts the datastore, and removes the snapshot clone. 

The following advantages highlight the benefits of using On-Demand Sandbox for Storage 
Snapshots. 
The On-Demand Sandbox for Storage Snapshots is a use case where VMs restored from 
storage snapshots can be launched in a virtual environment that is completely isolated from 
the production environment. 
By using this use case, you can perform many secondary tasks leveraging backup, including: 

¶ Troubleshooting VM issues 

¶ Testing software patches and upgrades 

¶ Installing new software 
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Chapter 2: Prerequisite requirements 

This chapter describes the prerequisite requirements necessary to run backups using the Hitachi 
Storage plug-in, including the prerequisite requirements for Hitachi storage and Veeam® Backup & 
ReplicationÊ. 
Refer to the System requirements section in the Hitachi Storage Plug-in for Veeam® Backup & 
ReplicationÊ Quick Start Guide for the system requirements of Hitachi storage. 

Prerequisite requirements for Hitachi storage 

This section outlines the prerequisite requirements for Hitachi storage. 
The following table shows the configuration items list for Hitachi storage. 
Refer to the column for the use case you want to run and configure the checked main and sub-
sections in the order of the steps. 

 

Main section Sub Section 

Use case 

Backup from 
Storage 
Snapshots 

Snapshots 
Orchestration 

Backup from 
Storage 
Snapshots with 
Retention 

Instant 
Recovery from 
Storage 
Snapshots 

Installing 
program 
products 

Installing 
program 
products 

X X X X 

Allocating 
backup 
resource 
pool 

Creating a 
pool for the 
backup 
system 

X X X  

Renaming an 
existing pool 

X X X  

Configuring 
connectivity 
between 
Hitachi 
storage and 
various 
servers 

Configuring 
connectivity 
with backup 
proxy server 

X X X  

Configuring 
connectivity 
with ESXi 
restore 
destination 

   X 

Creating a 
resource 
group for 
Veeam® 
Backup & 
ReplicationÊ 
and 
assigning 
storage 
resources for 
Hitachi 
Storage 

Creating a 
resource 
group for 
Veeam® 
Backup & 
ReplicationÊ 

X X X  

Assigning 
undefined 
LDEV IDs 

X X X X 
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Plug-in to 
this resource 
group 

Configuring 
remote copy 
settings 

Configuring 
remote copy 
settings 

X 
Note

1 

X 
Note

1 

X 
Note1 

X 
Note1 

 
Setting up a 
Veeam-only 
user account 

Setting up a 
Veeam-only 
user account 

X X X X 

 
Note1: Configure only when using a remote copy configuration for backup and restore. 

Prerequisite requirements for Veeam® Backup & 
ReplicationÊ 

This section describes prerequisite requirements for Veeam® Backup & ReplicationÊ. 
The following table shows the configuration items list for Veeam® Backup & ReplicationÊ. 
Refer to the column for the use case you want to run and configure the checked main and sub-
sections in the order of the steps. 

 

Main section Sub Section 

Use case 

Backup from 
Storage 
Snapshots 

Snapshots 
Orchestration 

Backup from 
Storage 
Snapshots with 
Retention 

Instant 
Recovery from 
Storage 
Snapshots 

Installing the 
Hitachi 
Storage  

Installing the 
Hitachi 
Storage Plug-
in 

X 
Note1 

X 
Note1 

X 
Note1 

X 
Note1 

 
Setting up a 
configuration 
file 

Configuring a 
configuration 
file 

X 
Note2 

X 
Note2 

X 
Note2 

X 
Note2 

 
Note1: Configure only for backup servers that perform backup and restore. 
Note2: Configure only when using a configuration file and managing storage resources. 
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Chapter 3: Pre-configuration settings details 

This chapter describes how to pre-configure Hitachi storage and Veeam® Backup & ReplicationÊ. 

Pre-configuration settings for Hitachi storage 

This section describes the pre-configuration of Hitachi Virtual Storage Platform (VSP) and Hitachi 
Virtual Storage Platform One (VSP One). 

Installing program products 

To use Hitachi Storage Plug-in for Veeam®  Backup & Replication, the following program products 
must be installed: 

 Hitachi Storage Virtualization Operating System (SVOS): 

o Hitachi LUN Manager 

o Hitachi Dynamic Provisioning (HDP) 

o Resource Partition Manager 

 If data reduction shared volumes are backed up: 

o Hitachi Thin Image Advanced 

 If other volumes are backed up; 

o Hitachi Thin Image 

When configuring using the Maintenance Utility in a VSP environment, see Appendix B: Verifying the 
Program Products License.  
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¶ Procedure for VSP 

1. Log in to Storage Navigator as a Storage Administrator. 
If you cannot access Storage Navigator, launch the Maintenance Utility from a web browser 
(http(s)://<GUM controller IP Address>/MaintenanceUtility/) and log in with one of the following 
account types: 

 A built-in user account from the Storage Administrator built-in user group. 

 A user account with the Security Administrator (View and Edit) role. 

2. Go to Maintenance Utility > License, and verify that the status for each of the required program 
products is Installed, as shown. 

 

3. If the status of the required program products is Not Installed, perform the license installation. 

 
¶ Procedure for VSP One 

1. Log in to VSP One Block Administrator and click Management Tools > Maintenance Utility. 
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2. On the Maintenance Utility page, select Administration > Licenses and verify that the Status 
of the required program products is Installed. 

 

3. If the status of the required program products is Not Installed, perform the license installation. 

Allocating backup resource pool 

This section describes how to allocate a backup resource pool. 
To allow the Hitachi Storage Plug-in to detect the backup resource pool, it is necessary to create the 
pool based on the following requirements. 

 Prefix the pool name of the backup resource pool with "VBR_". 

 The backup resource pool must have a pool type of HDP. 

The backup resource pool can either be newly created or an existing pool can be used as a pool for 
backup resources. 
The following table shows the advantages of each configuration. 
Select either configuration according to your organizationôs policies. 
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Configurations Benefits 

Configuration using 
the new pool as the 
backup resource pool 

You can divide management for production and backup 
pool. 
Therefore, you can protect the backup resource from 
unauthorized access. 

Configuration using 
an existing pool as a 
backup resource pool 

You can integrate management for production and 
backup; however, the production pool and snapshot or 
clone will share capacity, which may result in the pool 
capacity being depleted beyond the defined threshold. 

 
When creating a new pool, see ñCreating a pool for the backup system.ò 
 
The following figure shows a configuration that uses the newly created pool as a backup resource 
pool. 

 

 
 

When using an existing pool, see ñRenaming an existing pool.ò 
The following figure shows a configuration that uses the existing pool as a pool for backup 
resources. 
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¶ Creating a pool for the backup system 

To create a pool for backup resources in a VSP environment, it is necessary to first create a 
Pool VOL (pool volume). 
The following steps describe how to configure the Pool volume and the pool. 
 

¶ Configuring a Pool Volume 

To minimize the interference between the production and backup systems or to reduce the 
impact of a hardware failure, provide a different parity group for storing snapshot image data 
separate from the production system. From this parity group, create a Pool VOL for storing 
snapshot images. 
When configuring using Ops Center Administrator in a VSP environment, see Appendix A: 
Configuring a parity group. 

 

¶ Procedure for VSP 

1. Log in to Storage Navigator as a storage administrator user. 

2. Go to Storage Systems > Parity Groups and create a Pool VOL to store the snapshot image 
data. 
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¶ Creating a Pool  

¶ Procedure for VSP 

1. Log in to Storage Navigator as a Storage Administrator. 

2. Go to Storage Systems > Pools > Create Pools and create a Dynamic Provisioning pool. 

 

3. To create a Dynamic Provisioning pool, use the created Pool VOL. For Pool Type, select 
Dynamic Provisioning. 

 

4. Enter the pool name prefixed with ñVBR_ò for the Hitachi Storage Plug-in to detect. 

Pool name format: VBR_<any-character-string>. For example: VBR_Pool1. 
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5. Verify that the Pool Type of the Dynamic Provisioning pool is DP, and verify the Pool VOL 
information. 
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¶ Procedure for VSP One 

1. Log in to VSP One Block Administrator, click Storage > Pools > Create Pool. 

 

2. On the Create Pool page, enter the name of the pool that the Hitachi Storage Plug-in will detect 
in the POOL NAME field, and then click Submit. 

Pool name format: VBR_<any-character-string>. For example: VBR_TEST-Pool. 

 
3. On the Pools page, confirm that the Pool created in step 2 has been created. 
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¶ Renaming an existing pool 

If an existing DP/DT Pool is used as a backup resource pool, its name must be prefixed with 
'VBR_' for the Hitachi Storage Plug-in to recognize it. 
When configuring this in a VSP environment using Ops Center Administrator, see Appendix A: 
Renaming an existing pool. 
When configuring this in a VSP environment using CCI, see Appendix B: Renaming an existing 
pool. 

 

¶ Procedure for VSP 

1. Log in to Storage Navigator as a Storage Administrator. 

2. Go to Storage Systems > Pools > More Actions and select Edit Pools. 

 

3. Enter the pool name prefixed with ñVBR_ò for the Hitachi Storage Plug-in to detect. 

Pool name format: VBR_<any-character-string>. For example: VBR_Snapshot-Pool. 
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4. Verify that the pool name is prefixed with ñVBR_ò. 
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¶ Procedure for VSP One 

1. Log in to VSP One Block Administrator and click Storage > Pools > Select Target Pool > Edit 
Pool. 

 

2. On the Edit Pool page, change the existing pool name in the POOL NAME field to a name that 
Plug-in can detect and click Submit. 

Pool name format: VBR_<any-character-string>. For example: VBR_TEST-Pool. 

 

3. On the Pools page, make sure that the pool name is prefixed with "VBR_". 
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Configuring connectivity between Hitachi storage and 
various servers 

This section describes how to configure the connection between the backup proxy server or restore 
destination ESXi and Hitachi storage. 
 
¶ Configuring connectivity with a backup proxy server 

Create a logical path between the backup proxy server and the storage system for the backup proxy 
server to detect the snapshot volume. 

Create the host group or iSCSI target required for creating logical paths with the following 
requirements: 

 The host group name or iSCSI target name must be prefixed with " VBR_".  

 The host mode or iSCSI target mode must be ñ21 [VMware Extension]ò. 

 The selected host mode options or iSCSI target mode options must be 2, 22, 25, 40, 54, 63, 68, 
91, and 110. 

When configuring a connection with the backup proxy server using Fibre Channel, see Configuring a 
Snapshot-Data-Accessing Target Port using a Fibre Channel. 
When configuring a connection with the backup proxy server using iSCSI, see Configuring a 
Snapshot-Data-Accessing Target Port using iSCSI:. 
When configuring in a VSP environment using Ops Center Administrator, see Appendix A: 
Configuring a Host Group for the Backup Proxy Server. 
When configuring in a VSP environment using CCI, see Appendix B: Configuring a Host Group for 
the Backup Proxy Server. 

 
¶ Configuring a Snapshot-Data-Accessing Target Port using a Fibre Channel. 

The following figure shows configuring a host group. 
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Limitations 

 Do not add the prefix ñVBR_ò to the host group name for production servers. 

 Do not register the WWN of the backup proxy server with a host group that does not have a 
"VBR_" prefix. 

 If there are multiple backup proxy servers, do not mix and register the WWNs of each proxy 
server into a host group that has  a "VBR_" prefix. 

 Create a host group with the prefix "VBR_" in the host group name for each number of backup 
proxy servers and register a WWN that meets both of the following conditions for the one host 
group. 

o HBA on one backup proxy server. 

o All WWNs of the HBA port used to connect to the storage. 

 The following example configuration uses Storage port CL1-A to set up a connection between 
the Hitachi storage and the Backup Proxy Server according to the previously mentioned 
limitations. 

o Register Backup Proxy Server #1 (WWN01 and WWN02) into the Host Group #1. 

o Register Backup Proxy Server #2 (WWN03) into the Host Group#2. 

o Do not register Backup Proxy Server #2 (WWN04) into the Host Group#2. 

The following figure shows the correct configuration for connectivity between Hitachi storage 
and Backup Proxy Server using Fibre Channel. 

 

In addition, the following is an example of a configuration that violates the preceding limitations. 

o Register Backup Proxy Server#1 (WWN01 and WWN02) and Backup Proxy Server#2 
(WWN03) into the Host Group#1. 

In addition to WWN01 and WWN02 for Backup Proxy Server#1, also register WWN03 for 
Backup Proxy Server#2 into the Host Group#1. 

The following figure shows an incorrect configuration for connectivity between Hitachi storage 
and the backup proxy server using Fibre Channel. 
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¶ Procedure for VSP 

1. Log in to Storage Navigator as a Storage Administrator. 

2. Go to Storage Systems > Ports/Host Groups/iSCSI Targets > Port > Create Host Groups 
and configure a host group name. 

Note: The host group name must be prefixed with ñVBR_ò for the Hitachi Storage Plug-in to 
detect. 

Host group name format: VBR_<any-character-string>. For example: VBR_HG003. 

 

3. Configure the host mode and host mode options for the host group: 

 For Host Mode, select 21 [VMware Extension]. 

 For Host Mode Options, select the following modes: 2, 22, 25, 40, 54, 63, 68, 91,110. 
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4. Register the Initiator Port WWN of the backup proxy server to the host group. 

 

5. Verify the snapshot-data-accessing target port. 

In the Hosts window, verify that the host group name created in step 2 and the HBA WWN 
registered in step 4 appear correctly, as shown in the following screenshot: 
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6. Verify that the host mode and host mode options configured in step 3 are correct. 

 

 

¶ Procedure for VSP One 

1. Log in to VSP One Block Administrator and click Management Tools > Command Console. 
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2. Confirm that the Command Console page has started. 

 

3. To create a host group, run the following command. 

raidcom add host_grp -port <port#> -host_grp_name <host group name> 

Input parameters: 

 <port#> enter the port number for the backup system. For example, CL5-C. 

 <host group name> enter the host group name prefixed with ñVBR_ò 

4. To change the host mode and host mode options for the host group, run the following command. 

raidcom modify host_grp -port <port#> <host group name> -host_mode <host mode> -
set_host_mode_opt <host mode option> 

Input parameters: 

 <port#> enter the port number set in step 3. 

 <host group name> enter the host group name set in step 3. 

5. <host mode> enter ñVMWARE_EXò. 

 <host mode option> enter the following modes: ñ2, 22, 25, 40, 54, 63, 68, 91, 110ò. 

6. To register the initiator port WWN of the backup proxy server in the host group, run the following 
command: 
raidcom add hba_wwn -port <port#> <host group name> -hba_wwn <WWN strings> 

Input parameters: 

 <port#> enter the port number set in step 3. 

 <host group name> enter the host group name set in step 3. 

 <WWN strings> enter the initiator port WWN of the backup proxy server. 
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The following are examples of the commands from step 3 to step 5. 

 

7. To verify that the host mode and host mode options are set correctly, run the following 
command: 
raidcom get host_grp -port <port#> 

Input parameters: 

 <port#> enter the port number set in step 3. 

8. To verify that the initiator port WWN of the backup proxy server is correctly set to the host group, 
run the following command: 
raidcom get hba_wwn -port <port#> <host group name> 

Input parameters: 

 <port#> enter the port number set in step 3. 

 <host group name> enter the host group name set in step 3. 

The following is an example of the commands from step 6 to step 7. 
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¶ Configuring a Snapshot-Data-Accessing Target Port using iSCSI: 

 

The following figure shows how to configure an iSCSI target. 

 

 
Limitations 

 Do not add the prefix ñVBR_ò to the iSCSI target name for production servers.  

 Do not register the IQN of the backup proxy server with an iSCSI target that does not have a 
"VBR_" prefix. 

 If there are multiple backup proxy servers, do not mix and register the IQNs of each proxy server 
into an iSCSI target that has a "VBR_" prefix. 

 Create an iSCSI target that have a "VBR_" prefix in the iSCSI target name for each number of 
backup proxy servers and register an IQN that meets both of the following conditions for the one 
iSCSI target. 

o NICs on one backup proxy server. 

o All IQNs of the NIC port used to connect to the storage. 

 As an example, the following uses Storage port CL1-B to set up a connection between Hitachi 
storage and the Backup Proxy Servers according to the previously mentioned limitations. 

o Register Backup Proxy Server #1 (IQN01 and IQN02) into the iSCSI target#1. 

o Register Backup Proxy Server #2 (IQN03) into the iSCSI target#2. 

o Do not register Backup Proxy Server #2 (IQN04) into the iSCSI target#2. 
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The following figure shows the correct configuration for connectivity between Hitachi storage and 
Backup Proxy Server using iSCSI. 

 

 

In addition, the following is an example of a configuration that violates the preceding limitations.  

o Register Backup Proxy Server #1 (IQN01 and IQN02) and Backup Proxy Server #2 (IQN03) 
into the iSCSI target#1. 

In addition to IQN01and IQN02 for Backup Proxy Server#1, also register IQN03 for Backup 
Proxy Server#2 into the iSCSI target#1. 

The following figure shows an incorrect configuration for connectivity between Hitachi storage 
and Backup Proxy Server using iSCSI. 
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¶ Procedure for VSP 

1. Log in to Storage Navigator as a Storage Administrator. 

2. Go to Storage Systems > Ports/Host Groups/iSCSI Targets > Port > Create iSCSI Targets and 
configure an iSCSI target name. 

Note: The iSCSI target name must be prefixed with ñVBR_ò for the Hitachi Storage Plug-in to 
detect. The iSCSI target name format is: VBR_<any-character-string>. For example: 
VBR_HG003. 

 

3. Configure the host mode and host mode options for the iSCSI target: 

 For Host Mode, select 21 [VMware Extension]. 

 For Host Mode Options, select: 2, 22, 25, 40, 54, 63, 68, 91, 110 
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4. Register the IQN to the iSCSI target. 

 

5. Verify the snapshot-data-accessing target port. 

In the Hosts window, verify that the iSCSI target Name created in step 2, and the IQN registered 
in step 4 are appearing correctly, as shown in the following screenshot: 

 

6. Verify that the host mode and host mode options configured in step 3 are correct. 
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¶ Configuring connectivity with ESXi restore destination 

To perform recovery of the restore server using Instant Recovery, you must create a logical path 
between the restore server and the storage system. For more details on the procedures, see 
ñConfiguring Connectivity with backup proxy server.ò 

The following are the requirements for using the Hitachi Storage Plug-in with the host group or iSCSI 
target: 

 The host group name or iSCSI target name under the target port of the clone volume access 
must be prefixed with "VBR_". 

 The host mode or iSCSI target mode under the target port of the clone volume must select ñ21 
[VMware Extension]ò. 

 The host mode options or iSCSI target mode options under the target port of the clone volume 
must be as follows: 2, 22, 25, 40, 54, 63, 68, 91, 110. 

When configuring settings in a VSP environment using Ops Center Administrator, see Appendix A: 
Configuring a Host Group for VMware ESXi Host for Restoration. 

When configuring settings in a VSP environment using CCI, see Appendix B: Configuring a Host 
Group or iSCSI Target for VMware ESXi Host for Restoration. 
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Figure 1 Configuring a host group for the VMware ESXi host for restoration 

Limitations 

 Do not add the prefix ñVBR_ò to the host group name or iSCSI target name for production 
servers. 

 Do not register the WWN or IQN of the VMware ESXi host to be used for the restore destination 
with a host group or iSCSI target that does not have a "VBR_" prefix. 

¶ Limitations for Fibre Channel 

 If multiple WWNs of the VMware ESXi Host are used as the restore destination, do not mix and 
register each WWNs of the VMware ESXi Host into a host group that have a "VBR_" prefix. 

 Create a host group that have a "VBR_" prefix in the host group name for each WWN of the 
VMware ESXi Host to be used as the restore destination and register a WWN that meets both of 
the following conditions for the one host group. 

o HBA on one VMware ESXi Host 

o One WWN of HBA port used to connect to storage 

 As an example, the following uses Storage port CL1-C to set up a connection between Hitachi 
storage and the VMware ESXi Host according to the previously mentioned limitations. 

o Register VMware ESXi Host (WWN01) into the Host Group #1. 

o Register VMware ESXi Host (WWN02) into the Host Group #2. 

The following figure shows the correct configuration for connectivity between Hitachi storage and the 
restore server using Fibre Channel. 
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In addition, the following is an example of a configuration that violates the preceding limitations. 

o Register VMware ESXi Host (WWN01 and WWN02) into the Host Group #1. 

Add WWN01 and WWN02 of VMware ESXi Host into the Host Group#1. 
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The following figure shows an incorrect configuration for connectivity between Hitachi storage 
and restore server using Fibre Channel. 

 

 

 

Limitations for iSCSI 

 If multiple IQNs of the VMware ESXi Host are used as the restore destination, do not mix and 
register each IQNs of the VMware ESXi Host into an iSCSI target that have a "VBR_" prefix. 

 Create an iSCSI target that have a "VBR_" prefix in the iSCSI target name for each IQN of the 
VMware ESXi Host to be used as the restore destination and register an IQN that meets both of 
the following conditions for the one iSCSI target. 

o NIC on one VMware ESXi Host. 

o One IQN of NIC port used to connect to storage. 

 As an example, the following uses Storage port CL1-D to set up a connection between Hitachi 
storage and the VMware ESXi Host according to the previously mentioned limitations. 

o Register VMware ESXi Host (IQN01) into the iSCSI target#1 

o Register VMware ESXi Host (IQN02) into the iSCSI target#2 
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The following figure shows the correct configuration for connectivity between Hitachi storage and 
restore server using iSCSI. 

 

In addition, the following is an example of a configuration that violates the preceding limitations. 

o Register VMware ESXi Host (IQN01 and IQN02) into the iSCSI target#1 

In this example, add IQN01 and IQN02 for VMware ESXi Host into the iSCSI target#1. 
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The following figure shows an incorrect configuration for connectivity between Hitachi storage 
and restore server using iSCSI. 

 

Procedure for VSP 

1. Log in to Storage Navigator as a Storage Administrator 

2. Go to Storage Systems > Ports/Host Groups/iSCSI Targets > Port > Create Host Groups and 
configure a host group name. 

Note: The host group name must be prefixed with ñVBR_ò for the Hitachi storage Plug-in to detect. 

Host group name format: VBR_<any-character-string>. For example: VBR_HG003. 
3. Configure the host mode and host mode options for the host group or iSCSI target 

 For Host Mode, select 21 [VMware Extension]. 

 For Host Mode Option, select 2, 22, 25, 40, 54, 63, 68, 91, 110. 

4. Register the VMware ESXi host for restoration to the host group or the iSCSI target. Depending 
on the connection type, do one of the following: 

 When the connection type is Fibre Channel, register the initiator WWN of the VMware ESXi 
host for restoration to the host group. 

 When the connection type is iSCSI, register the initiator IQN of the VMware ESXi host for 
restoration to the iSCSI target. 
Note: Before registering the IQN to the iSCSI target, create it without registering a host. 
 
The following number of iSCSI targets are required: (The number of iSCSI initiators included 
in a VMware ESXi host for restoration multiplied by the number of VMware ESXi hosts for 
restoration). 

5. Register the HBA WWN of the backup proxy server to the host group. 

6. Verify the snapshot-data-accessing the target port. 
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Creating a resource group for Veeam® Backup & 
ReplicationÊ and assigning storage resources for Hitachi 
Storage Plug-in to this resource group 

This section describes how to configure the Creating a resource group for Veeam® Backup & 
ReplicationÊ and assigning undefined LDEV IDs. 
 
Create a resource group to store the storage resources that can be used by the Hitachi storage 
Plug-in and to protect from unauthorized access. 
 
The resource group for the Backup System must be named with ñVBR_ò in the prefix because the 
plug-in recognizes the backup resource groups by the naming convention. 
 
Note: The meta_resource group cannot be used for backup systems because they cannot be 
renamed. 
The following resources must be assigned to the resource group with ñVBR_ò in the prefix: 
 

 Unused LDEV IDs for snapshot and clone volumes. ñUnused LDEV IDò means ñundefined state 
LDEVò. 

The plug-in creates snapshot or clone volumes using ñundefined state LDEVò in the backup 
resource group. 

 Host group or iSCSI target for the backup proxy server. 

This protects the host group or iSCSI target from other user access. 

 Storage port connecting the backup proxy server and Hitachi storage. 

 Pool VOL for the backup storage pool. 

Configure this only when creating a new pool to be used as a backup resource pool. 
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The following figure shows the creation of a resource group when using a newly created pool as a 
pool for the backup resource. 
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The following figure shows the creation of a resource group when one of the existing pools is 
used as a pool for production and backup resource. 
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The following figure shows the configuration for modifying an existing pool to use it as a pool 
for production and a backup resource. 
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The following figure shows the configuration for creating a new pool and using it as a pool for 
production and a backup resource. 
 

 
When configuring settings in a VSP environment using CCI, refer to Appendix B: Creating a 
Resource Group for Storing Storage Resources for Plug-in. 
 
¶ Creating a resource group for Veeam® Backup & ReplicationÊ 

¶ Procedure for VSP 

1. Log in to Storage Navigator as a Storage Administrator. 

2. Go to Administration > Resource Groups and click Create Resource Groups. 

3. In the Resource Group Name, enter the resource group name prefixed with ñVBR_ò for 
the Hitachi Storage Plug-in to detect. 

Resource group name format: VBR_<any-character-string>. For example: VBR_RG002. 
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4. Assign the following resources to the resource group: 

 The Pool VOL for storing snapshot image data. 

 Storage Port connecting backup proxy server and Hitachi storage. 

 Host group or iSCSI target for the backup proxy server. 

5. To verify that the intended Pool VOLs are assigned to the resource group created in step 3, go 
to Administration > Resource Groups and click the LDEVs tab as shown in the following 
screenshot: 

 

6. To verify that the intended ports are assigned to the resource group created in step 3, go to 
Administration > Resource Groups and click the Ports tab as shown in the following 
screenshot: 
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7. To verify that the intended host groups or iSCSI targets are assigned to the resource group 
created in step 3, go to Administration > Resource Groups and click the Host Groups / iSCSI 
Targets tab as shown in the following screenshot: 

 
 

¶ Procedure for VSP One 

1. Log in to VSP One Block Administrator and click Management Tools > Command Console. 

 

2. Confirm that the Command Console page has started. 
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3. To create a Resource group, run the following command: 

raidcom add resource -resource_name <resource group name> 

Input parameters: 

 <resource group name> enter the resource group name prefixed with "VBR_". 

 

4. To register a port in the resource group, run the following command: 

raidcom add resource -resource_name <resource group name> -port <port#> 

Input parameters: 

 <resource group name> enter the resource group name set in step 3. 

 <port#> enter the port number. 

 

5. To register a host group with the resource group, run the following command: 

raidcom add resource -resource_name <resource group name> -port <port#> <host group 
name> 

Input parameters: 

 <resource group name> enter the resource group name set in step 3. 

 <port#> enter the port ID of the host group. 

 <host group name> enter the host group. 

 

6. As a preliminary check to register Pool VOL with the resource group, run the following command: 

raidcom get dp_pool 

7. To register Pool VOL in the resource group, run the following command: 

raidcom add resource -resource_name <resource group name> -ldev_id <ldev#> 

Input parameters: 

 <resource group name> enter the resource group name set in step 3. 

 <ldev#> enter the LDEV ID of Pool VOL identified in step 6. 

The following is an example of the commands from step 6 to step 7. 

 

8. To verify that the resource is registered in the resource group, run the following command. 

 For resource group: 

raidcom get resource 

 For port: 

raidcom get port -resource <resource_id> 



 

 Hitachi Storage Plug-in for Veeam Backup & Replication v2.1 Page 50 
 

Input parameter: 

<resource_id> enter the resource group id set in step 3. 

 For host group: 

raidcom get host_grp -port <port#> -resource <resource_id> 

Input parameters: 

<port#> enter the port ID of host group set in step 4. 

<resource_id> enter the resource group id set in step 3. 

 For Pool VOL: 

raidcom get dp_pool -resource <resource_id> 

Input parameters: 

<resource_id> enter the ID of the resource group you created in step 3. 

 

 

¶ Assigning undefined LDEV IDs 

¶ Procedure for VSP 

1. Log in to Storage Navigator as a Storage Administrator. 

2. To register unused LDEV IDs, go to Administration > Resource Groups, then click the LDEVs 
tab and select Add Resources. 
After registering unused LDEV IDs, verify that the unused LDEV IDs appear in the LDEVs tab, 
as shown in the following screenshot. 

Note: When snapshots or snapshot clones are created by Veeam Backup & Replication, 
secondary volumes of Thin Image pairs or volumes cloned by Thin Image are created on the 
storage system. You must assign LDEV IDs for each secondary and cloned volumes. Therefore, 
ensure that  enough unused LDEV IDs are available. 
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¶ Procedure for VSP One 

1. Log in to VSP One Block Administrator and click Management Tools > Command Console. 

 

2. Confirm that the Command Console page has started. 
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3. To register a single unused LDEV ID, run the following command: 

raidcom add resource -resource_name <resource group name> -ldev_id <ldev#> 

Input parameters: 

 <resource group name> enter the resource group name. 

 <ldev#> enter the unused LDEV IDs. 

To register multiple unused LDEV IDs, run the following command: 

for i in {ldev-start#..ldev-end#}; do raidcom add resource -resource_name <resource group 
name> -ldev_id $i; done 

Input parameters: 

 <ldev-start#..ldev-end#> specify a range of unused LDEV IDs to register. 

 <ldev-start#>enter the unused LDEV IDs. 

 <ldev-end#>enter the unused LDEV IDs. 

 <resource group name> enter the resource group name. 

Note: When snapshots or snapshot clones are created by Veeam Backup & Replication, 
secondary volumes of Thin Image pairs or volumes cloned by Thin Image are created on the 
storage system. You must assign LDEV IDs to these secondary and cloned volumes. Therefore,  
ensure that  enough unused LDEV IDs are available. 

 

4. To verify that the unused LDEV ID is registered in the resource group, run the following 
command: 

raidcom get ldev -ldev_id <ldev#> 

Input parameter: 

 <ldev#> enter the unused LDEV IDs set in step 3. 
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Configuring remote copy settings 

This section describes the following configuration methods required for backup and recovery using a 
remote copy configuration. Configure these settings only when performing backup and restore 
operations with a remote copy setup. 

 Configuring a Device Group and Copy Group (GAD, TC, and UR Configuration Only) 

 Configuring a Remote Storage System for Synchronous Replication Configuration 

In addition, the following conditions must be met to use the remote copy setup. 
 The volume to be backed up must be DP-VOL. 

 If a pair is configured for volume backup, the following program products must be supported: 

o Thin Image (TI) (root volume only) 

o Thin Image Advanced (root volume only) 

o Global-Active Device (GAD) 

o True Copy (TC) 

o Universal Replicator (UR) (primary volume of primary site only) 

 If the global-active device pair is in a suspended state and the I/O mode of the volume is set to 
Block, the backup job will fail. To back up a global-active device volume, the volume must 
belong to a device group. This device group must also belong to a copy group created using the 
same MU number as the global-active device pair. 

 

¶ Configuring a Device Group and Copy Group (global-active device, TC, and UR configuration only) 

In synchronous replication and asynchronous replication configuration, if you use the 
secondary volume as the backup source volume, you must create one copy group for the 
Hitachi Storage Plug-in in the VSP storage system. 
Device group and copy group presets using the CCI server are required. If the device group 
already exists, then create a copy group. The copy group for the Hitachi Storage Plug-in 
must have the ñVBR_ò prefix. 
Note: Do not rename the existing copy group. Renaming an existing copy group may result 
in remote copy pair suspension or deletion. 
 

¶ Procedure for VSP 

The following figures show the before and after settings for device groups and copy groups used 
by the Hitachi Storage Plug-in. 

This figure shows the state before configuring the device and copy groups for LDEV#768 and 
LDEV#15872. 
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Error! Reference source not found. figure shows the state after configuring the device and copy 
groups for LDEV#768 and LDEV#15872. 

 

 

 

The following procedure describes how to configure the device and copy groups. 

1. Log in to CCI as a Storage Administrator. 

2. Create a device group using the following command: 

raidcom add device_grp 

A device group is created for each storage in which a GAD volume is configured. 
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For example, 

raidcom add device_grp -device_grp_name devgrp2 dev21 -ldev_id 768 -IH0 

raidcom add device_grp -device_grp_name devgrp3 dev31 -ldev_id 15872 -IH1 

3. Verify the device group information using the following command: 

raidcom get device_grp 

For example, 

raidcom get device_grp -device_grp_name devgrp2 -IH0 

LDEV_GROUP LDEV_NAME LDEV# Serial# 

devgrp2  dev21  768 400001 

 

raidcom get device_grp -device_grp_name devgrp3 -IH1 

LDEV_GROUP LDEV_NAME LDEV# Serial# 

devgrp3  dev31  15872 400024 

4. Create a copy group using the following command: 

Create a copy group for each storage system in which the device group is configured in step 2. 

For example, 

raidcom add copy_grp -copy_grp_name VBR_gadcpgrp1 devgrp2 -mirror_id h0 -IH0 

raidcom add copy_grp -copy_grp_name VBR_gadcpgrp1 devgrp3 -mirror_id h0 -IH1 

5. Verify the copy group information using the following command: 

raidcom get copy_grp 

For example, 

raidcom get copy_grp -IH0 

COPY_GROUP LDEV_GROUP  MU# JID# Serial# 

VBR_gadcpgrp0  devgrp0  h0 - 400001 

VBR_gadcpgrp1  devgrp2  h0 - 400001 

 

raidcom get copy_grp -IH1 

COPY_GROUP LDEV_GROUP  MU# JID# Serial# 

VBR_gadcpgrp0  devgrp1  h0 - 400024 

VBR_gadcpgrp1  devgrp3  h0 - 400024 

 

¶ Configuring a Remote Storage System for Synchronous Replication Configuration 

To back up a secondary storage system in a synchronous replication configuration, the 
primary and secondary storage systems must be connected to the management network. 
This section outlines the remote storage registration procedure for establishing this 
connection. 
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¶ Procedure 

1. Log in to the PF-REST API client. 

For details on how to use PF REST API, see the PF REST API product documentation. 

2. Check the storage information "storageDeviceId" used for remote storage registration. 

1. Request line: 

 GET <base URL>/v1/objects/storages 

2. Request message: 

 Object ID: None 

 Query parameters: None 

 Body: None 

For VSP example: 

For primary storage: 
curl -k -H "Accept:application/json" -GET https://<primary storage SVP IP> 
/ConfigurationManager/v1/objects/storages 

3. For secondary storage: 
curl -k -H "Accept:application/json" -GET https://<secondary storage SVP IP> 
/ConfigurationManager/v1/objects/storages 

4.  
For VSP One example: 

For primary storage: 
curl -k -H "Accept:application/json" -GET https://<primary storage service IP> 
/ConfigurationManager/v1/objects/storages 

For secondary storage: 
curl -k -H "Accept:application/json" -GET https://<secondary storage service IP> 
/ConfigurationManager/v1/objects/storages 

5. The following screenshot shows an example of running a command using VSP. 

 

3. Create sessions for the primary and secondary storage systems. 
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Request Line: 

 POST <Base URL>/v1/objects/sessions 

6. Request message: 

 Object ID: None 

 Query parameters: None 

 Body: "aliveTime": 1~300. Used to specify the time before the session times out. If omitted, 
it is assumed to be 300. 

For VSP example: 

For primary storage: 
curl -k -H "Accept:application/json" -H "Content-Type:application/json" -u maintenance:raid-
maintenance -X POST https://<primary storage SVP IP> 
/ConfigurationManager/v1/objects/sessions/ -d "" 

For secondary storage: 
curl -k -H "Accept:application/json" -H "Content-Type:application/json" -u maintenance:raid-
maintenance -X POST https://<secondary storage SVP IP> 
/ConfigurationManager/v1/objects/sessions/ -d "" 

7.  
For VSP One example: 

For primary storage: 
curl -k -H "Accept:application/json" -H "Content-Type:application/json" -u maintenance:raid-
maintenance -X POST https://<primary storage service IP> 
/ConfigurationManager/v1/objects/sessions/ -d "" 

For secondary storage: 
curl -k -H "Accept:application/json" -H "Content-Type:application/json" -u maintenance:raid-
maintenance -X POST https://<secondary storage service IP> 
/ConfigurationManager/v1/objects/sessions/ -d "" 

8. The following screenshot shows an example of running a command using VSP. 

 

4. Register the remote storage systems on both storage systems to pair. 

Request Line: 

 POST <Base URL>/v1/objects/remote-storages 

Request message: 

 Object ID: None 

 Query parameters: None 
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 Body: the following table shows the Request Message - Body List codes: 

Attribute Description 

storageDeviceId (MANDATORY) The storage device ID for the secondary 
storage system. 

restServerIp* (MANDATORY) The IP address used by the REST API 
server on the secondary storage system-side in the format 
of IPv4, IPv6, or hostname. 

restServerPort (MANDATORY) The port number used by the REST API 
server on the secondary storage system-side for SSL 
communication. 

isMutualDiscovery 
(OPTIONAL) You can specify whether to mutually register 
the primary storage system information with the REST API 
server on the secondary storage system side. 

 true: Mutual registration 

 false: No Mutual registration 

If omitted, true is set. 

 

Note: *The storage IP addresses specified in restServerIp and Add Storage must be the same. 

9. For VSP example: 
curl -v -k -H "Accept:application/json" -H "Content-Type:application/json" -H "Remote-
Authorization:Session efc-d6cd-43d8-985e-b6d9fecb960b" -H "Authorization:Session 2fac0cc2-
c400-4f03-a33b-85e73858efcb" -POST https://<primary storage SVP IP> 
/ConfigurationManager/v1/objects/remote-storages --data "{\"storageDeviceId\": 
\"882000400024\",\"restServerIp\": \"<secondary storage SVP IP>\",\"restServerPort\": 
443,\"isMutualDiscovery\": true}" 

For VSP One example: 
curl -v -k -H "Accept:application/json" -H "Content-Type:application/json" -H "Remote-
Authorization:Session efc-d6cd-43d8-985e-b6d9fecb960b" -H "Authorization:Session 2fac0cc2-
c400-4f03-a33b-85e73858efcb" -POST https://<primary storage service IP> 
/ConfigurationManager/v1/objects/remote-storages --data "{\"storageDeviceId\": 
\"882000400024\",\"restServerIp\": \"<secondary storage service IP>\",\"restServerPort\": 
443,\"isMutualDiscovery\": true}" 

10. The following screenshot shows an example of running a command using VSP. 

 

5. Verify that the remote storage registration is successful. 
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Note: The "storageDeviceId" value must be the secondary storage system and the "dkcType" 
value must be "Remote". 

Request Line: 

GET <Base URL>/v1/objects/remote-storages 

Request message: 

 Object ID: None 

 Query parameters: None 

 Body: None 

11. For VSP example: 
curl -k -H "Accept: application/json" -H "Authorization:Session 2fac0cc2-c400-4f03-a33b-
85e73858efcb" -GET https://<primary storage SVP IP> 
/ConfigurationManager/v1/objects/remote-storages 

For VSP One example: 
curl -k -H "Accept: application/json" -H "Authorization:Session 2fac0cc2-c400-4f03-a33b-
85e73858efcb" -GET https://<primary storage service IP> 
/ConfigurationManager/v1/objects/remote-storages 

12. The following screenshot shows an example of running a command using VSP. 
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Setting up a Veeam-only user account 

This section describes how to create user groups and users for Veeam Backup & Replication. 
To protect the storage resources managed by Hitachi Storage Plug-in from being used by other 
administrators, the resource group for the Hitachi Storage Plug-in is assigned only to a specific user 
group. 
If you are unable to create a user group for backup administrators, assign the user to the Built-in 
Administrator User Group. 
In a VSP environment, use Storage Navigator to create user groups and users for Veeam Backup & 
Replication. 
If Storage Navigator is not accessible, use the Maintenance Utility to create users in the built-in user 
group. 
In a VSP One environment, use the REST API and Maintenance Utility to create user groups and 
users for Veeam Backup & Replication. 

 
¶ Procedure for VSP 

1. From Storage Navigator, go to Administration > User Groups and click Create User Group. 

2. Create the User Group by entering the user group name. 
For example: Storage Administrator (Provisioning) 

 

3. Create a user in the user group created in step 2 by entering the username. 

For example: Veeam_user. 

Note: The user you create must register the Hitachi storage system in the backup server. 

4. To verify the user group and user, go to Administration > User Groups > Storage 
Administrator (Provisioning), and click the Users tab. 
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5. Configure the following roles for the Veeam-dedicated user group: 

 Storage Administrator (Local Copy) 

 Storage Administrator (Provisioning) 

 Storage Administrator (View Only) 

6. To verify the roles configured for the user group, go to Administration > User Groups > 
Storage Administrator (Provisioning), and click the Roles tab. 

 

7. Assign the following resource groups in the Veeam-dedicated user group: 

 Resource group of the meta_resource for the production system 

 Resource group for  Veeam® Backup & ReplicationÊ 

Creating this resource group is described in ñCreating a resource group for Veeam® Backup 
& ReplicationÊ and assigning storage resources for Hitachi Storage Plug-in to this resource 
group.ò 

8. To verify the resource groups configured for the user group, go to Administration > User 
Groups > Storage Administrator (Provisioning), and click the Resource Groups tab. 
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If you cannot access Storage Navigator, use the Maintenance Utility to perform the following steps: 
1. To launch the Maintenance Utility, enter the following URL in the web browser: http(s)://<GUM 

controller IP Address>/MaintenanceUtility/. 

2. Go to Administration > User Administration and click Create User for Veeam Backup & 
Replication using the Hitachi Storage Plug-in. 

 

3. Create a user for the Built-in Administrator User Group by entering the username. 

For example: Veeam_user 

Note: The user created here must register the Hitachi storage system in the backup server. 
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¶ Procedure for VSP One 

1. Log in to the PF-REST API client. 

For details on how to use PF REST API, see the PF REST API product documentation. 

2. Create a session for the storage system. 

Request Line: 

 POST <Base URL>/v1/objects/sessions 

Request message: 

 Object ID: None 

 Query parameters: None 

 Body: "aliveTime": 1~300. Used to specify the when the session times out. Default is 300. 

For example: 
curl - v - H "Accept:application/json" - H "Content - Type:application/json" 

- u maintenance:raid - maintenance - X POST http:// <storage service IP>  

/ConfigurationManager/v1/objects/sessions/ - d ""  

 

3. Create a user group. 

Request Line: 

 POST <Base URL>/v1/objects/user-groups 

Request message: 

 Object ID: None 

 Query parameters: None 

 Body: Body: the following table shows the user group attributes list codes. 














































































































































