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Preface

About this document

This document describes how to set up and integrate Veeam Backup® & ReplicationE with
Universal Storage API Integrated Systems using Hitachi Storage Plug-in for Veeam® Backup &
ReplicationE for VMware vSphere. In addition, this document includes guidance for backing up
and restoring VMs, and best practices for configuring a backup job.

Getting help

Hitachi Vantara Support Connect is the destination for technical support of products and solutions sold by
Hitachi Vantara. To contact technical support, log on to Hitachi Vantara Support Connect for contact information:
https://support.hitachivantara.com/en_us/contact-us.html.

Hitachi Vantara Community is a global online community for customers, partners, independent software
vendors, employees, and prospects. It is the destination to get answers, discover insights, and make
connections. Join the conversation today! Go to community.hitachivantara.com, register, and complete your
profile.

Comments

Please send your comments on this document to doc.feedback@hitachivantara.com. Include the document title
and number, including the revision level (for example, -07), and refer to specific sections and paragraphs
whenever possible. All comments become the property of Hitachi Vantara LLC.

Thank you!


http://support.hitachivantara.com/
https://support.hitachivantara.com/en_us/contact-us.html
http://community.hitachivantara.com/
http://community.hitachivantara.com/
mailto:doc.feedback@hitachivantara.com

Chapter 1. Overview

Hitachi Storage Plug-in for Veeam® Backup & ReplicationE is software that enables the creation of
storage snapshot by using the functions of Hitachi storage, which hosts virtual machines.
There are two advantages to using storage snapshots for backup and restore VMs.

The load on work processes is reduced because the quiesce time for VMs is shorter than when

using VMware vSphere snapshot images for backup.
The restore time is shorter than when using VMware vSphere snapshot images.

System configuration

The following figure shows the system configuration for backup and restore using Hitachi Storage
Plug-in for Veeam® Backup & ReplicationE .
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Components list

This section describes the components of the production and backup systems.

Production system

Production Server: A server that provides VM used for business operations.

Admin Server: A server that hosts the vCenter server responsible for managing production VM.
Datastore: A datastore is a logical container for storing VM files and data for production VMs,
which are formed from storage volumes.

Hitachi storage: The storage system creates and manages storage volumes that form datastore.
The storage administrator operates the storage using the following management user
interfaces.

o  Storage Navigator

o  Command Control Interface (CCI)

o Hitachi Virtual Storage Platform (VSP) One Block Administrator
o  Ops Center Administrator

0 Maintenance Utility

Backup system

Backup Server: The server with Veeam® Backup & ReplicationE Veeam® Backup &
ReplicationE installed centrally manages backup and restore operations.

Backup Administrator: Logs in to the backup server and performs backup or restore operations
using the Veeam® Backup & ReplicationE console.

Backup Proxy Server: The server retrieves virtual machine (VM) files from storage snapshots or
cloned volumes created over the network and processes their transfer to the backup repository
server.

Backup Repository Server: The server stores and manages backup data received from the
backup proxy server on external storage volumes.

Hitachi Storage Plug-in: The software is installed on the backup server. It relays instructions
from Veeam® Backup & ReplicationE to the storage system during backup and restore
operations.

The backup administrator uses this software from the Veeam® Backup & ReplicationE
console.

Hitachi Storage: The storage system creates and stores storage snapshots.

The storage administrator operates the storage system using the management user interfaces.

Hitachi Storage Plug-in for Veeam Backup & Replication v2.1 Page 8



Backup and restore use cases using Hitachi Storage
Plug-in for Veeam® Backup & ReplicationE

This section describes five use cases using Hitachi Storage Plug-in for Veeam® Backup &
Replicationk .

Backup from Storage Snapshots

1. Veeam® Backup & ReplicationE temporarily pauses the target VM for backup and creates a
VMware vSphere snapshot.

2. Hitachi storage detects the datastore that hosts the backup target VM and the VMware vSphere
shapshot created in stepl, then it creates a temporary snapshot.

3. Veeam® Backup & ReplicationE releases the backup target VM from its paused state and
removes the VMware vSphere snapshot.

4. The backup proxy server accesses the VMware vSphere snapshot replicated on a temporary
storage snapshot to retrieve VM data. It then converts the retrieved VM data into backup data
and transfers it to the backup repository server.

5. The backup repository server stores the backup data in the repository.
6. Veeam® Backup & ReplicationE removes the temporary storage snapshot.

The following advantages highlight the benefits of using storage snapshots.

Backup using VMware vSphere snapshots can take longer to process because the VM remains in a
quiesced state for an extended period until the operation completes.

In contrast, backups from storage snapshots are faster because the VM's quiesce time is reduced
and data is retrieved directly from the storage snapshot.

VM stun time can be minimized by limiting the retention duration of VMware snapshots, reducing the
impact of the backup on production environments and improving the Recovery Point Objective
(RPO).

Snapshot Orchestration

1. Veeam® Backup & ReplicationE temporarily pauses the target VM for backup and creates a
VMware vSphere Snapshot.

2. Hitachi storage detects the datastore hosting the backup target VM, and the VMware vSphere
snapshot created in stepl, then creates long-term storage snapshots.

3. Veeam® Backup & ReplicationE releases the backup target VM from its paused state and
removes the VMware vSphere Snapshot.

The following advantages highlight the value of Snapshot Orchestration.

Snapshot Orchestration does not retrieve VM data or transfer backup data to the backup repository
server. Instead, it stores storage snapshots in the storage system for extended periods of time.
Long-term storage snapshots are useful for restoring VMs (for example, enabling Instant Recovery
from storage snapshots). This is beneficial for rapid recovery in the event of human errors or logical
failures.

Hitachi Storage Plug-in for Veeam Backup & Replication v2.1 Page 9



Backup from Storage Snapshots with Retention

1. Veeam® Backup & ReplicationE temporarily pauses the target VM for backup and
creates a VMware vSphere snapshot.

2. Hitachi storage detects the datastore that hosts the backup target VM and the VMware
vSphere snapshot created in stepl, then it creates long-term storage snapshots and
temporary snapshots.

3. Veeam® Backup & ReplicationE releases the backup target VM from its paused state
and removes a VMware vSphere snapshot.

4. The backup proxy server accesses the VMware vSphere snapshot that is replicated on a
temporary storage snapshot to retrieve VM data. It then converts the retrieved VM data
into backup data and transfers it to the backup repository server.

The backup repository server stores the backup data in the repository.

Veeam® Backup & ReplicationE removes the temporary snapshots at the end of the
defined retention period.

The following advantages highlight the benefits of using Backup from Storage Snapshots.

The Backup from Storage Snapshots with Retention feature enables can concurrently
perform backup processing from storage snapshots and acquire storage snapshots with a
defined retention period

Backup from storage snapshots are a faster process because VM quiesce time is reduced
when data is retrieved directly from the storage snapshot rather than from VMware vSphere
shapshots.

Therefore, this reduces the impact of backup on production environments and improves the
RPO.

Long-term storage snapshots are useful for restoring VMs (for example, through Instant
Recovery from Storage Snapshots) and provide faster recovery in the event of human errors
or logical failures.

Additionally, employing this use case enables users to gain the following benefits:

1 Periodically stores backup files in the repository.

1 Backup from Storage Snapshots does not maintain a snapshot chain, but Backup from
Storage Snapshots with Retention maintains a snapshot chain on the storage system.

Instant Recovery from Storage Snapshots

1. Veeam® Backup & ReplicationE detects long-term storage snapshots and instructs
Hitachi storage to create a clone of the selected snapshots.

2. The target ESXi host recognizes the snapshot clone as a new volume and can perform
read and write operations on it.

Veeam® Backup & ReplicationE runs Instant Recovery of the VM.

After the Instant Recovery process is complete, Veeam® Backup & ReplicationE
removes the snapshot clone.

The following advantages highlight the benefits of using Instant Recovery from Storage
Snapshots:

Hitachi Storage Plug-in for Veeam Backup & Replication v2.1 Page 10



Instant Recovery from Storage Snapshots enables the immediate restoration of VMs from
storage snapshots, without the need for pre-staging or intermediate restores.

This capability allows for accelerated VM restoration, improved RTO (recovery time
objectives), and reduced downtime for production environments.

On-Demand Sandbox for Storage Snapshots

1. Veeam® Backup & ReplicationE detects the latest storage snapshot of a VM where the
virtual disk is stored in storage and instructs Hitachi storage to create a clone of these
shapshots.

2. The ESXi host, where the virtual lab is registered, recognizes the snapshot clone as a
new volume and can perform both read and write operations on it.

3. Veeam® Backup & ReplicationE performs the necessary operations for the On-Demand
Sandbox, such as rebuilding the VMX file, starting the VM, and conducting required tests
on the VM in a virtual lab.

4. After the On-Demand Sandbox session ends, Veeam® Backup & ReplicationE powers
off the VMs in the virtual lab, unmounts the datastore, and removes the snapshot clone.

The following advantages highlight the benefits of using On-Demand Sandbox for Storage
Snapshots.

The On-Demand Sandbox for Storage Snapshots is a use case where VMs restored from
storage snapshots can be launched in a virtual environment that is completely isolated from
the production environment.

By using this use case, you can perform many secondary tasks leveraging backup, including:

1 Troubleshooting VM issues
1 Testing software patches and upgrades

1 Installing new software

Hitachi Storage Plug-in for Veeam Backup & Replication v2.1 Page 11



Chapter 2: Prerequisite requirements

This chapter describes the prerequisite requirements necessary to run backups using the Hitachi
Storage plug-in, including the prerequisite requirements for Hitachi storage and Veeam® Backup &

ReplicationE .

Refer to the System requirements section in the Hitachi Storage Plug-in for Veeam® Backup &
ReplicationE Quick Start Guide for the system requirements of Hitachi storage.

Prerequisite requirements for Hitachi storage

This section outlines the prerequisite requirements for Hitachi storage.
The following table shows the configuration items list for Hitachi storage.
Refer to the column for the use case you want to run and configure the checked main and sub-

sections in the order of the steps.

Use case
_ _ _ Backup from Backup from Instant
Main section | Sub Section Snapshots Storage Recovery from
Storage . .
Snapshots Orchestration Snapshots with | Storage
Retention Snapshots

Installing Installing
program program X X X X
products products

Creating a
Allocating pool for the
backup backup X X X
resource system
pool Renaming an

existing pool X X X

Configuring
Configuring connectivity X X X
connectivity | with backup
between proxy server
Hitachi Configuring
storage and | connectivity
various with ESXi X
servers restore

destination
Creating a Creating a
resource resource
group for group for
Veeam® Veeam® X X X
Backup & Backup &
ReplicationE | ReplicationE
and
S| nssgning

undefined X X X X
resources for LDEV IDs
Hitachi
Storage

Hitachi Storage Plug-in for Veeam Backup & Replication v2.1 Page 12




Plug-in to
this resource
group
Configuring Configuring X X
remote co remote co Note Note X X
: Py . Py Notel Notel
settings settings 1 1
. Setting up a
Setting up a Veeam-only X X X X
Veeam-only
user account
user account

Notel: Configure only when using a remote copy configuration for backup and restore.

Prerequisite requirements for Veeam® Backup &
Replicationk

This section describes prerequisite requirements for Veeam® Backup & ReplicationE .

The following table shows the configuration items list for Veeam® Backup & ReplicationE .
Refer to the column for the use case you want to run and configure the checked main and sub-
sections in the order of the steps.

Use case
Backup from Backup from Instant
Main section | Sub Section P Snapshots Storage Recovery from
Storage . :
Orchestration | Snapshots with | Storage
Snapshots .
Retention Snapshots
. Installing the
::]i?;ilrl]ling the Hitachi X X X X
Storage Plug- Notel Notel Notel Notel
Storage B
Setting up a S(;)rg‘?gl;jrgrt]igr? X X X X
configuration file 9 Note2 Note2 Note2 Note2
file

Notel: Configure only for backup servers that perform backup and restore.
Note2: Configure only when using a configuration file and managing storage resources.

Hitachi Storage Plug-in for Veeam Backup & Replication v2.1 Page 13



Chapter 3: Pre-configuration settings details

This chapter describes how to pre-configure Hitachi storage and Veeam® Backup & ReplicationE .

Pre-configuration settings for Hitachi storage

This section describes the pre-configuration of Hitachi Virtual Storage Platform (VSP) and Hitachi
Virtual Storage Platform One (VSP One).

Installing program products

To use Hitachi Storage Plug-in for Veeam® Backup & Replication, the following program products
must be installed:
Hitachi Storage Virtualization Operating System (SVOS):

o Hitachi LUN Manager

o Hitachi Dynamic Provisioning (HDP)

o0 Resource Partition Manager

If data reduction shared volumes are backed up:
o Hitachi Thin Image Advanced

If other volumes are backed up;

o Hitachi Thin Image

When configuring using the Maintenance Utility in a VSP environment, see Appendix B: Verifying the
Program Products License.

Hitachi Storage Plug-in for Veeam Backup & Replication v2.1 Page 14



9 Procedure for VSP

Log in to Storage Navigator as a Storage Administrator.
If you cannot access Storage Navigator, launch the Maintenance Utility from a web browser

(http(s)://<GUM controller IP Address>/MaintenanceUltility/) and log in with one of the following
account types:

1.

3.

A built-in user account from the Storage Administrator built-in user group.

A user account with the Security Administrator (View and Edit) role.

Go to Maintenance Utility > License, and verify that the status for each of the required program

products is Installed, as shown.

License Capacity (TB)
[]| Program Product Name Status Key Type Permated | Oea Term (Days)
[[]| Data Retention Utility ¥ | [Qinstalled Permanent 100 -
[]| Dynamic Provisioning ¥ | ZInstalled Permanent 100 32.34
[ ]| Dynamic Tiering ¥ | iZInstalled Permanent 100 7.20
[ active flash ¥ | Jinstalled | Permanent 100 | 0.00
[7]| Thin Image ¥ ié[nstalled Permanent 100 12.14
||| dedupe and compression ¥ | lgrInstalled Permanent Unlimited -
[ ]‘ Open Volume Management ¥ | [Jinstalled | Permanent 100 |
[ LUN Manager ¥ | lplnstalled Permanent 100 -
[]| Performance Monitor ¥ | [Zinstalled Permanent 100 -
L]‘ Server Priority Manager ¥ [ ié[nstalled | Permanent 100 | -
[]| Volume Migration ¥ | JInstalled | Permanent 100 | -
|_]' Volume Migration V2 v | iélnstalled | Permanent 100 | -
[]| ShadowImage ¥ | Zinstalled Permanent 100 0.00
|—]‘ HDvM/Storage Navigator ¥ | [Jinstalled | Permanent 100 | -
]| SNMP Agent ¥ | [Jinstalled | Permanent 100 | -
[ ava apI ¥ | [Jinstalled | Permanent 100 | -
1] TrueCopy ¥ | [Jinstalled |"Permanent 100 | 0.00
[ Universal Replicator ¥ é[nstalled Permanent 100 0.00
[ ]‘ Remote Replication Extended ¥ | ié[nstalled | Permanent Unlimited | -
D‘ Universal Volume Manager B I é[nstalled | Permanent Unlimited | 0.00
[]| virtual Partition Manager ¥ | [JInstalled Permanent Unlimited -
[ Volume Shredder ¥ | Jinstalled | Permanent 100 |
O | Encryption License Key ¥ | -é[nstalled | Permanent Unlimited | -
[T1] Resource Partition Manager ¥ | WPlnstalled Permanent 100
|| nondisruptive migration ¥ | lplnstalled Permanent 100 -
|—]‘ global-active device ¥ | .é[nstalled | Permanent 100 | 0.00

If the status of the required program products is Not Installed, perform the license installation.

1 Procedure for VSP One
1. Loginto VSP One Block Administrator and click Management Tools > Maintenance Utility.

Hitachi Storage Plug-in for Veeam Backup & Replication v2.1
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HITACHI | vse one siock Agministrator

2 Moitor RH20K-800118
3 Storage Vodel: VSP One B26 Serlal Number: 800118

> Replication

— Capacity Usage Tortal Ffficiency Storage System Performance
etngs
' 146.87 1 Maintenance Utility
oPs
Data Reductl 2

Lo ata Reduction Command Console

8.49 as 1.58:1 0as o

total

1 O ,I ,I 1000

. TiB
Response Time
98.96 s oo
___I,
63% [ " 0:48 49
written Size Consumed Size 1.0 MiB/
10.78 GiB 6.80 GIiB
Servers Volumes Transfer Rats
< 001 0.5 MiBis
=) [~ Software Saving Misss
—_— Ny
2 ! 1.59:1 =

2. Onthe Maintenance Utility page, select Administration > Licenses and verify that the Status

of the required program products is Installed.

Management Tools

License Capacity (TB)
[7]| Program Product Name Status Key Type | Parmittad Used | Term (Days)
) | Data Retention Utility ¥ | lenstaled | Permanent | Unlimited | -
(]| Dynamic Provisioning M xélnstalled Permanent Unlimited 10.12 l
(] dedupe and compression ¥ sq’lnstaled Permanent Unlimited -
[] ' Open Volume Management M [ _Jlns!alled | Permanent Unlimited |
]| LUN Manager ¥ | plnstalled Permanent Unlimited |
(]| Volume Migration M Av'lnstaﬁed Permanent Unlimited -
‘:A ShadowImage ¥ | nv’lnslaled | Permanent Unlimited | 0.00 |
:’A SNMP Agent ¥ | Jlns!aﬂed | Permanent Unlimited | - |
:' TrueCopy M [ \v’lnstaled | Permanent Unlimited | 0.00 |
::' Universal Replicator M [ xélnslaned | Permanent Unlimited | 0.00 |
f' Remote Replication Extended ¥ | .élnstaled | Permanent Unlimited | -
,:' Universal Volume Manager ¥ [ _élnslalied | Permanent Unlimited | 0.00 |
:‘ Volume Shredder ¥ | [Jinstalled | Permanent Unlimited | -
[7] | Encryption License Key ¥ | ;y’lnslalled | Permanent Unlimited |
[7] | Resource Partition Manager M nq’lnstaled Permanent Unlimited - ]
[} global-active device ¥ Jlnstaﬂed Permanent Unlimited 0.00
:' Quality of Service ¥l \élnswled | Permanent Unlimited | =il
:‘ Adaptive Data Reduction M | V’lnstaﬂed | Permanent Unlimited | -
(7] | Thin Image Advanced ¥ v’lnstaled Permanent Unlimited 0.00 I

3. If the status of the required program products is Not Installed, perform the license installation.

Allocating backup resource pool

This section describes how to allocate a backup resource pool.
To allow the Hitachi Storage Plug-in to detect the backup resource pool, it is necessary to create the
pool based on the following requirements.

Prefix the pool name of the backup resource pool with "VBR_".

The backup resource pool must have a pool type of HDP.

The backup resource pool can either be newly created or an existing pool can be used as a pool for
backup resources.

The following table shows the advantages of each configuration.

Select either configuration according to your organizationd policies.
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Configurations Benefits

Configuration using You can divide management for production and backup

the new pool as the pool.

backup resource pool Therefore, you can protect the backup resource from
unauthorized access.

Configuration using You can integrate management for production and

an existing pool as a backup; however, the production pool and snapshot or

backup resource pool clone will share capacity, which may result in the pool
capacity being depleted beyond the defined threshold.

When creating a new pool, seei Cr eat i ng a pool foéor the backup systen

The following figure shows a configuration that uses the newly created pool as a backup resource
pool.

Production Server

ESXi

Snapshot
Snapshot

Production
Volume

Volume

DP / DT Pool for Production DP Pool for Backup
(Pool named "VBR_Pool")

Hitachi Storage

When using an existing pool, seeiRenami ng an .0exi sting pool
The following figure shows a configuration that uses the existing pool as a pool for backup
resources.
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Production Server

ESXi

Snapshot

Production Snapshot
Volume Volume

Shared single DP pool
(Pool named "VBR_Pool")

Hitachi Storage

1 Creating a pool for the backup system

To create a pool for backup resources in a VSP environment, it is necessary to first create a
Pool VOL (pool volume).
The following steps describe how to configure the Pool volume and the pool.

1 Configuring a Pool Volume
To minimize the interference between the production and backup systems or to reduce the
impact of a hardware failure, provide a different parity group for storing snapshot image data
separate from the production system. From this parity group, create a Pool VOL for storing
shapshot images.
When configuring using Ops Center Administrator in a VSP environment, see Appendix A:
Configuring a parity group.

1 Procedure for VSP
1. Log in to Storage Navigator as a storage administrator user.

2. Goto Storage Systems > Parity Groups and create a Pool VOL to store the snapshot image
data.

Explorer - Last Updated | 2021/01/12 19:27 & @

Storage Systems
~ 1T vsP G350(s/Ni400001) € Interleaved Parity Groups -3
RAID Lavel 6(320+27) Copy-Back Mode Disable
Orive Type/RPM SAS/10k Accalerated Comprassion
Capacity 846.00 MB Number of LDEVS Unallocated o
6.29 T8 Total 3

LDEVs Drives

Crewre oo [ o o Seleceds 0 of 3
R elec mn Set

& w3 [selectal  Settings| | Optionsw |l €] ¢ 41 (51

esource Group

LOEV Na Status Capacity
Name (10)

Veeam_Pool_backup @ rormal 3071.93... VER_RG002(2)
Veeam_Pool_backup @ tiormal 3071.93... VER_RGO002(2)
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1 Creating a Pool
9 Procedure for VSP
1. Log in to Storage Navigator as a Storage Administrator.
2. Goto Storage Systems > Pools > Create Pools and create a Dynamic Provisioning pool.

Hitachi Device Manager s

- File

FORE" MogAEETeR 7%

Explorer

Oynamic Provisioning (OP) Mainframe OP Thin tmage (T1)
Used/Total 19478/ 119578 0.00 M8 / 0.00 M8 0.00 M8 / 0.00 M8
(16 %] (- %) (> %)
Estimated Configurable 4493.64 T 7234.74 TR 417470 T8
V-VOL Capacity Allocated/Total 8787T8/0.78 T8 0.00 M8 / 0.00 MB
(100 W) (%)
Estimated Configurable 4496.80 T8 7254.74 T8
Ucensed Capacity (Used/Licensed) 11.93 T8 / Unkimited 0.00 MB / Unlimited 0.00 M8 / Unkimited
Number of Pools 1 (Max Allowed: 128)

Selected: 0 of 1

3. To create a Dynamic Provisioning pool, use the created Pool VOL. For Pool Type, select
Dynamic Provisioning.

This wizard lets you create pools for Dynamic Provisioning, and Thin Image. Enter the information for the pool you want to create, and then click Add.
Click Finish to confirm the creation, or click Next if you want to create LDEVS (virtual volumas) from the pools.

Pool Type: |_ Dynamic Provisioning - | Is
|Select All Pages| | Options w |
System Type: (s) Open Mainframe
Pool Name RAID Poal /
i ive Typa/RPM
Multi-Tier Pool: (U Enable  (s) Disable = () Level i Typa mbinlt Lo
Data Direct Mapping: () Enable is) Disable
Poel Volume Selection: Aute &) Manual
Drive Type/RPM: Mixable al
RAID Laval: | Mixable ¥ |
Salect Pocl VOLs |
Total Selected Pool Volumes: 1
Add b
Total Selected Capacity: 10.00 GB
Pocl Name: I VBR_Pooll I
(Max. 32 Characters)
¥ Options
e »
Catail Ramove Selected: 0 of 0

Next Task Option 1 Continue to Create LDEVS 4 Back

4. Enter the pool name prefixed witntodét&BR_0 f or
Pool name format: VBR_<any-character-string>. For example: VBR_Pool1.
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Create Pools

1.Create Pools

Click Finish to confirm the creation, or click Next if you want to create LDEVS (virtual volumas) from the pools.

Pool Type: |_Dynamic Provisioning - ed Is

System Type: (s) Open Mainframe
Pool Name RAID Poal f
Capacit Drive Type/RPM
Multi-Tier Pocl: (U Enable (s) Disable = (D) Laval e Type "
Data Direct Mapping: () Enable is) Disable
Poel Volume Selection: Aute &) Manual
Drive Type/RPM: Mixable al
RAID Laval: | Mixable .
Salect Pocl VOLs |
Total Selected Pool Volumes: 1
Add
Total Selected Capacity: 10.00 GB »
Pool Name: I VBR_Pooll I

(Max. 32 Characters)

¥ Options

5. Verify that the Pool Type of the Dynamic Provisioning pool is DP, and verify the Pool VOL
information.

Hitachi Device

“ F
Explorer VBR_Pool1{0) Last Updated
Status @ Normal Tier Management

Pool Name (10) VBR_Peol1(0) Cyele Time
Pool VOL with System Area (Name) 00100:02(Poolvole1) Monitoring Period

Pool Type oP | Monitoring Mode
RAID Level 5(70+1P) Monitoring Status

Drive Type/RPM S50,FMD/- Recent Monitor Data
Encryption Cisabled Pocl Managemaent Task

Cache Mode - Relocation Result

Relocation Speed

Pool Volumes  Virtual Volumes  TI Root Volumes

| #Fiker | on [FTE) | Select All Pages) Column Settings)

Capacity
Py LDEV = Parity L RAID Emulation
LOEV 1D Status -
Level Type Type/ Interface/REM

— Name Group 1D

Usable Mapped

Poolvoler (g Normal 1-12 3057.63 GB 1988.64 GB  5(70+1P)  OPEN-V CVS  SSD,FMD/SAS/-
Poolvolez (g Normal 1-12 3061.73 GB 0.00 GB | S(70+1P)  OPEN-VCVS  S50,FMD/SAS/-
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9 Procedure for VSP One

1. Login to VSP One Block Administrator, click Storage > Pools > Create Pool.

HITACHI WA One ook Admenistrstos
e
-
.........
-

Bl Comtomize comen &

Currens Subscripsion % =

2. Onthe Create Pool page, enter the name of the pool that the Hitachi Storage Plug-in will detect
in the POOL NAME field, and then click Submit.

Pool name format: VBR_<any-character-string>. For example: VBR_TEST-Pool.

E Create Pool

ESTIMATED CAPACITY
10,11 TiB

DRIVES SPECIFIED
9 Drives

REMAINING
0 Drives

0 If you use drives that are not HDD, Dynamic Drive Protection is enabled.

POOL NAME
VBR_TEST-Pool

ENCRYPTION

CONFIGURATION

Drive informa tion Dynamic Drive RAID level

3. Onthe Pools page, confirm that the Pool created in step 2 has been created.

HITACHI | v fne ok admenntistor

Drives Specified Free Drives

[ ————

[EN—
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1 Renaming an existing pool

If an existing DP/DT Pool is used as a backup resource pool, its name must be prefixed with
'VBR_' for the Hitachi Storage Plug-in to recognize it.

When configuring this in a VSP environment using Ops Center Administrator, see Appendix A:
Renaming an existing pool.

When configuring this in a VSP environment using CCl, see Appendix B: Renaming an existing
pool.

i Procedure for VSP
1. Log in to Storage Navigator as a Storage Administrator.

2. Goto Storage Systems > Pools > More Actions and select Edit Pools.

=

Hitachi Device Manager HITACHI
« file Actions  Rep View  Tool O AR N AUARTea" 7. " Oparaton URGERRdl Logged in as: maintenance Logout

Explorer Last Updated : 2025/02/25 15:33 ) ?

Storage Systems

Dynamic Provisioning (OP) Mainframe DP Thin Image (T1)
Pool Capacity Used/Total 19478/ 119578 0.00 M8 / 0.00 M8 0.00 M8 / 0.00 M8
[16 %] (- %] (- %)
Estimated Configurable 4493.64 TR 7254.74 T8 41747078
V-VOL Capacity Allocated/Total 878vTe /87878 0.00 M8 / 0.00 M8
[100 %) [~ %)
Estimated Configurable 4496.80 T8 7254.74 78
Licensed Capacity (Used/Licensed) 11.95 T8 / Unlimited 0.00 MB / Unlimited 0.00 MB / Unlimited
Number of Pools 1 (Max Allowed: 128)

T [ Lo I e 0 of 1

2 Delate Pools S—
[EXTTACT o JE w €l e
Restore Pools

>} Edit Pools

Monitor Pools 5 Reserved

3. Enter the pool nVBrRi®@ pPpoef it xed Hii @ndoldiétectSt or age Pl ug

Pool name format: VBR_<any-character-string>. For example: VBR_Snapshot-Pool.
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Edit Pools

1.Edit Pools > 2.Confirm

This wizard lets you edit one or more properties.
Check the box in front of the property you want to edit. and then enter the new value.

L Multi-Tier Pool: Enable (s) Disable

Active Flash

¥ Options for Multi-Tier Pool

| Data Direct Mapping: Enable (») Disable

Ll  Subscription Limit: ¥
(Blank for "Unlimited”)

Prefix Initial Number

4 Pool Name: I VBR_Snapshot-Pool| I

(Max. 32 characters total including max. 9-digit number)

| Warning Threshold: 70 %
(17-100)
| Depletion Threshold: 80 %%

(17-100 and greater than or equal to Warning Threshold)

Suspend TI pairs when (*) Yes () No
depletion threshold
L is exceeded:
Protect V-VOLs when I/O fails ) Yes (2) No
8] to Blocked Pool VOL:
Protect V-VOLs when I/O fails (L) Yes (&) No

J to Full Pool:

Cancel i

Verify that the pool name is prefixed with AVBR_O0.

Create Pools Create LDEVs Expand Pool More Actions v

|@"_lm LSeIect All Page_sJLColumn Setbing_sj

Number of Number of Number of

L] Pool Name Status
Pool VOLs V-VOLs Root VOLs

IL] @ VEBR Snapshot-Pool I O Normal 4 5 0
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9 Procedure for VSP One

1. Log into VSP One Block Administrator and click Storage > Pools > Select Target Pool > Edit
Pool.

HITAGHI | vss one miack Aministratar Grema HO0° @ 4

Volumes

Encryption Current Subscription %

2. Onthe Edit Pool page, change the existing pool name in the POOL NAME field to a name that
Plug-in can detect and click Submit.

Pool name format: VBR_<any-character-string>. For example: VBR_TEST-Pool.

& Edit Pool

POOL NAME

VBR_TEST-Pool

WARNING THRESHOLD %
70

DEPLETION THRESHOLD %
80

SUBSCRIPTION LIMIT

Disabled Enabled

Cancel Submit

3. Onthe Pools page, make sure that the pool name is prefixed with "VBR_".
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Configuring connectivity between Hitachi storage and

various servers

This section describes how to configure the connection between the backup proxy server or restore

destination ESXi and Hitachi storage.

9 Configuring connectivity with a backup proxy server

Create a logical path between the backup proxy server and the storage system for the backup proxy

server to detect the snapshot volume.
Create the host group or iSCSI target required for creating logical paths with the following

requirements:

The host group name or iSCSI target name must be prefixed with " VBR_".

The host mode

The selected host mode options or iISCSI target mode options must be 2, 22, 25, 40, 54, 63, 68,

91, and 110.

When configuring a connection with the backup proxy server using Fibre Channel, see Configuring a

or I SCSI target mode must

Snapshot-Data-Accessing Target Port using a Fibre Channel.

When configuring a connection with the backup proxy server using iISCSI, see Configuring a

Snapshot-Data-Accessing Target Port using iSCSI..

When configuring in a VSP environment using Ops Center Administrator, see Appendix A:
Configuring a Host Group for the Backup Proxy Server.

When configuring in a VSP environment using CCI, see Appendix B: Configuring a Host Group for

the Backup Proxy Server.

1 Configuring a Snapshot-Data-Accessing Target Port using a Fibre Channel.
The following figure shows configuring a host group.

Backup Proxy Server

Host Group
Host Group named “VBR_HGG00

q

Snapshot

Volume

/]

Host Mode 21 [VMware Extension]
Host Mode Options 2,22,25,40,54,63,68,91,110
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Limitations
Do not add the prefix AVBR_0 to the host group

Do not register the WWN of the backup proxy server with a host group that does not have a
"VBR_" prefix.

If there are multiple backup proxy servers, do not mix and register the WWNs of each proxy
server into a host group that has a "VBR_" prefix.

Create a host group with the prefix "VBR_" in the host group name for each number of backup
proxy servers and register a WWN that meets both of the following conditions for the one host

group.
o HBA on one backup proxy server.
o All WWNSs of the HBA port used to connect to the storage.

The following example configuration uses Storage port CL1-A to set up a connection between
the Hitachi storage and the Backup Proxy Server according to the previously mentioned
limitations.

0 Register Backup Proxy Server #1 (WWNO1 and WWNO2) into the Host Group #1.
0 Register Backup Proxy Server #2 (WWNO3) into the Host Group#2.
o Do not register Backup Proxy Server #2 (WWNO04) into the Host Group#2.

The following figure shows the correct configuration for connectivity between Hitachi storage
and Backup Proxy Server using Fibre Channel.

Backup Proxy Server #1 Backup Proxy Server #2
HBA HBA
port #1 port #2 port #3 port #4
WWNO1 WWNO02 WWNO3 WWNO04
‘ Fibre Switch |

| Storage port CL1-A |

Host Group #1 Host Group #2
Host Group named Host Group named
“VBR_HGO001" “‘VBR_HG002"
WWNO1 WWNO02 WWNO3

In addition, the following is an example of a configuration that violates the preceding limitations.

0 Register Backup Proxy Server#l (WWNO01 and WWNO2) and Backup Proxy Server#2
(WWNO3) into the Host Group#1.

In addition to WWNO1 and WWNO2 for Backup Proxy Server#l, also register WWNO3 for
Backup Proxy Server#2 into the Host Group#1.

The following figure shows an incorrect configuration for connectivity between Hitachi storage
and the backup proxy server using Fibre Channel.
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Backup Proxy Server #1

Backup Proxy Server #2

HBA HBA
port #1 port #2 port #3 port #4
WWNO1 WWNO2 WWNO3 WWNO04
‘ Fibre Switch |
| Storage port CL1-A |
Host Group #1 Host Group #2
Host Group named Host Group named
“VBR_HGO001" “VBR_HGO002"
WWNO1 WWNO02 WWNO3

9 Procedure for VSP

1. Log in to Storage Navigator as a Storage Administrator.

2. Goto Storage Systems > Ports/Host Groups/iSCSI Targets > Port > Create Host Groups

and configure a host group name.

Note: T h e group
detect.

host

name

must be prefixedintwith

Host group name format: VBR_<any-character-string>. For example: VBR_HGO003.

1.Create Host Groups

This wizard lets you create host groups. To view all host mode options, dick Options. Click Finish to confirm the creation, or dick Next if you want to add LUN paths.
Whan you change the Host Mode, all of the Host Mode Options will be set to default.

Host Group Namae:

Resource Group Namae (10): Any -

| VBR_HGO03 l r

Host Mode: 21 [VMrare Extension] *

A Most Mode Options

Mede -
Option Description
]| o P o o

™ 2 VERITAS Database Edition/Advanced Cluster

L &  TPRLO -

< »
Enable || Disable Selected: 0 of 35

B Bl B

Hosts:

Available Hosts

| #Fier | on [T [ Select Al Pages) w €] 1 F1 2
Port 10 HEA WWN e Host Group Name
— Hame

CLi-A S000087000612312 192.168...  192.168.220.4...

E
o

Add b

Next Task Option : Continue to Add LUN Paths

Selected Host Groups
| Select All Pages|
Port 1D Host Group Name | Host Mode fort Wumberof | ryg¢
d Security Hosts
€ »
Datail Remove Salected: 0 of O

4 Back Neaxt b

3. Configure the host mode and host mode options for the host group:

For Host Mode, select 21 [VMware Extension].

For Host Mode Options, select the following modes: 2, 22, 25, 40, 54, 63, 68, 91,110.
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1.Create Host Groups

Whan you change the Host Mode, all of the Host Mode Options will be set to default.

-
Host Group Nama: VEBR_HG003
(Max. 64 characters)

Resource Group Namae (10): | Any -

l, 21 [VMvare Extension] - l
R Host Mode Options

Option Description

Host Mode:

VERITAS Database Edition/Advanced Cluster

& TPRLO
Enable Cisable
Hosts:
Available Hosts
aFiter | of [TT)  Selact Al Pages| Optionsw || €| 1 /1 [+ ¥
Host -
(] Port 1D HEBA WWN Nana. Host Group Mame o
L. CLi-a 3000087000612312 192.168... 192.168.220.4...

Create Host Groups

1.Create Host Groups

This wizard lets you create host groups. To view all host mode options, dick Options. Click Finish to confirm the creation, or dick Next if you want to add LUN paths.

Add b

This wizard lets you create host groups. To view all host mode options, dick Options. Click Finish to confirm the creation, or dlick Next if you nant to add LUN paths.
Whan you change the Host Made, all of the Host Mode Options will be set to default.
Host Group Nama: VBR_HGOO3 o - Selected Host Groups
(Max. 64 characters) |Select All Pages|
Port Number of
Resource Group Mame (10} | Any ¥ ] PertiD Host Group Name | Host Mode P e Ti0F
Host Mode: [(21 (vMmare Extension] v
¥ Host M tion
- T
! i d ] Add p
Host - -
Wl Post ID HBA WWN Host Group Name 0
Add New Host Selected: 1 of 8
Ports:
Available Ports
Post 10 Secuns T10 B1 Mode o | _Catail j| Remove | Selected: 0 of O

Port 1D Host Group Name | Host Mode fort Wumberof | ryg¢
L] Security Hosts

«

Datail Remove

Nexct Task Option 1 Continue to Add LUN Paths

Mexct Task Option : Continue to Add LUN Paths

5. Verify the snapshot-data-accessing target port.

In the Hosts window, verify that the host group
registered in step 4 appear correctly, as shown

Hitachi Storage Plug-in for Veeam Backup & Replication v2.1
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HITACH

Logaut

Host Group Name VBR_MGO0D (02) Host Mode 21 [Vidware Extension]
Port 1D oL3-A Port Security Enabled
Virtual Storage Machine VEP FI30 / 400001 Asymmetnic Access States Active/Cptimized

T10 Pl Mode Cisabled

LUNs Host Mode Options

 #Fikar | O 53 [ Select All Pages | Column Settings L C v e

Host
Port 1D A W Host Group M
4 Name —

CL3-A VBR_MGOO3 (02

HITACH,

Host Group Name VBR_HG003 (02) Host Mode 21 [VMrare Extension]
Port 1D cL3-A Port Security Enabied
Virtusl Storage Machine VSP F330 [ 400001 Asymematric Actess States Active/ Optimized

T10 Pl Mode Diasbled
Hosts  LUNs  Host Mode Options

Total: 33

Option Dascription Status

VERITAS Database Edition/Advenced Cluster Enabled

TPRLO Cisabled

Automatic recognition functien of LUN Cisabled

Wo display for ghost LUK Cisabled

SIM report at link failure Cisabled

HE TruCluster with TrueCopy function Cisabled

Analytcs HACME Disabled

Admin o Varitas Cluster Server Enabled
Support SPC-3 behavior on Persistent Reservation Enabled

General Tasks Sat/Report Cuvice [dantifier anable Cisabled

1 Procedure for VSP One
1. Log into VSP One Block Administrator and click Management Tools > Command Console.

T S =] o -
Mostner RH20K-800118 0]
TS eOrT S e

Management Tools

Capaciy Usage Total EfMciency Storage System Performance

' 146.87 : 1 Maintenance Utility

Data Reduy

8.49 as 1.58:1
1011 1 o

98.96 |

Command Console

10.78 GIB 6.80 GIB )
Servers Volumes |

B i Software Saving
2 L 1.59: 1

<0.01 It
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2. Confirm that the Command Console page has started.

3. To create a host group, run the following command.
raidcom add host_grp -port <port#> -host_grp_name <host group name>
Input parameters:
<port#> enter the port number for the backup system. For example, CL5-C.
<hostgroupname>e nt er the host group name prefixed with
4. To change the host mode and host mode options for the host group, run the following command.

raidcom modify host_grp -port <port#> <host group name> -host_mode <host mode> -
set_host_mode_opt <host mode option>

Input parameters:
<port#> enter the port number set in step 3.
<host group name> enter the host group name set in step 3.
5. <host mode>e n t ¥MWARE_EXO0 .
<hostmodeoption>e nt er t he f ol |28, @5 4044, B3 GBOE, 110461.2

6. To register the initiator port WWN of the backup proxy server in the host group, run the following
command:
raidcom add hba_wwn -port <port#> <host group name> -hba_wwn <WWN strings>

Input parameters:
<port#> enter the port number set in step 3.
<host group name> enter the host group name set in step 3.

<WWN strings> enter the initiator port WWN of the backup proxy server.
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The following are examples of the commands from step 3 to step 5.

800118-1:$ raidcom add host_grp -port CLS-C -host_grp name VBR Proxy ..step3
raidcom: Host group ID 1(0x1) will be used for adding.

800118-1:$ raidcom modify host_grp -port CLS-C VBR Proxy -host_mode VMAARE EX -set_host_mode _opt 2 22 25 40 54 63 68 91 _step4

110

800118-1:$ raidcom add hba_wwn -port CLS-C VBR Proxy -hba_wwn 10009440cSce2c2d ..step 5

To verify that the host mode and host mode options are set correctly, run the following
command:
raidcom get host_grp -port <port#>

Input parameters:
<port#> enter the port number set in step 3.

To verify that the initiator port WWN of the backup proxy server is correctly set to the host group,
run the following command:
raidcom get hba_wwn -port <port#> <host group name>

Input parameters:
<port#> enter the port number set in step 3.
<host group name> enter the host group name set in step 3.

The following is an example of the commands from step 6 to step 7.

raidcom get host_grp -port CLS-C ..step6

GRCUP_NAME Serial$ HMD

SC-G00 800118 LINUX/IRIX

VBER_Proxy 800118 |VMWARE_EX 2 22 25 40 54 63 68 91 110

:$ raidcom get hba_wwn -port CLS-C VBR_Proxy ..step7
GRCUP_NAME HWAN Serialf NICK_NAME
VBR_Proxy 10009440cSce2c2d 800118 -
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1 Configuring a Snapshot-Data-Accessing Target Port using iSCSI:

The following figure shows how to configure an iSCSI target.

Backup Proxy Server

Host Mode 21 [VMware Extension]
iSCSI target
iSCSI target named “VBR_it003"

Host Mode Options 2,22,25,40,54,63,68,91,110

Snapshot

Volume

Limitations
Do not add the prefix AVBR_0 to the i SCSI target

Do not register the IQN of the backup proxy server with an iSCSI target that does not have a
"VBR_" prefix.

If there are multiple backup proxy servers, do not mix and register the IQNs of each proxy server
into an iSCSI target that has a "VBR_" prefix.

Create an iSCSI target that have a "VBR_" prefix in the iISCSI target name for each number of
backup proxy servers and register an IQN that meets both of the following conditions for the one
iISCSI target.

0 NICs on one backup proxy server.
o Al IQNs of the NIC port used to connect to the storage.

As an example, the following uses Storage port CL1-B to set up a connection between Hitachi
storage and the Backup Proxy Servers according to the previously mentioned limitations.

0 Register Backup Proxy Server #1 (IQNO1 and IQNO02) into the iISCSI target#1.
0 Register Backup Proxy Server #2 (IQNO03) into the iSCSI target#2.
o Do not register Backup Proxy Server #2 (IQN04) into the iISCSI target#2.
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The following figure shows the correct configuration for connectivity between Hitachi storage and
Backup Proxy Server using iSCSI.

Backup Proxy Server #1

Backup Proxy Server #2

NIC

NIC

port #1
IQNO1

port #2
IQN02

port #3
IQN03

port #4
IQNO4

LAN Switch

Storage port CL1-B

iSCSI target #1
ISCSI target named
“VBR_it001”

iSCSI target #2
ISCSI target named
“VBR_it002"

IQNO1

IQN02

IQNO3

In addition, the following is an example of a configuration that violates the preceding limitations.
o0 Register Backup Proxy Server #1 (IQNO1 and IQN02) and Backup Proxy Server #2 (IQN03)

into the iISCSI target#1.

In addition to IQNOland IQNO2 for Backup Proxy Server#l, also register IQNO3 for Backup
Proxy Server#2 into the iISCSI target#1.

The following figure shows an incorrect configuration for connectivity between Hitachi storage
and Backup Proxy Server using iSCSI.

Backup Proxy Server #1 Backup Proxy Server #2

NIC NIC
port #1 port #2 port #3 port #4
IQNO1 lQN02 IQNO03 IQNO04

LAN Switch
Storage port CL1-B
iSCSI target #1 iSCSI target #2
ISCSI target named ISCSI target named
“VBR_it001" “VBR_it002"

IQNO1 IQNO02 IQNO03
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9 Procedure for VSP
1. Log in to Storage Navigator as a Storage Administrator.

2. Go to Storage Systems > Ports/Host Groups/iSCSI Targets > Port > Create iSCSI Targets and
configure an iSCSI target name.

Note: The i SCSI target nabMBR ufsdr bteh e r kif ti wdddi wS tt dir dig
detect. The iSCSI target name format is: VBR_<any-character-string>. For example:
VBR_HGO003.

Create iSCSI Targets

1.Create

ard lats you create ts. To view all host mode options, click Host Moda Options. Click CHAP Authentication Options to malke the CHAP Authentication settings.
Click Finish to confirm the creation, or click Next to add LUN paths.If you change the Host Mode, all of the Host Mode Options will ba sat to dafault.
iSCSI Target Alias: ] Use Default Name -~ 75(‘.5! Targets —
Select All Pages Options w
[ VBR_HG003 ]
(Max. 32 characters) L] eer1o iSCSI Targat iSCSI Targat e Port Nur
Alias Name Security Hos
iSCSI Target Name: (& ian () eui
|¥] Use Default Name
ign.  1994-04.jp.co.hitachiirsd.hes.t.00001 .(Pc
-)
Resource Group Name (10): | Any |
Host Mode: | 21 [VMvare Extension] v Add b
¥ Host Mode Options
Hosts:
Available Hosts
AFilter | ON 053 |Select All Pages| Optionsw | /&€ 1 /1 331
Port 1D HBA i5CS1 Hame Host Name Number of
- iSCSI Targets
L) cLi-e iqn.1998-01.com.vm.. esxiOL i T > >
B cze iqn.1991-05.com.micr... . T e . B0 O

Next Task Option : Continue to Add LUN Paths { Back Finish

Cancal

3. Configure the host mode and host mode options for the iISCSI target:
For Host Mode, select 21 [VMware Extension].

For Host Mode Options, select: 2, 22, 25, 40, 54, 63, 68, 91, 110

Create iSCSI Targets

1.Create SCSI Targets

This wizard lets you create iSCSI targets. To view all host mode options, click Host Mode Options. Click CHAP Authentication Options to make the CHAP Authentication settings.
Click Finish to confirm the crestion, or click Next to add LUN paths.If you change the Host Mode, all of the Host Mode Options will be set to default.
iSCSI Target Alias: || Use Default Name - Selected ISCST Targets
Salect All Pages Options w
VBR_HG003 "
(Max. 32 characters) Port ID iSCSI Target iSCSI Target Hoat Moda Port Nur
o Alias Name Security Hos
iSCSI Target Name: (@ jan () eui
|¥] Use Default Name
ian.  1994-04 jp.co.hitachiirsd.hes t.00001.(Fc
)
Resource Group Name (1D): | Any -
Host Mode: 21 [VMvare Extension] - Add p
(S e, )
—
A Host Mode Options
Host Mode Options
(| :“e Option Description 0
0.
| VERITAS Database Edition/Advanced Cluster
[ TPRLO
(=] 7 Automatic recognition function of LUN
| 12 Mo display for ghost LUN < >
Ll 13 __SIM report st link failure v Detail Ramove Selected: 0 of O

Nesxt Task Option : Continue to Add LUN Paths




4. Register the IQN to the iSCSI target.

Add New Host

This dialog lets you add a host.

HBA iSCSI Name: i | eui

N

1994-04.jp.co.hitachi:rsd.h8s.t.00001.3t

Max. 219 characters

Host Name:

(Max. 32 characters, or blank)

OK Cancel ?

5. Verify the snapshot-data-accessing target port.

In the Hosts window, verify that the iSCSI target Name created in step 2, and the IQN registered
in step 4 are appearing correctly, as shown in the following screenshot:

Hitachi Device Manager <

= Fila Actions. Reports Settings Maintenance Utility View Tool Help

Explorer VBR_HG002 (00)
Storage Systems ¥SP G350(5/N:40000 > Ports/Host Groups/iSCSI Targets > CL3-B > VBR_HGO0Z (00)

T[] ¥SP G250(5/N:400001) L Volume Migration | ¥

i .
15 Tasks iSCSI Target Alias VBR_HGOO3 (00)
P@: ports iSCSI Target Name ign.1994-04.jp.co.hitachiirsd.h&s.t.00001.3b000

“omponents Port ID CL3-B
WSP F250 / 400001

', Parity Groups virtual Sterage Machine
ﬁ Logical Devices

g Poals

Hosts LUNs  Host Mode Options CHAP Users

~ fify Ports/Host Groups/iSCSI Targets

o
% cLa-
B CL3-A |[ % Filter ]m | Select All Pages|| Column Settings |

L Port ID HBA iSCSI Name Host Name iSCSI Target Alias

' cis-a

'E CcL7-A
Ll ciz-s iqn.1938-01.com.vmvare esxi05-732f63ha VBR_HGOOZ (00}
' clie

% cLe-8

¥ HG018 (01)

Li1vBR_HGOOZ (00)

6. Verify that the host mode and host mode options configured in step 3 are correct.
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-

Hitachi Device Manager stcrage Mavigator

= File  Actions  Reports ings  Maintenance Utility ~ View  Toal 2 hlen | PR AlEiElen | [ Operation Unlocked|| Logged in as: mainte

Explorer VBR_HGOO3 (00) Last Updated : 2021/12/
Storage Systems 50 :40000 * Ports/Host Groups/iSCSI Targets > CL3-B > VBR_HGO003 (00}

i Tasks Volume Migration | ¥
VBR_HGOOZ (00) Host Moda 21 [VMvare Extension]

i Rey
W Reports iSCSI Target Alias
* iE Componeants iSCSI Target Hame ign.1984-04.jp.co.hitachitrsd.h8s.t.00001.36000  Port Security Enabled

* [ Parity Groups Port 1D cLse Authentication Methad Comply vith Host Setting
i Logical Devicas Virtua| Storage Machine VSR F350 / 400001 Mutual CHAP Disabled
*fig Pools User Name

~ [ Ports/Host Groups/iSCSI Tfe - ————
Hosts LUNsS Host Mode Options CHAP Users

| AFiler | on B | Column Settings| |_cptionsw |[1€] €] 1

' cr-a vod
ode

) - v
- — Option Description Status 1

~#¥cLa-e VERITAS Database Edition/Advanced Cluster Enabled

HGO18 (01) Varitas Clustar Server Enabled

Enzbled

1 vBR_HG0OS (00) Support SPC-3 behavior on Persistent Reservation

Vs V-Val expansion Enabled
g (VAAI) Support Option for the EXTENDED COPY command

Enzbled

Analytics (VAAL) Support option for vStorage APIs based on T10 standards Enzbled

Administration Support Page Reclamation for Linux Enabled

Enzbled

- Disable 1/0 wait for OpenStack Option
General Tasks ODX support for WS2012 Enablsd

1 Configuring connectivity with ESXi restore destination

To perform recovery of the restore server using Instant Recovery, you must create a logical path
between the restore server and the storage system. For more details on the procedures, see
fiConfiguring Connectivity with backup proxy server.0

The following are the requirements for using the Hitachi Storage Plug-in with the host group or iISCSI
target:

The host group name or iISCSI target name under the target port of the clone volume access
must be prefixed with "VBR_".

The host mode or i SCSI target mode under the targe
[ VMware Extension]o.

The host mode options or iISCSI target mode options under the target port of the clone volume
must be as follows: 2, 22, 25, 40, 54, 63, 68, 91, 110.

When configuring settings in a VSP environment using Ops Center Administrator, see Appendix A:
Configuring a Host Group for VMware ESXi Host for Restoration.

When configuring settings in a VSP environment using CCl, see Appendix B: Configuring a Host
Group or iISCSI Target for VMware ESXi Host for Restoration.
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Restore Server .

ESXi Host Mode 21 [VMware Extension]

Host Mode Options 2,22,25,40,54,63,68,91,110

/]

Host Group
Host Group named “VBR_Restore’

Clone

Volume

Figure 1 Configuring a host group for the VMware ESXi host for restoration

Limitations

Do not add the prefix AVBR_0 to the host group

servers.

Do not register the WWN or IQN of the VMware ESXi host to be used for the restore destination
with a host group or iISCSI target that does not have a "VBR_" prefix.

i Limitations for Fibre Channel

If multiple WWNs of the VMware ESXi Host are used as the restore destination, do not mix and
register each WWNs of the VMware ESXi Host into a host group that have a "VBR_" prefix.

Create a host group that have a "VBR_" prefix in the host group name for each WWN of the
VMware ESXi Host to be used as the restore destination and register a WWN that meets both of
the following conditions for the one host group.

0 HBA on one VMware ESXi Host
o One WWN of HBA port used to connect to storage

As an example, the following uses Storage port CL1-C to set up a connection between Hitachi
storage and the VMware ESXi Host according to the previously mentioned limitations.

0 Register VMware ESXi Host (WWNO01) into the Host Group #1.
0 Register VMware ESXi Host (WWNO2) into the Host Group #2.

The following figure shows the correct configuration for connectivity between Hitachi storage and the
restore server using Fibre Channel.
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VMware ESXi Host

HBA

port #1
WWNO1

port #2
WWNO02

Fibre Switch

Storage port CL1-C

Host Group #1
Host Group named
“VBR_HGOO4"

WWNO1

Host Group #2
Host Group named
“VBR_HGO005"

WWNO02

In addition, the following is an example of a configuration that violates the preceding limitations.

0 Register VMware ESXi Host (WWNO1 and WWNO02) into the Host Group #1.
Add WWNO1 and WWNO2 of VMware ESXi Host into the Host Group#1.
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The following figure shows an incorrect configuration for connectivity between Hitachi storage
and restore server using Fibre Channel.

VMware ESXi Host

HBA

port #1 port #2
WWNO1 WWNO02

Fibre Switch

Storage port CL1-C

Host Group #1
Host Group named
“VBR_HGO004

WWNO1 WWNO02

Limitations for iSCSI

If multiple IQNs of the VMware ESXi Host are used as the restore destination, do not mix and
register each IQNs of the VMware ESXi Host into an iSCSI target that have a "VBR_" prefix.

Create an iSCSI target that have a "VBR_" prefix in the iSCSI target name for each IQN of the
VMware ESXi Host to be used as the restore destination and register an IQN that meets both of
the following conditions for the one iSCSI target.

o NIC on one VMware ESXi Host.
o0 One IQN of NIC port used to connect to storage.

As an example, the following uses Storage port CL1-D to set up a connection between Hitachi
storage and the VMware ESXi Host according to the previously mentioned limitations.

0 Register VMware ESXi Host (IQNO1) into the iSCSI target#1
0 Register VMware ESXi Host (IQNO02) into the iISCSI target#2
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The following figure shows the correct configuration for connectivity between Hitachi storage and
restore server using iSCSI.

VMware ESXi Host

NIC

port #1 port #2
IQNO1 IQN02

LAN Switch

Storage port CL1-D

iISCSI| target #1 iISCSI| target #2
iSCSI target named iISCSI target named
“VBR_it004” “VBR_it005”
[QNO1 [QN02

In addition, the following is an example of a configuration that violates the preceding limitations.
0 Register VMware ESXi Host (IQNO1 and IQN02) into the iISCSI target#1
In this example, add IQNO1 and IQNO2 for VMware ESXi Host into the iISCSI target#1.
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The following figure shows an incorrect configuration for connectivity between Hitachi storage
and restore server using iSCSI.

VMware ESXi Host

NIC

port #1 port #2
IQNO1 IQNO02

LAN Switch

Storage port CL1-D

ISCSI| target #1
iSCSI target named
“VBR_ito04

IQNO1 IQNO2

Procedure for VSP
1. Log in to Storage Navigator as a Storage Administrator

2. Go to Storage Systems > Ports/Host Groups/iSCSI Targets > Port > Create Host Groups and
configure a host group name.

Note: The host group name must Hitachiptoragé Rlug-sntb deteictt h A VBR _ ¢

Host group name format: VBR_<any-character-string>. For example: VBR_HGO003.
3. Configure the host mode and host mode options for the host group or iISCSI target

For Host Mode, select 21 [VMware Extension].
For Host Mode Option, select 2, 22, 25, 40, 54, 63, 68, 91, 110.

4. Register the VMware ESXi host for restoration to the host group or the iISCSI target. Depending
on the connection type, do one of the following:

When the connection type is Fibre Channel, register the initiator WWN of the VMware ESXi
host for restoration to the host group.

When the connection type is iSCSI, register the initiator IQN of the VMware ESXi host for
restoration to the iSCSI target.
Note: Before registering the IQN to the iSCSI target, create it without registering a host.

The following number of iISCSI targets are required: (The number of iISCSI initiators included
in a VMware ESXi host for restoration multiplied by the number of VMware ESXi hosts for
restoration).

5. Register the HBA WWN of the backup proxy server to the host group.

6. Verify the snapshot-data-accessing the target port.
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Creating a resource group for Veeam® Backup &
ReplicationE and assigning storage resources for Hitachi
Storage Plug-in to this resource group

This section describes how to configure the Creating a resource group for Veeam® Backup &
ReplicationE and assigning undefined LDEV IDs.

Create a resource group to store the storage resources that can be used by the Hitachi storage
Plug-in and to protect from unauthorized access.

The resource group for the Backup Systemmustbenamed with AVBR_0 in the pref
plug-in recognizes the backup resource groups by the naming convention.

Note: The meta_resource group cannot be used for backup systems because they cannot be
renamed.

The following resources must be assigned to the resc
Unused LDEV | Ds for snapshot and clone vol umes. i L
LDEVO.

Theplug-i n creates snapshot or clone volumes using #fu
resource group.

Host group or iSCSI target for the backup proxy server.

This protects the host group or iISCSI target from other user access.
Storage port connecting the backup proxy server and Hitachi storage.
Pool VOL for the backup storage pool.

Configure this only when creating a new pool to be used as a backup resource pool.
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The following figure shows the creation of a resource group when using a newly created pool as a

pool for the backup resource.

Production Server

Backup
ESXi Server

Backup
Proxy Server

Backup
Repository
Server

| Storage Port |
I

Storage Port

Host Group

Host Group

(Host Group hamed “VBR_Proxy”)

. Snapshot
Production

DP /DT Pool for Production

Snapshot

DP Pool for Backup
(Pool hamed "VBR_Pool")

(RSG named “VBR_RSG")

E Pool Volume j E

Pool Volume

]

Hitachi Storage
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The following figure shows the creation of a resource group when one of the existing pools is
used as a pool for production and backup resource.

Production Server #1 Production Server #2
Backup Backup RBack_up
i i Server Proxy Server epository
ESXi ESXi Server
]
Storage Port Storage Port Storage Port
| | T
Host Group
Host Group Host Group (Host Group named “VBR_Proxy’")

Snapshot

Production
Volume

Snapshot
Volume
Production

Volume
e T

Shared DP Pool for Production and Backup
(Pool named "VBR_Pool’)

E Pool Volume j E Pool Volume j

Hitachi Storage

(RSG named “VBR_RSG")

DP /DT Pool for Production
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The following figure shows the configuration for modifying an existing pool to use it as a pool
for production and a backup resource.

Host Group

(Host Group named “VBR_Proxy”)

Production Server Bk
ackup
i %aecrtzf Prcli(ac‘;:ﬁfer Repository
ESXi Y Server
H
| Storage Port | | Storage Port |
I T
Host Group

Snapshot

Production
Volume

Snapshot
Volume

Modify )

Shared DP Pool for Production and Backup
(Pool named “VBR_Pool")

(RSG named “VBR_RSG")

—

Pool Volume I Pool Volume

]

Hitachi Storage
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The following figure shows the configuration for creating a new pool and using it as a pool for

production and a backup resource.

Host Group

Production Server
Backup Backup RBackyp
epository
ESXi Server Proxy Server Server
!
| Storage Port | | Storage Port
I T
Host Group

(Host Group named “VBR_Proxy’")
R F—

Snapshot

Production Snapshot
Volume Volume

Shared DP Pool for Production and Backup
(Pool named “VBR_Pool)

Hitachi Storage

(RSG named “VBR_RSG”)

E Pool Volume j E Pool Volume j

When configuring settings in a VSP environment using CClI, refer to Appendix B: Creating a

Resource Group for Storing Storage Resources for Plug-in.

1 Creating a resource group for Veeam® Backup & ReplicationE
i Procedure for VSP
Log in to Storage Navigator as a Storage Administrator.

Go to Administration > Resource Groups and click Create Resource Groups.

3.l n the Resource Group Name,
the Hitachi Storage Plug-in to detect.

enter

the resource

Resource group name format: VBR_<any-character-string>. For example: VBR_RGO002.
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1.Create Resource Groups > 2.Confirm

This wizard lets you create resource groups. Click each button to select parity groups, LOEVS, ports, host groups and ISCSI targets to be added to the resource group and dlick Add. Click Finish to canfirm.

Resource Group Name: | veR_rG002| )] Selected Resource Groups
. 2

Salect All Pages
Resource Group Humber of Number Number of Humber of
Parity Group Salaction: ' Hama (10) Parity Groups of LDEVS Parts Host Groups

Select Parity Groups

Total Selected Parity Groups: o

LOEV Selection:

Select LDEVs

Total Selected LDEVS: o

Port Salection:

Select Ports

Total Selected Ports: o

Host Group Selaction:

Select Host Groups.

Total Selected Host Groups: o

KEFET Tarmnk Enlasblnn:

4. Assign the following resources to the resource group:

The Pool VOL for storing snapshot image data.
Storage Port connecting backup proxy server and Hitachi storage.

Host group or iSCSI target for the backup proxy server.

»

To verify that the intended Pool VOLs are assigned to the resource group created in step 3, go
to Administration > Resource Groups and click the LDEVs tab as shown in the following

screenshot:

Hitachi Device Manager ston
- File  Adions  Reports FORE AR e ™, "Opermton Unloaed

Explorer VBR_RG (1)

Number of Panty Groups ° Number of Host Groups
Numbaer of LDEVS 1 Number of ISCSI Targets
Number of Ports

Virtual Storage Machine VSP S100M, 3300M / 90019

Ports Host Groups / iSCSI Targets

Selected: 0 of 2193

R

[_ 0010000 Poolvol-TEST

To verify that the intended ports are assigned to the resource group created in step 3, go to

Administration > Resource Groups and click the Ports tab as shown in the following
screenshot:

Hitachi Device Manager storage n

- > FOAE MOUREETE & OSSR UnGEa Logged in a3: maint

Explorer

Number of Panty Groups Number of Host Groups
Number of LOEVS Number of ISCSI Targets
Number of Ports

Virtusl Storage Machine VSP 3100M, SSO0M / 90019

Parity Groups LDEVs Ports Host Groups / ISCSI Targets

Selected: 0 of 1

| Optionsw [ &1 : /3 &

o
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7. To verify that the intended host groups or iISCSI targets are assigned to the resource group
created in step 3, go to Administration > Resource Groups and click the Host Groups / iSCSI

Targets tab as shown in the following screenshot:

Hitachi Device Manager o Navigator

«

Fie

Explorer

Storage Systems

Analytics

Administration

* 1% User Groups

. Ucense Keys

Adions  Rep Settings

VBR_RG (1)
Bssource Groups > VBR_RG (1)

* ¥, Resource Groups

ariter | ON 53 Select All Pages Column Settings

FORE TOSAEETE I ORRRO UAGERRY Logsed in as: maintenance

HITACHI
Togosk

Last Updated : 2023/02/20 09:41 T 9

1 Procedure for VSP One
1. Login to VSP One Block Administrator and click Management Tools > Command Console.

HITACHI | vse one s

al Storage Platform One Elock 26

800118-1:$

s CETED GEETEED ST ©
Management Tools
Capacily Usage Total Efficiency Storage System Performance
' 146.87 :1 Maintenance Utility
used Data Reduction 2 E T E
8.49 GIB 1.58:1
10.11 me {
98.96 \I 8
l 7"
1UJE:GIJ BSU Gl;j- i i
Servers Volumes . ‘II‘
<0.01 ‘\
B i Software Saving ] | |‘
2 U 1.59 1 i —
2. Confirm that the Command Console page has started.
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To create a Resource group, run the following command:
raidcom add resource -resource_name <resource group hame>
Input parameters:

<resource group name> enter the resource group name prefixed with "VBR_".

800118-1:$ raidcom add resocurce -resource_name VER TEST-Resource ..step3

To register a port in the resource group, run the following command:
raidcom add resource -resource_name <resource group name> -port <port#>
Input parameters:

<resource group name> enter the resource group name set in step 3.

<port#> enter the port number.

00118-1:$ raidcom add resource -resource_name VBR_TEST-Resocurce -p C ..stepd

To register a host group with the resource group, run the following command:

raidcom add resource -resource_name <resource group hame> -port <port#> <host group
name>

Input parameters:
<resource group name> enter the resource group name set in step 3.
<port#> enter the port ID of the host group.

<host group name> enter the host group.

B00118-1:$ raidcom add rescurce -resource_name VBR TEST-Rescurce -port CLS-C VBR_Proxy ..step5

As a preliminary check to register Pool VOL with the resource group, run the following command:
raidcom get dp_pool
To register Pool VOL in the resource group, run the following command:
raidcom add resource -resource_name <resource group name> -ldev_id <ldev#>
Input parameters:
<resource group name> enter the resource group name set in step 3.
<ldev#> enter the LDEV ID of Pool VOL identified in step 6.
The following is an example of the commands from step 6 to step 7.

800118-1:$ raidcom get dp_pool ..step6
PID PCLS U(%) ;;V_C}«P(MB) ol (MB) W(%) H(%) Num LDEV LONT TI._C')«F(NE) BM TR_C;«P(MB) RCNT
000 PCIN 0 10610040 10610040 70 80 9 32759 0 0 NB 0

800118-1:$ raidcom add rescurce -resource name VBR TEST-Rescurce -ldev_id 32759 ..step7

To verify that the resource is registered in the resource group, run the following command.
For resource group:
raidcom get resource
For port:

raidcom get port -resource <resource_id>
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Input parameter:

<resource_id> enter the resource group id set in step 3.

For host group:

raidcom get host_grp -port <port#> -resource <resource_id>
Input parameters:

<port#> enter the port ID of host group set in step 4.
<resource_id> enter the resource group id set in step 3.

For Pool VOL:

raidcom get dp_pool -resource <resource_id>

Input parameters:

<resource_id> enter the ID of the resource group you created in step 3.

800118-1:$ raidcom get resource

RS_GRCUP RGID stat Lock_ownex Lock_host Serial$
peta_resource 0o Unlocked - - 800118
BR_RG : | Unlocked - - 800118
VBR_TEST-Resource 2 Unlocked - - 800118

800118-1:$ raidcom get port -resource 2
PCRT TYPE ATTR SPDC LPIDC FAB CCNN
CLS-C | FIBRE TAR AUT E ¥ PtoP

Serial§ WWN PHY_ PCRT
800118 50060e8028007642 -~

800118 50060e8028007642 -
800118 50060e8028007642 -

CLS-C | FIBRE RCU AUT b 4 PtoP
CLS-C | FIBRE ELUN AUT D 4 PtoP

L
0
CLS-C | FIBRE MCU AUT > 4 PtoP Y 0 800118 50060e8028007642 -
0
0

800118-1:$ raidcom get host_grp -port CLS-C -resource 2
PCRT GID GRCUP_NAME Serial$ HMD HMC_BITs
ICLS-C 1 |VBR_Proxy 800118 VMWARE EX 2 22 25 40 54 63 68 91 110

800118-1:$ raidcom get dp_pool -resource 2
PIC PCLS U(%) AV_CAP(MB) TP_CAP(MB) W(%) H(%) Num LDEV$ LCNT TL_CAP(MB) BM TR _CAP(MB) RCNT
000 PCIN O 10610040 10610040 70 80 9 32759 0 0 NB 0 0

Assigning undefined LDEV IDs
1 Procedure for VSP
1. Log in to Storage Navigator as a Storage Administrator.

2. Toregister unused LDEV IDs, go to Administration > Resource Groups, then click the LDEVs
tab and select Add Resources.
After registering unused LDEV IDs, verify that the unused LDEV IDs appear in the LDEVs tab,
as shown in the following screenshot.

Note: When snapshots or snapshot clones are created by Veeam Backup & Replication,
secondary volumes of Thin Image pairs or volumes cloned by Thin Image are created on the
storage system. You must assign LDEV IDs for each secondary and cloned volumes. Therefore,
ensure that enough unused LDEV IDs are available.

Hitachi Storage Plug-in for Veeam Backup & Replication v2.1 Page 50



HITA

maintanance 73

Hitachi Device Manager

= File ot

Logged in as

Settings  Maintenance Utility

Explorer VBR_RGO0Z (2) Last Updated 1 2021/02/09 14105 1)

Storage Systems source Go

Analytics Humber of Farity Groups

Numbar of LDEVS 8197 Mumbar of ISCS] Targets 3
Numbar of Ports a

Kumber of Host Groups

WVirtual Storage Machine VSP F350 / 400001

Parity Groups  LDEVs Ports  Host Groups / ISCST Targets

#e meta_raso 0 ; c Edit Virtualization Managemant Settings Selected: 0 of 81
' Cache Partitio | #Fier | o6 [T [Salect Al Pages|| Column Sattings| | Optisnsw |1 € 1 f8 |3

1, Encryption Keys Parity Paol Pravisioning

]| woev o LOEV Hame e e Copacity | T anribuge | Journal
00:00:04 Vaeam_Pool_backup 12 VER_pocld3...  3071.83.. Gasic Poal V..
00:00:03 Vesam_Pool_backup 1-3 VBR_poold3...  3071.93.. Basic Poal V..

| oo:00:06 Veeam_Pool_backup2 14 VBR_poold3...  3071.93.. Basic Poal V..
00:00:07 Veeam_Pool_backup2 1-4 VBR_pociD3...  3071.93..  Basic Poal V...
00:10:00
00:10:01
00:10:02
00:10:03
00:10:04
00:10:05

9 Procedure for VSP One
1. Login to VSP One Block Administrator and click Management Tools > Command Console.

HITACHI |  vse one slock Aministrator

> monitor RH20K-800118 ®
> Storage Model: VSP One B26 Serial Number: 800118
> Rephcation Management Tools
st Capacily Usage Total Efficiency Storage System Performance
> Settings

Maintenance Utility

I 146.87 :1

10PS
Data Reduction 2
used Command Console
8.49 s 1.58 1 e 10w = = =
total
0117 1a0ys
< F‘ . liB N
98.96 us ——
—7 |0
63% 045 1046 10:47 1048 1048
I‘O./-B G—iB | 10MBs
Servers Volumes Transfer Rate
<001 s MBS
B i Software Saving MiBis
__Ils
2 U 1.59:1

2. Confirm that the Command Console page has started.
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ge Platform Cne Block 26

To register a single unused LDEV ID, run the following command:
raidcom add resource -resource_name <resource group name> -ldev_id <ldev#>
Input parameters:
<resource group name> enter the resource group name.
<ldev#> enter the unused LDEV IDs.
To register multiple unused LDEV IDs, run the following command:
for i in {ldev-start#..ldev-end#}; do raidcom add resource -resource_name <resource group
name> -ldev_id $i; done
Input parameters:
<ldev-start#..Idev-end#> specify a range of unused LDEV IDs to register.
<ldev-start#>enter the unused LDEV IDs.
<ldev-end#>enter the unused LDEV IDs.
<resource group name> enter the resource group name.

Note: When snapshots or snapshot clones are created by Veeam Backup & Replication,
secondary volumes of Thin Image pairs or volumes cloned by Thin Image are created on the
storage system. You must assign LDEV IDs to these secondary and cloned volumes. Therefore,
ensure that enough unused LDEV IDs are available.

800118-1:% for i in {300..302}; do raidcom add resource -resource_name VBR_TEST-Resource -ldev_id $i; done , step3

To verify that the unused LDEV ID is registered in the resource group, run the following
command:

raidcom get Idev -ldev_id <ldev#>
Input parameter:

<ldev#> enter the unused LDEV IDs set in step 3.
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800118-1:$ raidcom get ldev -ldev_id 100
Sexiald : 800118

: NCT CEFINED

Configuring remote copy settings

This section describes the following configuration methods required for backup and recovery using a
remote copy configuration. Configure these settings only when performing backup and restore
operations with a remote copy setup.

Configuring a Device Group and Copy Group (GAD, TC, and UR Configuration Only)

Configuring a Remote Storage System for Synchronous Replication Configuration

In addition, the following conditions must be met to use the remote copy setup.

The volume to be backed up must be DP-VOL.

If a pair is configured for volume backup, the following program products must be supported:

o

o

o

o

o

Thin Image (TI) (root volume only)

Thin Image Advanced (root volume only)
Global-Active Device (GAD)

True Copy (TC)

Universal Replicator (UR) (primary volume of primary site only)

If the global-active device pair is in a suspended state and the I/O mode of the volume is set to
Block, the backup job will fail. To back up a global-active device volume, the volume must
belong to a device group. This device group must also belong to a copy group created using the
same MU number as the global-active device pair.

Configuring a Device Group and Copy Group (global-active device, TC, and UR configuration only)

In synchronous replication and asynchronous replication configuration, if you use the
secondary volume as the backup source volume, you must create one copy group for the
Hitachi Storage Plug-in in the VSP storage system.

Device group and copy group presets using the CCI server are required. If the device group
already exists, then create a copy group. The copy group for the Hitachi Storage Plug-in
must have the AVBR_0 prefix.

Note: Do not rename the existing copy group. Renaming an existing copy group may result
in remote copy pair suspension or deletion.

9 Procedure for VSP

The following figures show the before and after settings for device groups and copy groups used
by the Hitachi Storage Plug-in.

This figure shows the state before configuring the device and copy groups for LDEV#768 and
LDEV#15872.
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__— Named same on both sites. —
Copy Group: — | Copy Group:
gadcpgrp0 gadcpgrp0

Device Group:
devgrp1

Device Group:
devgrp0

LDEV#15871
(sVoL)

LDEV#TET
(PVOL)

TC/GAD/UR PAIR with existing copy group

- LDEV#15872
TCI/GAD/UR PAIR with none copy group (8VOL)

LDEV#TE8
(PVOL)

1.
2.

Error! Reference source not found. figure shows the state after configuring the device and copy

groups for LDEV#768 and LDEV#15872.

_— Named same on both sites. —
— ———___ | Copy Group:

,-" Copy Group:
gadcpgrp0

gadcparp0

- . -
Device Group: Device Group:
devgrp0 devgrp1

A LDEV#15871 3

(SVOL)

LDEV&TET
(PVOL)

TC/GAD/UR PAIR with existing copy group

Device Group: Device Group:
devgrp2 devgrp3

LDEV#15872
(sSVoL)

LDEV#768 >
(PVOL) TCI/GAD/UR PAIR with none copy group

Copy Group: - Copy Group:
VBR_gadcpgrp1 " Named same on both sites. — VBR_gadcpgrp1

The following procedure describes how to configure the device and copy groups.
Log in to CCl as a Storage Administrator.

Create a device group using the following command:

raidcom add device_grp
A device group is created for each storage in which a GAD volume is configured.
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For example,

raidcom add device_grp -device_grp_name devgrp2 dev21l -ldev_id 768 -IHO
raidcom add device_grp -device_grp_name devgrp3 dev3l -ldev_id 15872 -IH1
Verify the device group information using the following command:

raidcom get device_grp

For example,

raidcom get device_grp -device_grp_name devgrp2 -IHO

LDEV_GROUP LDEV_NAME LDEV# Serial#

devgrp2 dev21 768 400001

raidcom get device_grp -device_grp_name devgrp3 -IH1

LDEV_GROUP  LDEV_NAME LDEV# Serial#

devgrp3 dev3l 15872 400024

Create a copy group using the following command:

Create a copy group for each storage system in which the device group is configured in step 2.
For example,

raidcom add copy_grp -copy_grp_name VBR_gadcpgrpl devgrp2 -mirror_id hO -IHO
raidcom add copy_grp -copy_grp_name VBR_gadcpgrpl devgrp3 -mirror_id hO -IH1
Verify the copy group information using the following command:

raidcom get copy_grp

For example,

raidcom get copy_grp -IHO

COPY_GROUP LDEV_GROUP MU# JID# Serial#
VBR_gadcpgrp0 devgrpO hO - 400001
VBR_gadcpgrpl devgrp2 hO - 400001

raidcom get copy_grp -IH1

COPY_GROUP LDEV_GROUP MU# JID# Serial#
VBR_gadcpgrp0 devgrpl hO - 400024
VBR_gadcpgrpl devgrp3 hO - 400024

Configuring a Remote Storage System for Synchronous Replication Configuration

To back up a secondary storage system in a synchronous replication configuration, the
primary and secondary storage systems must be connected to the management network.
This section outlines the remote storage registration procedure for establishing this
connection.
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1.

9 Procedure

Log in to the PF-REST API client.
For details on how to use PF REST API, see the PF REST API product documentation.

Check the storage information "storageDeviceld" used for remote storage registration.
Request line:

GET <base URL>/v1/objects/storages
Request message:

Object ID: None
Query parameters: None
Body: None

For VSP example:

For primary storage:
curl -k -H "Accept:application/json" -GET https://<primary storage SVP IP>
/ConfigurationManager/v1/objects/storages

For secondary storage:
curl -k -H "Accept:application/json" -GET https://<secondary storage SVP IP>
/ConfigurationManager/v1/objects/storages

For VSP One example:

For primary storage:
curl -k -H "Accept:application/json" -GET https://<primary storage service IP>
/ConfigurationManager/v1/objects/storages

For secondary storage:
curl -k -H "Accept:application/json" -GET https://<secondary storage service IP>
/ConfigurationManager/v1/objects/storages

The foIIowmg screenshot shows an example of runnlng a command using VSP.

Create sessions for the primary and secondary storage systems.
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Request Line:
POST <Base URL>/v1l/objects/sessions
Request message:

Object ID: None
Query parameters: None

Body: "aliveTime": 1~300. Used to specify the time before the session times out. If omitted,
it is assumed to be 300.

For VSP example:

For primary storage:

curl -k -H "Accept:application/json" -H "Content-Type:application/json" -u maintenance:raid-
maintenance -X POST https://<primary storage SVP IP>
/ConfigurationManager/v1/objects/sessions/ -d ™"

For secondary storage:

curl -k -H "Accept:application/json" -H "Content-Type:application/json" -u maintenance:raid-
maintenance -X POST https://<secondary storage SVP IP>
/ConfigurationManager/v1/objects/sessions/ -d "

For VSP One example:

For primary storage:

curl -k -H "Accept:application/json" -H "Content-Type:application/json" -u maintenance:raid-
maintenance -X POST https://<primary storage service IP>
/ConfigurationManager/v1/objects/sessions/ -d "

For secondary storage:

curl -k -H "Accept:application/json" -H "Content-Type:application/json" -u maintenance:raid-
maintenance -X POST https://<secondary storage service IP>
/ConfigurationManager/v1/objects/sessions/ -d ™"

The following screenshot shows an example of running

a command using VSP.
-H “C prli = i

id-mai

e:raid-maintsn

Register the remote storage systems on both storage systems to pair.

Request Line:

POST <Base URL>/vl/objects/remote-storages
Request message:

Object ID: None

Query parameters: None
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Body: the following table shows the Request Message - Body List codes:

Attribute Description

storageDeviceld (MANDATORY) The storage device ID for the secondary
storage system.

restServerlp* (MANDATORY) The IP address used by the REST API
server on the secondary storage system-side in the format
of IPv4, IPv6, or hostname.

restServerPort (MANDATORY) The port number used by the REST API
server on the secondary storage system-side for SSL
communication.

(OPTIONAL) You can specify whether to mutually register
isMutualDiscovery the primary storage system information with the REST API
server on the secondary storage system side.

true: Mutual registration

false: No Mutual registration

If omitted, true is set.

Note: *The storage IP addresses specified in restServerlp and Add Storage must be the same.

9. For VSP example:
curl -v -k -H "Accept:application/json" -H "Content-Type:application/json" -H "Remote-
Authorization:Session efc-d6cd-43d8-985e-b6d9fech960b" -H "Authorization:Session 2facOcc2-
c400-4f03-a33b-85e73858efch" -POST https://<primary storage SVP IP>
/ConfigurationManager/v1/objects/remote-storages --data "{\"storageDeviceld\":
\"882000400024\" \"restServerlp\": \"<secondary storage SVP IP>\" \"restServerPort\":
443 \"isMutualDiscovery\": true}"

For VSP One example:

curl -v -k -H "Accept:application/json" -H "Content-Type:application/json" -H "Remote-
Authorization:Session efc-d6cd-43d8-985e-b6d9fech960b" -H "Authorization:Session 2facOcc2-
c400-4f03-a33b-85e73858efch" -POST https://<primary storage service IP>
/ConfigurationManager/v1/objects/remote-storages --data "{\"storageDeviceld\":
\"882000400024\" \"restServerlp\": \"<secondary storage service IP>\"\"restServerPort\":

443 \"isMutualDiscovery\": true}"

10. The following screenshot shows an example of running a command using VSP.

5. Verify that the remote storage registration is successful.
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Note: The "storageDeviceld" value must be the secondary storage system and the "dkcType"
value must be "Remote".

Request Line:
GET <Base URL>/v1/objects/remote-storages
Request message:
Object ID: None
Query parameters: None
Body: None
11. For VSP example:
curl -k -H "Accept: application/json" -H "Authorization:Session 2facOcc2-c400-4f03-a33b-
85e73858efch" -GET https://<primary storage SVP IP>
/ConfigurationManager/vl/objects/remote-storages
For VSP One example:
curl -k -H "Accept: application/json" -H "Authorization:Session 2facOcc2-c400-4f03-a33b-
85e73858efch” -GET https://<primary storage service IP>

/ConfigurationManager/v1/objects/remote-storages

12. The following screenshot shows an example of running a command using VSP.
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Setting up a Veeam-only user account

This section describes how to create user groups and users for Veeam Backup & Replication.

To protect the storage resources managed by Hitachi Storage Plug-in from being used by other
administrators, the resource group for the Hitachi Storage Plug-in is assigned only to a specific user
group.

If you are unable to create a user group for backup administrators, assign the user to the Built-in
Administrator User Group.

In a VSP environment, use Storage Navigator to create user groups and users for Veeam Backup &
Replication.

If Storage Navigator is not accessible, use the Maintenance Ultility to create users in the built-in user
group.

In a VSP One environment, use the REST API and Maintenance Ultility to create user groups and
users for Veeam Backup & Replication.

1 Procedure for VSP
1. From Storage Navigator, go to Administration > User Groups and click Create User Group.

2. Create the User Group by entering the user group name.
For example: Storage Administrator (Provisioning)

Hitachi Device Manager s £ HITACH,
« Fle Adions  Rep menance Wity  Viem  Tool M PRTRE DUARETE I, TORRBRRERGY Logoed in ss: maintenance  (LGHOM

Explorer User Groups Last Updated 1 2021/01/13 10038 &) 7
Storage Systems User Groops
Administration -
User Groups
Selected: 0 of 11
View & Modity) User Group

View Only) User Group

17
B2
i A
B2
I B
©
J Os
| &
| O=
©
J e
| &

General Tasks

3. Create a user in the user group created in step 2 by entering the username.
For example: Veeam_user.
Note: The user you create must register the Hitachi storage system in the backup server.

4. To verify the user group and user, go to Administration > User Groups > Storage
Administrator (Provisioning), and click the Users tab.

Hitachi Storage Plug-in for Veeam Backup & Replication v2.1 Page 60



Storage Administrator ( Last Updated | 2020/12/23 19:33 ) 9

user Groups > Storage Adr

Users Roles Resource Groups

[ ot Urer I Ghange Pasarrd ) €t o I ore Acions < |
| #rumer | On [To0 | Select AN Pages Column Settings Opticna w | - ¢

Usar Nama 1a | Acoust Stetus
J User Groups

| B vesam_user Enabled

5. Configure the following roles for the Veeam-dedicated user group:
Storage Administrator (Local Copy)
Storage Administrator (Provisioning)
Storage Administrator (View Only)

6. To verify the roles configured for the user group, go to Administration > User Groups >
Storage Administrator (Provisioning), and click the Roles tab.

Storage Administrator (Provisioning) Last Updated : 2020/12/23 1935 8 9

4% Storage Adminatrator (Locsl Copy)
(Prenisning)

7. Assign the following resource groups in the Veeam-dedicated user group:
Resource group of the meta_resource for the production system
Resource group for Veeam® Backup & ReplicationE
Creating this resource group is described in iCreating a resource group for Veeam® Backup
& ReplicationE and assigning storage resources for Hitachi Storage Plug-in to this resource

group.o

8. To verify the resource groups configured for the user group, go to Administration > User
Groups > Storage Administrator (Provisioning), and click the Resource Groups tab.
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Hitachi Device

HITACH

Vien Yo [ A L Doaeaton Logied | Logged -~ Logot

Storage Administrator (Provisioning) Last Updated | 2021/01/15 13

N T

User Groups > Storage Administratar (Provisioning)

Number of Roles
Number of Rescurce Grouds
Number of Users
User Group Type

Al Besource Groups Assgned

Users  Roles  Resource Groups

If you cannot access Storage Navigator, use the Maintenance Ultility to perform the following steps:

1. To launch the Maintenance Utility, enter the following URL in the web browser: http(s)://<GUM
controller IP Address>/MaintenanceUtility/.
2. Goto Administration > User Administration and click Create User for Veeam Backup &

Replication using the Hitachi Storage Plug-in.

Maintenance Utility

Storage System User Administration

| |

Serial Numbe

User Account Information «

Number of Users

Connected to
Hardware
Administration

@& Firmware

Number of User Groups

User Groups

__ . User Group Type Number of Roles Number of Users
#» User Administration
e Administrator User Group ¥ | Built-in 8 7
| Alert Notifications Audit Log_ Administrator (View & Modify) Us¥ | Built-in 2 0
ri Licenses Audit Log Administrator (View Only) User ¥ | Built-in 2 (1]
. _par -—E ¥ ilt-i
Network Setings O Malnt.enance .U_ser Grou : ] ¥ Bu!It !n 2 | 0
O | Security Administrator (View & Modify) Use¥ | Built-in 3 i}
Date & Time []| Security Administrator (View Only) User Gr¥ | Built-in 3 0
R Audit Log Settings | | Storage Administrator (View & Modify) Use¥ | Built-in 6 0
S rage Administrator (View Onl r Gry -
¢ External Authentication L]| Stora (¥iew Only) User Gr ¥ Elu!lt n 1 0
O | Support Personnel Group ¥ | Built-in 8 1
[]| System User Group ¥ | Built-in 8 0

3. Create a user for the Built-in Administrator User Group by entering the username.
For example: Veeam_user

Note: The user created here must register the Hitachi storage system in the backup server.
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Procedure for VSP One
1. Logintothe PF-REST API client.

For details on how to use PF REST API, see the PF REST API product documentation.
2. Create a session for the storage system.
Request Line:
POST <Base URL>/vl/objects/sessions
Request message:
Object ID: None
Query parameters: None

Body: "aliveTime": 1~300. Used to specify the when the session times out. Default is 300.

For example:

curl  -v -H"Accept:application/json" -H"Content - Type:application/json"
- U maintenance:raid - maintenance - X POST http:// <storage service IP>
/ConfigurationManager/v1/objects/sessions/ -d™

3. Create a user group.
Request Line:
POST <Base URL>/v1/objects/user-groups
Request message:
Object ID: None
Query parameters: None

Body: Body: the following table shows the user group attributes list codes.
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