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Preface 

Product version 
This document revision applies to the Self Certification tool v1.19 or later.   

 

Release notes 
Read the release notes before installing and using this product. They may contain 
requirements or restrictions that are not fully described in this document or updates or 
corrections to this document. Release notes are available on the Hitachi Vantara 
documentation website: https://docs.hitachivantara.com. 

Accessing product documentation 
Product user documentation is available on: https://docs.hitachivantara.com. Check this site 
for the most current documentation, including important updates that may have been made 
after the release of the product. 

Getting Help 
The Hitachi Vantara Support Website is the destination for technical support of products and 
solutions sold by Hitachi Vantara. To contact technical support, log on to the Hitachi Vantara 
Support Website for contact information: https://support.hitachivantara.com/en_us/contact-
us.html.  
 
Hitachi Vantara Community is a global online community for Hitachi Vantara customers, 
partners, independent software vendors, employees, and prospects. It is the destination to 
get answers, discover insights, and make connections. Join the conversation today! Go to 
community.hitachivantara.com, register, and complete your profile.  

Comments 
Please send comments to doc.feedback@hitachivantara.com. Include the document title and 
number, including the revision level (for example, -07), and refer to specific sections and 
paragraphs whenever possible. All comments become the property of Hitachi Vantara LLC.  

https://docs.hitachivantara.com/
https://docs.hitachivantara.com/
https://support.hitachivantara.com/
https://support.hitachivantara.com/en_us/contact-us.html
https://support.hitachivantara.com/en_us/contact-us.html
https://community.hitachivantara.com/
mailto:doc.feedback@hitachivantara.com
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About the Self Certification tool 
Use the Hitachi Self Certification tool to certify vendor-agnostic infrastructure that enables the 
building of a virtual storage system, providing high-performance, high-capacity block storage as part 
of Hitachi Virtual Storage Platform One Software-Defined Storage Block (VSP One SDS Block) 
hybrid cloud data platform. The Self Certification tool comes with an easy-to-navigate web interface. 
You need to complete the initial setup by entering the required information to run pre-defined tests to 
certify for use with VSP One SDS Block. 

Configuration diagram 
The following figure shows the multi-tier architecture independent of the underlying system, storage, 
and client machine: 
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Configuring the compute client  
Configure the compute client before installing the Self Certification tool. The compute client is a 
physical server running Red Hat Enterprise Linux (RHEL). The Self Certification tool connects to the 
compute client via SSH and provides operating system verification and user-provided hardware data 
verification.  

Software requirements for FC or iSCSI 

The operating system must be Red Hat Enterprise Linux 8u4 / 8u5 / 9u3 with the following 
packages: 

• device-mapper-multipath-libs.x86_64 

• device-mapper-multipath.x86_64 

• glibc-common.x86_64 

• glibc.x86_64 

• libgcc.x86_64 

• java-1.8.0-openjdk-headless.x86_64 or above 

• vdbench50407.zip* or latest available zip package only. 

• Additional packages for iSCSI configuration in Compute client: 

o iscsi-initiator-utils.x86_64 

o iscsi-initiator-utils-iscsiuio.x86_64 

Configure compute client for FC  

1. Install Red Hat Enterprise Linux 8.4, 8.5, or 9.3 (x86 or x64) using default settings on a local 
hard disk.  

2. Select US English (en_US.UTF-8)as the language. 

3. Configure the compute client with an IPv4 address and set up the root user password for 
SSH and Self Certification tool access.  

Note the compute client IPv4 address and root user credentials.  

4. Log in to the compute client and retrieve the FC HBA WWN information.  

cat /sys/class/fc_host/hostnumber/port_name  
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Example:  
 
cat /sys/class/fc_host/host1/port_name   
0x21000024ff86a661  
cat /sys/class/fc_host/host2/port_name  
0x21000024ff86a660  
 
The FC HBA port_name and wwn values are: “21000024ff86a661” and 
“21000024ff86a660”.  

5. Set the compute client date and time to UTC and synchronize with an NTP server.   

6. Verify that the packages are installed: 

• dnf search device-mapper-multipath  
• yum search device-mapper-multipath  

7. Configure yum with a local repository or subscribe to the OS vendor repository to install any 
missing software.  

8. Download the latest Vdbench tool from Vdbench Downloads and copy the package to the 
root directory.  

9. Configure switch zoning using the FC HBA port_name/wwn and compute port_name/wwn.  

Configure compute client for iSCSI  

1. Install Red Hat Enterprise Linux 8.4, 8.5, or 9.3 (x86 or x64) using default settings on a local 
hard disk.  

2. Select US English (en_US.UTF-8)as the language. 

3. Configure the compute client with an IPv4 address and set up the root user password.  

Note the compute client IPv4 address and root user credentials.  

4. Log in to the compute client and assign IPv4 addresses to the Ethernet/NIC adapter.  

 
• Install the kernel-modules-extra.x86_64 package, and copy the vdbench ZIP file to 

/root/. 
• Configure the source NIC interfaces either as individual NICs or by combining them 

using NIC bonding or teaming. 
 

5. Verify connectivity between the compute client and storage node compute ports.  

6. Retrieve the iSCSI initiator name from the compute client.  

cat /etc/iscsi/initiatorname.iscsi  

7. Set the compute client date and time to UTC and synchronize with an NTP server.   

https://www.oracle.com/downloads/server-storage/vdbench-downloads.html
https://www.oracle.com/downloads/server-storage/vdbench-downloads.html
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8. Verify that the packages are installed.  

• dnf search device-mapper-multipath  
• yum search device-mapper-multipath  

9. Configure yum with a local repository or subscribe to the OS vendor repository to install any 
missing software.  

10. Download the latest Vdbench tool from Vdbench Downloads and copy the package to the 
root directory.  

Software requirements for NVMe/TCP 

The operating system must be Red Hat Enterprise Linux 9u3 with the following packages: 

• libnvme.x86_64 

• nvme-cli.x86_64 

• glibc-common.x86_64 

• glibc.x86_64 

• libgcc.x86_64 

• java-1.8.0-openjdk-headless.x86_64 or above 

• vdbench50407.zip* or latest available zip package only 

Note: Copy the Vdbench zip package in root directory of the compute client. Provide the 
complete path for example, “/root/vdbench50407.zip” in the Self Certification tool. Always 
use the latest available Vdbench version zip file. 

Configure the compute client for NVMe/TCP 

1. Log in to the compute client and assign IPv4 addresses to the Ethernet/NIC adapter. The 
IPv4 address must be in the range of the compute port IPv4 address. Refer to 
SystemConfigurationFile.csv and determine the compute port IPv4 address.  

• Install the kernel-modules-extra.x86_64 package, and copy the vdbench ZIP file to 
/root/. 

• Configure the source NIC interfaces either as individual NICs or by combining them 
using NIC bonding or teaming. 

2. Make a note of source IPv4 addresses to input in Self Certification tool. If the storage system 
is successfully installed, you can ping all compute port IPv4 addresses and confirm that it 
can reach the compute client. 

https://www.oracle.com/downloads/server-storage/vdbench-downloads.html
https://www.oracle.com/downloads/server-storage/vdbench-downloads.html
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3. Make a note of the host NQN name of the compute client. You will need to input the host 
NQN in the Self Certification tool. To get the host NQN, enter the cat/etc/nvme/hostnqn 
command. For example: 

cat /etc/nvme/hostnqn 
nqn.2014-08.org.nvmexpress:uuid:5ebe4d56-1670-0054-ef61-f9716df962f0 

4. Set the compute client date and time and set to time zone to UTC. You need to sync the date 
and time with the NTP server.  

5. Refer to Software requirements for NVMe/TCP and verify that all the packages are installed 
using one of the commands below: 

• dnf search nvme-cli 

• yum search nvme-cli 

If any of the listed packages are not installed, install them.   

(Optional) Configure NIC Bonding on the compute client 

The Self Certification tool supports NIC bonding on the compute client. You can configure bonding 
using the source network interfaces and discover SDS Block volumes over iSCSI or NVMe/TCP. 
Bonding must be configured using mode 1 (active-backup) or mode 4 (802.3ad / LACP). The same 
bonding configuration must be maintained throughout the certification process. 
 
NIC bonding is supported in TEST_CONFIG_4 and TEST_CONFIG_6. 
 
Note the following: 

• When using Bonding Mode 1 (active-backup), ensure that fail_over_mac = none 
(default value). 

• Use only bonding mode 1 or bonding mode 4 throughout the certification process. 

• Mixing bonding modes during certification is not recommended. 

• Restore bonding connections immediately if any path or link loss is observed during testing. 
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Installing the Self Certification ISO 
The Self Certification application is bundled in an ISO image and can be installed on a physical 
server or virtual machine (VM). After minimal configuration, the application becomes accessible 
through a web interface. The ISO image includes the Debian OS and the Self Certification tool, 
ensuring the latest patched version is always available. 
 
You can install and run the Self Certification tool on both newly deployed and existing SDS Block 
clusters. When used on existing clusters, the tool enables you to certify previously configured 
environments without affecting current data or settings. 

Getting the Self Certification ISO 
1. Obtain the Minimum Self Certification Requirement form from a Hitachi Vantara 

representative. This form will verify that all hardware components, including switches, 
servers, disks, and network interface cards (NICs), meet the minimum requirements for VSP 
One SDS Block compatibility.  
 
The following table lists the minimum supported hardware components for SDS nodes:  

 

Component  Description  

Server  SLES15 Certified Server model with Service Pack 7  

CPU  Intel 64 or AMD64 

Memory  Minimum 256GiB, any vendor  

Ethernet Adapter  SLES15 SP7 inbox driver-supported drivers  

Fibre Channel Adapter  Host bus adapter (HBA) built on Q-Logic chipset  

Disk Controller  SLES15 SP7 inbox driver-supported controllers  

System/User Data Drives  Any vendor  

Internode/Compute 
Switches  Any vendor  

 
2. Complete the form and submit it to a Hitachi Vantara representative. Once verified, you will 

receive an email with a link to download the Self Certification ISO file, associated installation 
documents, and a Unique Certification ID. 

Installation requirements 
• For a Physical Server: A physical server supporting the 64-bit PC architecture is required for 

Self Certification ISO installation. For more information on supported hardware, see Ubuntu 
certified servers.  

https://ubuntu.com/certified/servers?q=&limit=20&category=Server&release=22.04+LTS
https://ubuntu.com/certified/servers?q=&limit=20&category=Server&release=22.04+LTS
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• For a VM: VMware ESXi 7.0.3 build-19193900 tested with Self Certification ISO. For more 
information, see the VMware Compatibility Guide. 

Installing the ISO on a physical server 
1. Download and save the Self Certification ISO file, self-certification_011900.iso, to 

a local machine or remote desktop.  

2. Connect to the physical server by logging in to the server using the Baseboard Management 
Controller (BMC) console.  

To access the BMC console, follow the vendor-specific server documentation. 

3. Open the server management console, click the virtual console, and mount the ISO image 
file. 

To access the virtual console, follow the vendor-specific documentation. 

4. Locate the Virtual Drive option, mount the ISO image, and reboot the server. 

Ensure the BIOS boot sequence prioritizes the virtual CD ROM over the local hard disk. 

5. After a reboot, the system loads the ISO image, displays “Auto Install Self Certification 
Application”, and begins installation automatically or after you click Enter. 

6. After a successful installation, the console displays “Finished….” Click Enter to display the 
login prompt. 

7. If the Virtual Drive does not automatically unmount the ISO image file, manually unmount it 
and restart the server. 

8. Set the password for the Self Certification application using the "admin" username and 
default password "selfCertif1c@ti0n". The new password must be at least 14 characters long 
and include at least one digit, one uppercase letter, one lowercase letter, and one special 
character. 

9. Configure the network by running the aip command, assigning an IP address, CIDR, 
gateway IP, and NTP server, with an optional nameserver. 

aip <IP/CIDR -- Mandatory> <Gateway -- Mandatory> <NTP server IP -- 
Mandatory> <Nameserver -- Optional>  
 
Example: aip "172.17.14.23/21" "172.17.14.1" "172.17.14.20" 
"172.17.14.80"  

10. Select the correct NIC mapped to the MAC address, as incorrect selection requires 
reinstallation. 

11. After completion, the Self Certification machine reboots automatically, and once online, 
access the Self Certification web UI using https://<Machine-IP>:9000. 
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Installing the ISO on a VM 
1. Log into the VMware ESXi host using username and password. 

2. Upload the Self Certification ISO file to the VMWare datastore and select the ISO when 
creating a new VM. 

3. Create a new VM by selecting Create a new virtual machine and enter the VM name and 
select the Guest OS family and version. 

4. Select a datastore with at least 160–200 GB of free space. 

5. Allocate a minimum of 8 CPUs, 32GB memory, and 130GB hard disk. 

6. Attach the ISO using the datastore. 

7. In the Ready to complete section, verify all configurations and click Finish. 

8. Power on the VM and allow the installation to proceed automatically. 

9. After a successful installation, the console displays “Finished….” Click Enter to display the 
login prompt. 

10. If the Virtual Drive does not automatically unmount the ISO image file, manually unmount it 
and restart the server. 

11. Set the password for the Self Certification application using the "admin" username and 
default password "selfCertif1c@ti0n". The new password must be at least 14 characters long 
and include at least one digit, one uppercase letter, one lowercase letter, and one special 
character. 

12. Configure the network by running the aip command, assigning an IP address, CIDR, 
gateway IP, and NTP server, with an optional nameserver. 

aip <IP/CIDR -- Mandatory> <Gateway -- Mandatory> <NTP server IP -- 
Mandatory> <Nameserver -- Optional>  
 
Example: aip "172.17.14.23/21" "172.17.14.1" "172.17.14.20" 
"172.17.14.80"  

13. Select the correct NIC mapped to the MAC address, as incorrect selection requires 
reinstallation. 

14. After completion, the Self Certification machine reboots automatically, and once online, 
access the Self Certification web UI using https://<Machine-IP>:9000. 
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Using the tool 

Tool prerequisites 

Item Requirements 

Browser Google Chrome. Use a minimum resolution of 1320x1080 and clear the browser 
cache before launching the tool for the best experience. 

Hardware A physical server with 64-bit PC architecture is required to install the Self 
Certification ISO. For more information on supported hardware, click here. 

Software 

Self Certification ISO. Download the latest Vdbench tool from Vdbench 
Downloads and copy the vdbench zip to the root directory of the Compute Client, 
which is a client machine connected to SDS Block storage through Compute 
ports.  

Network 

• Compute Network: Configure network segmentation when setting up 
redundant compute paths or switches. The figure above shows that it must be 
separated from the Internode, BMC/iLO, and Control networks. 

• Internode Network: Configure internode network as redundant and establish 
an inter-switch connection between internode network switches, as shown in 
the figure above. A separate network is recommended. 

• BMC /iLO Network: Connect BMC/iLO to access the storage hardware 
management console, as shown in in the figure above. A separate network 
segment is recommended; however, not mandatory. 

• Storage Management and Control Network: Establish a management network 
connection to the Control NIC of each storage node to access the storage 
cluster IP and storage user interface management console. In addition, the 
network must connect to the Compute Client and Self Certification tool PC 
server, as shown in in the figure above. A separate network segment is 
recommended but not mandatory. 

 

  

https://ubuntu.com/certified/servers?q=&limit=20&category=Server&release=22.04+LTS
https://www.oracle.com/downloads/server-storage/vdbench-downloads.html
https://www.oracle.com/downloads/server-storage/vdbench-downloads.html
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Logging in to the tool 
URL https://<Self-Certification-ip>:9000/ brings you to the login page. The Self-Certification tool runs 
on port 9000. 

Logging in to the GUI for the first time 

You can log in to Self Certification tool using the default credentials and click Log in. The default 
credentials are: 

• User ID: admin 

• Password: sdsblock@1234 

After logging in for the first time, you are directed to the Change Password page, where you must 
change your password. The new password must be at least 14 characters long and include at least 
one digit, one uppercase letter, one lowercase letter, and one special character. You will be logged 
out with a message that says, “Your password has been updated successfully”. Log in again with 
your new password. 

 
Note: If you forget your password, you can change it using a one-time password, using the following 
steps: 

1. Click Reset Password and enter the current username.  

2. Click Continue to generate a one-time password (OTP). 

3. Go to the Self Certification console and run the getotp command to get the generated OTP. 

4. Enter the OTP on the Self Certification application and click Verify to reset the password to 
default. 

5. Change the password. 
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After you log in with your new password, you will be redirected to the Software License 
Terms page. Click Accept & Continue to start using the tool.  
 
After logging in, you will be redirected to the Welcome page. 

Setting customer and hardware information 

In the Welcome page, add customer information first before you add hardware information. 

 

Setting customer information 

To add customer information, complete the following steps: 

1. In the Set Customer Information panel, click Start. 

2. Enter the Company Name and Corporate Address and then click Submit. 

 

Setting hardware information 

1. To start the Hardware Information wizard, click Start in the Hardware Information panel. 
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2. In the Certification page, enter the following information: 

 

• Certification ID: Enter the certification ID provided by Hitachi Vantara Support after 
they have verified your Minimum Self Certification Requirement. 

• Number of Storage Nodes: Select the number of storage nodes. 

• Storage Redundancy Policy: Select the redundancy policy from the drop-down list 
based on the number of nodes selected. 

o 3 or 4 nodes: Select Mirror 

o 5 nodes: Select Mirror or 4D+1P 

o 6 to 32 nodes: Select Mirror, 4D+1P, or 4D+2P 

• Storage Type: Select iSCSI, FC (Fibre Channel), or NVMe/TCP from the drop-down 
list. 

• Test Configuration Type: Select the test configuration type from the drop-down list. 
The available options are based on the chosen storage type. 
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Storage Type Test 
Configuration 

Description 

FC 

TEST_CONFIG_1 Compute Client connected to SDS 
Block using an external FC switch 

TEST_CONFIG_2 Compute Client directly connected to 
SDS Block 

TEST_CONFIG_5 

A non-redundant setup with a single 
compute switch port for each storage 
node. The use of a single FC switch 
is set as the default configuration 
and cannot be changed.  

iSCSI 

TEST_CONFIG_3 
Compute Client connected to SDS 
Block using an external Ethernet 
switch 

TEST_CONFIG_4 

Compute Client directly connected to 
SDS Block. Supports NIC bonding 
on the compute client (bonding mode 
1 or bonding mode 4). 

TEST_CONFIG_6 

A non-redundant setup with a single 
switch and a single compute port. 
The use of a single ethernet switch 
and compute port is set as the 
default configuration and cannot be 
changed. Supports NIC bonding on 
the compute client (bonding mode 1 
or bonding mode 4). 

NVMe/TCP 

TEST_CONFIG_3 
Compute Client connected to SDS 
Block using an external Ethernet 
switch 

TEST_CONFIG_4 

Compute Client directly connected to 
SDS Block. Supports NIC bonding 
on the compute client (bonding mode 
1 or bonding mode 4). 

TEST_CONFIG_6 

A non-redundant setup with a single 
switch and a single compute port. 
The use of a single ethernet switch 
and compute port is set as the 
default configuration and cannot be 
changed. Supports NIC bonding on 
the compute client (bonding mode 1 
or bonding mode 4). 

 
Note: TEST_CONFIG_5 and TEST_CONFIG_6 are fixed non-redundant 
configurations. When selected, redundancy options such as second compute switch 
or additional ports are disabled in the wizard. 
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• Test Qualification: Select the test configuration from the drop-down list. To certify all 
hardware components, select FULL_QUALIFICATION. For a list and description of 
all test qualification options, see Test Qualification Type Options.   

3. Optionally, you can click View Configuration Diagram to view the selected test 
configuration. See Configuration diagrams for more information. 

4. You can only submit certification information once and it cannot be edited once it is 
submitted. Click Yes, Submit to submit certification information. 

5. Review the entered information by clicking on the page icon at the right of the screen. 

 

6. In the Compute Client page, enter the following information and then click Next. 

 

• IPv4 Address: Enter the Compute Client IP address. 

• Username and Password: Enter the Compute Client username and password. 
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• Client HBA Model: If you selected FC as the Test Configuration Type, select your HBA 
model from the drop-down list. You can also add a new hardware model and 
corresponding firmware to qualify the hardware while running Self Certification. 

• Client NIC Model: If you selected iSCSI as the Test Configuration Type, select your NIC 
model from the drop-down list. You can also add a new hardware model and 
corresponding firmware to qualify the hardware while running Self Certification. 

• Driver: Select your hardware driver from the drop-down list. 

• Speed: Select the speed from the drop-down list. 

• HBA WWN1: If you selected FC as the Test Configuration Type, enter the primary host 
bus adapter World Wide Name. 

• HBA WWN2: If you selected FC as the Test Configuration Type, enter the secondary 
host bus adapter World Wide Name. 

• Client NIC Port 1 IPv4 Address: If you selected iSCSI as the Test Configuration Type, 
enter the primary NIC port IP address. 

• Client NIC Port 1 IPv4 Address: If you selected iSCSI as the Test Configuration Type, 
enter the secondary NIC port IP address. 

• Client IQN: If you selected iSCSI as the Test Configuration Type, enter the iSCSI 
Qualified Name (iQN). 

• External Switch HBA Port #: If you selected FC as the Test Configuration Type, enter 
the external switch HBA adapter port number. 

• Compute Switch HBA Port #: If you selected FC as the Test Configuration Type, enter 
the compute switch HBA port number. 

• External Switch NIC Port #: If you selected iSCSI as the Test Configuration Type, enter 
the external switch NIC adapter port number. 

• Compute Switch NIC Port #: If you selected iSCSI as the Test Configuration Type, enter 
the compute switch NIC port number. 

• Vdbench Path: Enter the vdbench path in the Linux Compute Client host under the 
‘/root/’ directory. The path format is: /root/<path-to-file>/vdbench<version>.zip. 

• NTP Server IPv4 Address: Enter the NTP server IP address. 

7. In the External Switch page, enter the following information and then click Next. This step is 
not displayed if you selected test configuration TEST_CONFIG_1 or TEST_CONFIG_3 on 
the Certification page. 
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• IPv4 Address: Enter the external switch IP address. 

• Username and Password: Enter the username and password for the external switch. 

• Model: Select your switch model from the drop-down list. 

• Firmware: Select the firmware from the drop-down list. 

• External Switch ISL Connection Port #: Enter the external switch inter-switch link (ISL) 
connection port number. 

• Compute Switch ISL Connection Port #: Enter the primary compute switch ISL 
connection port number. 

8. In the Compute Switch page, you must disable Single Switch if you want to configure 
redundant switches. Fill in the following fields for each switch and then click Next. 

If you selected TEST_CONFIG_5 or TEST_CONFIG_6, only one compute switch is used. 
Single switch is automatically enabled and cannot be modified.  

 

• IPv4 Address: Enter the compute switch IP address. 
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• Username and Password: Enter the username and password for the compute switch. 

• Model: Select your compute switch model from the drop-down list. 

• Firmware: Select the compute switch firmware from the drop-down list. 

• Port for Node #1: Enter the port number for node #1. 

• Port for Node #2: Enter the port number for node #2. 

• Port for Node #3: Enter the port number for node #3. 

You may need to add more “Port for Node #” entries depending on the number of storage 
nodes that you specified in the Certification page. 
 
For Ethernet Storage clusters, divide the network segmentation for redundant Compute paths 
or switches. 

9. In the Internode Switch page, enter values for the following fields for each switch and then 
click Next. 

 

• IPv4 Address: Enter the internode switch IP address. 

• Username and Password: Enter the username and password for the internode switch. 

• Model: Select your internode switch model from the drop-down list. 

• Firmware: Select the internode switch firmware from the drop-down list. 

• Port for Node #1: Enter the port number for node #1. 

• Port for Node #2: Enter the port number for node #2. 
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• Port for Node #3: Enter the port number for node #3. 

You may need to add more “Port for Node #” entries depending on the number of storage 
nodes that you specified in the Certification page. 

You must check the internode switch port settings on the switches and ensure that the MTU 
value is set to 9216. If the MTU is not set correctly, the storage cluster event shows the 
following error: “Warning: Highly frequent TCP retransmission detected”. 

You can enable Single Switch to use a single switch with different ports but using a single 
switch will result in a non-redundant network configuration, which is not recommended. 
Redundant networks help prevent a single point of failure. 

10. In the Storage Nodes page, enter the following information.  

Certain options will be greyed out, depending on whether you selected iLO or Manual for the 
BareMetal type in the Certification page. If you selected iLO, you are required to enter a 
common username and password for the management console. If you selected manual, 
these fields are disabled. 

 

• Target NIC Model: Select the target NIC model from the drop-down list. 

• Target NIC Speed: Select the target NIC speed from the drop-down list. 

• Internode NIC Model: Select the internode NIC model from the drop-down list. 

• Internode NIC Speed: Select the internode NIC speed from the drop-down list. 

• Management Console Service: Select the Management Console Service from the drop- 
down list. 

• Common Username and Password of Management Console: If you selected iLO in 
the Certification step, you are required to enter a common username and password for 
the management console. If you selected manual, these fields are disabled. 
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• Management Console #1, #2, or #3: Enter the BMC IPv4 node address for the 
management console. You must provide unique management console IPv4 addresses 
for each node. 

• Control Network Node #1, #2, or #3: Enter the IPv4 address for the control network 
node. You must provide unique control network IPv4 addresses for each node. 

11. Click Next to display a summary of the entire hardware configuration. If it is all correct, click 
Submit. 

 

12. After clicking Submit, you can download the entered hardware information as a PDF file. If 
you click View Test Dashboard or close the popup, you are sent to the Test Dashboard 
page. 

 
 

Running tests 

The Test Dashboard page consolidates test run information and lists all the tests based on the 
selected test configuration and storage protocol. You can select and run the tests on VSP One SDS 
Block using the connected Compute Client. 
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The Dashboard page is divided into three sections – Configuration Overview, System Overview, and 
Test Overview. 

 
 
The Configuration Overview displays the list of items that you entered using the wizard. You can 
download by clicking download or edit it by clicking the pencil icon. 
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The System Overview displays the list of IPv4 addresses of hardware that participates in certification 
and Storage License Status. The up (green) or down (red) icons beside the IPv4 addresses indicate 
the availability status of the corresponding hardware. 
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Test overview 

 
 
Test Overview displays the following list of information: 

• Total: Total number of tests selected for a specific test configuration. 

• In Progress: The number of tests running. 

• Passed: The total number of passed tests for a given test certification ID. 

• Failed: The total number of failed tests for a given test certification ID. 

• Test Category: A consolidated list of tests having the same category. 

• Name: The name of the tests under each category. 

• Status: The status of a test at any given time. 

• Start Time: The time the test started. 

• End Time: The time the test ended. 

• Log: The name of the test log. 

Test category run order 

1. Configuration 

2. Sustainability 

3. IO Stability 
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4. Fault Handling 

5. Switch Fault 

6. Maintenance 

7. Performance 

8. Result Submit 

Category Order Tests 4, 5, 6 can be run in any order only if tests 1, 2, 3 are run first and all tests are 
passed. We recommend that you run the test categories in order. 
 
The Result Submit test category must be run to collect test results at the end of all tests or as a 
troubleshooting step when a test execution error occurs. The test result collection collects storage 
dumps, compute (Linux) client logs, necessary support files and test execution logs. However, you 
need to collect switch logs manually. 

Running a Test 

You can select a category to get a list of tests. Click Run to run the desired test. The test “Status” 
updates accordingly. 
 

 

Error codes and descriptions 

If a test fails, a temporary error message is displayed at the top right corner. Click View Errors to 
open a detailed pop-up showing the error code and description. 
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Click View to display the latest logs. Click Failed to view the error details.  
 
If a test fails, refer to the Troubleshooting Guide. 

Viewing the test log 

After a test is run, you can access the test log by clicking on View under the Log column of a test list 
table. The log displays three types of logs – Info, Warning, and Error. 

 
 
You can reload and copy the contents of the log with the buttons available on the top right corner of 
the log pop-up. 
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Collecting test results 

Click Run next to ExecuteTestResultCollection to collect test results, storage dumps, client logs, and 
support files. Once the collection is completed, you can download them by clicking the download 
icon. 

 

Test qualification type options 

The certification information page consists of selectable dropdowns like “Test Qualification Type”. 
You need to choose one of the “Test Qualification Type” from the following table according to your 
certification requirements. 
 

Test Qualification Type Description 

FULL_QUALIFICATION 

The test set is required to certify all flexible hardware 
components including: 

• System Drive 
• User Drive 
• Internode Network Switch 
• Compute Network Switch 
• PCIe configuration position flexibility 
• Ethernet cards (Limited to inbox driver availability) 
The server model selection is limited to those 
specified in the HCL Guide of supported SDS Block 
version. 

SERVER_QUALIFICATION 
The test set is required to certify all Server 
Components including: 

• System Drive 
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Test Qualification Type Description 

• User Drive 
• PCIe configuration position flexibility 
• Ethernet cards (Limited to inbox driver availability) 
The server model selection is limited to those 
specified in the HCL Guide of supported SDS Block 
version. 

NIC_QUALIFICATION 

The test set is required to certify Network adapter 
components desired by the user, ethernet card 
section currently limited to inbox driver availability, 
listed in the Tool section. 

DISK_QUALIFICATION The test set is required to certify Disk drives including 
the System Drive and User Drive.  

INTERNODE_SWITCH_QUALIFICATION The test set is required to certify any Internode 
Network Switch model. 

COMPUTE_SWITCH_QUALIFICATION The test set is required to certify any Compute 
Network Switch model. 

Editing hardware information 

You are provided with an Edit Configuration button on the top right corner of Test Dashboard. 
 

 
Upon clicking on the Edit Hardware Information button, a warning is displayed stating - “Editing 
Hardware Information will require re-running some tests.” 
 
If you click Yes, Continue you will be sent to the Edit Hardware Information page.  The page is pre-
populated with the hardware information that you filled in earlier. 
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Configuration diagrams 
TEST_CONFIG_1 - Compute Client connected to SDS Block using an external FC switch. 
 

 
 
TEST_CONFIG_2 - Compute Client directly connected to SDS Block. 
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TEST_CONFIG_3 - Compute Client connected to SDS Block using an external Ethernet switch. 
 

 
 
TEST_CONFIG_4 - Compute Client directly connected to SDS Block. 
 

 
 
TEST_CONFIG_5 - Non-redundant Compute Client directly connected to SDS Block. 

 
 
Note: In TEST_CONFIG_5, if you configure storage using a single Internode Ethernet Switch, you 
can still achieve redundancy for internode port connections by assigning them to separate VLANs.  
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TEST_CONFIG_6 - Non-redundant Compute Client directly connected to SDS Block. 

 
 
Note: In TEST_CONFIG_6, if you configure storage using a single Internode Ethernet Switch, you 
can achieve redundancy for internode port connections by assigning them to separate VLANs.  
 

 

Viewing and renewing the storage license 

Click View in the Storage License Status section to view the detailed license information of the 
storage system. To renew the license, obtain the most current license key from a Hitachi Vantara 
representative and upload it.  
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When UserOperationConfigurationTest is not run in a freshly installed storage cluster, the 
License Status may be shown as “Not Available.” 



 

 Getting Started Page 36 

Appendix: Test descriptions 

Configuration tests 
The Configuration tests are mandatory and must be performed in the specified order to configure 
VSP One SDS Block and apply the required settings on a Linux Compute Client. Complete each test 
sequentially before starting any other tests. 

 

Test Description 

UserOperationConfigurationTest 

This test creates the initial user and verifies system 
parameters. 

Test Duration: Approximately 30 seconds. 
Note: If the test logs event ID KARS20011-E, you 
can ignore the error unless the test fails. If the test 
fails, report the failure to Customer support. 

PoolOperationTest 
This test creates a storage pool using internal drives 
and verifying system parameters.  
Test Duration: Approximately 30 minutes. 

ComputeClientVerificationTest 

This test verifies the Linux Compute Client 
configuration based on the input. 
Test Duration: Approximately 10 minutes.  

Note: If the test fails with error code “SC0363E” with 
the message: 
"Error occurred as unable to collect installed package 
information from yum. Fix yum and rerun the test." 

Resolve the yum configuration to ensure the test can 
retrieve installed package details efficiently. 
Important: Running other tests before completing 
these tests in the specified order may produce 
inaccurate results. 

Sustainability tests 
The Sustainability tests verify VSP One SDS Block sustainability. Since these tests do not require 
Compute Linux I/O, you can perform them in any order, one at a time. 

 
Note: Before running these tests, complete the Configuration tests. 
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Test Description 

ClusterPowerOperationTest 

This test verifies power cycling and ensures that all 
configurations remain intact after a restart. 
Test Duration: Approximately 45 minutes. 

Note: The power-on process can be interactive or 
non-interactive, based on selection: 

• BareMetal with "iLO": Automated power OFF/ON 
(non-interactive). 

• BareMetal with "Manual": Manual power 
OFF/ON, user prompt (interactive). 

VolumeOperationStressTest 

This test verifies volume creation, mapping, and 
deletion.  

Test Duration: Approximately 5 hours 30 minutes. 
Important: This test must be completed before the 
IO Stability test. If SDS Block volumes are already 
mapped or I/O operations are active, this test fails 
(expected behavior). 

VolumeOperationRepeatTest 
This test verifies stability by continuously creating 
and deleting volumes. 
Test Duration: Approximately 7 hours 30 minutes. 

NodeMaintenanceBlockWithoutIOTest 

This tests storage node maintenance and recovery 
without I/O operation in the Compute client. 

Test Duration: Approximately 3 hours. 

Notes: 
If the storage cluster is configured as: 

• Mirror or HPEC+1P, perform single-node 
maintenance blockage. 

• HPEC+2P, perform two-node maintenance 
blockage. 

The power-on and power-off process can be 
interactive or non-interactive, based on selection: 

• BareMetal with "iLO": Automated power 
OFF/ON (non-interactive). 

• BareMetal with "Manual": Manual power 
OFF/ON, user prompt (interactive). 

IO stability tests 
The I/O stability tests verify IO sustainability from a Linux Compute Client on a VSP One SDS Block 
storage system during multiple operations. Since these tests require storage volumes to be mounted 
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on a Compute Linux host with active IO, ComputeNodeConfigurationTest and 
PrepareComputeClientForIOTest must be run in sequence. 

Note: Sustainability tests must be run successfully before running this test. Running tests in the 
wrong sequence may cause inconsistent results in IO Stability tests. 
 

Test Description 

ComputeNodeConfigurationTest 

This test verifies volume creation, configuration, and 
mapping to the Compute node. 
Test Duration: Approximately 5 minutes. 

Note: Rerun the test if: 

• The Compute client host is replaced or reinstalled. 
• The Compute client host IP changes. 

PrepareComputeClientForIOTest 

This test verifies volume discovery, Compute node 
preparation, filesystem creation, and storage volume 
mounting.  
PrepareComputeClientForIOTest must be completed 
before running tests ComputeIoHeatRunTest, 
IOResetHeatRunTest (FC), and IOResetHeatRunTest 
(iSCSI). If the test fails, contact Customer support. 

Test Duration: Approximately 25 minutes. 

Note: Rerun the test if: 

• The Compute client host is replaced or reinstalled. 
• The Compute client host is rebooted. 
• The Compute client host IP changes. 
• Any test under the Performance Category has 

already run. 
• A test fails with the following error or warning: 

Total Volumes count found in Compute 
client: 0 

ComputeIoHeatRunTest 
This test verifies 72 hours of uninterrupted I/O. 

Test Duration: Approximately 72 hours. 

IOResetHeatRunTest (FC) 

This test verifies storage recoverability from FC 
transmission errors by injecting FC failures on the 
Source FC Host Bus Adapter during an active Client I/O 
run. 
Test Duration: Approximately 5 hours. 

IOResetHeatRunTest (iSCSI) 

This test verifies storage recoverability from iSCSI fault 
injection errors by inducing iSCSI packet transmission 
failures through periodic iSCSI daemon restarts during 
an active Client I/O run. 
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Test Description 

Test Duration: Approximately 5 hours. 

IOResetHeatRunTest (NVMe/TCP) 

This test verifies storage recoverability from NVMe/TCP 
fault injection errors by inducing TCP packet failures 
through period TCP daemon restarts during an active 
Client I/O run. 

NodeMaintenanceBlockWithIOTest 

This test verifies storage node maintenance and 
recovery while Compute I/O is running. 

Test Duration: Approximately 3 hours 30 minutes. 
Notes: 
1. If the storage cluster is configured as: 

• Mirror or HPEC+1P, perform single-node 
maintenance blockage. 

• HPEC+2P, perform two-node maintenance 
blockage. 

2. The power-on and power-off process can be 
interactive or non-interactive, based on selection: 

• BareMetal with "iLO": Automated power 
OFF/ON (non-interactive). 

• BareMetal with "Manual": Manual power 
OFF/ON, user prompt (interactive). 

Fault handling tests 
The Fault handling tests validate storage stability, recoverability and compute I/O sustainability 
against faults such as FC resets, iSCSI packet loss, transmission delays, compute failures, 
internode cable faults, and so on. 

Note: “ComputeNodeConfigurationTest” and “PrepareComputeClientForIOTest” must be run 
successfully before the following tests. Running IO Stability tests before this is recommended for 
easier troubleshooting, however it is not mandatory. 

Test Description 

TCPIPPacketLossNicPortEvaluation 

This test applies to VSP One SDS Block Ethernet 
(iSCSI or NVMe/TCP) storage systems and verifies 
I/O sustainability during TCP/IP packet loss on the 
compute network. Additional packages are required 
to present/installed in Compute client before running 
the test. 

Test Duration: Approximately 6 hours. 

TCPIPPacketDelayNicPortEvaluation This test applies to VSP One SDS Block Ethernet 
(iSCSI or NVMe/TCP) storage systems and verifies 
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Test Description 

I/O sustainability during TCP/IP packet delay on the 
compute network.  
Test Duration: Approximately 6 hours. 

SingleComputeCableFailureTest 
This test verifies I/O sustainability during a single 
cable failure from the Compute Switch. 

Test Duration: Approximately 5 hours. 

RedundantComputeCableFailureTest 
This test verifies I/O sustainability during a redundant 
cable failure from the Compute Switch. 
Test Duration: Approximately 4 hours. 

SingleInternodeCableFailureTest 

This test verifies I/O sustainability and storage 
stability during a single cable failure from an 
Internode Switch port. 

Test Duration: Approximately 3 hours. 

RedundantInternodeCableFailureTest 

This test verifies I/O sustainability and storage 
stability during redundant internode cable failure of a 
node from Internode Switch ports. 

Test Duration: Approximately 4 hours. 

NodePowerFailureRecoveryTest 

This test verifies I/O sustainability and storage 
recoverability from node power failure. Ensure 
operations are completed within 30 minutes from the 
time of the prompt to avoid persistent node blockage. 

Test Duration: Approximately 3 hours. 

Notes:  
Single Node Power Cycle: 

• Mirror or HPEC+1P, perform single-node power-
off and power-on operation. 

• HPEC+2P, perform two-node power-off and 
power-on operation. 

Power control based on Cluster Type: 

• For an SDS Block BareMetal cluster, power-off 
and power-on the storage node using iLO/BMC 
or the management console. 

Power Operations: The power-on and power-off 
process can be interactive or non-interactive, based 
on the following selection: 

• BareMetal with "iLO": Automated power OFF/ON 
(non-interactive). 
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Test Description 

• BareMetal with "Manual": Manual power 
OFF/ON, user prompt (interactive). 

Maintenance tests 
The Maintenance tests verify I/O sustainability on the Linux Compute node and storage system 
stability. 
 
Note: “ComputeNodeConfigurationTest” and “PrepareComputeClientForIOTest” are prerequisites, 
they must be run and passed before running the following listed test cases. For ease in 
troubleshooting, it is recommended that all the tests belonging to “Switch Fault Category” are run 
successfully before executing this category, however it is not mandatory. 

Test Description 

DriveRemovalFailureTest 

Verifies Storage recoverability from a drive failure 
and removal of Faulty Disk. (One Disk only as 
current limitation) 

Test Duration: Approximately 1.5 hours. 
Note: Depending on the type of server (RAID 
controller) being tested, you may need to identify 
the drive to be removed by using the drive's 
unique information (WWID, Serial Number, and 
Model type). For this reason, you should take note 
of the unique information of each drive and the 
slot position where the drive is installed before 
running this test. 
Repeated execution of this test may cause test 
failure. If the test fails, you must confirm that no 
operation such as “Drive data rebuild” or 
“Metadata capacity shrinkage” is running from 
storage system GUI. You can run 
“DriveInsertAndPoolExpansionTest” to roll back 
the state of the storage system and disk drive. 

DriveInsertAndPoolExpansionTest 

Verifies Storage maintenance when a faulty drive 
is replaced “DriveRemovalFailureTest” must be 
run as a prerequisite. 

Test Duration: Approximately 1.5 hours. 

Note: You must take the following precautions 
while running this test: 

• The same drive should be inserted in the 
same empty drive bay/ location, which was 
removed during Disk 
“DriveRemovalFailureTest”. 
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Test Description 

• SSD model of pulled disk should match with 
SSD model of inserted disk. 

The disk capacity of pulled disk should match with 
disk capacity of inserted disk. 

MultipleDriveRemovalFailureTest 
Verifies that the storage system can recover from 
two drives failure and removal of a faulty disk. 

Test Duration: Approximately 1.5 hours.  

MultipleDriveInsertAndPoolExpansionTest 

Verifies storage system maintenance when two 
faulty drives are replaced.  
“MultipleDriveRemovalFailureTest” must be run 
as prerequisite. 

Test Duration: Approximately 1.5 hours. 
Note: You must take the following precautions 
while running this test: 

• Insert identical drives to the drives removed 
during “MultipleDriveRemovalFailureTest” into 
the same slots. 

• The disk model of pulled disks should match 
disk model of inserted disks. 

• Disk capacity of pulled disks should match 
with disk capacity of inserted disks. 

SystemDriveRemovalFailureTest 

Verifies that the storage system can recover from 
removing and replacing a failed system drive in a 
RAID 1 configuration. 

Test Duration: Approximately 1.5 hours. 
Note: You must take the following precautions 
while running this test: 

• If you selected “System Drive in RAID 1 
Configured” as “Yes” in the GUI Storage 
Nodes information and submitted the 
information, the test will verify your selection 
in and run the steps.  

• If you selected “No” and submitted the 
information, the test will fail after user 
selection verification. 

Performance tests 
The Performance tests provide the option to verify storage I/O performance and performance 
stability across various read and write methods and enable download of the performance result.  
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Note: “ComputeNodeConfigurationTest” and “PrepareComputeClientForIOTest” are prerequisites, 
must be run and passed before executing below listed test cases. 

 

Test Order 

PerformanceVerificationTest  

Measures IO performance using the vdbench tool. 
Test Duration: Approximately 3 hours 
Note:  

• This test generates downloadable test results, 
which can be downloaded by clicking “Download 
Result”. 

• Compare with existing benchmark results. 
• Validation of acceptance criteria using performance 

data. 

Result submit tests 
The Result submit tests provide an option for collecting test results along with storage dump and 
client logs and support files to allow you to download it as a single tar gunzip file. 

 

Test  Description 

ExecuteTestResultCollection  

Collect test results, test inputs, storage dumps, compute 
client logs, and support files. 
Test Duration: Approximately 1.5 hours 
Note:  

• Compute and Internode switch logs need to be 
collected manually. 

• Compute client logs need to be collected manually 
from the Linux client's /var/log folder. 
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