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#PRODABR# web interface

You can use the #PRODABR# web interface to access #PRODABR# through a supported browser to monitor and configure
managed servers.

Supported browsers
#VENDABR# #PRODGEN# supports the latest versions of the following browsers:

Preferred browsers
» Google Chrome mobile and desktop versions
* Mozilla Firefox

» Microsoft Edge

Chrome, Firefox, and Edge provide the best performance with #VENDABR# #PRODGEN#.
Browser requirements

» JavaScript—#PRODABR# uses client-side JavaScript extensively.
» Cookies—Cookies must be enabled for certain features to function correctly.

»  Pop-up windows—Pop-up windows must be enabled for certain features to function correctly. Verify that pop-up blockers
are disabled.

* TLS—To access #PRODABR## through a web browser, you must enable TLS 1.2 or later in the browser.

Logging in to the #PRODABR# web interface

Procedure

1. Enter https://<#PRODABR# host name or IP address>.

When you access the #PRODABR# web interface, you must use HTTPS (HTTP exchanged over an SSL encrypted session).

The #PRODABR# login page opens.

 If alogin security banner is configured, the banner text is displayed in the NOTICE section.
 If the Health LED status is Degraded or Critical, the Health LED icon is displayed next to the #PRODABR# host name.

» If the #PRODABR# health status is Degraded, and the Anonymous Data access option is enabled, #PRODABR#
displays the health status and a description of the issue on the login page. Self-test failures that could compromise
security are not displayed in the description.

2. Enter a directory or local account login name and password, and then click Log In.

If #PRODABR# is configured for Kerberos network authentication, the Zero Sign In button is displayed below the Log In
button. You can use the Zero Sign In button to log in without entering a user name and password.

iLO 6 Online Help

11



If #PRODABR}# is configured for CAC Smartcard Authentication, the Log in with Smartcard button is displayed below the
Log In button. You can connect a smart card, and then click the Log in with Smartcard button. Do not enter a login name
and password when you use CAC Smartcard Authentication.

Login security

#PRODABR# provides the following login security features that can be configured on the Access Settings page.

» #PRODABR# can be configured to impose a delay after a configured number of failed login attempts. Each subsequent
failed attempt increases the delay by the configured number of seconds. A message is displayed during each delay; this
behavior continues until a valid login occurs. This feature helps to prevent dictionary attacks against the browser login
port.

» #PRODABR# saves a detailed log entry for failed login attempts.

Starting a remote management tool from the login page

Prerequisites

#PRODABR# is under the control of a remote management tool.
Procedure

1. Navigate to the #PRODABR# login page.

When #PRODABR# is under the control of a remote management tool, the #PRODABR# web interface displays a message
similar to the following:

This system is being managed by <remote management tool name>. Changes made
locally in #PRODABR# will be out of sync with the centralized settings.

The name of the remote management tool is a link.

2. Click the remote management tool link.

Changing the language from the login page
Procedure

1. Navigate to the #PRODABR# Login page.

2. Select a language from the language menu.
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Starting the HTML5 standalone remote console

Prerequisites

Remote Console privilege

A license that supports this feature is installed. For information about the available license types and the features they
support, see the licensing documentation at the following website: https:/hitachivantara.com.

The Remote Console feature is enabled on the Access Settings page.

About this task

Use this procedure to access the HTML5 remote console without first logging in to the #PRODABR# web interface.

Procedure

1. Open a browser window, and then navigate to the following webpage: https://<#PRODABR# hostname or IP

address>/irc.html.

The #PRODABR# HTMLS5 remote console login page opens.

 Ifalogin security banner is configured, the banner text is displayed in the NOTICE section.

 If the #PRODABR# health status is Degraded, and the Anonymous Data access option is enabled, #PRODABR#
displays the health status and a description of the issue on the login page. Self-test failures that could compromise
security are not displayed in the description.

Enter a directory or local account login name and password, and then click Log In.

If #PRODABR# is configured for Kerberos network authentication, the Zero Sign In button is displayed below the Log In
button. You can use the Zero Sign In button to log in without entering a user name and password.

If #PRODABR# is configured for CAC Smartcard Authentication, the Log in with Smartcard button is displayed below the
Log In button. You can connect a smart card, and then click the Log in with Smartcard button. Do not enter a login name
and password when you use CAC Smartcard Authentication.

3. Use the remote console features.

4. (Optional) To view the HTML5 remote console online help, click the Menu icon @j and then select Help.

Supported browsers
#VENDABR# #PRODGEN# supports the latest versions of the following browsers:

Preferred browsers

Google Chrome mobile and desktop versions
Mozilla Firefox

Microsoft Edge

Chrome, Firefox, and Edge provide the best performance with #VENDABR# #PRODGEN#.
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Browser requirements

» JavaScript—#PRODABR# uses client-side JavaScript extensively.
» Cookies—Cookies must be enabled for certain features to function correctly.

» Pop-up windows—Pop-up windows must be enabled for certain features to function correctly. Verify that pop-up blockers
are disabled.

» TLS—To access #PRODABR# through a web browser, you must enable TLS 1.2 or later in the browser.

Login security

#PRODABR# provides the following login security features that can be configured on the Access Settings page.

» #PRODABR# can be configured to impose a delay after a configured number of failed login attempts. Each subsequent
failed attempt increases the delay by the configured number of seconds. A message is displayed during each delay; this
behavior continues until a valid login occurs. This feature helps to prevent dictionary attacks against the browser login
port.

» #PRODABR# saves a detailed log entry for failed login attempts.

Changing the language from the HTML5 standalone remote console login page
Procedure

1. Open a browser window, and then navigate to the following webpage: https://<#PRODABR# hostname or IP
address>/irc.html.

The #PRODABR# HTML5 remote console login page opens.

2. Select a language from the language menu.

Viewing #PRODABR# overview information

Procedure

Click Information in the navigation tree.

The #PRODABR# Overview page displays high-level details about the server and the #PRODABR# subsystem, as well as
links to commonly used features.

Server details
Product Name
The product with which this #PRODABR# processor is integrated.
Server Name
The server name defined by the host OS.

To navigate to the Access Settings page, click the Server Name link.
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Operating System
The server OS and version.

OS information is displayed when the Agentless Management Service (AMS) is installed and running and the OS is
available. It is not displayed when the server is powered off.

System ROM

The version of the active system ROM.
System ROM Date

The date of the active system ROM.
Redundant System ROM

The version of the redundant system ROM. If a system ROM update fails or is rolled back, the redundant system ROM is
used. This value is displayed only if the system supports redundant system ROM.

Server Serial Number

The server serial number, which is assigned when the system is manufactured. You can change this value by using the
ROM-based system utilities during POST.

Serial Number (Logical)

The system serial number that is presented to host applications. This value is displayed only when set by other software.
This value might affect OS and application licensing. The Serial Number (Logical) value is set as part of the logical server
profile that is assigned to the system. If the logical server profile is removed, the serial number value reverts from the Serial
Number (Logical) value to the Server Serial Number value. If no Serial Number (Logical) value is set, this item is not
displayed.

Product ID

This value distinguishes between different systems with similar serial numbers. The product ID is assigned when the
system is manufactured. You can change this value by using the ROM-based system utilities during POST.

uuID

The universally unique identifier that software uses to identify this host. This value is assigned when the system is
manufactured.

UUID (Logical)

The system UUID that is presented to host applications. This value is displayed only when set by other software. This
value might affect OS and application licensing. The UUID (Logical) value is set as part of the logical server profile that is
assigned to the system. If the logical server profile is removed, the system UUID value reverts from the UUID (Logical)
value to the UUID value. If no UUID (Logical) value is set, this item is not displayed.

Remote Console
Allows you to start a remote console for remote, out-of-band communication with the server console.
If the Remote Console option is disabled on the Access Settings page, the value Disabled is displayed.
If the current user is not assigned the Remote Console privilege, the value Unavailable is displayed.

To navigate to the #PRODABR# Integrated Remote Console page, click the Remote Console link.

More information

Starting the HTML5 IRC from the Overview page
Starting the .NET IRC from the overview page

iLO 6 Online Help

15



#PRODABR# details
IP Address
The network IP address of the #PRODABR# subsystem.
Link-Local IPv6 Address

The SLAAC link-local address of the #PRODABR# subsystem. To navigate to the Network Summary page, click the Link-
Local IPv6 Address link.

#PRODABR# Hostname

The fully qualified network name assigned to the #PRODABR# subsystem. By default, the hostname is ILO, followed by
the system serial number and the current domain name. This value is used for the network name and must be unique.

To navigate to the Network General Settings page, click the #PRODABR# Hostname link.
#PRODABR# Hostname

The fully qualified network name assigned to the #PRODABR# subsystem. By default, the hostname is #8MC#, followed
by the system serial number and the current domain name. This value is used for the network name and must be unique.

To navigate to the Network General Settings page, click the #PRODABR# Hostname link.

#PRODABR# Dedicated Network Port
The network interface status (enabled or disabled). If the server does not support this option, this value is not displayed.
To navigate to the Network Summary page, click the network interface name link.

#PRODABR# Shared Network Port
The network interface status (enabled or disabled). If the server does not support this option, this value is not displayed.
To navigate to the Network Summary page, click the network interface name link.

#PRODABR# Virtual NIC

The #PRODABR# Virtual NIC section displays the IP address to use when you connect to #PRODABR# through the
Virtual NIC.

To navigate to the Access Settings page, where you can configure this feature, click #PRODABR# Virtual NIC.
License Type

The level of licensed #PRODABR# firmware functionality.

To navigate to the Licensing page, click the License Type link.
#PRODABR# Firmware Version

The version and date of the installed #PRODABR# firmware.

To navigate to the Installed Firmware page, click the #PRODABR# Firmware Version link.

#PRODABR# Date/Time
The internal clock of the #PRODABR# subsystem.
To navigate to the SNTP Settings page, click the #PRODABR# Date/Time link.
More information

Configuring #PRODABR# access settings
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Status details
Server Health

The server health indicator. This value summarizes the condition of the monitored subsystems, including overall status
and redundancy (ability to handle a failure). Lack of redundancy in any subsystem at startup will not degrade the server
health status. The possible values are OK, Degraded, and Critical.

The server health is a roll up of individual subsystems. The subsystems are:

* Processor

*  Memory

* BIOS or hardware health

* Network

+ Storage

» Power supply

» Power supply redundancy
+ Fans

» Fanredundancy

 Liquid cooling

 Liquid cooling redundancy
* Temperature

» Smart storage battery
Server health is the aggregate health of the subsystems. The highest severity of the subsystems is indicated as server
health.

If the redundancy factor is Failed, the severity considered for calculation of server health will be Warning for the
redundancy factor.

To navigate to the Health Summary page, click the Server Health link.
Health LED

Indicates the system LED status. It is the operational status of the server. The possible values are OK, Degraded, and
Critical.

#PRODABR# Health

The #PRODABR# health status, which is based on the combined results of the #PRODABR# diagnostic self-tests. The
possible values are OK and Degraded.

To navigate to the Diagnostics page, click the #PRODABR# Health link.
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#PRODABR# Security

The #PRODABR# security status, which is based on the combined results from the Security Dashboard page. The
possible values are OK, Ignored, and Risk.

To navigate to the Security Dashboard page, click the #PRODABR# Security link.
Server Power

The server power state (ON or OFF).

To access the virtual power button features, click the Server Power icon.

To navigate to the Server Power page, click the Server Power link.
UID Indicator

The state of the UID LED. The UID LED helps you identify and locate a server, especially in high-density rack
environments. The possible states are UID ON, UID OFF, and UID BLINK.

If the #PRODABR# Service Port is in use, the UID BLINK status includes the Service Port status. The possible values are
UID BLINK (Service Port Busy), UID BLINK (Service Port Error), and UID BLINK (Service Port Finished).

To turn the UID LED on or off, click the UID Indicator icon, click the UID control at the top of the #PRODABR# web
interface.

When the UID is blinking, and then it stops blinking, the status reverts to the previous value (UID ON or UID OFF). If a new
state is selected when the UID LED is blinking, that state takes effect when the UID LED stops blinking.

A CAUTION: The UID LED blinks automatically to indicate that a critical operation is underway on the host, such as
remote console access or a firmware update. Do not remove power from a server when the UID LED is blinking.

Platform RAS Policy
The configured platform Resiliency and Serviceability (RAS) policy.

The possible values follow:

» Firmware First (default)—The BIOS monitors corrected errors and logs an event when action is required for a
corrected error. In this configuration, the OS does not monitor and log corrected errors.

» OS First—Corrected errors are unmasked to the OS and the OS controls the logging policy.

NOTE: Corrected errors are an expected and natural occurrence. No action is required based on the logging of corrected
errors unless the BIOS has also logged an event.

You can configure this setting by navigating to System Configuration > BIOS/Platform Configuration (RBSU) >
Advanced Options in the UEFI System Utilities. Use the default setting.
Trusted Platform Module or Trusted Module
The status of the TPM or TM socket or module.
The possible values are Not Supported, Not Present, or Present-Enabled.

Trusted Platform Modules and Trusted Modules are computer chips that securely store artifacts used to authenticate the
platform. These artifacts can include passwords, certificates, or encryption keys. You can also use a TPM or TM to store
platform measurements to make sure that the platform remains trustworthy.

On a supported system, ROM decodes the TPM or TM record and passes the configuration status to #PRODABR#.
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Module Type

The TPM or TM type and specification version. The possible values are TPM 1.2, TPM 2.0, TM 1.0, Not Specified, and
Not Supported. This value is displayed when a TPM or TM is present on a server.

microSD Flash Memory Card
The status of the internal SD card. If present, the SD card capacity is displayed.
Access Panel Status

The state of the access panel. The possible states are OK (the access panel is installed) and Intrusion (the access panel is
open).

Connection to #VENDABR#
This section shows the remote support registration status for supported servers.

The possible status values follow:

» Registered to Remote Support—The server is registered.
» Not registered—The server is not registered.

» Unable to retrieve the #VENDABR# Remote Support information—The registration status could not be
determined.

» Remote Support Registration Error—A remote support connection error occurred.

You can click the status value to navigate to the remote support registration page.
AMS

Agentless Management feature runs on the #PRODABR# hardware, independent of the operating system and processor.
With Agentless Management, health monitoring and alerting is built into the system and begins working the moment a
power cord is connected to the server.

To collect information from devices and components that cannot communicate directly with #PRODABR#, install the
Agentless Management Service (AMS). This section shows the status of AMS.

More information is not available for the Agentless Management Service (AMS).
The possible values are OK or Not available.
Managed By

This section shows the external manager which is used to manage the system. The possible value is:

UCP Advisor for Compute Management—Indicates the system is managed by Compute Management.
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Starting the HTML5 IRC from the Overview page

Prerequisites

Remote Console privilege
The Remote Console feature is enabled on the Access Settings page.

A license that supports this feature is installed. For information about the available license types and the features they
support, see the licensing documentation at the following website: https:/hitachivantara.com.

About this task

Use this procedure to access the remote console in a supported browser.

Procedure

1.
2.

Click Information in the navigation tree, and then click the Overview tab.
Start the HTML5 IRC by doing one of the following:

* Click the HTMLS5 link.

This option opens the console in the same browser window as the #PRODABR# web interface. You cannot move the
console out of the browser window.

» Click lE: :
This option opens the console in a new window. You can move the window to a different position or monitor or

minimize it.

The HTML5 IRC starts.

Use the remote console features.

(Optional) To view the HTML5 remote console online help, click the Menu icon @ and then select Help.

Starting the .NET IRC from the overview page

Prerequisites

Remote Console privilege

A license that supports this feature is installed. For information about the available license types and the features they
support, see the licensing documentation at the following website: https://hitachivantara.com-.

The Remote Console feature is enabled on the Access Settings page.

A supported version of the Microsoft .NET Framework is installed.

Your browser supports using ClickOnce to start a .NET application.

For information about using the .NET IRC with Microsoft Edge, see the user guide.

For information about using the .NET IRC with Microsoft Edge, see the iLO 6 Troubleshooting Guide.
Pop-up blockers are disabled.

In some cases, you can bypass the pop-up blocker by Ctrl+clicking the .NET Console button.

iLO 6 Online Help 20



About this task

Use this procedure to access the remote console in a supported browser on a Windows client.
Procedure

1. Click Information in the navigation tree, and then click the Overview tab.
2. Click the .NET link.

3. Use the remote console features.

#PRODABR# web interface overview

The #PRODABR# web interface groups similar tasks for easy navigation and workflow. The interface is organized with a
navigation tree. To use the web interface, click an item in the navigation tree, and then click the name of the tab you want to
view.

#PRODABR# control icons

When you log in to the #PRODABR# web interface, the #PRODABR# controls are available from any #PRODABR# page. You
can click the #PRODABR# control icons to access product features or information.

|
(_) Power icon—Use this icon to access the virtual power button
features. The color of this icon varies based on the current power status.

-@ UID icon—Use this icon to turn the UID LED on and off.

The color of this icon varies based on the current UID LED status.

@ Language—Use this icon to select a language for the current #PRODABR# web interface session.
Use the Settings option to view or modify the language settings.

» % Health LED icon—Indicates the system LED status. The color of this icon varies based on the current system LED
status.

« @ Server Health icon—Use this icon to view the server health status summary. You can click the icon to view the health
status for the server fans, temperature sensors, and other monitored subsystems.

For most health status values in the list, you can click the status to view more information.
This icon varies depending on the summarized server health status.

+ @ L0 Health icon—Use this icon to view the iLO health status. The possible values are OK or Warning.
.' Security icon—This icon shows the #PRODABR# security status, which is based on the combined results from the
Security Dashboard page. The possible values are OK, Ignored, and Risk.

You can click this icon to navigate to the Security Dashboard page.

The color of this icon varies based on the security status.

«[s 11 User icon—This icon supports the following actions:
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o Use the Logout option to log out of the current #PRODABR# web interface session.
o Use the Sessions option to view the active #PRODABR# sessions.

o Use the Settings option to view or modify #PRODABR# user accounts on the User Administration page.

You can also click the name of the current session user to navigate to the User Administration page.

Help icon—Use this icon to view online help for the current #PRODABR# web interface page.

;@-_ TIP: To navigate back or forward in the online help, press Alt+Left Arrow or Alt+Right Arrow.

= = = More icon—This icon is displayed on the Firmware & OS Software page when the browser window is too small to
show the full page.

Use this icon to access the Update Firmware option, Upload to #PRODABR# Repository option, and the Add to Queue
option.

#PRODABR# navigation pane
#PRODABR# has a collapsible navigation pane that you can show or hide.

To hide the navigation pane, click X
When you hide the navigation pane, your preference is saved in a cookie, and it remains persistent when you:
o View different pages.

o Resize or refresh the browser window.

o Loginand out.

To show the navigation pane when it is hidden, click @

To show the navigation pane when it is hidden, click the icon at the top-left corner of the #PRODABR# web interface.

#PRODABR# navigation pane remote console thumbnail

The navigation pane shows a thumbnail of the remote console.

To start a remote console, click the thumbnail and select a console option from the menu.

When you run the HTMLS5 IRC in docked mode, the static remote console thumbnail changes to display the active remote
console session.

For servers with monitors: You can wake up a monitor that is in sleep mode by clicking the remote console thumbnail, and
then selecting Wake-Up Monitor.

Using the Security Dashboard

Prerequisites

Configure #PRODABR# Settings privilege for configuring the Ignore option.
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About this task

The Security Dashboard page displays the status of important security features, the Overall Security Status for the system,
and the current configuration for the Security State feature. Use the dashboard to evaluate your configuration for potential
risks. When a risk is detected, you can view details and advice for how to improve system security.

Procedure

1. Click Information in the navigation tree, and then click the Security Dashboard tab.

2. (Optional) To sort by a table column, click the column heading.

To change the sort order to ascending or descending, click the column heading again or click the arrow icon next to the
column heading.

3. Review the Security Dashboard table for detected risks.

If a security feature is listed with Risk status, click the status value to view additional information. The additional
information includes details about the risk and possible solutions.

4. (Optional) Configure the Ignore option for security features.

» The Ignore option is disabled by default.

» When you enable the Ignore option for a security feature, the status for that feature is ignored when #PRODABR#
determines the Overall Security Status. Ignoring a security feature status does not change the Status value in the
Security Dashboard table.

When you change the Ignore value for a security feature, #PRODABR# recalculates the Overall Security Status.

Security Dashboard details

Overall Security Status

-' OK—#PRODABR# did not detect any security risks associated with the monitored security features.
' Risk—#PRODABR# detected a potential security risk associated with one or more monitored security features.

-$ Ignored—#PRODABR# detected a potential security risk associated with one or more monitored
security features. All of the affected features are set to be excluded from the Overall Security Status.

This status is also displayed on the Overview page and in the #PRODABR# controls.

Security State

The configured security state. The possible values are:

* Production

» High Security
* FIPS

+ CNSA
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Security Dashboard table

» Security Parameter—The name of the monitored security feature.

For features that you can configure in the #PRODABR# web interface, click the link in this column to navigate to the
related web interface page.

» Status—The security status of the monitored security feature.

° ' OK—#PRODABR# did not detect a security risk associated with this feature.

° ' Risk—#PRODABR# detected a potential security risk associated with this feature.

» State—The current state of the monitored security feature. The possible values are;

o Enabled—The feature is enabled.

o Disabled—The feature is disabled.

o Insufficient—The feature is enabled but the recommended configuration is not used.
o Off—The feature is set to Off.

o On—The feature is set to On.

o OK—The feature complies with the #PRODABR# security recommendations.

o Failed—The feature reported a failure.

o Repaired—The feature reported a failure that was repaired.

o True—The feature is in use.

o False—The feature is not in use.

 Ignore—This column displays a switch that allows you to set a feature to be ignored. When you enable the Ignore
setting, the monitored feature is not included in the Overall Security Status value.

Ignoring a feature does not change the Status value displayed in the Security Dashboard table.

More information

#PRODABRY# security states
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Risk details

When you view the risk details for a security feature on the Security Dashboard page, the following information is available:

» Description—An explanation of why the security feature is in Risk status.
* Recommended Action—A recommended solution.

This value is not displayed when the Ignore option is enabled.
» Ignored—The date and time that the Ignore option was enabled.

 Ignored by—The name of the user who enabled the Ignore option.

Causes of security risk status

The following security features are monitored on the Security Dashboard page. If a server does not support a feature, it is not
listed.

Access Panel Status
The chassis intrusion detection connector reported that the access panel status is Intrusion.
This feature is available only on servers that are configured for chassis intrusion detection.
Audit the events, and check surveillance video for any physical intrusion activity on the server.
Authentication Failure Logging
#PRODABR# is not configured to log authentication failures.
Enable this feature on the Access Settings page.
Default SSL Certificate In Use
The #PRODABR# default self-signed certificate is in use.
Configure a trusted certificate on the SSL Certificate Customization page.
IPMI/DCMI Over LAN
The IPMI/DCMI over LAN feature is enabled, which exposes the server to known IPMI security vulnerabilities. Disable this
feature on the Access Settings page.
Last Firmware Scan Result
The last firmware verification test failed. A firmware component is corrupted or its integrity is compromised. Update the
affected firmware component to a verified image.
For more information, see the #PRODABR# user guide.

To use this feature, you must install a license. For information about the available license types and the features they
support, see the licensing documentation at the following website: https://hitachivantara.com-.

Minimum Password Length

The minimum password length is less than the recommended length, which makes the server vulnerable to dictionary
attacks.

Set this value to 8 (default) or greater on the Access Settings page.
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Password Complexity

#PRODABR# is not configured to enforce the password complexity guidelines, which makes the server vulnerable to dictionary
attacks.

You can enable this feature on the Access Settings page.
Require Host Authentication

The Require Host Authentication feature is disabled and #PRODABR# is configured to use the High Security security
state. When this feature is disabled, #PRODABR# credentials are not required when you use host-based configuration
utilities to access the management processor.

Enable this feature on the Access Settings page.
Require Login for #PRODABR# RBSU

#PRODABR# is not configured to require login credentials to access the #PRODABR# configuration options in the UEFI
System Utilities. This configuration allows unauthenticated access to the #PRODABR# configuration during system boot.

Enable this feature on the Access Settings page.
Secure Boot

The UEFI Secure Boot option is disabled. In this configuration, the UEFI system firmware skips validation for the boot
loader, Option ROM firmware, and other system software executables for trusted signatures. It breaks the chain of trust
established by #PRODABR# from power-on.

Enable this feature.
For more information, see the UEFI System Utilities documentation.
Security Override Switch

The server Security Override Switch (also called the System Maintenance Switch) is enabled. This configuration is a risk
because login authentication is not required when the Security Override Switch is enabled.

Disable this feature.
For more information, see the #PRODABR# user guide.
SNMPv1

SNMPv1 is enabled. This configuration allows #PRODABR# to receive SNMPv1 requests and to send SNMPv1 alerts.
Enabling SNMPv1 increases the system vulnerability to attack.

Disable this feature on the SNMP Settings page.
Global Component Integrity

SPDM authentication is enabled. This configuration allows #PRODABR# to authenticate all applicable components in the
server using SPDM. Disabling Global Component Integrity in the Access Settings page will change the #PRODABR#
security status to risk.

If the Global Component Integrity is disabled, #PRODABR# does not validate the components for SPDM authentication
and even the SPDM supported cards will be reported as Not Supported.

You can enable this feature on the Access Settings page.
More information

Firmware verification
Configuring #PRODABR# access settings
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Managing #PRODABR# sessions

Prerequisites

Administer User Accounts privilege

Procedure

1.

Navigate to the Information page, and then click the Session List tab.

The Session List page displays information about the active #PRODABR# sessions.

(Optional) To disconnect a session, click the check box next to it, and then click Disconnect session.
#PRODABR# prompts you to confirm that you want to disconnect the selected session.

Click Yes, disconnect.

Session list details

#PRODABR# displays the following details in the Current Session and Session List (Total number of active sessions) tables:

User—The #PRODABR# user account name.

Regular user accounts are displayed in the format User: user account name. Service accounts are displayed in the format
Service User: user account name.

IP—The IP address of the computer used to log in to #PRODABR#.

Login Time—The date and time that the #PRODABR# session started.

Access Time—The date and time that #PRODABR# was last active in the session.
Expires—The date and time that the session will end automatically.

Source—The session source (for example, remote console, web interface, ROM-based setup utility, #PRODABR# RESTful
API, or SSH).

Privilege icons (current user only)—The privileges assigned to the current user account. A checkmark icon indicates that a
privilege is enabled. An X icon indicates that a privilege is disabled.

More information

#PRODABR# user accounts

#PRODABR# user account privileges

#PRODABR# Event Log

The event log provides a record of significant events recorded by the #PRODABR# firmware.

Examples of the logged events include server events such as a server power outage or a server reset. Other logged events
include logins, virtual power events, clearing the log, and some configuration changes.

#PRODABR# provides secure password encryption, tracking all login attempts and maintaining a record of all login failures.
The Authentication Failure Logging setting allows you to configure logging criteria for failed authentications. The event log
captures the client name for each logged entry to improve auditing capabilities in DHCP environments, and records the
account name, computer name, and IP address.

When the event log is full, each new event overwrites the oldest event in the log.

For a list of the errors that might appear in the event log, see the error messages guide for your server.
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Viewing the event log

Procedure

1. Click Information in the navigation tree, and then click the #PRODABR# Event Log tab.

2.

(Optional) Use the sort, search, and filter features to customize the log view.

3. (Optional) To refresh the event list, click G

4,

(Optional) To view the event details pane, click an event.

Event log view controls

Sorting events

To sort the log table by a column, click the column heading.

To change the display to ascending or descending order, click the column heading again or click the arrow icon next to the
column.

Refreshing the event list

To refresh the list of log entries, click O

Searching for an event

To search for events based on dates, event ID, or description text, click Q and then enter text in the search box.

Event filters

To access the log filters, click ﬁ .

To filter by severity, select a severity level from the Severity menu.

To filter by category, select a value in the Category menu.

To change the displayed date and time for events, select a value in the Time menu. Choose from the following:
o Show Default—Display UTC time.

o Show Local Time—Display the #PRODABR# web interface client time.

o Show ISO Time—Display UTC time in ISO 8601 format.

To filter by the last update date, select a value in the Last Update menu.

To set the filters back to the default values, click Reset filters.

Event log details

When you view the event log, the total number of recorded events is displayed above the Filter Logs

icon. When log filters are applied, the number of events that meet the filter criteria is displayed below the

filter icon. The following details are displayed for each event:

ID—The event ID number. Events are numbered in the order in which they are generated.
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By default, the log is sorted by the ID, with the most recent event at the top. A factory reset will reset the counter.
» Severity—The importance of the detected event.
» Description—The description provides the characteristics of the recorded event.

If the #PRODABRY# firmware is rolled back to an earlier version, the description UNKNOWN EVENT TYPE might be
displayed for events recorded by the newer firmware. You can resolve this issue by updating the firmware to the
latest supported version, or by clearing the log.

» Last Update—The date and time when the latest event of this type occurred. This value is based on the date and time
stored by the #PRODABR# firmware.

If the #PRODABR# firmware did not recognize the date and time when an event was updated, the value [NOT SET] is
displayed.

» Count—The number of times this event has occurred (if supported).
In general, important events generate a log entry each time they occur. They are not consolidated into one log entry.
When less important events are repeated, they are consolidated into one log entry, and #PRODABR# updates the

Count
and Last Update values.

Each event type has a defined interval that determines whether repeated events are consolidated or a new event is logged.

» Category—The event category. For example, Administration, Configuration, or Security.

Event log icons

« © Critical—The event indicates a service loss or imminent service loss. Immediate attention is needed.
. Caution—The event is significant but does not indicate performance degradation.

+ @ Informational—The event provides background information.

Event log event pane details

 Initial Update—The date and time when the first event of this type occurred. This value is based on the date and time
stored by the #PRODABR# firmware.

If #PRODABR# did not recognize the date and time when the event was first created, [NOT SET] is displayed.
» Event Class—A unique identifier for the event class.

This value is displayed in hexadecimal format.
» Event Code—A unique identifier for an event in an event class.

This value is displayed in hexadecimal format.

» Recommended Action—A short description of the recommended action for a failure condition.

NOTE: The Recommended Action text is static. It is not removed or updated when the event status changes. If corrective
action is complete, you can ignore the recommended action.
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Saving the event log to a CSV file
Procedure

1. Click Information in the navigation tree, and then click the #PRODABR# Event Log tab.

2. Click 'E

The CSV Output window is displayed.

3. Click Save, and then follow the browser prompts to save or open the file.

Clearing the event log

Prerequisites

Configure #PRODABR# Settings privilege

Procedure

1. Click Information in the navigation tree, and then click the #PRODABR# Event Log tab.

2. Click ]E

#PRODABR# prompts you to confirm the request.

3. Click Yes, clear.

The log is cleared of all previously logged information. This action is recorded in the event log.
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Security Log

The security log provides a record of the security events recorded by the #PRODABR# firmware.

Examples of the logged events include changes to the security configuration and security compliance issues. Other logged
events include hardware intrusion, maintenance, and denial of service.

The security log provides a focused view of all recorded security events. Some of the same events are also included in the
#PRODABR# event log.

When the security log is full, each new event overwrites the oldest event in the log.

Viewing the security log

Procedure

1. Click Information in the navigation tree, and then click the Security Log tab.

2. (Optional) Use the sort, search, and filter features to customize the log view.
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3. (Optional) To refresh the event list, click G

4. (Optional) To view the event details pane, click an event.

Security log view controls

Sorting events
To sort the log table by a column, click the column heading.

To change the display to ascending or descending order, click the column heading again or click the arrow icon next to the
column.

Refreshing the event list

To refresh the list of log entries, click O

Searching for an event

To search for events based on dates, event IDs, or description text, click {1 and then enter text in the search box.

Event filters

To access the log filters, click E .

» Tofilter by severity, select a severity level from the Severity list.

» Tofilter by class, select a class from the Class list.

» Tofilter by category, select a value in the Category list.

» To change the displayed date and time for events, select a value in the Time menu. Choose from the following:
o Show Default—Display UTC time.
o Show Local Time—Display the #PRODABR# web interface client time.
o Show ISO Time—Display UTC time in ISO 8601 format.

» Tofilter by the Last Update date, select a value in the Last Update menu.

» To set the filters back to the default values, click Reset filters.

Security log details
When you view the security log, the total number of recorded events is displayed above the Filter Logs icon.
When log filters are applied, the number of events that meet the filter criteria is displayed below the filter icon.

The following details are displayed for each event:

» ID—The event ID number. Events are numbered in the order in which they are generated.
By default, the log is sorted by the ID, with the most recent event at the top. A factory reset will reset the counter.

» Severity—The importance of the detected event.

» Class—Identifies the type of event that occurred, for example, UEFI, environment, or system revision.
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» Description—The description provides the characteristics of the recorded event.

If the #PRODABRY# firmware is rolled back, the description UNKNOWN EVENT TYPE might be displayed for events
recorded by the newer firmware. You can resolve this issue by updating the firmware to the latest supported version, or
by clearing the log.

» Last Update—The date and time when the latest event of this type occurred. This value is based on the date and time
stored by the #PRODABR# firmware.

If #PRODABR# did not recognize the date and time when an event was updated, the value [NOT SET] is displayed.

» Count—The number of times this event has occurred (if supported).
In general, important events generate a log entry each time they occur. They are not consolidated into one log entry.
When less important events are repeated, they are consolidated into one log entry, and #PRODABR# updates the

Count
and Last Update values.

Each event type has a defined interval that determines whether repeated events are consolidated or a new event is logged.

» Category—The event category. For example, Security, Maintenance, or Configuration.

Security log icons

« & Critical—The event indicates a service loss or an imminent service loss. Immediate attention is needed.
. Caution—The event is significant but does not indicate performance degradation.

+ @ Informational—The event provides background information.

Security log event pane details

 Initial Update—The date and time when the first event of this type occurred. This value is based on the date and time
stored by the #PRODABR# firmware.

If #PRODABR# did not recognize the date and time when the event was first created, the value [NOT SET] is displayed.
» Event Class—A unique identifier for the event class.

This value is displayed in hexadecimal format.
» Event Code—A unique identifier for an event in an event class.

This value is displayed in hexadecimal format.

» Recommended Action—A short description of the recommended action for a failure condition.

NOTE: The Recommended Action text is static. It is not removed or updated when the event status changes. If corrective
action is complete, you can ignore the recommended action.

Saving the security log to a CSV file

Procedure

1. Click Information in the navigation tree, and then click the Security Log tab.

2. Click @
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The CSV Output window is displayed.

3. Click Save, and then follow the browser prompts to save or open the file.

Clearing the security log

Prerequisites

Configure #PRODABR# Settings privilege
Procedure

1. Click Information in the navigation tree, and then click the Security Log tab.

2. cnw]ﬂ[.

#PRODABR# prompts you to confirm the request.

3. Click Yes, clear.

The log is cleared of all previously logged information. This action is recorded in the security log.

Active Health System

The Active Health System monitors and records changes in the server hardware and system configuration.

The Active Health System provides:

» Continuous health monitoring of over 1600 system parameters
» Logging of all configuration changes
» Consolidated health and service alerts with precise time stamps

» Agentless monitoring that does not affect application performance

Active Health System data collection
The Active Health System does not collect information about your operations, finances, customers, employees, or partners.

Examples of information that is collected:

 Server model and serial number
» Processor model and speed

» Storage capacity and speed

» Memory capacity and speed

* Firmware/BIOS and driver versions and settings

The Active Health System does not parse or change OS data from third-party error event log activities (for example, content
created or passed through the OS).
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Active Health System Log

The data collected by the Active Health System is stored in the Active Health System Log. The data is logged securely,
isolated from the operating system, and separate from customer data. Host resources are not consumed in the collection and
logging of Active Health System data.

When the Active Health System Log is full, new data overwrites the oldest data in the log.

It takes less than 5 minutes to download the Active Health System Log and send it to a support professional to help you
resolve an issue.

When you download and send Active Health System data to #VENDNAM#, you agree to have the data used for analysis,
technical resolution, and quality improvements. The data that is collected is managed according to the privacy statement,
available at https://www.hitachivantara.com/en-us/company/legal.privacy.html.

Active Health System Log download methods

You can use the following methods to download the Active Health System Log:

» #PRODABR# web interface—Download the log for a range of days or download the entire log from the Active Health
System Log page.

» #PRODABR# Service Port—Download the log by connecting a USB flash drive to the #PRODABR# Service Port on the
front of the server.

» cURL utility—Download the log by using the cURL command-line tool. For instructions, see the #PRODABR# user guide.
» #IPROV#—For instructions, see the #IPROV# user guide.

+ #PRODABR# RESTful APl and RESTful Interface Tool—For more information, see http://-WWWRESTDOC- or
the #PRODABR# user guide.

More information

Downloading the Active Health System Log through the #PRODABR# Service Port
Downloading the entire Active Health System Log
Downloading the Active Health System Log for a date range

Downloading the Active Health System Log for a date range

Procedure

1. IntheilLO Ul click Information in the navigation tree, and then click the Active Health System Log tab.

The Active Health System Log is inaccessible when a download of the log is in progress.

2. Enter the range of days to include in the log. The default value is seven days.

a. Click the From box.
A calendar is displayed.
b. Select the range start date on the calendar.
c. Click the To box.
A calendar is displayed.
d. Select the range end date on the calendar.

To reset the range to the default values, click :)
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3.

(Optional) Enter the following information to include in the downloaded file:

» Support case number (up to 14 characters)
+ Contact name

» Phone number (up to 39 characters)

» Email address

» Company name

The contact information you provide will be treated in accordance with the #V/ENDNAM## privacy statement. This
information is not written to the log data stored on the server.

Click Download.

Save the file.

If you have an open support case, you can email the log file to your service technician.
Use the following convention for the email subject: CASE: <case number>.

Files that are larger than 25 MB must be compressed and uploaded to an FTP site. If needed, contact #V/ENDNAM# for
FTP site information.

Downloading the entire Active Health System Log
About this task

It might take a long time to download the entire Active Health System Log. If you must upload the Active Health System Log
for a technical issue, Download the log for the specific range of dates in which the problem occurred.

Procedure

1.

Click Information in the navigation tree, and then click the Active Health System Log tab.
The Active Health System Log is inaccessible when a download of the log is in progress.
Click Show Advanced Settings.

(Optional) Enter the following information to include in the downloaded file:

» Support case number (up to 14 characters)
» Contact name

» Phone number (up to 39 characters)

» Email address

+ Company name

The contact information that you provide will be treated in accordance with the #VENDNAM# privacy statement. This
information is not written to the log data stored on the server.

1. Click Download Entire Log.
2. Save thefile.

3. Ifyou have an open support case, you can email the log file to your service technician.

Use the following convention for the email subject: CASE: <case number>.

Files that are larger than 25 MB must be compressed and uploaded to an FTP site. If needed, contact #/ENDNAM# for

FTP site information
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Clearing the Active Health System Log

Prerequisites
» Configure #PRODABR# Settings privilege

» Enable Active Health System Logging is enabled in the Show Advanced Settings section of the Active Health System
Log page.

About this task

If the log file is corrupted, or if you want to clear and restart logging, clear the Active Health System Log.
Procedure

1. Click Information in the navigation tree, and then click the Active Health System Log tab.
The Active Health System Log is inaccessible when a download of the log is in progress.
2. Click Show Advanced Settings.
3. Scroll to the Clear Log section, and then click Clear.
4. When prompted to confirm the request, click Yes, clear.
#PRODABR# notifies you that the log is being cleared.

5. Reset #PRODABR#.

Resetting #PRODABR# is required because some Active Health System data is recorded to the log only during
#PRODABR# startup. Performing this step ensures that a complete set of data is available in the log.

6. Reboot the server.

Rebooting the server is required because some information, such as the operating system name and version, is
logged at server startup. Performing this step ensures that a complete set of data is available in the log.

Always On #IPROV#

Always On #IPROV# is a web interface you can use to perform OS deployments and review hardware configuration details.

Starting #IPROV# from #PRODABR#
Prerequisites
» Remote Console privilege
» Host BIOS privilege
+ #IPROV# is installed on the server.
Procedure
1. Click Lifecycle Management in the navigation tree.
The #IPROV# page is displayed.
The installed version of #IPROV# is listed on the #IPROV# page.
2. Click Always On to start #IPROV#.
The #IPROV# web interface starts in a new browser window.
For information about using #IPROV#, contact customer support.

For information about using #IPROV#, see the #IPROV# documentation.
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Using the #PRODABR# and system diagnostics

About this task

Hitachi Advanced Server RL3xx Gen 11 platforms do not support the following features or options:

Generating NMI
Power Capping
Booting to system safe mode

Booting to Intelligent Diagnostics mod

Viewing #PRODABR# self-test results

About this task

The #PRODABR# Self-Test Results section displays the results of internal #PRODABR# diagnostic tests, including the test
name, status, and notes.

The tests that are run are system-dependent. Not all tests are run on all systems. To see the tests that are performed on your
system, view the list on the Diagnostics page.

If a status is not reported for a test, the test is not listed.
Procedure

1. Click Information in the navigation tree, and then click the Diagnostics tab.

2. (Optional) To sort by a table column, click the column heading.

To change the sort order to ascending or descending, click the column heading again or click the arrow icon next to the
column heading.

#PRODABR# self-test details

#PRODABR# Health

The #PRODABR# health status, which is based on the combined results of the #PRODABR# diagnostic self-tests.
Self-Test

The tested function.
Status

The test status.

« @ Pass—The test was successful.

. Degraded—The test detected a problem. A reboot, firmware or software update, or service might be required. If
a self-test reports this status.
If you initiate a support case, download and include the Active Health System log.
For Secure Element degraded status, contact Support with the AHS and Notes details.

« @ Informational—Supplemental data about the tested system is provided in the Notes column.
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Notes
A test might include supplemental information in the Notes column.
For some tests, this column displays the versions of other system programmable logic, such as the System Board PAL or
the Power Management Controller.

#PRODABR# self-test types

The tests that are run are system-dependent. Not all tests are run on all systems. The possible tests include;
» Cryptographic—Tests security features.

» NVRAM data—Tests the subsystem that retains nonvolatile configuration data, logs, and settings.
» Embedded Flash—Tests the state of the system that can store configuration, provisioning, and service information.

» Host ROM—Checks the BIOS to determine whether it is out-of-date compared to the management processor.

* Supported Host—Checks the management processor firmware to determine whether it is out of date for the
server hardware.

» Power Management Controller—Tests functions related to power measurement, power capping, and power management.
» CPLD—Tests the programmable hardware in the server.

» EEPROM—Tests the hardware that stores basic #PRODABR# properties that are assigned during the manufacturing
process.

* Secure Element—Tests the hardware that stores basic #PRODABR# properties that are assigned during
the manufacturing process.

Based on the supported platform Secured Element or EEPROM entries are shown.

* ASIC Fuses—Compares a known data pattern against expected data manufactured into the #PRODABR# chip to
make sure that the chip was manufactured properly and that operating settings meet tolerances.

Rebooting (resetting) the #PRODABR# processor with the web interface
Prerequisites

Configure #PRODABR# Settings privilege
About this task

In some cases, it might be necessary to reboot #PRODABR¥#; for example, if #PRODABR# is not responding to the browser.

Using the Reset option does not make any configuration changes, but ends all active connections to the #PRODABR#
firmware. If a firmware file upload is in progress, it is terminated. If a firmware flash is in progress, you cannot reset
#PRODABR# until the process is finished.

Procedure

1. Click Information in the navigation tree, and then click the Diagnostics tab.
2. Click Reset.
#PRODABR# prompts you to confirm the request.

If the server is in the Power On Self-Test (POST) process, #PRODABR# warns you that a reset may cause unexpected
behavior like resetting #PRODABR# to the factory defaults settings. A system reboot may be required after the
#PRODABRf# reset is complete.

3. Click Yes, reset #PRODABR#.

#PRODABR# resets and closes your browser connection.
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Reimaging an appliance

Prerequisites

» Login privilege

» Remote Console privilege

» Virtual Power and Reset privilege

 Virtual Media privilege

About this task

You can use #PRODABR# to initiate the reimage process for supported appliances when you cannot access the appliance
hardware directly.

A WARNING: When you reimage an appliance, it will be offline until the reimage process is complete.

Procedure

1. Use the #PRODABR# virtual media feature to connect a USB device that contains an appliance software image.

The image must include the #VENDABR# Image Streamer software.
2. Click Information in the navigation tree, and then click the Diagnostics tab.
3. Click Reimage.

#PRODABR# prompts you to confirm the request.

4. Click Yes, reimage the appliance.

More information

Using a virtual drive (physical drive on a client PC)

System diagnostics

The following system diagnostics features are available. Feature support depends on your server model and #PRODABR#
version. Features that are not supported on a server are not displayed on the Diagnostics page.

* Generate an NMI

* Restore the default manufacturing settings

» Restore the default system settings

» Save UEFI serial debug messages to the Active Health System

@ IMPORTANT: Do not initiate more than one system diagnostics operation at the same time. Running more than one
operation at the same time might cause unexpected results.
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Generating an NMI

Prerequisites

Virtual Power and Reset privilege

About this task

NOTE: RL300 does not support NMI generation.

The Generate NMI feature enables you to stop the operating system for debugging.

This feature is useful when a system does not boot and hangs in a pre-OS state (for example, during POST). Using an NMI
enables the system ROM exception handler to run and capture a trace of the code that caused the issue.

A CAUTION: Generating an NMI as a diagnostic and debugging tool is used primarily when the operating system is no
longer available. NMI is not used during normal operation of the server. Generating an NMI does not gracefully shut
down the operating system, but causes the operating system to crash, resulting in lost service and data. Use the
Generate NMI button only in extreme cases in which the OS is not functioning correctly and an experienced support
organization has recommended an NMI.

Procedure

1. Click Information in the navigation tree, and then click the Diagnostics tab.
2. Click Show System Diagnostics.

3. Click Generate NMI.
#PRODABR# prompts you to confirm the request.

A CAUTION: Generating an NMI might cause data loss and data corruption.

4. Click Yes, proceed.
#PRODABR# confirms that the NMI was sent.

Booting to system safe mode

Prerequisites

» Host BIOS privilege

 Virtual Power and Reset privilege

» Configure #PRODABR# Settings privilege
» The server platform supports this feature.

» The server is powered off.
About this task

Use the System Safe Mode option to boot the system with a minimum configuration to check if a boot processor and one
channel of memory are operating correctly. All other devices are removed from the configuration quickly and safely.
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Procedure

1. Click Information in the navigation tree, and then click the Diagnostics tab.
2. Click Show System Diagnostics.
3. Click Boot to Safe Mode.
#PRODABR# prompts you to confirm the request.
4. Click Yes, proceed.

A successful server boot in safe mode indicates that the boot processor and one channel of memory are operating
correctly.

Booting to Intelligent Diagnostics mode

Prerequisites

» Host BIOS privilege

 Virtual Power and Reset privilege

» Configure #PRODABR# Settings privilege
» The server platform supports this feature.

» The server is powered off.

About this task

When you enter Intelligent Diagnostics mode on a supported system, the system can automatically diagnose a boot failure
during POST.

Procedure

1. Click Information in the navigation tree, and then click the Diagnostics tab.
2. Click Show System Diagnostics.
3. Click Boot to Intelligent Diagnostics Mode.
#PRODABR# prompts you to confirm the
request.
4. Click Yes, proceed.
#PRODABR# notifies you that the system is in Intelligent Diagnostics mode.

The server begins a sequence of reboots to determine the cause of the boot failure. When a cause is identified, the affected
device is disabled, and the boot process resumes.

NOTE: This process might take a long time to complete. Multiple server reboots might be required to isolate and identify
the cause of the boot failure. After you enter Intelligent Diagnostics mode, allow the process to complete without
interruption.

To monitor the status, check the server POST screen.

If an issue was detected, take the necessary steps to

resolve the issue.
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Restoring the default manufacturing settings
Prerequisites

* Host BIOS privilege

» Virtual Power and Reset privilege

» Configure #PRODABR# Settings privilege
» The server platform supports this feature.

» The server is powered off.

About this task

Use the Restore Default Manufacturing Settings option to reset all BIOS configuration settings to their default manufacturing
values.

This process deletes all UEFI nonvolatile variables, such as boot configuration, Secure Boot security keys (if Secure Boot is
enabled), and configured date and time settings.

To use an option that retains some UEFI settings, consider the Restoring Default System Settings option.

When you use this feature, the #PRODABR# IP address and #PRODABR# settings stored in the nonvolatile memory are
retained.

Procedure

1. (Optional) Set the Save User Defaults option to Yes, Save in the UEFI System Utilities.

When enabled, this option causes the current BIOS settings to be used as the default settings when you restore the default
manufacturing settings.

2. Click Information in the navigation tree, and then click the Diagnostics tab.
3. Click Show System Diagnostics.

4. Click Restore Default Manufacturing Settings.

#PRODABR# prompts you to confirm the request, and warns you that previously configured settings, including Secure
Boot settings, will be reset to the default values.

5. Click Yes, proceed.
The UEFI nonvolatile variables are reset to the default values, and the server restarts.

To monitor the status, check the server POST screen.

Restoring the default system settings
Prerequisites

» Host BIOS privilege

 Virtual Power and Reset privilege

» Configure #PRODABR# Settings privilege
» The server platform supports this feature.

» The server is powered off.
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About this task

Use the Restore Default System Settings option to reset all BIOS configuration settings to their default values and restart the

Server.

Selecting this option resets all platform settings except:

Secure boot BIOS settings

Date and time settings

Primary and redundant ROM selection (if supported)

Other entities, such as option cards or #PRODABR#, that must be individually reset.

When you use this feature, the #PRODABR# IP address and #PRODABR# settings stored in the nonvolatile memory are
retained.

Procedure

1.

(Optional) Set the Save User Defaults option to Yes, Save in the UEFI System Utilities.

When enabled, this option causes the current BIOS settings to be used as the default settings when you restore the default
system settings.

Click Information in the navigation tree, and then click the Diagnostics tab.
Click Show System Diagnostics.

Click Restore Default System Settings.

#PRODABR# prompts you to confirm the request, and warns you that previously configured settings will be reset to the
default values.

Click Yes, proceed.

The BIOS configuration settings are reset to the default values, and the server restarts.

To monitor the status, check the server POST screen.

Saving UEFI serial debug messages to the Active Health System Log during POST

Prerequisites

The server is in the Power On Self-Test (POST) state.

About this task

During normal server operation, UEFI serial log messages are automatically saved to the Active Health System Log. These
messages can be helpful when the Active Health System Log is used for troubleshooting. If a server stalls or fails to boot, UEFI
serial debug messages are not sent automatically. Use this procedure to manually save UEFI serial debug messages to the
Active Health System Log one time. To save the UEFI serial debug messages again, repeat this procedure.

This feature is available only during server POST. After POST is complete, the Capture button is unavailable.

Procedure

1.
2.

Click Information in the navigation tree, and then click the Diagnostics tab.

Click Capture.
#PRODABR# notifies you that the UEFI serial debug messages were saved to the Active Health System Log.
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Viewing health summary information

About this task

The Health Summary page displays the status of monitored subsystems and devices. Depending on the server configuration,
the information on this page varies.

If the server is powered off, the system health information on this page is current as of the last power off. Health information is
updated only when the server is powered on and POST is complete.

Procedure

1. Click System Information in the navigation tree.

2. (Optional) To sort by a table column, click the column heading.

To change the sort order to ascending or descending, click the column heading again or click the arrow icon next to the
column heading.

3. (Optional) To navigate to a related page for supported subsystem and device types, click the name of a value in the
Subsystems and Devices list.

When you click a fan or liquid cooling module value on a system with liquid cooling modules, the Power & Thermal page
opens and displays the Fans & Cooling Modules tab. If liquid cooling modules are not present or supported, then the tab is
called Fans.

Some subsystem and device types, such as the Agentless Management Service, do not have a related page.

Redundancy status

Redundancy status is displayed for the following:

» Fan Redundancy
* Power

Based on the power domains available in the system, the redundancy status appears. If the system has multiple power
domains, the System redundancy and GPU redundancy status are displayed. (This option is available only for supported
Servers).

 Liquid Cooling Redundancy (supported servers only)

Subsystem and device status

Summarized status information is displayed for the following:

» Agentless Management Service

» BIOS/Hardware Health

* Fans

 Liquid Cooling (supported servers only)
* Memory

» Network

» Power Supplies (nonblade servers only)
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Based on the power supply domains available in the system, the System domain and GPU domain appear (This option is
available only for supported servers).

* Processors
« Storage
* Temperatures

» Smart Storage Energy Pack (supported servers only)

Subsystem and device status values

« @ Redundant—There is a backup component for the device or subsystem.
« & OK—The device or subsystem is working correctly.
. Not Redundant—There is no backup component for the device or subsystem.
» (D Not Available—The component is not available or not installed.
. Degraded—The device or subsystem is operating at a reduced capacity.
#PRODABR# displays the power supply status as Degraded when mismatched power supplies are installed.

If you power on a server with nonredundant fans or power supplies, the system health status is listed as OK. If a redundant fan
or power supply fails while the system is powered on, the system health status is Degraded until you replace the fan or power

supply.
¢ % Failed Redundant—The device or subsystem is in a nonoperational state.

» % Failed—One or more components of the device or subsystem are nonoperational.

Q Critical—One or more components of the device or subsystem are nonoperational.
» @ Other—For more information, navigate to the System Information page of the component that is reporting this status.

. Unknown—The #PRODABR# firmware has not received device status information. After #PRODABR# is reset when the
server is powered off, some subsystems display the status Unknown. #PRODABR# cannot update the status for these
subsystems when the server is powered off.

. Not Installed—The subsystem or device is not installed.

Viewing processor information

About this task

The Processor Information page displays the available processor slots, the type of processor installed in each slot, and a
summary of the processor subsystem.

If the server is powered off, the system health information on this page is current as of the last power off. Health information is
updated only when the server is powered on and POST is complete.

Procedure

Click System Information in the navigation tree, and then click the Processors tab.
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Processor details

The following information is displayed for each processor:

» Processor Name—The name of the processor.

» Processor Status—The health status of the processor.

» Processor Speed—The speed of the processor.

» Execution Technology—Information about the processor cores and threads.
» Memory Technology—The processor memory capabilities.

* Internal L1 cache—The L1 cache size.

* Internal L2 cache—The L2 cache size.

» Internal L3 cache—The L3 cache size.

Viewing memory information

About this task

The Memory Information page displays a summary of the system memory. When server power is off, AMP data is unavailable,
and only memory modules present at POST are displayed.

If the server is powered off, the system health information on this page is current as of the last power off. Health information is
updated only when the server is powered on and POST is complete.

Procedure

1. Click System Information in the navigation tree, and then click the Memory tab.

The Memory page displays details for the following:

» Advanced Memory Protection (AMP)

* Memory Summary
* Physical Memory

2. (Optional) By default, empty memory slots are hidden in the Physical Memory table. To view empty memory slots, click
show empty memory slots. When empty memory slots are displayed, click hide empty memory slots to hide them.
This option is not displayed if there are no empty slots.

3. (Optional) To sort by a table column, click the column heading.

To change the sort order to ascending or descending, click the column heading again or click the arrow icon next to the
column heading.

4. (Optional) To view additional memory details, select a memory module.

The Memory Details pane is displayed.
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Advanced Memory Protection details
AMP Mode Status
The status of the AMP subsystem.

» Other/Unknown—The system does not support AMP, or the management software cannot determine the status.
» Not Protected—The system supports AMP, but the feature is disabled.

» Protected—The system supports AMP. The feature is enabled but not engaged.

» Degraded—The system was protected, but AMP is engaged. Therefore, AMP is no longer available.

» DIMM ECC—The system is protected by DIMM ECC only.

* Mirroring—The system is protected by AMP in the mirrored mode. No DIMM faults have been detected.

» Degraded Mirroring—The system is protected by AMP in the mirrored mode. One or more DIMM faults have been
detected.

* On-line Spare—The system is protected by AMP in the hot spare mode. No DIMM faults have been detected.

» Degraded On-line Spare—The system is protected by AMP in the hot spare mode. One or more DIMM faults have
been detected.

» RAID-XOR—The system is protected by AMP in the XOR memory mode. No DIMM faults have been detected.

» Degraded RAID-XOR—The system is protected by AMP in the XOR memory mode. One or more DIMM faults have
been detected.

» Advanced ECC—The system is protected by AMP in the Advanced ECC mode.

» Degraded Advanced ECC—The system is protected by AMP in the Advanced ECC mode. One or more DIMM faults
have been detected.

» LockStep—The system is protected by AMP in the LockStep mode.

» Degraded LockStep—The system is protected by AMP in the LockStep mode. One or more DIMM faults have been
detected.

» A3DC—The system is protected by AMP in the A3DC mode.
» Degraded A3DC—The system is protected by AMP in the A3DC mode. One or more DIMM faults have been detected.

Configured AMP Mode
The active AMP mode. The following modes are supported:
» None/Unknown—The management software cannot determine the AMP fault tolerance, or the system is not
configured for AMP.

» On-line Spare—A single spare bank of memory is set aside at boot time. If enough ECC errors occur, the spare
memory is activated and the memory that is experiencing the errors is disabled.

* Mirroring—The system is configured for mirrored memory protection. All memory banks are duplicated in mirrored
memory, as opposed to only one for online spare memory. If enough ECC errors occur, the spare memory is activated
and the memory that is experiencing the errors is disabled.

* RAID-XOR—The system is configured for AMP with the XOR engine.

» Advanced ECC—The system is configured for AMP with the Advanced ECC engine.
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LockStep—The system is configured for AMP with the LockStep engine.
Online Spare (Rank Sparing)—The system is configured for Online Spare Rank AMP.
Online Spare (Channel Sparing)—The system is configured for Online Spare Channel AMP.

Intersocket Mirroring—The system is configured for mirrored intersocket AMP between the memory of two
processors or boards.

Intrasocket Mirroring—The system is configured for mirrored intrasocket AMP between the memory of a single
processor or board.

A3DC—The system is configured for AMP with the A3DC engine.

Supported AMP Modes

RAID-XOR—The system can be configured for AMP using the XOR engine.

Dual Board Mirroring—The system can be configured for mirrored advanced memory protection in a dual
memory board configuration. The mirrored memaory can be swapped with memory on the same memory board or
with memory on the second memory board.

Single Board Mirroring—The system can be configured for mirrored advanced memory protection in a single memory
board.

Advanced ECC—The system can be configured for Advanced ECC.

Mirroring—The system can be configured for mirrored AMP.

On-line Spare—The system can be configured for online spare AMP.

LockStep—The system can be configured for LockStep AMP.

Online Spare (Rank Sparing)—The system can be configured for Online Spare Rank AMP.
Online Spare (Channel Sparing)—The system can be configured for Online Spare Channel AMP.

Intersocket Mirroring—The system can be configured for mirrored intersocket AMP between the memory of two
processors or boards.

Intrasocket Mirroring—The system can be configured for mirrored intrasocket AMP between the memory of a single
processor or board.

A3DC—The system can be configured for A3DC AMP.

None—The system cannot be configured for AMP.

Memory Summary

The Memory Summary section shows a summary of the memory that was installed and operational at POST.

Location

The slot or processor on which the memory board, cartridge, or riser is installed. Possible values follow:

System Board—There is no separate memory board slot. All DIMMs are installed on the motherboard.
Board <Number>—There is a memory board slot available. All DIMMs are installed on the memory board.
Processor <Number>—The processor on which the memory DIMMs are installed.

Riser <Number>—The riser on which the memory DIMMs are installed.
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Total Memory Slots
The number of memory module slots.
Total Memory

The capacity of the memory, including memory recognized by the operating system and memory used for spare, mirrored,
or XOR configurations.

Operating Frequency

The frequency at which the memory operates.

Physical Memory Details

The Physical Memory Details section shows the physical memory modules on the host that were installed and operational at
POST. Unpopulated module positions are also listed. Various resilient memory configurations can change the actual memory
inventory from what was sampled at POST. In systems that have a high number of memory modules, all module positions
might not be listed.

Socket Locator
The slot or processor on which the memory module is installed.
Status

The memory module status and whether the module is in use. Possible values follow:

* Added But Unused—The DIMM was added and it is unused.
» Configuration Error—There is a configuration error in the DIMM.
» Degraded—The DIMM status is degraded.
» Does Not Match—The DIMM type does not match.
» Expected but Missing—The DIMM is expected, but it is missing.
» Good, In Use—The DIMM is functioning properly and it is in use.
» Good, Partially in Use—The DIMM is functioning properly and it is partially in use.
» Map Out Error—The DIMM is mapped out because of a training failure.
» Map Out Configuration—The DIMM is mapped out because of a configuration error.
» Not Present—The DIMM is not present.
» Not Supported—The DIMM is not supported.
» Other—The DIMM status does not fit any of the standard status definitions.
» Present, Spare—The DIMM is present and it is used as a spare.
» Present, Unused—The DIMM is present and it is unused.
* Unknown—The DIMM status is unknown.
» Upgraded but Unused—The DIMM was upgraded and it is unused.
Size

The memory module size.
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Max Supported Frequency
The maximum frequency supported by the memory module.
Technology

The memory module technology. Possible values follow:

» Unknown—Memory technology cannot be determined.

» N/A—Memory module not present.

» SDRAM (Synchronous DRAM)

* RDIMM (Registered memory module)

» UDIMM (Unregistered memory module)

* LRDIMM (Load-reduced memory module)

* NVDIMM (Non-volatile dual-inline memory module)

* NVDIMM-N (Non-volatile dual-inline memory module with both flash memory and traditional memory)
* R-NVDIMM (Registered non-volatile dual-inline memory module)

* PMM (Persistent memory module)

Memory Details pane (physical memory)
Manufacturer
The memory module manufacturer.
Part Number
The memory module part number.
This value is displayed only for #/ENDABR# memory modules.
Serial Number
The memory module serial number.
This value is not displayed for empty memory slots.
Type

The type of memory installed. Possible values follow:

» Other—Memory type cannot be determined.

» Board—Memory module is permanently mounted (not modular) on a system board or memory expansion board.

+ DDR5

* N/A—Memory module is not present.

Ranks
The number of ranks in the memory module.
Error Correction

The type of error correction used by the memory module.

iLO 6 Online Help

51



Data Width Bits
The memory module data width in bits.
Bus Width Bits
The memory module bus width in bits.
Channel
The channel number in which the memory module is connected.
Memory Controller
The memory controller number.
CPU Socket
The memory module socket number.
Memory Slot
The memory module slot number.
State
The memory state.
Vendor
The memory vendor name. If the vendor name is not available, the value N/A is displayed.
Vendor ID
The memory vendor ID.
Armed
The current backup-ready status of the NVDIMM-N, if available.
Last Operation
The status of the last operation (NVDIMMs only).
Media Life
The percentage of media life left (NVDIMMs only).

Viewing network information

About this task

If the server is powered off, the health status information on the NIC Information page is current as of the last power off.
Health information is updated only when the server is powered on and POST is complete.

To view a full set of data on this page, ensure that AMS is installed and running. The server IP address, add in network
adapters, and the server NIC status are displayed only if AMS is installed and running on the server.

The information on this page is updated when you log in to #PRODABR#. To refresh the data, log out of #PRODABR#, and
then log back in.

Procedure

1. Click System Information in the navigation tree, and then click the Network tab.

2. (Optional) To sort by a table column, click the column heading.

To change the sort order to ascending or descending, click the column heading again or click the arrow icon next to
the column heading.

3.(Optional) To expand or collapse the information on this page, click Expand All or Collapse All, respectively.
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Physical Network Adapters

Integrated and add-in NICs and Fibre Channel adapters
This section displays the following information about the integrated and add-in NICs and Fibre Channel adapters in the server:
Adapter number
The adapter number, for example, Adapter 1 or Adapter 2.
Location
The location of the adapter on the system board.
Firmware

The version of the installed adapter firmware, if applicable. This value is displayed for system NICs (embedded and stand-
up) only.
Status

The NIC status.

»  On Windows servers:
o If the NIC is connected to the network and is functioning correctly, #PRODABR# displays the status OK.
o If the NIC has never been plugged in to a network, #PRODABR# displays the status Unknown.

o

If the NIC has been plugged in to a network, and is now unplugged, #PRODABR# displays the status Link Down.

> In configurations with multiple NICs, if a component has failed but the system is still functioning, #PRODABR#
displays the status Degraded.

o Ifa NIC reports a failure, #PRODABR# displays the status Critical.
* On Linux servers:

o The default status is OK and the link status is displayed in #PRODABR#, if Ethernet cable is connected to network
switch when system hoot up.

o #PRODABR# displays the status Unknown, if Ethernet cable is not connected to network switch when system
boot up. The status will display when Ethernet cable is connected after system boot.

> In configurations with multiple NICs, if a component has failed but the system is still functioning, #PRODABR#
displays the status Degraded.

o If a NIC reports a failure, #PRODABR# displays the status Critical.
* On VMware servers:
° If #PRODABR# cannot communicate with the NIC port, it displays the status Unknown.
° If the NIC driver reports the status link_down, #PRODABR# displays the status Down.
° If the NIC driver reports the status link_up, #PRODABR# displays the status OK.

> In configurations with multiple NICs, if a component has failed but the system is still functioning, #°PRODABR#
displays the status Degraded.

o Ifa NIC reports a failure, #PRODABR# displays the status Critical.
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NOTE: For complex NICs (NICs with multiple port functions like Ethernet, FCoE, and iSCSI) the adapter status indicates the
status of physical ports and status of the functions running on that ports. If the functions running on any of the ports is not
configured by switch or if the Fibre Channel fabric is down, the status of the adapter may indicate DEGRADED even though
the status of individual physical port is OK.

Port
The configured network port. This value is displayed for system NICs (embedded and stand-up) only.

MAC Address
The port MAC address.

Status
The port status.
Possible values include OK, Failed, and Unknown, and Link Down.

Team/Bridge

If a port is configured for NIC teaming, the name of the configured link between the physical ports that form a logical
network adapter. This value is displayed for system NICs (embedded and stand-up) only.

Fibre Channel host bus adapters or converged network adapters

The following information is displayed for Fibre Channel host bus adapters or converged network adapters:

» Physical Port—The physical network port number.
«  WWNN—The port world wide node name.
*  WWPN—The world wide port name.

» Status—The port status.

Boot progress and boot targets

The following information is displayed when DCI connectivity is available;

» Port—The configured virtual port number.
» Boot Progress—The current boot status.
* Boot Targets

o WWPN—The world wide port name.

o LUN ID—The logical unit number ID.

Logical Network Adapters

This section displays the following information about network adapters that use NIC teaming to combine two or more ports
into a single logical network connection:
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» Adapter name—The name of the configured link between the physical ports that form the logical network adapter.
* MAC Address—The logical network adapter MAC address.
* IP Address—The logical network adapter IP address.

» Status—The logical network adapter status.
The following information is displayed for the ports that form each logical network adapter:

» Members—A sequential number assigned to each port that forms the logical network adapter.
» MAC Address—The MAC address of the physical adapter port.

» Status—The status of the physical adapter port.

NOTE: #PRODABR# supports display of only up to 10 logical network adapters.

Viewing the device inventory

About this task
Hitachi Advanced Server RL3xx Gen 11 platforms do not support Workload performance Advisor.

The Device Inventory page displays information about devices installed in the server. Some examples of the devices listed on
this page include installed adapters, PCI devices, SATA controllers, and Smart Storage batteries.

If the server is powered off, the health status information on this page is current as of the last power on. Health information is
updated only when the server is powered on and POST is complete.

For older adapters that do not comply with industry-standard management specifications, the Agentless Management Service
(AMS) is required for obtaining the adapter firmware version, part number, serial number, and status.

Redfish DeviceDiscovery must reach vMainDeviceDiscoveryComplete state to display device inventory after host or
#PRODABR# reboot.

For adapters that support the Field Replaceable Unit (FRU) EEPROM, #PRODABR# obtains static adapter details such as the
product name and part number. These values are formatted according to the IPMI Platform Management FRU Information
Storage Definition specification.

Procedure

1. Click System Information in the navigation tree, and then click the Device Inventory tab.

2. (Optional) By default, empty slots are hidden in the Device Inventory table. To view empty slots, click show empty slots.
When empty slots are displayed, click hide empty slots to hide them.

This option is not displayed if there are no empty slots.
3. (Optional) To sort by a table column, click the column heading.

To change the sort order to ascending or descending, click the column heading again or click the arrow icon next to the
column heading.

4. (Optional) To view additional slot details, click a device in the table.

The Slot Details pane is displayed.

More information

Agentless Management and AMS
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Device Inventory details

MCTP Discovery—Whether this feature is enabled or disabled for the server.

Location—The device install location.

Product Name—The device product hame.

Typically, #PRODABR# obtains this value from the FRU EEPROM (Product Info Area Format region, Product Name value).
For some adapters, this value is obtained through a proprietary adapter interface.

Product Version—The device product version.

Typically, #PRODABR# obtains this value from the FRU EEPROM (Product Info Area Format region, Product Version
value).

For some adapters, this value is obtained through a proprietary adapter interface.

Firmware Version—The installed adapter firmware version.

There are multiple methods #PRODABR# can use to obtain this adapter-specific information.

For adapters that support the UEFI Device Driver interfaces, UEFI is the primary method for obtaining this value.
Component Integrity Status—The SPDM authentication status of the device.

Status—The device status value.

The value Unknown might mean that:

o #PRODABR# has not completed initialization for the device.

o The device is not capable of providing status (for example, legacy chipset SAS/SATA controllers).

o Agentless Management and the Agentless Management Service do not provide information about this device.

For information about network adapter unknown status values, see the Network Information page documentation.

For information about storage device unknown status values, see the Storage Information page documentation.

More information

Configuring MCTP _discovery

Viewing network information

Viewing storage information

Slot Details pane

When you click a row in the Device Inventory table, more information is displayed in the Slot Details pane.

The displayed values depend on the selected device type. Some device types do not display all the listed values.

Product Part Number—The adapter vendor's primary part number.

Typically, #PRODABR# obtains this value from the FRU EEPROM (Product Info Area Format region, Product Part/Model
Number value).

Various is displayed when the part number depends on internal graphics devices that differ by server model.
N/A is displayed for backplanes connected to storage controllers.
Assembly Number—The adapter vendor's spare part number (if available).

If the adapter vendor's spare part number is not available, #PRODABR# obtains this value from the FRU EEPROM (Board
Info Area Format region, Board Part Number value).
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N/A is displayed for backplanes connected to storage controllers.
» Serial Number—The adapter serial number.

Typically, #PRODABR# obtains this value from the FRU EEPROM (Product Info Area Format region, Product Serial Number
value).

N/A is typically displayed for embedded devices.
» MCTP Status—Whether MCTP Discovery is enabled or disabled.
* Slot details
o Type—The slot type, for example, PCle, MXM, SATA, or another industry-standard slot type.
o Bus Width—The slot bus width.
o Length—The slot length.

o Characteristics—Information about the slot, for example, voltage or other support information.

For more information about the slot detail values, see System Slots (Type 9) in the System Management BIOS (SMBIOS)
Reference Specification.

» Segment (PCle devices only)—The PCI segment assigned by the BIOS during PCI configuration. For all other device types,
FFh or N/A is displayed.

» Bus (PCle devices only)—The PCI bus assigned by the BIOS during PCI configuration. For all other device types, FFh or
N/A is displayed.

» Device (PCle devices only)—The PCI device assigned by the BIOS during PCI configuration. For all other device types, FFh
or N/A is displayed.

» Function (PCle devices only)—The PCI function assigned by the BIOS during PCI configuration. For all other device types,
FFh or N/A is displayed.

 Bifurcated Device Peer Instance—Bifurcation details of the devices which support bifurcation. Bifurcated Device Peer
Instance indicates if the device is bifurcated and the instance of the bifurcation.

Device status values

The Device Inventory page uses the following status values:

+ & Enabled—The device is enabled and the health status is OK.

» No Supporting CPU—The CPU that supports the device slot is not installed.

* N/A—The device is not installed.

* € Enabled—The device is enabled and the health status is Critical.

. Enabled—The device is enabled and the health status is Warning.

. Unknown—The #PRODABR# firmware has not received data about the device status.

. Disabled—The device is disabled.

. Not Supported—Device does not support Security Protocol and Data Model (SPDM) authentication.
+ @ Success—SPDM authentication of the device is successful.

«  © Failed—SPDM authentication of the device has failed.
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Configuring MCTP discovery

Prerequisites

Configure #PRODABR# Settings privilege

About this task

MCTP is the industry standard technology #PRODABR# uses to communicate directly to options installed in the server. MCTP
discovery is enabled by default. For troubleshooting of a problematic option, you can disable MCTP discovery for a server or an
individual adapter. For example, if an adapter is not working, you could temporarily disable MCTP discovery to allow server
operations to continue while you investigate the problem. When you disable MCTP discovery, the only way to enable it again is
to perform an MCTP factory reset. An MCTP factory reset enables MCTP discovery on the server and all adapter slots.

Disabling MCTP discovery for the server automatically disables it for all adapter slots.

Do not disable MCTP discovery unless this action is recommended by support personnel.

A WARNING:

» When MCTP discovery is disabled for a server, #PRODABR# does not monitor or display status information for the
following components: Embedded NICs, Smart Array, memory, CPU, and option adapters.

» When MCTP discovery is disabled, the Performance Settings, Performance Monitoring, and Workload
Performance Advisor pages are unavailable.

Procedure

1. Click System Information in the navigation tree, and then click the Device Inventory tab.
2. Click Discovery.
The Discovery Settings page opens.
3. To disable MCTP discovery for the server and all adapter slots, set MCTP Discovery to disabled.
4. To disable MCTP discovery on selected adapter slots, set one or more MCTP options in the Devices table to disabled.
5. Click Apply.
#PRODABR# notifies you that an MCTP factory reset is required to re-enable MCTP discovery.
6. Click OK.

Initiating an MCTP factory reset

Prerequisites

Configure #PRODABR# Settings privilege

About this task

If MCTP discovery is disabled for a server or the adapter slots in a server, the only way to re-enable it is to perform an MCTP
factory reset. This procedure does not reset #PRODABR# or the server.
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Procedure

1. Click System Information in the navigation tree, and then click the Device Inventory tab.
2. Click Discovery.

The Discovery Settings page opens.
3. Click MCTP Factory Reset.

#PRODABR# warns you that an MCTP factory reset will enable MCTP on all devices, and prompts you to confirm the
request.

4. Click Yes.
An MCTP factory reset is initiated.

When the process is complete, MCTP discovery is enabled on all devices.

Viewing storage information

About this task

If the server is powered off, the system status information on the Storage Information page is current as of the last power off.
Status information is updated only when the server is powered on and POST is complete.

To view a full set of data on the Storage Information page, ensure that AMS is installed and running. SAS/SATA controller
information is displayed only if AMS is installed and running on the server.

The information displayed on this page depends on your storage configuration. Some storage configurations will not display
information for every category.

Redfish DeviceDiscovery must reach vMainDeviceDiscoveryComplete state to display device inventory after host or
#PRODABR# reboot.

Fibre Channel adapters are not listed on this page. To view information about Fibre Channel adapters, click System
Information in the navigation tree, and then click the Network tab.

Procedure

1. Click System Information in the navigation tree, and then click the Storage tab.

A ¥
2. (Optional) To expand or collapse all data, click Expand All £ or Collapse All
3. (Optional) To expand or collapse details about a component, click > or W

4. (Optional) To view component details, click a listed component.
A details pane opens and displays additional information.
5. (Optional) To change the physical drive indicator LED status for an NVMe or SATA drive, click the physical drive indicator

LED icon @

This feature is available on supported servers only.
The Configure #PRODABR# Settings privilege is required to use this feature.
You can change the LED status to ON or OFF.

6. (Optional) To power an NVMe or SATA drive on or off, use the Drive Power Button feature.
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This feature is available on supported servers only.

The Configure #PRODABR# Settings privilege is required to use this feature.

More information

Viewing network information

Supported storage components

The Storage Information page displays information about the following storage components:

Smart Array controllers, drive enclosures, the attached volumes, and the physical drives that constitute the volumes.

#PRODABR# can monitor 256 physical drives total and 256 volumes total.

#VENDNAM# and third-party storage controllers that manage direct-attached storage, and the attached physical drives.

The following direct-attached storage types are supported: SATA, NVMe, and RDE-enabled devices. The information

displayed depends on the storage type.

Supported storage products

#VENDABR# Advanced Server RL3xx Gen 11 platforms supports only NVMe drives.

#VENDABR# ML/DL Server M.2 SSD Enablement Kit
#VENDABR# Dual 8GB MicroSD EM USB Kit (Windows only)
NVMe drives

#VENDABR# NS204i-t G2 Plus Boot Controller
#VENDABR# SR932i-p G3 Controller

#VENDABR# SR416ie-m G3 Controller
#VENDABR# E208e-p SR G2 Controller
#VENDABR# MR416i-p G2 Plus Controller
#VENDABR# MR216i-p G2 Plus Controller
#VENDABR# MR416i-p G3 Controller

#VENDABR# MR416i-0 G3 Controller

#VENDABR# MR408i-0 G3 Controller

#VENDABR# MR216i-p G3 Controller

#VENDABR# MR216i-0 G3 Controller

AHCI SATA controllers

Intel VROC 8.0

M.2 SSD Enablement Kit

Dual 8GB MicroSD EM USB Kit (Windows only)
NVMe drives

NS204i-p NVMe OS Boot Device
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»  NS204i-r Boot Controller
*  NS204i-u Boot Controller
* NS204i-t Boot Controller
» NS204i-d Boot Controller
»  AHCI SATA controllers

Storage details

The Storage Information page displays the following details about Smart Array and direct-attached storage.

NOTE: The information displayed depends on the storage type. Some storage types do not include all the listed properties.

Controllers

The Controllers section displays the following details for each controller.

» Location—The controller location in the server.

+ Status— A combination of the controller hardware health and the current state of the controller. The displayed value
indicates a status icon (OK, Critical, or Warning), and text that provide more information.

For more information on health and current state values and definitions, see Status values and definitions.

*  Model
» Total Volumes—The number of volumes on the drives managed by the controller.

» Total Drives—The number of drives managed by the controller.

When you select a controller, the Controller details pane opens and displays more information.

Controller details pane
The Controller details pane displays details about the selected controller.

(Optional) To view all data or less data on Controller details pane click Show All or Show less.

Volumes

The Volumes section displays the following details for each volume.

¢ Name

» Status — For more information on health and current state values and definitions, see Status values and definitions.

» Capacity

» Fault Tolerance

Volumes must be configured through the Smart Storage Administrator software before they can be displayed on this page.

When you select a volume, the Volumes detail pane opens and displays more information.

Volumes details pane

The Volumes details pane displays details about the selected Volume.
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(Optional) To view all data or less data on Volumes details pane click Show All or Show less.

Drives
The Drives section displays the following details for each drive.

» Location— Drive port, box, and bay numbers

» Status — For more information on health and current state values and definitions, see Status values and definitions.

» Capacity
» Media Type

When you select a drive, the Drive details pane opens and displays more information.

Drive details pane

The drive details pane displays the following details about the selected drive.

» Indicator LED—The LED status (on or off). You can click @ to change the LED status. This feature is available on
NVMe and SATA drives.

The configure #PRODABR# Settings privilege is required to use this feature.
» Drive Power—The current drive power state (on, off, or starting).
You can use the Power On or Power Off buttons to control Drive Power for NVMe and SATA drives.

(Optional) To view all data or less data on the Drive details pane click Show All or Show less.
Drive enclosures (Smart Array only)
The Drive Enclosure section displays the following details for each enclosure.

» Location—The enclosure port and box numbers.

» Status— For more information on health and current state values and definitions, see Status values and definitions.

 Drive Bays—The number of drive bays.

Some enclosures do not include all the listed properties, and some storage configurations do not include drive enclosures.

When you select an enclosure, the Drive Enclosure details pane opens and displays more information.

Drive Enclosure details pane
The Drive Enclosure details pane displays details about the Drive Enclosure.

(Optional) To view all data or less data on the Drive Enclosure details pane click Show All or Show less.

NOTE: Language translation capability is not applicable to details pane.

Status values and definitions

The possible health values are:
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¢ @ OK — Indicates Normal
» € Critical — A critical condition exists that requires immediate attention.

. Warning — A condition exists that requires attention.
The possible state values are;

* Enabled — The device is enabled.

+ Disabled — The device is disabled.

» In Test — The device is undergoing testing.

» Quiesced — The device is enabled but processes only a restricted set of command.

 Standby Offline — The device is enabled, but awaiting an external action to activate it.

« Standby Spare — The device is part of a redundancy set and is awaiting a failover or other external action to activate it.
» Starting — The device is starting.

» Unavailable Offline — The device is present but cannot be used.

» Updating — The device is updating and may be unavailable or degraded.

» Absent — The device is not present or not detected.

» Deferring — The device will not process any commands but will queue new requests.

Managing drive power

Prerequisites
» Configure #PRODABR# Settings privilege

» The server configuration supports managing drive power.

About this task

When you select a supported drive, the Drive Power Button section in the Physical Drive Details pane displays the current
drive power state. The possible values are ON, OFF, and Starting.

You can use the Drive Power Button options to power a drive on or off.
The power off option works only with supported drive firmware.
For the list of compatible drives, contact customer support.

The power on option (hot-plug) is not supported on standard IDE controllers. Cold boot the system to recover the drive. See
the drive specifications to determine whether a drive supports these power reset features.

Procedure

1. Click System Information in the navigation tree, and then click the Storage tab.

2. Select a drive.

The Physical Drive Details pane opens.
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3. Click the Power On or Power Off button.

4. When prompted to confirm the request, click OK.

Drive power button options

» Power On—Power on the drive immediately.

» Power Off—Power off the drive immediately. Using this option results in a nongraceful shutdown.

Viewing installed firmware information

Procedure

1. Click Firmware & OS Software in the navigation tree.

The Installed Firmware page displays firmware information for various server components. If the server is powered off, the
information on this page is current as of the last power off. Firmware information is updated only when the server is powered
on and POST is complete.

NOTE: If a component is updated using smart component through a host system, then you might have to reset
#PRODABR# or the host to view the updated firmware.

2. (Optional) To sort by a table column, click the column heading.

To change the sort order to ascending or descending, click the column heading again or click the arrow icon next to the
column heading.

Firmware types
The firmware types listed on the Installed Firmware page vary based on the server configuration.
The firmware types listed on the Installed Firmware page vary based on the server model and configuration.

For most servers, the system ROM and #PRODABR# firmware are listed. Other possible firmware options include the following:

» Power Management Controller

+ Server Platform Services Firmware
e Smart Array

 Intelligent Platform Abstraction Data
* Smart Storage Energy Pack

*  TPMor TM firmware

» SAS Programmable Logic Device

» System Programmable Logic Device
» Networking adapters

»  NVMe Backplane firmware

*  Drive firmware

»  Power Supply firmware
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+ Embedded Video Controller

» Secondary System Programmable Logic Device (This firmware type is displayed only for supported platforms)

Firmware details

The Installed Firmware page displays the following information for each listed firmware type:

* Firmware Name—The name of the firmware.
* Firmware Version—The version of the firmware.

» Location—The location of the component that uses the listed firmware.

Replacing the active system ROM with the redundant system ROM

Prerequisites
» Host BIOS privilege

« The server supports redundant system ROM.

Procedure

1. Click Firmware & OS Software in the navigation tree.

—*
2. On the Installed Firmware page, click 'l—" next to the Redundant System ROM
details. #PRODABR# prompts you to confirm the request.

3. Click OK.
The change will take effect after the next server reboot.

A server reboot initiated from #PRODABR# requires the Virtual Power and Reset privilege.

Updating #PRODABR# or server firmware by using the flash firmware
feature

Prerequisites

» The Configure #PRODABR# Settings privilege is required for flashing firmware and storing components in the
#PRODABR# Repository.

» The Recovery Set privilege is required for making an optional update to the System Recovery Set after a successful
firmware update.

» If you want to use the Update Recovery Set feature, a System Recovery Set must exist and contain the component you
want to update.

About this task

You can update firmware from any network client by using the #PRODABR# web interface. A signed file is required.
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Procedure

1.  Obtain a server firmware or #PRODABR# firmware file.

2. If you will update the Server Platform Services (SPS) firmware, power off the server, and then wait 30 seconds.

The SPS firmware cannot be updated when the server OS is running.
3. Click Firmware & OS Software in the navigation tree, and then click Update Firmware.

If the Update Firmware option is not displayed, click the ellipsis icon in the top-right corner of the #PRODABR# web
interface, then click Update Firmware.

4.  Select the Local file or Remote file option.

5. Depending on the option you selected, do one of the following:

» Depending on the browser you use, click Browse or Choose File in the Local file box, and then specify the location of
the firmware component.

» In the Remote file URL box, enter the URL for a firmware component on an accessible web server.

a. (Optional) To configure Enhanced Download Performance, click Enhanced Download Performance link. The
Access Settings page is displayed. You can configure the settings on the Access Settings page.

For more information on the option, see the help on the Access Settings page.

NOTE: Enhanced Download Performance link is not displayed, if it is already enabled.

6. (Optional) To save a copy of the component to the #PRODABR# Repository, select the Also store in #PRODABR#
Repository check box.

7. (Optional) If a version of the component you selected in step 5 exists in the System Recovery Set, select the Update
Recovery Set check box to replace the existing component with the selected component.

Selecting this option replaces the component, even if the version in the System Recovery Set is newer.

If there is no System Recovery Set, or you are not assigned the required privilege for this action, then this option is not
displayed.

When you select this option, the Also store in #PRODABR# Repository option is selected automatically, because the
System Recovery set is stored in the #PRODABR# Repository.

8. On servers with an installed TPM or TM, suspend or back up software that stores information on the TPM or TM, then
select the Confirm TPM override check box.

Drive encryption software is an example of software that stores information on the TPM or TM.

CAUTION: If you use drive encryption software, suspend it before initiating a firmware update. Failure to follow
these instructions might result in losing access to your data.

9. To start the update process, click Flash.
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10.

11.

12.

13.

Depending on the server configuration, #PRODABR# notifies you that:

» When you update the #PRODABR# firmware, #PRODABR# will reboot automatically.

» Some types of server firmware might require a server reboot, but the server will not reboot automatically.

Click OK.

IMPORTANT: Do not boot or reboot the server during a PLDM firmware update because this action might cause
the server to go into standby mode for approximately 20 minutes before starting up.

The #PRODABR# firmware receives, validates, and then flashes the firmware image.

When you update the #PRODABR# firmware, #PRODABR# reboots and closes your browser connection. It might take
several minutes before you can re-establish a connection.

For #PRODABR# firmware updates only: To start working with the new firmware, clear your browser cache, and then log
in to #PRODABR#.

For server frmware updates only: If the firmware type requires powering on or rebooting the server or initiating a system
reset, take the appropriate action.

(Optional) To confirm that the new firmware is active, check the firmware version on the Installed Firmware page.

You can also check the #PRODABR# firmware version on the Overview page.

More information

System Recovery Set

Obtaining the #PRODABR# firmware image file

Obtaining supported server firmware image files

Requirements for firmware update to take effect

Obtaining the #PRODABR# firmware image file

About this task

You can download the #PRODABR# firmware image file and use it to update a single server or multiple servers in a group.

The BIN file from the #PRODABR# Online Flash Component is required for updating the #PRODABR# firmware with the Flash
Firmware or Group Firmware Update features.

Procedure

1.
2.

Navigate to the following website: https://hitachivantara.com.

To locate and download the #PRODABR# Online Flash Component file, follow the onscreen instructions.

Download a Windows or Linux component.

Extract the BIN file.

For Windows components: Double-click the downloaded file, and then click the Extract button. Select a location for the
extracted files, and then click OK.

For Linux components: Depending on the file format, enter one of the following commands:
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o #_/<Firmware_file_name>_scexe —unpack=/tmp/
o #rpm2cpio <Firmware_file_name>_rpm | cpio -id
The name of the #PRODABR# firmware image file is similar to #BMC#_<yyy>.bin, where <yyy> represents the firmware

version.

The name of the #PRODABR# firmware image file is similar to #PRODGEN#_<yyy>.bin, where <yyy> represents the
firmware version.

Obtaining supported server firmware image files

Procedure

1.
2.

Navigate to the following website: https://hitachivantara.com.

To locate and download an Online Flash Component file, follow the onscreen instructions.

If you downloaded a Windows component:

a. Double-click the downloaded file, and then click the Extract button.

b. Select a location for the extracted files, and then click OK.

If you downloaded a Linux component:
a. For Linux components, depending on the file format, enter one of the following commands:
o #._./<Firmware_file_name>.scexe —unpack=/tmp/

« #Hrpm2cpio <Firmware_file_name>.rpm | cpio -id

b. (Optional) If you are working with Server Platform Services (SPS) firmware component, locate the
<fFirmware_file_name>.zip file, and extract the binary file.

Server firmware file type details

When you update the system ROM, you must use a signed image or the signed ROMPAQ image:

o Signed image example:
http://<server.example.com:8080>/<wwwroot>/P79_1.00_10 25 2013.signe
d.flash

o Signed ROMPAQ image example:
http://<server.example.com>/<wwwroot>/CPQPJ061

2.A48

The Power Management Controller and NVMe backplane files use the file extension .hex. For example, the file name
might be similar to ABCD5S95.hex.

The System Programmable Logic Device (CPLD) firmware file uses the file extension .vme.

The Server Platform Services (SPS) firmware files use the file extension .bin.
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Requirements for firmware update to take effect

Depending on the firmware type, additional action might be required for the update to take effect.

» System ROM (BIOS)—Requires a server reboot.

» System Programmable Logic Device (CPLD)—Requires a server reboot.

NOTE: A server reboot after a CPLD firmware update is converted to a server AC power cycle. #PRODABR# will reset as
part of the AC power cycle.

» Power Management Controller and NVMe Backplane Firmware—Do not require a server reboot or a system reset.
The NVMe firmware version will be displayed in the #PRODABR# web interface after the next server reboot.

» Server Platform Services (SPS)—These firmware types require that you power off the server before installation. The
changes take effect after you power on the server.

Supported firmware types

Many firmware update types are supported, depending on the server platform. Some common examples follow:

+ #PRODABR#

o System ROM/BIOS

» Power Management Controller

» System Programmable Logic Device (CPLD)
* Backplane

» Server Platform Services (SPS)
Some firmware types are delivered as a combined update. For example:

» A SAS Programmable Logic Device update is often combined with a SAS controller firmware update.

» The Intelligent Platform Abstraction Data firmware is often combined with a System ROM/BIOS update.

More information

Configuring #PRODABR# access settings

Daily firmware flash limit

To protect the #PRODABR# and server hardware from repeated flashing attacks, #PRODABR# limits the number of times per
day that you can flash each supported firmware type. The limit is 20, which includes both successful and failed firmware flash
activities. The firmware flash count is reset every 24 hours, or 24 hours after a successful firmware update. The firmware flash
limit applies to firmware updates initiated through any application or interface.
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The firmware flash count is stored in the nonvolatile memory. If the flash limit is exceeded, the firmware cannot be flashed, and
the software notifies you that you must try again later.

When a firmware update fails, an event is logged in the #PRODABR# event log.
Flash limit process example

1. At 10 a.m. on Monday, the BIOS firmware is flashed for the first time since the previous Friday.
2. During the firmware flash, #PRODABR# checks the BIOS firmware flash limit time stamp.
In this example, the last firmware flash is more than 24 hours ago, and the firmware flash count is reset to 1.
3. Later on Monday, the BIOS firmware is flashed 19 more times.
Each flash activity increments the flash count to a total of 20.
4. Before leaving work on Monday, the BIOS firmware is flashed again, and the update fails, due to the flash limit.

This failure persists until the next morning at 10 a.m., when the flash count is reset.

Viewing software information

Prerequisites

To display a complete set of data on this page, AMS must be installed.
Procedure

1. Click Firmware & OS Software in the navigation tree, and then click the Software tab.

2. (Optional) To update the software information data, click G
The information on this page is cached in the browser, and #PRODABR# displays the date and time of the last update. If 5

minutes or more have passed since the page was updated, click G to update the page with the latest information.
3. (Optional) To sort by a table column, click the column heading.

To change the sort order to ascending or descending, click the column heading again or click the arrow icon next to the
column heading.

#VENDABR# Software detailsProduct-related software details

This section lists all the #VENDABR# software on the managed server. The list includes #VENDNAM# and #VENDNAM#-
recommended third-party software that was added manually or by using the SPV.

This section lists all the product-related software on the managed server.

* Name—The name of the software.
» Version—The software version.

The versions of the displayed firmware components indicate the firmware versions available in the firmware flash
components that are saved on the local operating system. The displayed version might not match the firmware running on
the server.

» Description—A description of the software.
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Running Software details

This section lists all the software that is running or available to run on the managed server.

* Name—The name of the software.

» Path—The file path of the software.

Installed Software details

The Installed Software list displays the name of each installed software program.

Maintenance windows

A maintenance window is a configured time period that applies to an installation task.

You can create a maintenance window:

* On the Maintenance Windows tab.

* When you add a task to the installation queue.

Adding a maintenance window

Prerequisites

Configure #PRODABR# Settings privilege

About this task

#PRODABR# supports a maximum of eight maintenance windows.

Procedure

1. Click Firmware & OS Software in the navigation tree, and then click Maintenance Windows.

2. Click +

#PRODABR# prompts you to enter the maintenance window information.
3. Enter a name in the Name box.
4. Enter a description in the Description box.

5. Enter the maintenance window start and end times in the From and To boxes.

a. Click @ inthe From box.
A calendar is displayed.

b. Select a start date and time, and then click Done.

c. Click @ inthe To box.
A calendar is displayed.

d. Select the end date and time, and then click Done.
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Enter the date and time based on the local time on the client you are using to manage #PRODABR#.
The equivalent UTC value is displayed above the date and time you entered.

If you enter a To value that occurs before the start time of an existing task, #PRODABR# prompts you to enter a different
value. The installation queue is a first-in, first-out list of tasks, and you cannot create a maintenance window that will expire
before an existing task will run.

6. Click Add.

The maintenance window is added.

Editing a maintenance window

Prerequisites
Configure #PRODABR# Settings privilege

Procedure

1. Click Firmware & OS Software in the navigation tree, and then click Maintenance Windows.

2. Click ﬁ

#PRODABR# prompts you to update the maintenance window information.
3. Update the maintenance window name in the Name box.
4. Update the description in the Description box.

5. Update the maintenance window start and end times in the From and To boxes.

a. Click @ inthe From box.
A calendar is displayed.

b. Select a start date and time, and then click Done.

c. Click @ inthe To box.
A calendar is displayed.

d. Select the end date and time, and then click Done.

Enter the date and time based on the local time on the client you are using to manage #PRODABR#.
The equivalent UTC value is displayed above the date and time you entered.

If you enter a To value that occurs before the start time of an existing task, #PRODABR# prompts you to enter a different
value. The installation queue is a first-in, first-out list of tasks, and you cannot create a maintenance window that will expire
before an existing task will run.

6. Click OK.
The maintenance window is updated.

Removing a maintenance window

Prerequisites

Configure #PRODABR# Settings privilege
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Procedure

1.

2.

3.

Click Firmware & OS Software in the navigation tree, and then click Maintenance Windows.

Clicklm next to the maintenance window you want to remove.

#PRODABR# prompts you to confirm that you want to remove the maintenance window.
Click Yes, remove.

The maintenance window is removed.

All tasks associated with the removed maintenance window are canceled.

Removing all maintenance windows

Prerequisites
Configure #PRODABR# Settings privilege

Procedure

1.
2.

Click Firmware & OS Software in the navigation tree, and then click Maintenance Windows.
Click Remove all.

#PRODABR# prompts you to confirm that you want to remove all maintenance windows.
Click Yes, remove all.

The maintenance windows are removed.

All tasks associated with the removed maintenance windows are canceled.

Viewing maintenance windows

Procedure

1.
2.

Click Firmware & OS Software in the navigation tree, and then click Maintenance Windows.

(Optional) To sort by a table column, click the column heading.

To change the sort order to ascending or descending, click the column heading again or click the arrow icon next to the
column heading.

(Optional) Click an individual maintenance window to view detailed information.

Maintenance window summary details

The Maintenance Windows tab displays the #PRODABR# Date/Time and the following details about each configured
maintenance window:

Name—The user-defined name for the maintenance window.
Start time—The maintenance window start time (UTC).

End time—The maintenance window end time (UTC).

Maintenance windows are automatically deleted 24 hours after they expire.
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Individual Maintenance Window details

When you click an individual maintenance window, the following details are displayed:

» Name—The user-defined name for the maintenance window.
» Start—The maintenance window start time (UTC).
* End—The maintenance window end time (UTC).

» Description—A description of the maintenance window.

#PRODABR# Repository

The #PRODABR# Repository is a secure storage area in the nonvolatile flash memory embedded on the system board. The
nonvolatile flash memory is 1 gigabyte in size and is called the #PRODABR# NAND. Use #SUMGR# or #PRODABR# to
manage signed software and firmware components in the #PRODABR# Repository.

#PRODABR#, the UEFI BIOS, #SUMGR#, and other client software can retrieve these components and apply them to
supported servers. Use #SUMGR# to organize the stored components into install sets and #SUMGR# or #PRODABR# to
manage the installation queue.

To learn more about how #PRODABR#, #SUMGR#, and the BIOS software work together to manage software and firmware,
see the #SUMGR# documentation.

To learn more about how #PRODABR#, #SUMGR#, and the BIOS software work together to manage software and firmware,
contact customer support.

#VENDABR# Advanced Server RL3xx Gen 11 platforms do not support #SUMGR#.

Installing a component from the #PRODABR# Repository

Prerequisites

Configure #PRODABR# Settings privilege

About this task
You can add a component to the installation queue from the #PRODABR# Repository page.

When you add a component to the installation queue, a task is added to the end of the queue. After other queued tasks are
complete, the added component is installed when the software that initiates updates for the component type detects the installation
request. To determine the software that can initiate an update, check the component details on the #PRODABR# Repository and
Installation Queue pages.

If a previously queued task is waiting to start or finish, a new task might be delayed indefinitely. For example, if a queued
component is installable by the UEFI BIOS, a server restart is required before installation can start. If the server is not
restarted, the tasks that follow in the queue are delayed indefinitely.

Procedure

1. Click Firmware & OS Software in the navigation tree, and then click #°PRODABR# Repository.

2. CIickﬁ next to the component you want to install.
The Install Component pane opens and prompts you to confirm the request.

a. (Optional) If you want to specify an installation schedule, select the Set schedule window check box.
b. Select a method for defining the schedule.

» Select Use maintenance window (default) to choose a maintenance window you configured on the Maintenance
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Windows page.

To add a maintenance window, click New to navigate to the Maintenance Windows page. Create a maintenance
window, and then restart this procedure.

» Select Specify time window to enter a schedule now.
c. Depending on the method you selected, do one of the following:

 If you selected Use maintenance window, select a value in the Maintenance window list.

» If you selected Specify time window, enter the schedule details.

3. Click Yes, add to the end of the queue.
If the installation queue is empty, and #PRODABR# can initiate the component installation, the button is labeled Yes,
install now.
The update is initiated after existing queued tasks finish and the software that initiates installation for the selected
component type detects a pending installation.

If the installation queue is empty and #PRODABR# can initiate the update, the update begins immediately.

More information

Daily firmware flash limit

Adding a component to the #PRODABR# Repository

Viewing #PRODABR# Repository summary and component details
Viewing the installation queue

Entering time window details when installing a component

Prerequisites

Configure #PRODABR# Settings privilege

About this task

Use this procedure to enter the schedule when Specify Time Window is selected.

Procedure

1. Click @ inthe From box.
A calendar is displayed.

2. Select a start date and time, and then click Done.

The selected date and time are displayed in the From box.

3. Click @ in the To box.
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A calendar is displayed.
4. Select an end date and time, and then click Done.

This value sets the expiration date and time for the tasks in the install set.

The selected date and time are displayed in the To box.

Removing a component from the #PRODABR# Repository

Prerequisites
» Configure #PRODABR# Settings privilege
» The component is not in an install set.

» The component is not part of a queued task.

Procedure

1. Click Firmware & OS Software in the navigation tree, and then click the #PRODABR# Repository tab.

2. Clicklml.

#PRODABR# prompts you to confirm the request.
3. Click Yes, remove.

The component is removed.

Removing all components from the #PRODABR# Repository

Prerequisites
» Configure #PRODABR# Settings privilege
« The components are not in an install set.

» The components are not part of a queued task.

Procedure

1. Click Firmware & OS Software in the navigation tree, and then click the #PRODABR# Repository tab.

2. Click Remove all.

#PRODABR# prompts you to confirm the request.
3. Click Yes, remove all.

The components are removed.
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Viewing #PRODABR# Repository summary and component details

Procedure

1. Click Firmware & OS Software in the navigation tree, and then click the #PRODABR# Repository tab.

2. (Optional) To sort by a table column, click the column heading.

To change the sort order to ascending or descending, click the column heading again or click the arrow icon next to the
column heading.

3. (Optional) To view detailed component information, click an individual component.

#PRODABR# Repository storage details

The Summary section of the #PRODABR# Repository page displays the following details about the #PRODABR# Repository
storage use:

Capacity—Total #PRODABR# Repository storage capacity
* In use—Used storage
» Free space—Available #PRODABR# Repository storage

» Components—Number of saved components in the #PRODABR# Repository

#PRODABR# Repository contents

The Contents section of the #PRODABR# Repository page displays the following details about each firmware or software component:

¢ Name

* Version

#PRODABR# Repository individual component details

When you click an individual component, the following details are displayed:

+ Name—Component name

» Version—Component version

* File name—Component file name

» Size—Component size

» Uploaded—Upload date and time

» Installable by—The software that can initiate an update with the component.

* Inuse by install set or task?—Whether the component is part of an install set or queued task.

When a component is part of an install set or queued task, you can click the install set or task name link to view the install
set details or queued task details.
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Adding a component to the #PRODABR# Repository

Prerequisites

The Configure #PRODABR# Settings privilege is required for uploading files to the #PRODABR# Repository.

The Recovery Set privilege is required for making an optional update to the System Recovery Set after you upload a file to
the #PRODABR# Repository.

If you want to use the Update Recovery Set feature, a System Recovery Set must exist and contain the component you
want to update.

About this task

Use the Upload to #PRODABR# Repository pane to add components to the #PRODABR# Repository. The Upload to
#PRODABR# Repository pane is available whenever you view a tab on the Firmware & OS Software page.

Procedure

1.

Click Firmware & OS Software in the navigation tree, and then click Upload to #PRODABR# Repository.

If the browser window is a small size, and the Upload to #PRODABR# Repository option is not displayed, click the ellipsis
icon in the top right corner of the #PRODABR# web interface, then click Upload to #PRODABR# Repository.

Select the Local file or Remote file option.

Depending on the option you selected, do one of the following:

 Inthe Local file box, click Browse or Choose File (depending on your browser), and then specify the location of the
firmware component.

» Inthe Remote file URL box, enter the URL for a firmware component on an accessible web server.

a. (Optional) To configure Enhanced Download Performance, click Enhanced Download Performance link.
The Access Settings page is displayed. You can configure the settings on the Access Settings page.

For more information on the option, see the help on the Access Settings page.

NOTE: Enhanced Download Performance link is not displayed, if it is already enabled.

For firmware components specified by multiple files only: Select the | have a component signature file check box.

If you selected the check box in step 4, do one of the following:

* Inthe Local signature file box, click Browse or Choose File (depending on your browser), and then specify the location
of the component signature file.

» In the Remote signature file URL box, enter the URL for a component signature file on an accessible web server.

(Optional) If a version of the component you selected in step 3 exists in the System Recovery Set, select the Update
Recovery Set check box to replace the existing component with the selected component.

Selecting this option replaces the component, even if the version in the System Recovery Set is newer.

If there is no System Recovery Set, or you are not assigned the required privilege for this action, then this option is not
displayed.
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7. Click Upload.

#PRODABR# notifies you that uploading a component with the same name as an existing component will replace the
existing component.

8. Click OK.
The upload starts. The upload status is displayed at the top of the #PRODABR# web interface.

More information

System Recovery Set
Obtaining the #PRODABR# firmware image file
Obtaining supported server firmware image files

Install sets

An install set is a group of components that can be applied to supported servers with a single command. #SUMGR#
determines what to install on a server and creates an install set that is copied to #PRODABR#. You can view existing install
sets on the Install Sets page in the #PRODABR# web interface.

Saving an install set when you deploy from #SUMGR# keeps all the components on the #PRODABR# system for later use. For
example, you could use the saved components to restore or roll back a component version without needing to find the original
SPV.

To learn more about how #PRODABR#, #SUMGR#, and the BIOS software work together to manage software and firmware,
see the #SUMGR# documentation.

To learn more about how #PRODABR#, #SUMGR#, and the BIOS software work together to manage software and firmware,
contact customer support.

#VENDABR# Advanced Server RL3xx Gen 11 platforms do not support #SUMGR# and #IPROV#.

Installing an install set

Prerequisites
» Configure #PRODABR# Settings privilege

* No components in the install set are queued as part of another installation task.

About this task
You can add an install set to the installation queue from the Install Sets page.

When you add an install set to the installation queue, #PRODABR# adds a task for each component or command in the install
set. The new tasks are added to the end of the queue.

Components in the queue are installed after other queued tasks are complete, and when the software that initiates updates for
the component type detects the installation request. To determine the software that can initiate an update, check the
component details on the #PRODABR# Repository and Installation Queue pages.

If a previously queued component is waiting to start or finish, a new task might be delayed indefinitely. For example, if a
queued component is installable by the UEFI BIOS, a server restart is required before installation can start. If the server is
not restarted, the tasks that follow in the queue are delayed indefinitely.
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Procedure

1. Click Firmware & OS Software in the navigation tree, and then click Install Sets.

2. Click$ next to the install set you want to install.

The Install Components pane opens and prompts you to confirm the request.

3. (Optional) If you want to specify a schedule for installation, select the Set schedule window check box.
a. Select a method for defining the schedule.

« Select Use maintenance window (default) to choose a maintenance window you configured on the Maintenance
Windows page.

To add a maintenance window, click New to navigate to the Maintenance Windows page. Create a maintenance
window, and then restart this procedure.

» Select Specify time window to enter a schedule now.
b. Depending on the method you selected, do one of the following:

 If you selected Use maintenance window, select a value in the Maintenance window list.

 If you selected Specify time window, enter the schedule details.

4. (Optional) If there are existing queued tasks, select the Clear installation queue check box if you want to remove them.

When there are existing tasks, #PRODABR# displays the number of queued tasks and notifies you that the install set
contents will be added to the end of the queue.

This check box is not displayed when the queue is empty and #PRODABR# can initiate the updates in the install set.

This check box is disabled when the queue is empty and #PRODABR# cannot initiate the updates in the install set.

5. Click Yes, add to the end of the queue.
If you selected the check box in step 4 or the queue was already empty, and #PRODABR# can initiate the updates in the
install set, the button label is Yes, install now.
The updates are initiated after existing queued tasks finish and the software that initiates installation for the selected
component types detects a pending installation.

If the installation queue is empty and #PRODABR# can initiate the requested updates, the updates begin immediately.

More information

Daily firmware flash limit
Viewing the installation queue
Entering time window details when installing an install set

Entering time window details when installing an install set

Prerequisites

Configure #PRODABR# Settings privilege

About this task

Use this procedure to enter the schedule when Specify Time Window is selected.
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Procedure

1.

Click @ inthe From box.
A calendar is displayed.

Select a start date and time, and then click Done.

The selected date and time are displayed in the From box.

Click @ inthe To box.
A calendar is displayed.

Select an end date and time, and then click Done.

This value sets the expiration date and time for the tasks in the install set.

The selected date and time are displayed in the To box.

Removing an install set

Prerequisites

Configure #PRODABR# Settings privilege for unprotected install sets.
Configure #PRODABR# Settings privilege and Recovery Set privilege for removing the protected install set.

Procedure

1.

Click Firmware & OS Software in the navigation tree, and then click Install Sets.

. Click ]ﬂl next to the install set that you want to remove.

#PRODABR# prompts you to confirm the request.

Click Yes, remove.

The install set is removed.

Removing all install sets

Prerequisites

Configure #PRODABR# Settings privilege

The Recovery Set privilege is required for including the System Recovery Set in a request to remove all install sets.

Procedure

1.
2.

Click Firmware & OS Software in the navigation tree, and then click the Install Sets tab.
Click Remove all.
#PRODABR# prompts you to confirm the request.

(Optional) If a System Recovery Set exists, select the Also remove protected Recovery Set check box if you want to
remove the Recovery Set.
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This option is not displayed if your user account is not assigned the Recovery Set privilege.
4. Click Yes, remove all.

The install sets are removed.

Viewing install sets

Procedure

1. Click Firmware & OS Software in the navigation tree, and then click the Install Sets tab.

2. (Optional) To sort by a table column, click the column heading.

To change the sort order to ascending or descending, click the column heading again or click the arrow icon next to the
column heading.

3. (Optional) Click an install set to view detailed information.

Install set summary details

The Install Sets tab displays the following details about each install set:

» Name—The install set name.

» Components/Commands—The components and commands in the install set. Version information is included for all
components.

You can use the install set icons to add an install set to the installation queue or to delete an install set. The protected install
set is displayed with a lock icon.
More information

Installing an install set
Removing an install set

Individual install set details

When you click an individual install set, the following details are displayed:

* Name—The install set name.
» Created—The creation date and time.
» Description—A description of the install set.

» Component/Commands—The components and commands in the install set. Version information is included for all
components.

When an install set contains components, you can click the component name link to view the component details in the
#PRODABR# Repository.

» System Recovery Set?—Indicates whether the install set is designated as the System Recovery Set.

The System Recovery Set is used for runtime firmware recovery operations. Only one System Recovery Set can exist at a
time.
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System Recovery Set

By default, a System Recovery Set is included with every server. User accounts with the Recovery Set privilege can configure
this install set. Only one System Recovery Set can exist at a time.

The following firmware components are included in the default System Recovery Set for Intel servers:

» System ROM (BIOS)

* #PRODABR# firmware

» System Programmable Logic Device (CPLD)
Server Platform Services (SPS) Firmware

» Server Platform Services Full Recovery Image
The following firmware components are included in the default System Recovery Set for AMD servers:

» System ROM (BIOS)
+ #PRODABR# firmware

» System Programmable Logic Device (CPLD)
If the default System Recovery Set is deleted:

» Auser with the Recovery Set privilege can use the #PRODABR# RESTful APl and the RESTful Interface Tool to create a
System Recovery Set from components stored in the #PRODABR# Repository.

For instructions, see the #PRODABR# user guide at the following website: https://hitachivantara.com-.

» Auser with the Recovery Set privilege can use #SUMGR# to create an install set, and then designate it as the System
Recovery Set by using the #PRODABR# RESTful API.

Installation queue

The installation queue is an ordered list of components and commands that were added to the queue individually or as parts of
an install set. You can add tasks to the queue by using the following methods:

Use the #PRODABR# Add to Queue pane.

» Click on the Installation Queue page.

» Click ﬁ on the #PRODABR# Repository page.

Use #SUMGR#.

#VENDABR# Advanced Server RL3xx Gen 11 platforms do not support #SUMGR#.
More information

Adding a task to the installation queue
Installing a component from the #PRODABR# Repository
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Viewing the installation queue

About this task
The Installation Queue page displays summary information for each queued task, and you can click an individual task for
more information. The current #PRODABR# Date/Time value is displayed at the top of the page.

Procedure

1. Click Firmware & OS Software in the navigation tree, and then click the Installation Queue tab.

2. (Optional) To view detailed information, click an individual task.

Queued task summary details
State
Status of the task. The possible values follow:
» Pending—The task will run when the software that initiates updates for the component type detects the installation
request.
* In progress—The task is being processed.
» Complete—The task completed successfully.
» Canceled—The task is associated with a canceled or expired maintenance window.
» Expired—The task is expired. Subsequent tasks will not run until this task is removed from the queue.

» Exception—The task could not complete. Subsequent tasks will not run until this task is removed from the queue.

Name
The task name.
Starts

The task start date and time (UTC). If the task is waiting for other tasks to complete, the value is After previous tasks are
executed.

The value N/A is displayed for tasks that are in the following states: Complete, Expired, or Exception.
Expires

The task expiration date and time (UTC). If no expiration date is set, the value Never is displayed.

Individual task details

Name
The task name.

Command
If a command is selected, this value is the command name. For example, Wait or #PRODABR# Reset.
If a component is selected, the value Apply Update is displayed.

Component name
The component name, when a component from the #PRODABR# Repository is selected.

You can click the component name link to view the component details in the #PRODABR# Repository.
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File name
The component file name, when a component from the #PRODABR# Repository is selected.
State
Task status. The possible values are Pending, In progress, Complete, Canceled, Expired, or Exception.
Wait time (seconds)
The wait time in seconds, if the task is a Wait command.
Result

Task results, if available. For example, The task completed successfully or The update failed with a component specific
error. Retry the update after fixing the component error.

Installable by

The software that can initiate an update with the selected component. For example, #PRODABR#, #SUMGR# or Smart
Update Tool, or UEFI BIOS.

Maintenance Window
The maintenance window name if the task is configured to run during a maintenance window.
Start time

The task start date and time (UTC).

» If atime window is specified, the start time is listed.
 If a maintenance window is selected, the maintenance window start time is listed.
» Ifa start time is not specified and the task state is Complete, Expired, or Exception, the value N/A is displayed.
» Ifa start time is not specified and the task state is InProgress or Pending:
o The value Immediately after the associated updater checks is displayed when the task is first in the queue.

o The value After previous tasks are executed is displayed if the task is not first in the queue.

Expiration

The task expiration date and time (UTC).

If a maintenance window is selected, the maintenance window end time is listed.
Update Recovery Set?

This value is displayed only when a component is selected. A value of Yes means that the queued component will replace
the component in the System Recovery Set after the task is initiated and completed successfully.

Created by user with Recovery Set privilege?

This value is displayed only when a component is selected. A value of Yes indicates that the task was created by a user
with the Recovery Set privilege.

This privilege is required for making an optional update to the System Recovery Set after a queued update is completed
successfully.

This privilege is also required for firmware downgrades when the Downgrade Policy is set to the Downgrade requires
Recovery Set privilege option.
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Editing a task in the installation queue

Prerequisites

The Configure #PRODABR# Settings privilege is required for editing tasks in the installation queue.

The Recovery Set privilege is required for making an optional update to the System Recovery Set after a queued update is
completed successfully.

If you want to use the Update Recovery Set feature, a System Recovery Set must exist and contain the component you
want to update.

The task you want to edit is in Pending status.

Procedure

1. Click Firmware & OS Software in the navigation tree, and then click the Installation Queue tab.

Click ﬁ next to the task you want to edit.
#PRODABR# prompts you to update the task information.

To update the task name, enter a new name (up to 64 characters) in the Task name box.

Select a value in the Component or Command hox.

 If the original task is a component update, you can select only another component.

* If the original task is a command, you can select only another command.

If the Wait command is selected, enter or update the wait time in the Wait time (seconds) box.
Valid values are from 1 to 3600 seconds.

(Optional) If you want to specify or edit the installation schedule, select or clear the Set schedule window check box.

a. If the Set schedule window check box is selected, select or update the method you want to use to define the schedule.

» Select Use maintenance window (default) to choose a maintenance window you configured on the Maintenance
Windows page.

To add a maintenance window, click New to navigate to the Maintenance Windows page. Create a maintenance
window, and then restart this procedure.

» Select Specify time window to enter a schedule now.
b. Depending on the selected method, do one of the following:

 If Use maintenance window is selected, select or change the value in the Maintenance window list.

 If Specify time window is selected, add or update the schedule details.

(Optional) If you selected a component in step 4, and the component exists in the System Recovery Set, select or clear the
Update Recovery Set check box.

When this option is enabled, the existing component in the System Recovery Set is replaced by the selected component
when the task is complete.

Selecting this option replaces the component, even if the version in the System Recovery Set is newer.
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This option is not displayed if:

» Acommand is selected.
» There is no System Recovery Set.
» Your user account is not assigned the required privilege.
8. If the server has a TPM or TM, suspend or back up any software that stores information on the TPM or TM, then select the
Confirm TPM override check box.

Drive encryption software is an example of software that stores information on the TPM or TM.

A CAUTION: If you use drive encryption software, suspend it before initiating a firmware update. Failure to follow
these instructions might result in losing access to your data.

9. Click OK.

#PRODABR# notifies you that the task was updated.

If the task would expire before the start time of a task that precedes it in the queue, #PRODABR# naotifies you that it
cannot save the task. The installation queue is a first-in, first-out list of tasks, and you cannot create a task that will
expire before an existing task will run.

If you selected the Update Recovery Set check box, the component is updated after the task is initiated and completed
successfully.

More information

System Recovery Set

Adding a maintenance window

Commands that can be added to the installation queue
How tasks in the installation gueue are processed

Removing a task from the installation queue

Prerequisites

Configure #PRODABR# Settings privilege
Procedure

1. Click Firmware & OS Software in the navigation tree, and then click Installation Queue.

2. Click the remove component icon E
#PRODABR# prompts you to confirm the
request.

3. Click Yes, remove.

The component is removed.
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Removing all tasks from the installation queue

Prerequisites

Configure #PRODABR# Settings privilege
The component is not in an install set.

The component is not part of a queued task.

Procedure

1.
2.

Click Firmware & OS Software in the navigation tree, and then click the Installation Queue tab.
Click Remove all.

#PRODABR# prompts you to confirm the request.

Click Yes, remove.

The tasks are removed.

Adding a task to the installation queue

Prerequisites

The Configure #PRODABR# Settings privilege is required for adding tasks to the installation queue.

The Recovery Set privilege is required for making an optional update to the System Recovery Set after a queued update is
completed successfully.

If you want to use the Update Recovery Set feature, a System Recovery Set must exist and contain the component you
want to update.

Procedure

1.

2.

Click Firmware & OS Software in the navigation tree, and then click the Installation Queue tab.

Click + or click Add to Queue.

The Add to Queue pane is available whenever you view a tab on the Firmware & OS Software page. If the browser
window is a small size, and the Add to Queue option is not displayed, click the ellipsis icon in the top right corner of the
#PRODABR# web interface, then click Add to Queue.

#PRODABR# prompts you to add task information.
Enter a task name (up to 64 characters) in the Task name box.
Select a value in the Component/Command box.

The list includes the following:
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» Components stored in the #PRODABR# Repository.
» The Wait and Reset #PRODABR# commands.

. If the Wait command is selected, enter the wait time in the Wait time (seconds) box.

Valid values are from 1 to 3600 seconds.

. (Optional) If you want to specify an installation schedule, select the Set schedule window check box.
a. Select a method for defining the schedule.

» Select Use maintenance window (default) to choose a maintenance window you configured on the Maintenance
Windows page.

To add a maintenance window, click New to navigate to the Maintenance Windows page. Create a maintenance
window, and then restart this procedure.

» Select Specify time window to enter a schedule now.
b. Depending on the selected method, do one of the following:

» If you selected Use maintenance window, select a value in the Maintenance window list.

» If you selected Specify time window, enter the schedule details.

. (Optional) If you selected a component in step 4, and the component exists in the System Recovery Set, select the Update
Recovery Set check box to replace the existing component with the selected component.

Selecting this option replaces the component, even if the version in the System Recovery Set is newer.

This option is not displayed if:

* Acommand is selected.

» There is no System Recovery Set.

» Your user account is not assigned the required privilege.

. Ifthe server has a TPM or TM, suspend or back up any software that stores information on the TPM or TM, then select the
Confirm TPM override check box.

Drive encryption software is an example of software that stores information on the TPM or TM.

CAUTION: If you use drive encryption software, suspend it before initiating a firmware update. Failure to follow
these instructions might result in losing access to your data.

. Click Add to Queue.

#PRODABR# notifies you that the task was added to the end of the installation queue. This event is recorded in the
#PRODABR# event log.

If the task would expire before the start time of an existing task that precedes it in the queue, #PRODABR# notifies you
that it cannot save the task. The installation queue is a first-in, first-out list of tasks, and you cannot create a task that
will expire before an existing task will run.

If you selected the Update Recovery Set check box, the component is updated after the task is initiated and completed
successfully.
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More information

Daily firmware flash limit

System Recovery Set

Adding a maintenance window

Commands that can be added to the installation gueue
How tasks in the installation gueue are processed

Commands that can be added to the installation queue
Wait

Causes the installation queue to stop and wait for the configured amount of time (seconds). Valid values are from 1
second to 3600 seconds.

Reset #PRODABR#
Resets (reboots) #PRODABR#.

This command does not make any configuration changes, but ends all active connections to the #PRODABR# firmware.

Entering time window details when queuing a task

Prerequisites

Configure #PRODABR# Settings privilege

About this task

Use this procedure to enter the schedule when Specify Time Window is selected.

Procedure

1. Click @ inthe From box.
A calendar is displayed.

2. Select a start date and time, and then click Done.

The selected date and time are displayed in the From box.

3. Click @ inthe To box.
A calendar is displayed.

4. Select an end date and time, and then click Done.

This value sets the task expiration date and time.

The selected date and time are displayed in the To box.

How tasks in the installation queue are processed

When you add a task to the installation queue:

+ ltis added to the end of the queue.
 Ifyou added a command, the task is initiated after existing queued tasks finish.

» If you added a component, the task is initiated after:
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o Existing queued tasks finish.

o The software that initiates installation for the selected component type detects a pending installation.
If the installation queue is empty and #PRODABR# can initiate the update, the update begins

immediately.

To determine the software that can initiate an update, check the component details on the #PRODABR# Repository and
Installation Queue pages.

If a previously queued task is waiting to start or finish, a new task might be delayed indefinitely. For example, there might be
a queued component waiting until the UEFI BIOS detects it during server POST. If the server is not restarted, the tasks that
follow this task in the queue will remain on hold indefinitely.

If the task expires before the start time of a task that precedes it in the installation queue, #PRODABR# will not save the
task.

If an update is not initiated within the specified time window, it expires. If the update expires, delete and then recreate the
task, or edit the task.

More information

Daily firmware flash limit

Viewing #PRODABR# Repository summary and component details

Viewing the installation queue

Editing a task in the installation queue

#PRODABR# Federation settings

#PRODABR# uses multicast discovery, peer-to-peer communication, and #PRODABR# Federation groups to communicate
with other #PRODABR# systems.

When you navigate to one of the #PRODABR# Federation pages, a data request is sent from the #PRODABR# system running
the web interface to its peers, and from those peers to other peers until all data for the selected group is retrieved.

Configure the #PRODABR# Federation group and multicast settings on the #°PRODABR# Federation page Setup tab.

Prerequisites for using the #PRODABR# Federation features

Procedure

The network configuration meets the #PRODABR# Federation requirements.

The multicast options are configured on all systems you will add to #PRODABR# Federation groups.

If you use the default multicast option values, configuration is not required.
#PRODABR# Federation group memberships are configured.
All #PRODABR# systems are automatically added to the DEFAULT group.

#PRODABR# Federation network requirements

(Optional) #PRODABR# Federation supports both IPv4 and IPv6. If both options have valid configurations, you can
configure #PRODABR# to use IPv4 instead of IPv6. To configure this setting, disable the #PRODABR# Client
Applications use IPv6 first option on the IPv6 Settings page.

Configure the network to forward multicast traffic if you want to manage #PRODABR# systems in multiple locations.

iLO 6 Online Help 91



« If the switches in your network include the option to enable or disable multicast traffic, ensure that it is enabled. This
configuration is required for #PRODABR# Federation and other #/ENDNAM# products to discover the #PRODABR#
systems on the network.

» For #PRODABR# systems that are separated by Layer 3 switches, configure the switches to forward SSDP multicast traffic
between networks.

» Configure the network to allow multicast traffic (UDP port 1900) and direct HTTP (TCP default port 80) communication
between #PRODABR# systems.

 For networks with multiple VLANS, configure the switches to allow multicast traffic between the VLANSs.
 For networks with Layer 3 switches:
o For IPv4 networks: Enable PIM on the switch and configure it for PIM Dense Mode.

o For IPv6 networks: Configure the switch for MLD snooping.

More information

Configuring IPv6 settings

Configuring the #PRODABR# Federation multicast options

Prerequisites

Configure #PRODABR# Settings privilege

About this task

Use the following procedure to configure the multicast options for the systems you will add to #PRODABR# Federation
groups. If you use the default values, configuration is not required.

Procedure

1. Click #PRODABR# Federation in the navigation tree.
The Setup tab is displayed.

2. Enable or disable the #PRODABR# Federation Management option.
3. Enable or disable the Multicast Discovery option.
4. Enter a value for Multicast Announcement Interval (seconds/minutes).

5. Select a value for IPv6 Multicast Scope.

To ensure that multicast discovery works correctly, make sure that all #PRODABR# systems in the same group use the
same value for IPv6 Multicast Scope.

6. Enter a value for Multicast Time To Live (TTL).

To ensure that multicast discovery works correctly, make sure that all #PRODABR# systems in the same group use the
same value for Multicast Time to Live (TTL).

7. Click Apply.

Network changes and changes you make on this page take effect after the next multicast announcement.
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Multicast options
#PRODABR# Federation Management

Enables or disables the #PRODABR# Federation features. The default setting is Enabled. Selecting Disabled disables the
#PRODABR# Federation features for the local #PRODABR# system.

Multicast discovery

Enables or disables multicast discovery. The default setting is Enabled. Selecting Disabled disables the #PRODABR#
Federation features for the local #PRODABR# system.

Multicast Announcement Interval (seconds/minutes)

Sets the frequency at which the #PRODABR# system announces itself on the network. Each multicast announcement is
approximately 300 bytes. Select a value of 30 seconds to 30 minutes. The default value is 10 minutes. Selecting Disabled
disables the #PRODABR# Federation features for the local #PRODABR# system.

The possible values are:

» 30, 60, or 120 seconds
» 5,10, 15, or 30 minutes
+ Disabled

IPv6 Multicast Scope

The size of the network that will send and receive multicast traffic. Valid values are Link, Site, and Organization. The
default value is Site.

Multicast Time To Live (TTL)

Specifies the number of switches that can be traversed before multicast discovery stops. Valid values are from 1 to 255.
The default value is 5.

Adding #PRODABR# Federation group memberships

Prerequisites
» Configure #PRODABR# Settings privilege

» The Minimum Password Length setting on the Access Settings page is set to 31 or fewer characters.

Procedure

1. Click #PRODABR# Federation in the navigation tree.
The Setup tab is displayed.
2. Click Join Group.
3. Enter a Group Name.
This value can be 1 to 31 characters long.
4. Enter the Group Key and Group Key Confirm values.
The group key (password) can be from the configured minimum password length to 31 characters long.

If Password Complexity is enabled on the local #PRODABR# system, the group key must meet the password complexity
requirements.
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5. Select the privileges to assign to the group.

The privileges granted to the group by the local #PRODABR# system control the tasks that users of other #PRODABR#
systems in the group can perform on the managed server.

Click Join Group.
If you entered the name and key of an existing group, the local #PRODABR# system is added to that group.

If you entered the name and key of a group that does not exist, the group is created and the local #PRODABR# system is
added to it.

More information

#PRODABR# Federation group memberships for local #PRODABR# systems

#PRODABR# access settings

#PRODABR# Federation group privileges

#PRODABR# Federation group characteristics

Editing #PRODABR# Federation group memberships

Prerequisites

Configure #PRODABR# Settings privilege

If you want to edit the group key, the Minimum Password Length setting on the Access Settings page is set to 31
or fewer characters.

Procedure

1.

Click #PRODABR# Federation in the navigation tree.

The Setup tab displays the existing group memberships for the local #PRODABR# system.
Select a group membership, and then click Edit.

To change the group name, enter a new name in the Group Name box.

The group name can be 1 to 31 characters long.

To change the group key, select the Change Group Key check box, then enter a new value in the Group Key and Group
Key Confirm boxes.

The group key can be from the configured minimum password length to 31 characters long.

If Password Complexity is enabled on the local #PRODABR# system, the group key must meet the password complexity
requirements.

Select or clear the check boxes for the privileges you want to update.

The privileges granted to the group by the local #PRODABR# system control the tasks that users of other #PRODABR#
systems in the group can perform on the managed server.

Click Update Group.

If you updated the group name or group key, update them on the other systems in the affected group.

More information

#PRODABR# Federation group memberships for local #PRODABR# systems

#PRODABR# access settings

#PRODABR# Federation group privileges

#PRODABR# Federation group characteristics
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Removing a group membership from a local #PRODABR# system

Prerequisites

Configure #PRODABR# Settings privilege
Procedure
1. Click #PRODABR# Federation in the navigation tree.
The Setup tab shows the group memberships for the local #PRODABR# system.
2. Select the check box next to the group membership that you want to delete.
3. Click Delete.

4. When prompted to confirm the request, click Yes, delete.

Viewing #PRODABR# Federation group memberships (local #PRODABR# system)

Procedure

Click #PRODABR# Federation in the navigation tree.

The Group Membership for this #PRODABR# table lists the name of each group that includes the local #PRODABR# system, and
the privileges granted to the group by the local #PRODABR# system. Assigned privileges are displayed with a check mark icon
and unassigned privileges are displayed with an X icon.

More information

#PRODABR# Federation group privileges

#PRODABR# Federation groups

#PRODABR# Federation groups allow #PRODABR# systems to encrypt and sign messages to other #PRODABR# systems in
the same group.

#PRODABR# Federation group characteristics
» Al #PRODABR# systems are automatically added to the DEFAULT group, which is granted the Login privilege for each
group member. You can edit or delete the DEFAULT group membership.

» #PRODABR# Federation groups can overlap, span racks and data centers, and can be used to create management
domains.

» Each #PRODABR# system can be a member of up to 10 #PRODABR# Federation groups.
» There is no limit on the number of #PRODABR# systems that can be in a group.
* You must have the Configure #PRODABR# Settings privilege to configure group memberships.

» You can use the #PRODABR# web interface to configure group memberships for a local #PRODABR# system or a group of
#PRODABR# systems.

* You can use RIBCL XML scripts to view and configure group memberships.
For more information, see the #PRODABR# Federation user guide.

* You can use the #PRODABR# RESTful API to configure group memberships.
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For more information, see the #PRODABR# Federation user guide.

* Install the same version of the #PRODABR# firmware on #PRODABR# systems that are in the same #PRODABR#
Federation group.

#PRODABR# Federation group memberships for local #PRODABR# systems

When you configure group memberships for a local #PRODABR# system, you specify the privileges that members of a group
have for configuring the local managed server.

For example, if you add the local #°PRODABR# system to groupl and assign the Virtual Power and Reset privilege, the users of
other #PRODABR# systems in groupl can change the power state of the managed server.

If the local #PRODABR# system does not grant the Virtual Power and Reset privilege to groupl, the users of other
#PRODABR# systems in groupl cannot use the group power control features to change the power state of the
managed server.

If the system maintenance switch is set to disable #PRODABR# security on the local #PRODABR# system, the users of other
#PRODABR# systems in groupl can change the state of the managed server, regardless of the assigned group privileges.

You can perform the following tasks for a local #PRODABR# system:

» View group memberships.
» Add and edit group memberships.

* Remove group memberships.

#PRODABR# Federation group memberships for a set of #PRODABR# systems

When you add group memberships for multiple #PRODABR# systems at one time, you specify the privileges that members of
the group have for configuring the other members of the group.

For example, if you configure group2 based on the DEFAULT group, and you assign the Virtual Power and Reset privilege, the
users of #PRODABR# systems in group2 can change the power state of all the servers in the group.

You can add group memberships for multiple #PRODABR# systems on the Group Configuration page.
You can perform the following tasks for a group of #PRODABR# systems:

» Create a group with the same members as an existing group, but with different privileges.

» Create a group with members that you select by using the #PRODABR# Federation filters.

#PRODABR# Federation group privileges

When a system is added to a group, the group can be granted the following privileges:

-_El Login— Group members can log in to #PRODABR#.

|
(_) Virtual Power and Reset—Group members can power-cycle or reset the host system. These activities interrupt the
system availability.

éj Virtual Media—Group members can use URL-based virtual media with the managed server.

-Cﬁ, Configure #PRODABR# Settings—Group members can configure #PRODABR# settings and remotely update
firmware.
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In addition, the following privileges can also be granted to the group. However, the current #PRODABR# Federation feature
set does not support actions that require them:

-8-"* Administer User Accounts—Supports actions that require the Administer User Accounts privilege.
Q Remote Console—Supports actions that require the Remote Console privilege.
E;' Host BIOS—Supports actions that require the Host BIOS privilege.

-& Host NIC—Supports actions that require the Host NIC privilege.

- Host Storage—Supports actions that require the Host Storage privilege.

-LE-'L Recovery Set—Supports actions that require the Recovery Set privilege.

Viewing the #PRODABR# Federation multi-system map

Prerequisites

The #PRODABR# configuration and the network configuration meet the prerequisites for using the #PRODABR# Federation
features.

About this task

The Multi-System Map page displays information about the peers of the local #PRODABR# system. The local #PRODABR#
system identifies its peers through multicast discovery.

When you navigate to one of the #PRODABR# Federation pages, a data request is sent from the #PRODABR# system running
the web interface to its peers, and from those peers to other peers until all the data for the selected group is retrieved.

Procedure

1. Click #PRODABR# Federation in the navigation tree, and then click the Multi-System Map tab.

2. Select a group from the Selected Group menu.

#PRODABR# peer details

o #—The peer number.
» #PRODABR# UUID—The #PRODABR# system UPnP UUID.
» Last Seen—The time stamp of the last communication from the server.

» Last Error—A description of the most recent communication error between the listed peer and the local #PRODABR#
system.

* Query Time (seconds)—When a timeout occurs, this value can be used to identify systems that are not responding quickly.
This value applies to the most recent query.

» Node Count—When an error occurs, this value can indicate how much data might be missing. A value of zero indicates that
the most recent query timed out. This value applies to the most recent query.
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» URL—The URL for starting the #PRODABR# web interface for the listed peer.

» IP—The peer IP address.

Exporting #PRODABR# Federation information to a CSV file

Prerequisites

The #PRODABR# configuration and the network configuration meet the prerequisites for using the #PRODABR# Federation
features.

About this task
The following #PRODABR# Federation pages allow you to export information to a CSV file:

* Multi-System View—Export the Systems with critical or degraded status list.
*  Multi-System Map—Export the #PRODABR# peers list.

» Group Virtual Media—Export the Affected Systems list.

» Group Power—Export the Affected Systems list.

» Group Firmware Update—Export the Affected Systems list.

» Group Licensing—Export the Affected Systems list.

» Group Configuration—Export the Affected Systems list.

Procedure

1. Navigate to a page that supports the file export feature.
2. Click View CSV.

3. Inthe CSV Output window, click Save, and then follow the browser prompts to save or open the file.

If multiple pages of servers are included in the list, the CSV file contains only the servers that are currently displayed on the
#PRODABR# web interface page.

If a query error occurred, the systems that did not respond to the query are excluded from the #PRODABR# web interface
page and the CSV file.

#PRODABR# Federation

#PRODABR# Federation enables you to manage multiple servers from one system using the #PRODABR# web interface.

When configured for #PRODABR# Federation, #PRODABR# uses multicast discovery and peer-to-peer communication to
enable communication between the systems in #PRODABR# Federation groups.

When you navigate to one of the #PRODABR# Federation pages, a data request is sent from the #PRODABR# system running
the web interface to its peers, and from those peers to other peers until all data for the selected #PRODABR# Federation group
is retrieved.

#PRODABR# supports the following features:

» Group health status—View server health and model information.

»  Group virtual media—Connect URL-based media for access by a group of servers.
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» Group power control—Manage the power status of a group of servers.
» Group firmware update—Update the firmware of a group of servers.
» Group license installation—Enter a license key to activate #PRODABR# licensed features on a group of servers.

» Group configuration—Add #PRODABR# Federation group memberships for multiple #PRODABR# systems.

Any user can view information on #PRODABR# Federation pages, but a license is required for using the following features:

Group virtual media, Group power control, Group power capping, Group configuration, and Group firmware update.
Selected Group list

All of the #PRODABR# Federation pages except for Setup have a Selected Group list.

When you select a group from the Selected Group list:

» The servers affected by a change on the Group Virtual Media, Group Power, Group Firmware Update, Group Licensing,
and Group Configuration pages are listed in the Affected Systems table.

» The information displayed on #PRODABR# Federation pages applies to all the servers in the selected group.

» The changes you make on #PRODABR# Federation pages apply to all the servers in the selected group.

» The selected group is saved in a cookie and remains persistent, even when you log out of #PRODABR#.

After you select a group, you can filter the servers in the list to view server information or perform actions on a subset of the
servers in the group.

Selected Group list filters

When you filter the list of servers:

» The information displayed on #PRODABR# Federation pages applies to all the servers in the selected group that meet the
filter criteria.

» The changes you make on #PRODABR# Federation pages apply to all the servers in the selected group that meet the filter
criteria.

» The filter settings are saved in a cookie and remain persistent, even when you log out of #PRODABR#.

* You can remove a filter by clicking the X icon or the filter name.

Selected Group list filter criteria

You can use the following criteria to filter the servers in a group:

» Health status—Click a health status link to select servers with a specific health status.
» Model—Click a server model number link to select servers matching the selected model.
« Server name—Click a server name to filter by an individual server.

» Firmware Information—Click a firmware version or flash status to select servers matching the selected firmware version
or status.

e TPM or TM Option ROM Measuring—Click an Option ROM Measuring status to include or exclude servers matching the
selected Option ROM Measuring status.

» License usage—If an error message related to a license key is displayed, click the license key to select servers that use that
license key.
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» License type—Click a license type to select servers with the selected license type installed.

» License status—Click a license status to select servers with an installed license matching the selected status.

Viewing server health and model information

Prerequisites

The #PRODABR# configuration and the network configuration meet the prerequisites for using the #PRODABR# Federation
features.

Procedure

1. Click #PRODABR# Federation in the navigation tree, and then click the Multi-System View tab.
2. Select a group from the Selected Group menu.

3. (Optional) To filter the list of servers, click a health status, server model, or server name link.

Server health and model details
» Health—The number of servers in each listed health status. The percentage of the total number of servers in each listed
health status is also displayed.
For more information about health status values, see the #PRODABR# user guide.

* Model—The list of servers, grouped by model number. The percentage of the total number of servers for each model
number is also displayed.

 Critical and Degraded Systems—The list of servers in the critical or degraded state.

More information

Subsystem and device status values

Viewing servers with critical and degraded status

Prerequisites

The #PRODABR# configuration and the network configuration meet the prerequisites for using the #PRODABR# Federation
features.

Procedure

1. Click #PRODABR# Federation in the navigation tree, and then click the Multi-System View tab.
Select a group from the Selected Group menu.

(Optional) To filter the list of servers, click a health status, server model, or server name link.

> wn

Click Next or Previous (if available) to view more servers in the Critical and Degraded Systems list.

Critical and degraded server status details

« Server Name—The server name defined by the host operating system.

» System Health—The server health status.
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» Server Power—The server power status (ON or OFF).

» UID Indicator—The state of the server UID LED. The UID LED helps you identify and locate a server, especially in high-
density rack environments. The possible states are UID ON, UID OFF , and UID BLINK.

» System ROM—The installed System ROM version.

» #PRODABR# Hostname—The fully qualified network name assigned to the #PRODABR# subsystem. To open the
#PRODABR# web interface for the server, click the link in the #PRODABR# Hostname column.

» IP Address—The network IP address of the #PRODABR# subsystem. To open the #PRODABR# web interface for the
server, click the link in the IP Address column.

More information

Subsystem and device status values

Exporting #PRODABR# Federation information to a CSV file

Prerequisites

The #PRODABR# configuration and the network configuration meet the prerequisites for using the #PRODABR# Federation
features.

About this task
The following #PRODABR# Federation pages allow you to export information to a CSV file:

*  Multi-System View—Export the Systems with critical or degraded status list.
e Multi-System Map—Export the #PRODABR# peers list.

» Group Virtual Media—Export the Affected Systems list.

» Group Power—Export the Affected Systems list.

» Group Firmware Update—Export the Affected Systems list.

» Group Licensing—Export the Affected Systems list.

» Group Configuration—Export the Affected Systems list.

Procedure

1. Navigate to a page that supports the file export feature.
2. Click View CSV.
3. Inthe CSV Output window, click Save, and then follow the browser prompts to save or open the file.

If multiple pages of servers are included in the list, the CSV file contains only the servers that are currently displayed on the
#PRODABR# web interface page.

If a query error occurred, the systems that did not respond to the query are excluded from the #PRODABR# web interface
page and the CSV file.
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Viewing the #PRODABR# Federation multi-system map

Prerequisites

The #PRODABR# configuration and the network configuration meet the prerequisites for using the #PRODABR# Federation
features.

About this task

The Multi-System Map page displays information about the peers of the local #PRODABR# system. The local #PRODABR#
system identifies its peers through multicast discovery.

When you navigate to one of the #PRODABR# Federation pages, a data request is sent from the #PRODABR# system running
the web interface to its peers, and from those peers to other peers until all the data for the selected group is retrieved.

Procedure

1. Click #PRODABR# Federation in the navigation tree, and then click the Multi-System Map tab.

2. Select a group from the Selected Group menu.

#PRODABR# peer details

e #—The peer number.
» #PRODABR# UUID—The #PRODABR# system UPnP UUID.
o Last Seen—The time stamp of the last communication from the server.

» Last Error—A description of the most recent communication error between the listed peer and the local #PRODABR#
system.

* Query Time (seconds)—When a timeout occurs, this value can be used to identify systems that are not responding quickly.
This value applies to the most recent query.

» Node Count—When an error occurs, this value can indicate how much data might be missing. A value of zero indicates that
the most recent query timed out. This value applies to the most recent query.

* URL—The URL for starting the #PRODABR# web interface for the listed peer.

* IP—The peer IP address.

Exporting #PRODABR# Federation information to a CSV file

Prerequisites

The #PRODABR# configuration and the network configuration meet the prerequisites for using the #PRODABR# Federation
features.

About this task
The following #PRODABR# Federation pages allow you to export information to a CSV file:

* Multi-System View—Export the Systems with critical or degraded status list.
*  Multi-System Map—Export the #PRODABR# peers list.

» Group Virtual Media—Export the Affected Systems list.
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» Group Power—Export the Affected Systems list.
» Group Firmware Update—Export the Affected Systems list.
» Group Licensing—Export the Affected Systems list.

» Group Configuration—Export the Affected Systems list.

Procedure

1. Navigate to a page that supports the file export feature.
2. Click View CSV.

3. Inthe CSV Output window, click Save, and then follow the browser prompts to save or open the file.

If multiple pages of servers are included in the list, the CSV file contains only the servers that are currently displayed on the
#PRODABR# web interface page.

If a query error occurred, the systems that did not respond to the query are excluded from the #PRODABR# web interface
page and the CSV file.

#PRODABR# Federation group virtual media

Group virtual media enables you to connect URL-based media for access by a group of servers.

» The following types of URL-based virtual media are supported: 1.44 MB floppy disk images (IMG) and CD/DVD-ROM
images (ISO). The image must be on a web server on the same network as the grouped #PRODABR# systems.

» Only one of each type of media can be connected to a group at the same time.

* You can view, connect, and eject URL-based media, and you can boot from CD/DVD-ROM disk images. When you use URL-
based media, you save a floppy disk or CD/DVD-ROM disk image to a web server and connect to the disk image by using a
URL. #PRODABR# accepts URLs in HTTP or HTTPS format. #PRODABR# does not support FTP.

 Before you use the virtual media feature, review the virtual media operating system considerations.

For more information, see the #PRODABR# user guide.

Connecting URL-based virtual media for groups

Prerequisites

» Alicense that supports this feature is installed. For information about the available license types and the features they
support, see the licensing documentation at the following website: https://hitachivantara.com-.

» Each member of the selected #PRODABR# Federation group has granted the Virtual Media privilege to the group.

» The #PRODABR# configuration and the network configuration meet the prerequisites for using the #PRODABR#
Federation features.

Procedure

1. Click #PRODABR# Federation in the navigation tree, and then click the Group Virtual Media tab.
2. Select a group from the Selected Group menu.

The URL-based media you connect will be available to all systems in the selected group.
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3. Enter the disk image URL in the Virtual Media URL box in the Connect Virtual Floppy section (IMG files) or the Connect
CD/DVD-ROM section (ISO files).

4. Select the Boot on Next Reset check box if you want the servers in the group to boot to this disk image only on the next
server reboot.

The image will be ejected automatically on the second server reboot so that the servers do not boot to it twice.

If this check box is not selected, the image remains connected until it is manually ejected. The servers will boot to the image
on all subsequent server resets, if the system boot options are configured accordingly.

If a server in the group is in POST when you enable the Boot on Next Reset check box, an error occurs. You cannot modify
the server boot order during POST. Wait for POST to finish, and then try again.

5. For virtual floppy devices only: Select the Read-Only check box if you want to connect the virtual media device with read-
only permission.

The Read-Only check box is enabled by default.

6. Click Insert Media.
#PRODABR# displays the command results.

Viewing URL-based virtual media status for groups

Prerequisites

The #PRODABR# configuration and the network configuration meet the prerequisites for using the #PRODABR# Federation
features.

Procedure

1. Click #PRODABR# Federation in the navigation tree, and then click the Group Virtual Media tab.

2. (Optional) To filter the displayed information, click a Read-Only Status or an Image URL link.

URL-based virtual media details

When URL-based virtual media is connected, the details are listed in the following sections:

Virtual Floppy/USB Key/Virtual Folder Status

* Media Inserted—The virtual media type that is connected. Scripted Media is displayed when URL-based media is
connected.

» Connected—Indicates whether a virtual media device is connected.
» Read-Only Status—Indicates whether the virtual media device is connected with Read-Only or Read/Write permission.

» Image URL—The URL that points to the connected URL-based media.

Virtual CD/DVD-ROM Status

* Media Inserted—The virtual media type that is connected. Scripted Media is displayed when URL-based media is
connected.

« Connected—Indicates whether a virtual media device is connected.

» Image URL—The URL that points to the connected URL-based media.
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Ejecting a URL-based virtual media device

Prerequisites

» Alicense that supports this feature is installed. For information about the available license types and the features they
support, see the licensing documentation at the following website: https://hitachivantara.com-.

» Each member of the selected #PRODABR# Federation group has granted the Virtual Media privilege to the group.

» The #PRODABR# configuration and the network configuration meet the prerequisites for using the #PRODABR#
Federation features.

Procedure

1. Click #PRODABR# Federation in the navigation tree, and then click the Group Virtual Media tab.
2. Select a group from the Selected Group menu.
The URL-based virtual media device that you eject will be disconnected from all the systems in the selected group.

3. Click Eject Media in the Virtual Floppy Status section or the Virtual CD/DVD-ROM Status section.

Servers affected by a group virtual media action

The Affected Systems section provides the following details about the servers affected when you initiate a group virtual media
action:

« Server Name—The server name defined by the host operating system.
» Server Power—The server power state (ON or OFF).

» UID Indicator—The state of the UID LED. The UID LED helps you identify and locate a server, especially in high-density
rack environments. The possible states are UID ON, UID OFF, and UID BLINK.

» #PRODABR# Hostname—The fully qualified network name assigned to the #PRODABR# subsystem. To open the
#PRODABR# web interface for the server, click the link in the #PRODABR# Hostname column.

* IP Address—The network IP address of the #PRODABR# subsystem. To open the #PRODABR# web interface for the
server, click the link in the IP Address column.

Click Next or Prev (if available) to view more servers in the list.

Exporting #PRODABR# Federation information to a CSV file

Prerequisites

The #PRODABR# configuration and the network configuration meet the prerequisites for using the #PRODABR# Federation
features.

About this task
The following #PRODABR# Federation pages allow you to export information to a CSV file:

* Multi-System View—Export the Systems with critical or degraded status list.
*  Multi-System Map—Export the #PRODABR# peers list.

» Group Virtual Media—Export the Affected Systems list.
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» Group Power—Export the Affected Systems list.
» Group Firmware Update—Export the Affected Systems list.
» Group Licensing—Export the Affected Systems list.

» Group Configuration—Export the Affected Systems list.

Procedure

1. Navigate to a page that supports the file export feature.
2. Click View CSV.

3. Inthe CSV Output window, click Save, and then follow the browser prompts to save or open the file.

If multiple pages of servers are included in the list, the CSV file contains only the servers that are currently displayed on the
#PRODABR# web interface page.

If a query error occurred, the systems that did not respond to the query are excluded from the #PRODABR# web interface
page and the CSV file.

#PRODABR# Federation group power

The group power feature enables you to manage the power of multiple servers from a system running the #PRODABR# web
interface. Use this feature to do the following:

» Power off, reset, or power-cycle a group of servers that are in the ON or Reset state.
» Power on a group of servers that are in the OFF state.

» View the list of servers that will be affected when you click a button in the Virtual Power Button section of the Group
Power page.

Changing the power state for a group of servers

Prerequisites
» Virtual Power and Reset privilege

» Alicense that supports this feature is installed. For information about the available license types and the features they
support, see the licensing documentation at the following website: https://hitachivantara.com-.

» Each member of the selected #PRODABR# Federation group has granted the Virtual Power and Reset privilege to the
group.

» The #PRODABR# configuration and the network configuration meet the prerequisites for using the #PRODABR#
Federation features.

About this task

The Virtual Power Button section on the Group Power page summarizes the current power state of the servers in a group.
The summary information includes the total number of servers that are in the ON, OFF, or Reset state. The System Power
summary indicates the state of the server power when the page is first opened. Use the browser refresh feature to update the
System Power information.

iLO 6 Online Help 106



Procedure

1. Click #PRODABR# Federation in the navigation tree, and then click the Group Power tab.

2. Select a group from the Selected Group menu.

#PRODABR# displays the grouped servers by power state with a counter that shows the total number of servers in each
state.

To change the power state of a group of servers, do one of the following:
» For servers that are in the ON or Reset state, click one of the following buttons:

o Momentary Press
o Press and Hold
o Reset

o Cold Boot

» For servers that are in the OFF state, click the Momentary Press button.

The Press and Hold, Reset, and Cold Boot options are not available for servers that are in the OFF state.

#PRODABR# prompts you to confirm the request.

Click Yes, <action>.

For example, if you clicked Reset, the button label is Yes, reset. The name of the button to click depends on the group
power option that you initiated.

#PRODABR# displays a progress bar while the grouped servers respond to the virtual power button action. The progress
bar indicates the number of servers that successfully processed the command.

The Command Results section displays the command status and results, including error messages related to the power
state change.

Power state options for groups

Momentary Press—The same as pressing the physical power button.

Some operating systems might be configured to initiate a graceful shutdown after a momentary press, or to ignore this
event. Use system commands to complete a graceful operating system shutdown before you attempt to shut down by
using the virtual power button.

Press and Hold—The same as pressing the physical power button for 5 seconds and then releasing it.

The servers in the selected group are powered off as a result of this operation. Using this option might circumvent a
graceful operating system shutdown.

This option provides the ACPI functionality that some operating systems implement. These operating systems behave
differently, depending on a short press or long press.

Cold Boot—Immediately removes power from the servers in the selected group. Processors, memory, and I/O resources
lose main power. The servers will restart after approximately 6 seconds. Using this option circumvents a graceful operating
system shutdown.

Reset—Forces the servers in the selected group to warm-boot: CPUs and I/O resources are reset. Using this option
circumvents a graceful operating system shutdown.
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Servers affected by a group power state change

The Affected Systems list provides the following details about the servers affected when you initiate a virtual power button
action:

» Server Name—The server name defined by the host operating system.
» Server Power—The server power state (ON or OFF).

» UID Indicator—The state of the UID LED. The UID LED helps you identify and locate a server, especially in high-density
rack environments. The possible states are UID ON, UID OFF, and UID BLINK.

» #PRODABR# Hostname—The fully qualified network name assigned to the #PRODABR# subsystem. To open the
#PRODABR# web interface for the server, click the link in the #PRODABR# Hostname column.

* IP Address—The network IP address of the #PRODABR# subsystem. To open the #PRODABR# web interface for the
server, click the link in the IP Address column.

Click Next or Prev (if available) to view more servers in the list.

Exporting #PRODABR# Federation information to a CSV file

Prerequisites

The #PRODABR# configuration and the network configuration meet the prerequisites for using the #PRODABR# Federation
features.

About this task
The following #PRODABR# Federation pages allow you to export information to a CSV file:

*  Multi-System View—Export the Systems with critical or degraded status list.
*  Multi-System Map—Export the #PRODABR# peers list.

» Group Virtual Media—Export the Affected Systems list.

» Group Power—Export the Affected Systems list.

» Group Firmware Update—Export the Affected Systems list.

« Group Licensing—Export the Affected Systems list.

» Group Configuration—Export the Affected Systems list.

Procedure

1. Navigate to a page that supports the file export feature.
2. Click View CSV.

3. Inthe CSV Output window, click Save, and then follow the browser prompts to save or open the file.

If multiple pages of servers are included in the list, the CSV file contains only the servers that are currently displayed on the
#PRODABR# web interface page.

If a query error occurred, the systems that did not respond to the query are excluded from the #PRODABR# web interface
page and the CSV file.
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Configuring group power capping

Prerequisites

» Alicense that supports this feature is installed. For information about the available license types and the features they
support, see the licensing documentation at the following website: https://hitachivantara.com-.

» Each member of the selected #PRODABR# Federation group has granted the Configure #PRODABR# Settings privilege to
the group.

» The #PRODABR# configuration and the network configuration meet the prerequisites for using the #PRODABR#
Federation features.

About this
task
Procedure

1. Click #PRODABR# Federation in the navigation tree, and then click the Group Power Settings tab.
2. Select a group from the Selected Group menu.
Changes you make on this page affect all systems in the selected group.
3. Set the Enable power capping option to enabled.
4. Enter the Power Cap Value in watts, BTU/hr, or as a percentage.

The percentage is the difference between the maximum and minimum power values. The power cap value cannot be set
lower than the server minimum power value.

5. (Optional) When values are displayed in watts, select BTU/hr in the Power Unit menu to change the display to BTU/hr.
When values are displayed in BTU/hr, select Watts to change the display to watts.

6. Click Apply.

Group power capping considerations

The group power capping feature enables you to set dynamic power caps for multiple servers from a system running the

#PRODABR# web interface.

» When a group power cap is set, the grouped servers share power to stay below the power cap. More power is allocated to
busy servers and less power is allocated to idle servers.

» The power caps that you set for a group operate concurrently with the power caps that you can set on the Power Settings
page for an individual server.

» If a power cap configured at the individual server level or by another #PRODABR# Federation group affects a server, other
group power caps might allocate less power to that server.

» When a power cap is set, the average power reading of the grouped servers must be at or below the power cap value.

» During POST, the ROM runs two power tests that determine the peak and minimum observed power values.
Consider the values in the Automatic Group Power Capping Settings table when determining your power capping configuration.

Consider the values in the Automatic Group Power Capping Settings table when determining your power capping
configuration.
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o Maximum Available Power—The total power supply capacity for all servers in a group. This value is also the
Maximum Power Cap threshold. It is the highest power cap that can be set.

o Peak Observed Power—The maximum observed power for all servers in a group. This value is also the Minimum
High-Performance Cap threshold. It is the lowest power cap value that can be set without affecting the performance of
the servers in a group.

o Minimum Observed Power—The minimum observed power for all servers in a group. This value is also the Minimum
Power Cap threshold. It represents the minimum power that the servers in a group use. A power cap set to this value
reduces the server power usage to the minimum, which results in server performance degradation.

Power capping is not supported on all servers. For more information, check the server specifications.

For some servers, power capping settings must be managed outside of the #PRODABR# web interface. You can use tools
such as:

o #VENDABR# Advanced Power Manager

See the server specifications at https://hitachivantara.com for information about the power management features your server
supports.

Viewing group power capping information

Prerequisites

A license that supports this feature is installed. For information about the available license types and the features they
support, see the licensing documentation at the following website: https://hitachivantara.com-.

The #PRODABR# configuration and the network configuration meet the prerequisites for using the #PRODABR#
Federation features.

Procedure

Click #PRODABR# Federation in the navigation tree, and then click the Group Power Settings tab.
Select a group from the Selected Group menu.

(Optional) When values are displayed in watts, click Show values in BTU/hr to change the display to BTU/hr. When values
are displayed in BTU/hr, click Show values in Watts to change the display to watts.

Power capping details

#VENDABR# Automatic Group Power Capping Settings

This section shows the following details:

» Measured Power Values—The maximum available power, peak observed power, and minimum observed power.

» Power Cap Value—The power cap valug, if one is configured.

Current State

This section includes the following details:
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» Present Power Reading—The current power reading for the selected group.

» Present Power Cap—The total amount of power allocated to the selected group. This value is 0 if a power cap is not
configured.

Group Power Allocations for this system

The group power caps that affect the local #PRODABR# system, and the amount of power allocated to the local
#PRODABR# system by each group power cap. If a power cap is not configured, the allocated power value is 0.

#PRODABR# Federation group firmware update

The group firmware update feature enables you to view firmware information and update the firmware of multiple servers from a
system running the #PRODABR# web interface.

The group firmware update feature supports the following firmware types. You can update these firmware types only if your
servers and environment support them:

* #PRODABR# firmware

» System ROM (BIOS)

» Power Management Controller

» System Programmable Logic Device (CPLD)
* NVMe Backplane Firmware

 Server Platform Services (SPS)

« GPU

The following GPUs are supported:
> NVIDIA A100 x4/x8 SXM4

e AMD MI100 GPU

Some firmware types are delivered as a combined update. For example:

» A SAS Programmable Logic Device update is often combined with a SAS controller firmware update.

» The Intelligent Platform Abstraction Data firmware is often combined with a System ROM/BIOS update.

Updating the firmware for multiple servers

Prerequisites
» Configure #PRODABR# Settings privilege

» Each member of the selected #PRODABR# Federation group has granted the Configure #PRODABR# Settings privilege to
the group.
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» Alicense that supports this feature is installed. For information about the available license types and the features they
support, see the licensing documentation at the following website: https://hitachivantara.com-.

» The #PRODABR# configuration and the network configuration meet the prerequisites for using the #PRODABR#
Federation features.

Procedure

1. Download the supported firmware from the #/ENDNAM# Support Center: https://hitachivantara.com.

Save the firmware file to a web server.

Click #PRODABR# Federation in the navigation tree, and then click the Group Firmware Update tab.

> own

Select a group from the Selected Group menu.
All of the systems in the selected group will be affected when you initiate a firmware update on this page.

5. (Optional) To filter the list of affected systems, click a firmware version, flash status, or TPM or TM Option ROM Measuring
status link.

A CAUTION: If you attempt to perform a system ROM or #PRODABR# firmware update on a server with a TPM or TM
installed, #PRODABR# prompts you to suspend or back up software that stores information on the TPM or TM. For
example, if you use drive encryption software, suspend it before initiating a firmware update. Failure to follow these
instructions might result in losing access to your data.

6. If you will update the Server Platform Services (SPS) firmware, power off the servers you want to update, and then wait 30
seconds.
The SPS firmware cannot be updated when the server OS is running.

7. Inthe Firmware Update section, enter the URL to the firmware file on your web server, and then click Update Firmware.

The URL to enter is similar to the following: http://<server.example.com>/<subdir>/ #BMC# _<yyy>.bin,
where <yyy> represents the firmware version.

The URL to enter is similar to the following: http://<server.example.com>/<subdir>/ #PRODGEN#_<yyy>.bin, where
<yyy> represents the firmware version.

#PRODABR# prompts you to confirm the request.
8. Click Yes, update.
Each selected system downloads the firmware image and attempts to flash it.

The Flash Status section is updated and #PRODABR# notifies you that the update is in progress. When the update is
complete, the Firmware Information section is updated.

If a firmware image is not valid for a system or has a bad or missing signature, #PRODABR# rejects the image and the
Flash Status section shows an error for the affected system.

Some firmware update types might require a system reset, #PRODABR# reset, or a server reboot for the new firmware to
take effect.

More information

Daily firmware flash limit

Obtaining the #PRODABR# firmware image file
Obtaining supported server firmware image files
Selected Group list filters

Selected Group list filter criteria
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Servers affected by a group firmware update

The Affected Systems list provides the following details about the servers affected by a group firmware update:

» Server Name—The server name defined by the host operating system.
« System ROM—The installed System ROM (BIOS).
» #PRODABR# Firmware Version—The installed #PRODABR# firmware version.

» #PRODABR# Hostname—The fully qualified network name assigned to the #PRODABR# subsystem. To open the
#PRODABR# web interface for the server, click the link in the #PRODABR# Hostname column.

» IP Address—The network IP address of the #PRODABR# subsystem. To open the #PRODABR# web interface for the
server, click the link in the IP Address column.

Click Next or Prev (if available) to view more servers in the list.

Viewing group firmware information

Prerequisites

The #PRODABR# configuration and the network configuration meet the prerequisites for using the #PRODABR# Federation
features.

Procedure

1. Click #PRODABR# Federation in the navigation tree, and then click the Group Firmware Update tab.
2. Select a group from the Selected Group menu.

3. (Optional) To filter the list of displayed systems, click a firmware version, flash status, or TPM or TM Option ROM
Measuring status link.
More information

Selected Group list filters
Selected Group list filter criteria

Firmware details
The Firmware Information section displays the following information:
» The number of servers with each supported #PRODABR# firmware version. The percentage of the total number of servers
with the listed firmware version is also displayed.

» The flash status for the grouped servers. The percentage of the total number of servers with the listed status is also
displayed.

» The TPM or TM Option ROM Measuring status for the grouped servers. The percentage of the total number of servers with
the listed status is also displayed.

» The number of servers with each system ROM version. The percentage of the total number of servers with the listed
system ROM version is also displayed.
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Exporting #PRODABR# Federation information to a CSV file

Prerequisites

The #PRODABR# configuration and the network configuration meet the prerequisites for using the #PRODABR# Federation
features.

About this task
The following #PRODABR# Federation pages allow you to export information to a CSV file:

* Multi-System View—Export the Systems with critical or degraded status list.
*  Multi-System Map—Export the #PRODABR# peers list.

» Group Virtual Media—Export the Affected Systems list.

» Group Power—Export the Affected Systems list.

» Group Firmware Update—Export the Affected System:s list.

» Group Licensing—Export the Affected Systems list.

» Group Configuration—Export the Affected Systems list.

Procedure

1. Navigate to a page that supports the file export feature.
2. Click View CSV.

3. Inthe CSV Output window, click Save, and then follow the browser prompts to save or open the file.

If multiple pages of servers are included in the list, the CSV file contains only the servers that are currently displayed on the
#PRODABR# web interface page.

If a query error occurred, the systems that did not respond to the query are excluded from the #PRODABR# web interface
page and the CSV file.

Installing license keys (#PRODABR# Federation group)

Prerequisites
» Configure #PRODABR# Settings privilege

» Each member of the #PRODABR# Federation group has granted the Configure #PRODABR# Settings privilege to the
group.

» Your #PRODABR# license is supported on the selected servers.
* You obtained an #PRODABR# license activation key that is authorized for the number of selected servers.

» The #PRODABR# configuration and the network configuration meet the prerequisites for using the #PRODABR#
Federation features.

About this task

The Group Licensing page displays the license status for members of a selected #PRODABR# Federation group. Use the
following procedure to enter a key to activate #PRODABR# licensed features.
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Procedure

1. Click #PRODABR# Federation in the navigation tree, and then click the Group Licensing tab.

2. (Optional) To filter the list of affected systems, click a license type or status link.

For example: If you install a license key on a server that already has a key installed, the new key replaces the installed key.
If you do not want to replace existing licenses, click Unlicensed in the Status section to install licenses only on servers that
are unlicensed.

3. Enter a license key in the Activation Key box.

To move the cursor between the segments in the Activation Key box, press the Tab key or click inside a segment of the
box. The cursor advances automatically when you enter data into the segments of the Activation Key box.

After you install a license key, only the last five digits are displayed in #PRODABR#. Record and save your license key
information in case it is needed later.

4. Click Install.
#PRODABR# prompts you to confirm that you have read and accept the EULA.
The EULA details are available in the License Pack option kit.
5. Click | agree.
The license is installed and the License Information section is updated to show the new license details for the selected
group.
More information

#PRODABRH# licensing
Selected Group list filters
Selected Group list filter criteria

Servers affected by a license installation
The Affected Systems section provides the following details about the servers that will be affected when you install a license
key:
« Server Name—The server name defined by the host operating system.
» License—The installed license type.
» #PRODABR# Firmware Version—The installed #PRODABR# firmware version.

» #PRODABR# Hostname—The fully qualified network name assigned to the #PRODABR# subsystem. To open the
#PRODABR# web interface for the server, click the link in the #PRODABR# Hostname column.

» IP Address—The network IP address of the #PRODABR# subsystem. To open the #PRODABR# web interface for the
server, click the link in the IP Address column.

Click Next or Prev (if available) to view more servers in the list.
Viewing #PRODABR# Federation group license information

Prerequisites

The #PRODABR# configuration and the network configuration meet the prerequisites for using the #PRODABR# Federation
features.
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Procedure

1. Click #PRODABR# Federation in the navigation tree, and then click the Group Licensing tab.
2. Select a group from the Selected Group menu.

3. (Optional) To filter the list of servers, click a license type or status link in the License Information section.

#PRODABR# Federation group license details
» Type—The number of servers with each listed license type. The percentage of the total number of servers with each listed
license type is also displayed.

» Status—The number of servers with each listed license status. The percentage of the total number of servers with each
license status is also displayed. The possible status values follow:

o Evaluation—A valid evaluation license is installed.
o Expired—An expired evaluation license is installed.
o Perpetual—A valid #PRODABR# license is installed. This license does not have an expiration date.

o Unlicensed—The factory default (#PRODABR# Standard) features are enabled.

#PRODABR# licensing

#PRODABR# standard features are included with every server to simplify server setup, perform health monitoring, monitor
power and thermal control, and facilitate remote administration.

#PRODABRY licenses activate features such as the graphical remote console with multiuser collaboration, video record and
playback, and many more features.

« An #PRODABR# license is required for each server on which the product is installed and used.

* Licenses are not transferable.

» If you lose a license key, follow the lost license key instructions in the #VENDABR# #PRODABR# Licensing Guide.
» See the #VENDABR# #PRODABR# Licensing Guide at https://hitachivantara.com- for information about:

o Obtaining a free #PRODABR## trial license.

o Purchasing, registering, and redeeming a license key.

 For information about purchasing, registering, and redeeming a license key, see the following website;
https://hitachivantara.com.

Benefits of registering #PRODABR# license keys

Registering your license is an important step. Benefits include:

» Accessing the #/ENDNAM# Support Center
(https://support.hitachivantara.com/en/user/answers/downloads. html#hardware-download (for downloads)).

» Accessing software updates.
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» Tracking of all your #/ENDNAM# product licenses in one convenient place.

* Receiving important product alerts.

Exporting #PRODABR# Federation information to a CSV file

Prerequisites

The #PRODABR# configuration and the network configuration meet the prerequisites for using the #PRODABR# Federation
features.

About this task
The following #PRODABR# Federation pages allow you to export information to a CSV file:

* Multi-System View—Export the Systems with critical or degraded status list.
*  Multi-System Map—Export the #PRODABR# peers list.

» Group Virtual Media—Export the Affected Systems list.

» Group Power—Export the Affected Systems list.

» Group Firmware Update—Export the Affected Systems list.

» Group Licensing—Export the Affected Systems list.

» Group Configuration—Export the Affected Systems list.

Procedure

1. Navigate to a page that supports the file export feature.
2. Click View CSV.

3. Inthe CSV Output window, click Save, and then follow the browser prompts to save or open the file.

If multiple pages of servers are included in the list, the CSV file contains only the servers that are currently displayed on the
#PRODABR# web interface page.

If a query error occurred, the systems that did not respond to the query are excluded from the #PRODABR# web interface
page and the CSV file.
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Adding #PRODABR# Federation group memberships (multiple
#PRODABR# systems)

Adding a group based on an existing group

Prerequisites
» Configure #PRODABR# Settings privilege

» Alicense that supports this feature is installed. For information about the available license types and the features they
support, see the licensing documentation at the following website: https://hitachivantara.com-.

» Atleast one #PRODABR# Federation group exists.

About this task

Use this procedure to create a group with the same members as an existing group. For example, you could create a group with
the same systems as the DEFAULT group, but with different privileges.

Procedure

1. Click #PRODABR# Federation in the navigation tree, and then click the Group Configuration tab.
2. Select a group from the Selected Group menu.
All of the systems in the selected group will be added to the group you create.
3. Click Create Group on Affected Systems.
The Create Group interface opens.
4. Enter a Group Name.
This value can be 1 to 31 characters long.
If you enter the name of a group that exists, #PRODABR# prompts you to enter a unique group name.
5. Enter the Group Key and Group Key Confirm values.
The group key (password) can be from the configured minimum password length to 31 characters long.

If Password Complexity is enabled on systems in the existing group, and the group key does not meet the password
complexity requirements, those systems cannot be added to the new group.

in the existing group, and the group key does not meet the password complexity requirements, those systems cannot be
added to the new group.

6. (Optional) Enter the Login Name and Password for a user account on the remote systems you want to manage.

This information is required if the selected group is not assigned the Configure #PRODABR# Settings privilege on the
remote systems you want to manage.

To enter credentials for multiple remote systems, create a user account with the same login name and password on each
system.

7. Select the privileges to assign to the group.

To select all available privileges, click the select all check box.

8. Click Create Group.
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The group creation process takes a few minutes. The group will be fully populated within the amount of time configured for
the Multicast Announcement Interval.

More information

#PRODABR# Federation group memberships for a set of #PRODABR# systems
#PRODABR# access settings

#PRODABR# Federation group privileges

Selected Group list

Creating a group from a filtered list of servers

Prerequisites
» Configure #PRODABR# Settings privilege

» Alicense that supports this feature is installed. For information about the available license types and the features they
support, see the licensing documentation at the following website: https://hitachivantara.com-.

» Atleast one #PRODABR# Federation group exists.

About this task

Use this procedure to create a group from a filtered list of servers. For example, you might want to create a group that contains
all servers with a specific version of the #PRODABR# firmware.

When you create a group from a filtered list of servers, the group includes only the servers in the Affected Systems list during
the group creation process. Servers that meet the filter criteria later, after the group is created, are not added to the group.

Procedure

1. Create a set of systems by using the filters on the #PRODABR# Federation pages.
2. Click #PRODABR# Federation in the navigation tree, and then click the Group Configuration tab.

The active filters are listed above the Affected Systems list.
3. Select a group from the Selected Group menu.

All of the systems in the selected group that meet the selected filter criteria will be added to the new group.
4. Click Create Group on Affected Systems.
5. Enter a Group Name.

This value can be 1 to 31 characters long.

If you enter the name of a group that exists, #PRODABR# prompts you to enter a unique group name.
6. Enter the Group Key and Group Key Confirm values.

The group key (password) can be from the configured minimum password length to 31 characters long.

If there are systems in the filtered list that have Password Complexity enabled, and the group key does not meet the
password complexity requirements, those systems cannot be added to the new group.

7. (Optional) Enter the Login Name and Password for a user account on the remote systems you want to manage.

This information is required if the selected group is not assigned the Configure #PRODABR# Settings privilege on the
remote systems you want to manage.

To enter credentials for multiple remote systems, create a user account with the same login name and password on each
system.
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8. Select the privileges to assign to the group.

To select all available privileges, click the select all check box.

9. To save the configuration, click Create Group.

The group creation process takes a few minutes. The group will be fully populated within the amount of time configured for
the Multicast Announcement Interval.

More information

#PRODABR# Federation group memberships for a set of #PRODABR# systems
#PRODABR# access settings

#PRODABR# Federation group privileges

Selected Group list filters

Selected Group list

Servers affected by a group membership change

The Affected Systems section on the Group Configuration page provides the following details about the servers affected
when you make a group membership change:

» Server Name—The server name defined by the host operating system.
» Server Power—The server power state (ON or OFF).

» UID Indicator—The state of the UID LED. The UID LED helps you identify and locate a server, especially in high-density
rack environments. The possible states are UID ON, UID OFF, and UID BLINK.

» #PRODABR# Hostname—The fully qualified network name assigned to the #PRODABR# subsystem. To open the
#PRODABR# web interface for the server, click the link in the #PRODABR# Hostname column.

» IP Address—The network IP address of the #PRODABR# subsystem. To open the #PRODABR# web interface for the
server, click the link in the IP Address column.

Click Next or Prev (if available) to view more servers in the list.

Exporting #PRODABR# Federation information to a CSV file

Prerequisites

The #PRODABR# configuration and the network configuration meet the prerequisites for using the #PRODABR# Federation
features.

About this task
The following #PRODABR# Federation pages allow you to export information to a CSV file:

*  Multi-System View—Export the Systems with critical or degraded status list.
e Multi-System Map—Export the #PRODABR# peers list.

» Group Virtual Media—Export the Affected Systems list.

» Group Power—Export the Affected Systems list.

» Group Firmware Update—Export the Affected Systems list.
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» Group Licensing—Export the Affected Systems list.

» Group Configuration—Export the Affected Systems list.

Procedure

1. Navigate to a page that supports the file export feature.
2. Click View CSV.

3. Inthe CSV Output window, click Save, and then follow the browser prompts to save or open the file.

If multiple pages of servers are included in the list, the CSV file contains only the servers that are currently displayed on the
#PRODABR# web interface page.

If a query error occurred, the systems that did not respond to the query are excluded from the #PRODABR# web interface
page and the CSV file.

#PRODABR# remote console

The #PRODABR# remote console can be used to remotely access the graphical display, keyboard, and mouse of the host
server. The remote console provides access to the remote file system and network drives.

With remote console access, you can observe POST messages as the server starts, and initiate ROM-based setup activities to
configure the server hardware. When you install an OS remotely, the remote console enables you to view and control the host
server monitor throughout the installation process.

Integrated remote console (IRC) access options

You can access the following integrated remote console options from the #PRODABR# web interface:

» HTML5 integrated remote console—For clients with a supported browser.

» .NET integrated remote console—For Windows clients with a supported version of the Windows .NET Framework. To use
this console, your browser must support using ClickOnce to start a .NET application.

On blade servers, the integrated remote console is always enabled.

On nonblade servers, a license must be installed to use the integrated remote console after the OS is started.

Other remote console access options

The following remote console options are available from outside of the #PRODABR# web interface:

¢ HTML5 standalone remote console—Provides HTML5 remote console access through a supported browser, without
going through the #PRODABR# web interface.

» Standalone remote console (HPLOCONS)—Provides remote console access directly from your Windows desktop, without
going through the #PRODABR# web interface.

HPLOCONS has the same functionality and requirements as the .NET integrated remote console. Download HPLOCONS
from the following website: https://hitachivantara.com.

Remote console usage considerations
« The integrated remote console is suitable for high-latency (modem) connections.

« Do not run the integrated remote console from its host operating system on the same server.
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» When you log into a server through the remote console, log out before closing the console.
» When you finish using the remote console, close the window or click the browser Close button (X) to exit.
» The UID LED flashes when a remote console session is active.

» The Idle Connection Timeout specifies how long a user can be inactive before a remote console session ends
automatically. This value does not affect remote console sessions when a virtual media device is connected.

» When the mouse is positioned over the remote console window, the console captures all keystrokes, regardless of whether
the console window has focus.

* You can enable and disable the Remote Console feature on the Access Settings page.

»  When you use the HTML5 remote console in standalone mode or new window mode, the remote console initially runs in an
#PRODABR# web Ul session. When remote console video starts, a dedicated remote console session starts. If the web Ul
session ends, your connection to the HTML5 console ends and you must reconnect to the remote console.

NOTE: If you are using shared network port, the remote console and virtual media may disconnect. For more information see,
Shared network port consideration .

More information

Configuring #PRODABR# access settings

Viewing remote console access settings

Procedure

1. Click Remote Console & Media in the navigation tree.

The Launch tab displays the remote console access settings in the General Information section.

2. (Optional) To navigate to the Access Settings page, where you can configure these settings, click the Remote Console
Status link or the Remote Console Port link.

Remote console access setting details
Remote Console Status
The current remote console access setting (enabled or disabled).

When the remote console is disabled:

» You cannot access the graphical remote console or the text-based remote console.
» The configured remote console port is not detected in a security audit that uses a port scanner to scan for security
vulnerabilities.

To view this setting on the Access Settings page, click the Remote Console Status link.
Remote Console Port
The configured remote console port. The default value is 17990.

To view this setting on the Access Settings page, click the Remote Console Port link.
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Starting the HTML5 IRC

Prerequisites
» Remote Console privilege
» The Remote Console feature is enabled on the Access Settings page.

» Alicense that supports this feature is installed. For information about the available license types and the features they
support, see the licensing documentation at the following website: https://hitachivantara.com-.

About this task

Use this procedure to access the remote console in a supported browser.
Procedure

1. Click Remote Console & Media in the navigation tree.

The Launch tab displays the remote console launch options.

2. Start the HTMLS5 IRC by doing one of the following:

» Click the HTML5 Console button.

This option opens the console in the same browser window as the #PRODABR# web interface. You cannot move the
console out of the browser window.

+ Click the New Window button.
This option opens the console in a new window. You can move the window to a different position or monitor, or
minimize it.

The HTMLS5 IRC starts.

3. Use the remote console features.

4. (Optional) To view the HTML5 remote console online help, click the Menu icon @ and then select Help.

More information

Configuring #PRODABR# access settings

Starting the HTML5 standalone remote console

Prerequisites
» Remote Console privilege

» Alicense that supports this feature is installed. For information about the available license types and the features they
support, see the licensing documentation at the following website: https://hitachivantara.com-.

» The Remote Console feature is enabled on the Access Settings page.

About this task

Use this procedure to access the HTML5 remote console without first logging in to the #PRODABR# web interface.
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Procedure
1. Open a browser window, and then navigate to the following webpage: https://<#PRODABR# hostname or IP
address>/irc.html.

The #PRODABR# HTML5 remote console login page opens.

 Ifalogin security banner is configured, the banner text is displayed in the NOTICE section.

 If the #PRODABR# health status is Degraded, and the Anonymous Data access option is enabled, #PRODABR#
displays the health status and a description of the issue on the login page. Self-test failures that could compromise
security are not displayed in the description.

2. Enter a directory or local account login name and password, and then click Log In.

If #PRODABR# is configured for Kerberos network authentication, the Zero Sign In button is displayed below the Log In
button. You can use the Zero Sign In button to log in without entering a user name and password.

If #PRODABR# is configured for CAC Smartcard Authentication, the Log in with Smartcard button is displayed below the
Log In button. You can connect a smart card, and then click the Log in with Smartcard button. Do not enter a login name
and password when you use CAC Smartcard Authentication.

3. Use the remote console features.

4. (Optional) To view the HTML5 remote console online help, click the Menu icon @ and then select Help.

Starting the .NET IRC

Prerequisites
» Remote Console privilege

» Alicense that supports this feature is installed. For information about the available license types and the features they
support, see the licensing documentation at the following website: https://hitachivantara.com.

» The Remote Console feature is enabled on the Access Settings page.
» A supported version of the Microsoft .NET Framework is installed.
» Your browser supports using ClickOnce to start a .NET application.
For information about using the .NET IRC with Microsoft Edge, see the user guide.
For information about using the .NET IRC with Microsoft Edge, see the #VENDABR# #PRODABR# Troubleshooting Guide.
» Pop-up blockers are disabled.

In some cases, you can bypass the pop-up blocker by Ctrl+clicking the .NET Console button.

About this task

Use this procedure to access the remote console in a supported browser on a Windows client.

More information

Configuring #PRODABR# access settings
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Acquiring the remote console

Prerequisites
» Remote Console privilege

» Alicense that supports this feature is installed. For information about the available license types and the features they
support, see the licensing documentation at the following website: https://hitachivantara.com.

» The Remote Console feature is enabled on the Access Settings page.

About this task

If another user is working in the remote console, you can acquire it from that user.
Procedure

1. Click Remote Console & Media in the navigation tree.
The Launch tab displays the remote console launch options.

2. Click the button for the remote console you want to use.
#PRODABR# notifies you that another user is working in the remote console.

3. Tosend arequest to acquire the remote console, follow the onscreen instructions.
The other user is prompted to approve or deny the request.

If the other user approves, or they do not respond in 10 seconds, permission is granted. The remote console starts.

More information

Configuring #PRODABR# access settings

Joining a shared remote console session (.NET IRC only)

Prerequisites
» Remote Console privilege

» Alicense that supports this feature is installed. For information about the available license types and the features they
support, see the licensing documentation at the following website: https:/hitachivantara.com.

» The Remote Console feature is enabled on the Access Settings page.

Procedure

1. Click Remote Console & Media in the navigation tree.
The Launch tab displays the remote console launch options.
2. Click the .NET Console button.
A message notifies you that the .NET remote console is already in use.
3. Click Share.
The session leader receives your request to join a shared remote console session.

If the session leader clicks Yes, you are granted access to the session with access to the keyboard and mouse.
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More information

Configuring #PRODABR# access settings

Shared remote console (.NET IRC only)

The shared remote console feature allows multiple users to connect to the same remote console session. This feature can be
used for activities such as training and troubleshooting.

The first user to initiate a remote console session connects to the server normally and is designated as the session leader. Any
subsequent user who requests remote console access initiates an access request for a satellite client connection. A dialog box
for each access request opens on the session leader desktop. The request includes the requester user name and DNS name or
IP address. The session leader is prompted to grant or deny access. If there is no response, permission is denied.

Passing the session leader designation to another user is not supported.

If a connection failure occurs, reconnecting is not supported. A remote console session must be restarted to allow user access
after a connection failure.

During a shared remote console session, the session leader has access to all remote console features. Other users can access
only the keyboard and mouse.

#PRODABR# encrypts shared remote console sessions by authenticating the client first, and then the session leader
determines whether to allow new connections.

Viewing the remote console status bar

Prerequisites
» Remote Console privilege

» Alicense that supports this feature is installed. For information about the available license types and the features they
support, see the licensing documentation at the following website: https://hitachivantara.com.

» The Remote Console feature is enabled on the Access Settings page.

Procedure

1. Click Remote Console & Media in the navigation tree.
The Launch tab displays the remote console launch options.
2. Start a remote console.

The remote console window opens with the status bar displayed.

3. (Optional) To turn the status bar on or off, click the Menu icon @j and then select Preferences > Show status bar.
Only the HTML5 IRC supports this feature.

Remote console status bar details
Resolution
The remote console window resolution.
POST codes
During POST, POST codes are displayed in the center of the status bar.
Console Capture (.NET IRC only)

These controls enable you to record and play back activities displayed in the console window.
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Screen Capture
You can click the camera icon in the HTML5 IRC to create a screen capture of the activity displayed in the console window.

You can double-click the status bar in the .NET IRC to capture the screen, and then paste the screen capture into an image
editor.

Encryption
The status and encryption type of the connection between the remote console and #PRODABR#.
Health status

The server health indicator. This value summarizes the condition of the monitored subsystems, including overall status
and redundancy (ability to handle a failure). Lack of redundancy in any subsystem at startup will not degrade the system
health status. The possible values are OK, Degraded, and Critical.

Activity LED

The activity indicator for local virtual media devices connected through the remote console. This feature is not active for
URL-based virtual media devices.

Power status
The server power state (ON or OFF).

Integrated remote console features

The integrated remote console (IRC) supports the following features:

» Keyboard actions with the IRC

« Virtual power IRC features

» Virtual media IRC features

» Console capture (.NET IRC)

» Screen captures with the IRC

More information
#PRODABR# remote console

Keyboard actions with the IRC

Sending a keyboard action with the HTML5 IRC

Prerequisites
» Remote Console privilege

» Alicense that supports this feature is installed. For information about the available license types and the features they
support, see the licensing documentation at the following website: https://hitachivantara.com.

» The Remote Console feature is enabled on the Access Settings page.

Procedure

1. Click Remote Console & Media in the navigation tree.
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The Launch tab displays the remote console launch options.
2. Start the HTML5 IRC.

3. Do one of the following:
» Use your client keyboard to press the desired keys.

» To send the Ctrl+Alt+Del action, click the Virtual Keyboard icon ﬁ, and then click the CTRL+ALT+DEL keyboard
shortcut.

» To enable or disable the Caps Lock or Num Lock setting, do one of the following:

o Press the NumLock or CapsLock key on your client keyboard.

o Click the Virtual Keyboard icon ﬁ and then click the CAPS or NUM keyboard shortcut.

Sending a keyboard action with the .NET IRC

Prerequisites
» Remote Console privilege

» Alicense that supports this feature is installed. For information about the available license types and the features they
support, see the licensing documentation at the following website: https:/hitachivantara.com.

» The Remote Console feature is enabled on the Access Settings page.

Procedure
1. Click Remote Console & Media in the navigation tree.
The Launch tab displays the remote console launch options.
2. Start a remote console.
3. Do one of the following:
» Use your client keyboard to press the desired keys.
» To send the Ctrl+Alt+Del action, select Keyboard > CTRL-ALT-DEL.
» To enable or disable the Caps Lock or Num Lock setting, do one of the following:
o Press the NumLock or CapsLock key on your client keyboard.

o Select Keyboard > Caps Lock or Keyboard > Num Lock.

Sending a remote console hot key

Prerequisites
» Remote Console privilege

» Alicense that supports this feature is installed. For information about the available license types and the features they
support, see the licensing documentation at the following website: https:/hitachivantara.com.
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The Remote Console feature is enabled on the Access Settings page.

Remote console hot keys are configured on the Hot Keys page.

Procedure

1.

Click Remote Console & Media in the navigation tree.

The Launch tab displays the remote console launch options.
Start a remote console.

On your client keyboard, press the key combination for a configured remote console hot key.

More information

Remote console hot keys

Creating remote console hot keys

Changing the keyboard layout in the HTML5 IRC

Prerequisites

Remote Console privilege

A license that supports this feature is installed. For information about the available license types and the features they
support, see the licensing documentation at the following website: https://hitachivantara.com.

The Remote Console feature is enabled on the Access Settings page.
The server OS is configured to support the keyboard layout you want to use.

The client you used to browse to #PRODABR# is configured to support the keyboard layout you want to use.

Procedure

1.

Click Remote Console & Media in the navigation tree.

The Launch tab displays the remote console launch options.

Start the HTML5 IRC.

Click the Virtual Keyboard icon 7= |

Select Keyboard Layout > Keyboard layout name.
#PRODABR# supports the following keyboard layouts: EN 101 and JP 106/109.

This setting is saved in a cookie and remains persistent when you use the remote console with the same browser.

Virtual power IRC features

Using the remote console virtual power switch with the HTML5 IRC

Prerequisites

Remote Console privilege

Virtual Power and Reset privilege

iLO 6 Online Help 129



» Alicense that supports this feature is installed. For information about the available license types and the features they
support, see the licensing documentation at the following website: https://hitachivantara.com.

» The Remote Console feature is enabled on the Access Settings page.

Procedure
1. Click Remote Console & Media in the navigation tree.
The Launch tab displays the remote console launch options.

2. Startthe HTMLS5 IRC.

3. Click the Menu icon @ and then select an option from the Power menu.

The Press and Hold, Reset, and Cold Boot options are not available when the server is powered off.

#PRODABR# prompts you to confirm the request.
4. Click OK.

Using the remote console virtual power switch with the .NET IRC

Prerequisites
» Remote Console privilege
 Virtual Power and Reset privilege

» Alicense that supports this feature is installed. For information about the available license types and the features they
support, see the licensing documentation at the following website: https://hitachivantara.com.

» The Remote Console feature is enabled on the Access Settings page.

Procedure

1. Click Remote Console & Media in the navigation tree.
The Launch tab displays the remote console launch options.
2. Startthe .NET IRC.
3. Select an option from the remote console Power Switch menu.

The Press and Hold, Reset, and Cold Boot options are not available when the server is powered off.

#PRODABR# prompts you to confirm the request.
4. Click OK.

Virtual power button options

» Momentary Press—The same as pressing the physical power button. If the server is powered off, a momentary press will
turn on the server power.
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Some operating systems might be configured to initiate a graceful shutdown after a momentary press, or to ignore this
event. Use system commands to complete a graceful operating system shutdown before you attempt to shut down by
using the virtual power button.

Press and Hold—The same as pressing the physical power button for 5 seconds and then releasing it.

The server is powered off as a result of this operation. Using this option might circumvent the graceful shutdown features
of the operating system.

This option provides the ACPI functionality that some operating systems implement. These operating systems behave
differently depending on a short press or long press.

Reset—Forces the server to warm-boot: CPUs and I/O resources are reset. Using this option circumvents the graceful
shutdown features of the operating system.

Cold Boot—Immediately removes power from the server. Processors, memory, and 1/0 resources lose main power. The
server will restart after approximately 8 seconds. Using this option circumvents the graceful shutdown features of the
operating system.

Virtual media IRC features

The integrated remote console (IRC) allows you to perform the following tasks:

Connect and disconnect virtual drives including:

o Physical drives on a client PC (floppy disk, CD/DVD-ROM, USB key)
o Local IMG or ISO files

o URL-based media (IMG or I1SO)

o Virtual folders

To verify that the console you want to use supports a virtual media type, check the instructions for using that media type.

More information

Virtual media considerations

Using a virtual drive (physical drive on a client PC)

Prerequisites

Remote Console privilege

A license that supports this feature is installed. For information about the available license types and the features they
support, see the licensing documentation at the following website: https://hitachivantara.com.

The Remote Console feature is enabled on the Access Settings page.
The Virtual Media feature is enabled on the Access Settings page.

If you are using the remote console with Windows, you have Windows administrator rights, which are required for mounting a
physical drive.

Procedure

1. Click Remote Console & Media in the navigation tree.

The Launch tab displays the remote console launch options.

2. Start a remote console that supports this feature.
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In this release, the .NET IRC supports this feature.

3. Click the Virtual Drives menu, and then select a floppy disk, CD-ROM/DVD, or USB key drive connected to your client
system.

The activity LED will blink to show the virtual drive activity.

4. When you are finished using the virtual drive, disconnect it through the server OS.

You can also disconnect a virtual drive from the Virtual Drives menu. Click Virtual Drives and clear the respective
checkbox.

Using a local IMG or ISO file with the HTML5 IRC

Prerequisites

» Remote Console privilege

» The Remote Console feature is enabled on the Access Settings page.
» The Virtual Media feature is enabled on the Access Settings page.

» Alicense that supports this feature is installed. For information about the available license types and the features they
support, see the licensing documentation at the following website: https://hitachivantara.com.

Procedure
1. Click Remote Console & Media in the navigation tree.
The Launch tab displays the remote console launch options.

2. Start the HTML5 IRC.

3. Click the Virtual Media icon @ and then select Floppy > Local *.img file or CD/DVD > Local *.iso file.
The remote console prompts you to select a file.

4. Enter the path or file name of the image file in the File name text box.

You can also browse to the file location, and then click Open.

The virtual drive activity LED will show virtual drive activity. If your OS supports system notifications, a notification is
displayed.

5. When you are finished using the local IMG or ISO file, disconnect it through the server OS.

You can also disconnect the local IMG or ISO file by clicking @ and then selecting media type > Force Eject Media.

Using a local IMG or ISO file with the .NET IRC

Prerequisites

» Remote Console privilege

» The Remote Console feature is enabled on the Access Settings page.
» The Virtual Media feature is enabled on the Access Settings page.

» Alicense that supports this feature is installed. For information about the available license types and the features they
support, see the licensing documentation at the following website: https://hitachivantara.com.
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Procedure

1. Click Remote Console & Media in the navigation tree.
The Launch tab displays the remote console launch options.

2. Start the .NET IRC.

3. Click the Virtual Drives menu, and then select Image File Removable Media (IMG) or Image File CD-ROM/DVD (I1SO).
The IRC prompts you to select a file.

4. Enter the path or file name of the image file in the File name text box.

You can also browse to the file location, and then click Open.

The virtual drive activity LED will show virtual drive activity.

5. When you are finished using the local IMG or ISO file, disconnect it through the server OS.

You can also disconnect the local IMG or ISO file by selecting Virtual Drives > Connected virtual drive.

Using a virtual drive to install an OS and provide a required driver (.NET IRC)

Prerequisites

» Remote Console privilege

» The Remote Console feature is enabled on the Access Settings page.

» The Virtual Media feature is enabled on the Access Settings page.

» The operating system ISO file is available on the client you will use to run the remote console.

 If you will install an operating system on an NVMe drive, the Boot Mode is set to Unified Extensible Firmware Interface
(UEFI).

» Alicense that supports this feature is installed. For information about the available license types and the features they
support, see the licensing documentation at the following website: https://hitachivantara.com.

About this task

You can use the remote console virtual drive feature to install an operating system. During the installation, you might be
prompted to provide access to a required driver, such as a storage controller driver.

Procedure

1. Download and extract the required driver.

You can obtain drivers from the SPV or download them from the following website: https://hitachivantara.com.

2. Copy the driver to a USB key or a folder on the client where you will access the remote console.

3. Start the remote console.

» If you will use a USB key to provide the required driver, choose the .NET IRC.

 If you will use a virtual folder to provide the required driver, choose the .NET IRC.

4. Mount the operating system ISO.

a. Select Virtual Drives > Image File CD-ROM/DVD.
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The remote console prompts you to select a file.

b. Enter the path or file name of the image file in the File name text box.

You can also browse to the file location, and then click Open.

5. If you will provide the required driver on a USB key, do the following:

a. Connect the USB key to the client you are using to manage #PRODABR#.

b. Inthe remote console, click the Virtual Drives menu, and then select the drive letter of the USB key on your client PC.

6.  If you will provide the required driver in a folder on the client you use to manage #PRODABR#, do the following:

a. Select Virtual Drives > Folder.

b. Inthe Browse for Folder window, select the folder that contains the driver file.

7. Boot to the operating system ISO.

8.  Follow the onscreen instructions until the operating system installer prompts you for the path to the driver.

9.  When prompted for the driver location, enter the path to the USB key or virtual folder that contains the driver.
10. Follow the onscreen instructions to complete the operating system installation.

11. Install any additional required device drivers.

You can obtain device drivers from the SPV.

More information

Using a local IMG or ISO file with the .NET
IRC Using a virtual folder (NET IRC)
Using a virtual folder (HTML5 IRC)
Configuring the server boot mode

Using a virtual drive to install an OS and provide a required driver (HTML5 IRC)

Prerequisites

» Remote Console privilege

» The Remote Console feature is enabled on the Access Settings page.

» The Virtual Media feature is enabled on the Access Settings page.

» The operating system ISO file is available on the client you will use to run the remote console.

 If you will install an operating system on an NVMe drive, the Boot Mode is set to Unified Extensible Firmware Interface
(UEFI).

» Alicense that supports this feature is installed. For information about the available license types and the features they
support, see the licensing documentation at the following website: https://hitachivantara.com.

About this task

You can use the remote console virtual drive feature to install an operating system. During the installation, you might be
prompted to provide access to a required driver, such as a storage controller driver.
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Procedure

1.  Download and extract the required driver.

You can obtain drivers from the SPV or download them from the following website: https://hitachivantara.com.

2. Copy the driver to a folder on the client where you will access the remote console.

3.  Start the HTML5 remote console.

4. Mount the operating system ISO.

a. Click the Virtual Media icon @ and then select CD/DVD > Local *.iso file.
The remote console prompts you to select a file.

b. Enter the path or file name of the image file in the File name text box.

You can also browse to the file location, and then click Open.

The activity LED will blink to show the virtual drive activity. If your OS supports system notifications, a notification is
displayed.

5. Drag and drop the folder that contains the required driver from your client computer into the HTML5 IRC window.
The virtual folder is mounted on the server with the name #PRODABR# FOLDER.

The activity LED will blink to show the virtual drive activity. If your OS supports system notifications, a notification is
displayed.

6. Boot to the operating system ISO.

7.  Follow the onscreen instructions until the operating system installer prompts you for the path to the driver.
8. When prompted for the driver location, enter the path to the virtual folder that contains the driver.

9. Follow the onscreen instructions to complete the operating system installation.

10. Install any additional required device drivers.

You can obtain device drivers from the SPV.

Using a URL-based image file with the HTML5 IRC

Prerequisites
» Remote Console privilege

» Alicense that supports this feature is installed. For information about the available license types and the features they
support, see the licensing documentation at the following website: https://hitachivantara.com. .

» The Remote Console feature is enabled on the Access Settings page.
« The Virtual Media feature is enabled on the Access Settings page.

* The image file you want to use is on a web server on the same network as #PRODABR#.

For more information, see the #PRODABR# user guide.

About this task
You can connect the following types of URL-based media: 1.44 MB floppy disk images (IMG) and CD/DVD-ROM images (I1SO).
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Procedure

1.

Click Remote Console & Media in the navigation tree.
The Launch tab displays the remote console launch options.

Start the HTML5 IRC.

Click the Virtual Media icon G) and then select Floppy > Virtual Media URL or CD/DVD > Virtual Media URL.
The remote console prompts you to enter an image file URL.

Enter the URL for the image file that you want to mount as a virtual drive, and then click Apply.
The virtual drive activity LED does not show drive activity for URL-mounted virtual media.

When you are finished using the image file, disconnect it through the server OS.

You can also disconnect the image file by clicking @ and then selecting media type > Force Eject Media.

Using a URL-based image file with the .NET IRC

Prerequisites

Remote Console privilege

A license that supports this feature is installed. For information about the available license types and the features they
support, see the licensing documentation at the following website: https://hitachivantara.com.

The Remote Console feature is enabled on the Access Settings page.
The Virtual Media feature is enabled on the Access Settings page.

The image file you want to use is on a web server on the same network as #PRODABR#.

For more information, see the #PRODABR# user guide.

About this task
You can connect the following types of URL-based media: 1.44 MB floppy disk images (IMG) and CD/DVD-ROM images (I1SO).

Procedure

1.

Click Remote Console & Media in the navigation tree.

The Launch tab displays the remote console launch options.

Start the .NET IRC.

Select Virtual Drives > URL Removable Media for an IMG file or Virtual Drives > URL CD-ROM/DVD for an ISO file.
#PRODABR# prompts you to enter an image file URL.

Enter the URL for the image file that you want to mount as a virtual drive, and then click Connect.

The virtual drive activity LED does not show drive activity for URL-mounted virtual media.

When you are finished using the image file, disconnect it through the server OS.

You can also disconnect the image file by selecting Virtual Drives > Connected virtual drive.

iLO 6 Online Help 136



Using a virtual folder (HTML5 IRC)

Prerequisites
» Remote Console privilege
 Virtual Media privilege

» Alicense that supports this feature is installed. For information about the available license types and the features they
support, see the licensing documentation at the following website: https://hitachivantara.com.

» The Remote Console feature is enabled on the Access Settings page.
» The Virtual Media feature is enabled on the Access Settings page.
» The size of the folder you will mount as a virtual folder is 2 GB or less.

* You are using a browser that supports this feature.

About this task

In the HTMLS5 IRC, the virtual folder feature uses drag and drop to mount a virtual folder. There is a Virtual folder

option when you click the Virtual Media icon @ The Virtual folder option provides information about the feature. When a
virtual folder is mounted, the Virtual folder menu option provides an option to unmount the virtual folder.

Procedure

1. Click Remote Console & Media in the navigation tree.
The Launch tab displays the remote console launch options.
2. Start the HTML5 remote console.

3. Drag and drop one or more folders or one or more selected files from the system running the remote console into the
console window.

The virtual folder is mounted on the server with the name #PRODABR# FOLDER.

The activity LED will blink to show the virtual drive activity. If your OS supports system natifications, a notification is
displayed.

4. When you are finished using the virtual folder, disconnect it through the server OS.

You can also disconnect a virtual folder by clicking @ and then selecting Virtual Folder > Force Eject Media.

Using a virtual folder (.NET IRC)

Prerequisites
» Remote Console privilege

» Alicense that supports this feature is installed. For information about the available license types and the features they
support, see the licensing documentation at the following website: https://hitachivantara.com.

» The Remote Console feature is enabled on the Access Settings page.
» The Virtual Media feature is enabled on the Access Settings page.

» The size of the folder you will mount as a virtual folder is 2 GB or less.
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Procedure

1.

Click Remote Console & Media in the navigation tree.

The Launch tab displays the remote console launch options.

Start the .NET IRC.

Select Virtual Drives > Folder.

In the Browse For Folder window, select the folder you want to use, and then click OK.
The virtual folder is mounted on the server with the name #PRODABR# Folder.

The activity LED will blink to show the virtual drive activity.

When you are finished using the virtual folder, disconnect it through the server OS.

You can also disconnect a virtual drive from the Virtual Drives menu. Click Virtual Drives and clear the respective
checkbox.

Virtual folders

Virtual folders enable you to access, browse to, and transfer files from a client to a managed server. You can mount and
dismount a local or networked directory that is accessible through the client. After you create a virtual image of a folder or
directory, the server connects to the image as a USB storage device. You can browse to the server and transfer the files from
the virtual image to the server.

A virtual folder is nonbootable and read-only; the mounted folder is static. Changes to the client folder are not replicated in the
mounted folder. To update your view of a virtual folder after changing the client folder, simply disconnect and then reconnect
the virtual folder.

Console capture (.NET IRC)

Console capture allows you to record and play back video streams of events such as startup, ASR events, and sensed operating
system faults. #PRODABR# automatically captures the server startup and server prefailure sequences. You can manually start
and stop the recording of console video.

The server startup and server prefailure sequences are not captured automatically during firmware updates or while the
remote console is in use.

Server startup and server prefailure sequences are saved automatically in #PRODABR# memory. They will be lost during
firmware updates, #PRODABR# reset, and power loss. You can save the captured video to your local drive by using
the .NET IRC.

The server startup file starts capturing information when server startup is detected. It stops when the file runs out of
space. This file is overwritten each time the server starts.

The server prefailure file starts capturing information when the server startup file is full. It stops when #PRODABR#
detects an ASR event. The server prefailure file is locked when #PRODABR# detects an ASR event. The file is
unlocked and can be overwritten after it is downloaded through the .NET IRC.

The console capture control buttons are at the bottom of the .NET IRC session window.

Console capture controls

The following console capture controls are available, from left to right:

Skip to Start—Restarts playback from the beginning of the file.

Pause—Pauses playback.
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» Play—Starts playback if the currently selected file is not playing or is paused.
» Record—Records your .NET IRC session.

» Progress Bar—Shows the progress of the video session.

Viewing server startup and server prefailure sequences

Prerequisites
» Remote Console privilege
» The Remote Console feature is enabled on the Access Settings page.

» Alicense that supports this feature is installed. For information about the available license types and the features they
support, see the licensing documentation at the following website: https://hitachivantara.com.

Procedure
1. Click Remote Console & Media in the navigation tree.
The Launch tab displays the remote console launch options.
2. Startthe .NET IRC.
3. Press the Play button.

The Play button has a green triangle icon, and it is located in the toolbar at the bottom of the remote console window.

The Playback Source dialog box opens.
4. Select Server Startup or Server Prefailure.

5. Click Start.

Saving server startup and server prefailure video files

Prerequisites
» Remote Console privilege
» The Remote Console feature is enabled on the Access Settings page.

» Alicense that supports this feature is installed. For information about the available license types and the features they
support, see the licensing documentation at the following website: https://hitachivantara.com.

Procedure
1. Click Remote Console & Media in the navigation tree.

The Launch tab displays the remote console launch options.
2. Startthe .NET IRC.

3. Press the Play button.

The Play button has a green triangle icon, and it is located in the toolbar at the bottom of the remote console window.
4. Select Server Startup or Server Prefailure.

5. Click Start.
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. Press the Play button again to stop playback.

#PRODABR# notifies you that the recording is no longer write-protected, and prompts you to save it.
Click Yes.

Select a save location, enter a file name, and then click Save.

. (Optional) Play the video file.

Capturing video files with the remote console

Prerequisites

Remote Console privilege
The Remote Console feature is enabled on the Access Settings page.

A license that supports this feature is installed. For information about the available license types and the features they
support, see the licensing documentation at the following website: https://hitachivantara.com-.

About this task

Use this procedure to capture video files of sequences other than server startup and server prefailure.

Procedure

1.

Click Remote Console & Media in the navigation tree.

The Launch tab displays the remote console launch options.
Start the .NET IRC.

Click the Record button.

The Record button has a red circle icon, and it is located in the toolbar at the bottom of the remote console window.

The Save Video dialog box opens.
Enter a file name and save location, and then click Save.
When you are finished recording, press the Record button again to stop recording.

(Optional) Play the video file.

Viewing saved video files with the remote console

Prerequisites

Remote Console privilege
The Remote Console feature is enabled on the Access Settings page.

A license that supports this feature is installed. For information about the available license types and the features they
support, see the licensing documentation at the following website: https://hitachivantara.com.

Procedure

1.

Click Remote Console & Media in the navigation tree.
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The Launch tab displays the remote console launch options.
2. Startthe .NET IRC.
3. Press the Play button.

The Play button has a green triangle icon, and it is located in the toolbar at the bottom of the remote console window.

The Playback Source dialog box opens.
4. Click the magnifying glass icon next to the From File box.

5. Navigate to a video file, and then click Open.
Video files captured in the remote console use the #PRODABR# file type.

Video files captured in the remote console use the VID file type.

6. Click Start.

Screen captures with the IRC

Use the remote console screen capture feature when you want to save a screen capture of the server activity. For example, you
might want to capture a POST code displayed on the remote console screen.

When you use the IRC screen capture feature, the remote console status bar is not included in the captured image. If you want
a screen capture that includes the status bar, use a different screen capture method.

Capturing the HTML5 remote console screen

Prerequisites
» Remote Console privilege
» The Remote Console feature is enabled on the Access Settings page.

» Alicense that supports this feature is installed. For information about the available license types and the features they
support, see the licensing documentation at the following website: https://hitachivantara.com.

Procedure
1. Click Remote Console & Media in the navigation tree.
The Launch tab displays the remote console launch options.
2. Start the HTML5 remote console.
3. Click the camera icon @ in the status bar.

The screen capture opens in a new browser
tab.

4. (Optional) Save the screen capture.
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Capturing the .NET IRC screen

Prerequisites
» Remote Console privilege
« The Remote Console feature is enabled on the Access Settings page.

» Alicense that supports this feature is installed. For information about the available license types and the features they
support, see the licensing documentation at the following website: https://hitachivantara.com.

Procedure

1. Click Remote Console & Media in the navigation tree.
The Launch tab displays the Remote Console launch options.
2. Startthe .NET IRC.

3. Double-click the status bar.

A screen capture is saved in the clipboard.

4. (Optional) Paste the screen capture into an image editor.

#PRODABR# web interface virtual media options

When the Virtual Media feature is enabled on the Access Settings page, you can perform the following tasks on the Virtual
Media page:
* View or eject local media, including physical drives, local image files, and virtual folders.
» View, connect, eject, or boot from URL-bhased media. URL-based media refers to connecting images hosted on a web server
by using a URL. #PRODABR}# accepts URLs in HTTP or HTTPS format. FTP is not supported.
More information

Configuring #PRODABR# access settings
Virtual media considerations

Viewing virtual media status and port configuration

About this task

Use the Virtual Media page to view the virtual media feature configuration. You can configure these settings on the Access
Settings page.

Procedure

1. Navigate to the Remote Console & Media page, and then click the Virtual Media tab.

The Virtual Media Status, Virtual Media Port, and Enhanced Download Performance are displayed.

NOTE: Enhanced Download Performance link is not displayed, if it is already enabled.

2. (Optional) To configure the virtual media feature status, click the Virtual Media Status link.

The Access Settings page is displayed.
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3. (Optional) To configure the virtual media port, click the Virtual Media Port link.
The Access Settings page is displayed.
4. (Optional) To configure Enhanced Download Performance, click the Enhanced Download Performance link.

The Access Settings page is displayed. You can configure the settings on the Access Settings page.

For more information on the option, see the help on the Access Settings page.

More information

Configuring #PRODABR# access settings

Viewing connected local media

Prerequisites
 Virtual Media privilege

» The Virtual Media feature is enabled on the Access Settings page.

Procedure

To view the connected local media devices, click Remote Console & Media in the navigation tree, and then click the Virtual
Media tab.

Local media details

When local virtual media is connected, the details are listed in the following sections:

Virtual Floppy/USB Key/Virtual Folder Status
» Media Inserted—The virtual media type that is connected.
Local Media is displayed when local media is connected.
+ Connection Status—Indicates whether a virtual media device is connected.

» Read-Only—Whether the virtual media device is connected with read-only permission.

Virtual CD/DVD-ROM Status

» Media Inserted—The virtual media type that is connected.
Local Media is displayed when local media is connected.

» Connection Status—Indicates whether a virtual media device is connected.

Ejecting a local virtual media device

Prerequisites
 Virtual Media privilege

» The Virtual Media feature is enabled on the Access Settings page.
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Procedure

1.
2.

Click Remote Console & Media in the navigation tree, and then click the Virtual Media tab.

Click the Force Eject Media button in the Virtual Floppy/USB Key/Virtual Folder Status or Virtual CD/DVD-ROM
Status section.

Connecting URL-based media

Prerequisites

Virtual Media privilege

The Virtual Media feature is enabled on the Access Settings page.

About this task

You can connect URL-based media from the Virtual Media page. The Virtual Media page supports the connection of 1.44 MB
floppy images (IMG) and CD/DVD-ROM images (ISO). The image must be on a web server on the same network as #PRODABR#.

For more information about using URL-based media, see the #PRODABR# user guide.

Procedure

1.
2.

Click Remote Console & Media in the navigation tree, and then click the Virtual Media tab.

Enter the URL for the URL-based media in the Virtual Media URL box in the Connect Virtual Floppy (IMG files) or
Connect CD/DVD-ROM section (ISO files).

For CD/DVD-ROM only: Select the Boot on Next Reset check box if you want the server to boot to this image only on the
next server reboot.

The image will be ejected automatically on the second server reboot so that the server does not boot to this image twice.

If this check box is not selected, the image remains connected until it is manually ejected. The server will boot to the image
on all subsequent server resets, if the system boot options are configured accordingly.

An error occurs if you try to enable the Boot on Next Reset check box when the server is in POST. You cannot modify the
boot order during POST. Wait for POST to finish, and then try again.

For virtual floppy only: Select the Read-Only check box if you want to connect the virtual media device with read-only
permission.

The Read-Only check box is enabled by default.
Click Insert Media.

(Optional) To boot to the connected image now, reboot the server.

Viewing connected URL-based media

Prerequisites

Virtual Media privilege

The Virtual Media feature is enabled on the Access Settings page.
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Procedure

Click Remote Console & Media in the navigation tree, and then click the Virtual Media tab.

URL-based media details

When URL-based virtual media is connected, the details are listed in the following sections:

Virtual Floppy/USB Key/Virtual Folder Status
» Media Inserted—The virtual media type that is connected.
Scripted Media is displayed when URL-based media is connected.
» Connection Status—Indicates whether a virtual media device is connected.
» Image URL—The URL that points to the connected URL-based media.

» Read-Only—Whether the virtual media device is connected with read-only permission.

Virtual CD/DVD-ROM Status
» Media Inserted—The virtual media type that is connected.
Scripted Media is displayed when URL-based media is connected.
+ Connection Status—Indicates whether a virtual media device is connected.

» Image URL—The URL that points to the connected URL-based media.

Ejecting a URL-based virtual media device
Prerequisites
 Virtual Media privilege

« The Virtual Media feature is enabled on the Access Settings page.

Procedure

1. Click Remote Console & Media in the navigation tree, and then click Virtual Media.

2. To eject URL-based media devices, click the Force Eject Media button in the Virtual Floppy/Virtual Folder Status or
Virtual CD/DVD-ROM Status section.

Virtual media considerations

#PRODABR# virtual media provides a virtual device that can be used to boot a remote host server from standard media
anywhere on the network. Virtual media devices are available when the host system is booting. Virtual media devices use USB
technology to connect to the host server.

When you use virtual media, consider the following:

» Only one of each type of virtual media can be connected at a time.
This limit classifies virtual floppy/USB keys and virtual folders as the same type of virtual media.

» The virtual media feature supports ISO images of up to 8 TB. The maximum ISO image file size depends on factors such as
the single file size limit for the file system where the ISO image is stored, and the SCSI commands the server OS supports.
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 Virtual folders up to 2 gigabytes in size are supported.

* Inan OS, a virtual floppy/USB key or virtual CD/DVD-ROM behaves like any other drive. When you use virtual media for the
first time, the host OS might prompt you to complete a New Hardware Found wizard.

» When virtual devices are connected, they are available to the host server until you disconnect them. When you finish using a
virtual media device and you disconnect it, you might receive an “unsafe device removal” warning message from the host OS.
You can avoid this warning by using the OS feature to stop the device before disconnecting it.

* In some cases, additional configuration is needed for using virtual media. For configuration details and OS-specific
information, see the #PRODABR# user guide and the #PRODABR# scripting and CLI guide.

» The #PRODABR# virtual CD/DVD-ROM is available at server boot time for supported operating systems. Booting from a
virtual CD/DVD-ROM enables you to perform tasks such as deploying an OS from network drives, and performing disaster
recovery of failed operating systems.

 If the host server OS supports USB mass storage devices or secure digital devices, the #PRODABR# virtual floppy/USB key
is available after the host server OS loads.

o When the host server OS is running, you can use the virtual floppy/USB key to upgrade drivers, create an emergency
repair disk, and perform other tasks.

o Having the virtual floppy/USB key available when the server is running can be useful if you must diagnose and repair
the NIC driver.

o The virtual floppy/USB key can be a physical floppy disk, a USB key, a secure digital drive on which the web browser is
running, or an image file stored on a local hard drive or network drive.

o For optimal performance, use image files stored on the hard drive of your client PC, or on a network drive that is
accessible through a high-speed network link.

 If the host server OS supports USB mass storage devices, the #PRODABR# Virtual CD/DVD-ROM is available after the host
server OS loads.

o When the host server OS is running, you can use the virtual CD/DVD-ROM to upgrade device drivers, install software,
and perform other tasks.

o Having the virtual CD/DVD-ROM available when the server is running can be useful if you must diagnose and repair the
NIC driver.

o The virtual CD/DVD-ROM can be the physical CD/DVD-ROM drive on which the web browser is running, or an image
file stored on your local hard drive or network drive.

> For optimal performance, use image files stored on the hard drive of your client PC, or on a network drive accessible
through a high-speed network link.

» When the virtual floppy/USB key or virtual CD/DVD-ROM feature is in use, you cannot typically access the floppy drive or
CD/DVD-ROM drive from the client OS.

CAUTION: To prevent file and data corruption, do not try to access the local media when you are using it as a virtual
media device.

» For the HTML5 IRC: When you refresh or close the #PRODABR# web interface window, the remote console connection is
closed.

When a remote console connection is closed, you lose access to virtual media devices connected through the remote
console, except for devices that were connected by using URL-based virtual media.

 If you have mounted virtual media using a local IMG, I1SO file, or Virtual Folder it cannot be unmounted through Redfish.

NOTE: If you are using shared network port, the remote console and virtual media may disconnect. For more information see,
Shared network port consideration .
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Remote console hot keys

The Hot Keys page allows you to define up to six hot keys to use during remote console sessions. Each hot key represents a
combination of up to five keys. The key combination is sent to the host server when the hot key is pressed. Hot keys are active
during remote console sessions that use the integrated remote console and the text-based remote console.

If a hot key is not set—for example, Ctrl+V is set to NONE, NONE, NONE, NONE, NONE—this hot key is disabled. The server
operating system will interpret Ctrl+V as it usually does (paste, in this example). If you set Ctrl+V to use another combination
of keys, the server operating system will use the key combination set in #PRODABR# (losing the paste functionality).

Example 1: If you want to send Alt+F4 to the remote server, but pressing that key combination closes your browser, you can
configure the hot key Ctrl+X to send the Alt+F4 key combination to the remote server. After you configure the hot key, press
Ctrl+X in the remote console window when you want to send Alt+F4 to the remote server.

Example 2: If you want to create a hot key to send the international AItGR key to the remote server, use R_ALT in the key list.

NOTE: If will you do a lot of typing in remote console sessions, you might want to avoid assigning hot keys that use Ctrl+X and
Ctrl+V shortcuts. These shortcuts are normally assigned to the cut and paste features.

Creating remote console hot keys

Prerequisites

Configure #PRODABR# Settings privilege
Procedure

1. Click Remote Console & Media in the navigation tree, and then click the Hot Keys tab.

2. For each hot key that you want to create, select the key combination to send to the remote server.

To configure hot keys to generate key sequences from international keyboards, select the key on a U.S. keyboard that is in
the same position as the key on the international keyboard. Keys for configuring remote console hot keys lists the keys
you can use when you configure hot keys.

3. Click Save Hot Keys.
#PRODABR# confirms that the hot key settings were updated successfully.

More information

Sending a remote console hot key
Keys for configuring remote console hot keys

Keys for configuring remote console hot keys

ESC SCRL LCK 0 f
L_ALT SYSRQ 1 g
R_ALT PRINT SCREEN 2 h

Table Continued
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L_SHIFT F1 3

R_SHIFT F2 4 j

L_CTRL F3 5 k
R_CTRL F4 6 I

L_GUI F5 7 m
R_GUI F6 8 n
INS F7 9 0
DEL F8 ; p
HOME F9 = q
END F10 [ r

PG UP F11 \ s
PG DN F12 ] t

ENTER SPACE ) u
TAB ' a v
BREAK , b W
BACKSPACE - c X
NUM PLUS . d y
NUM MINUS / e z

Resetting hot keys
Prerequisites
Configure #PRODABR# Settings privilege
About this task

Resetting the hot keys clears all current hot key assignments.
Procedure

1. Click Remote Console & Media in the navigation tree, and then click the Hot Keys tab.

2. Click Reset Hot Keys.
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#PRODABR# prompts you to confirm the request.

3. When prompted to confirm the request, click Yes, reset hot keys.

#PRODABR# notifies you that the hot keys were reset.

Configuring remote console security settings

Configuring remote console computer lock settings

Prerequisites
Configure #PRODABR# Settings privilege

About this task

This feature locks the OS or logs you out when a remote console session ends or the network link to #PRODABR# is lost. If you
open a remote console window when this feature is enabled, the OS is locked when you close the window.

Procedure

1. Click Remote Console & Media in the navigation tree, and then click the Security tab.
Select from the following Remote Console Computer Lock settings: Windows, Custom, and Disabled.

If you selected Custom, select a computer lock key sequence.

o~

To save the changes, click Apply.

More information

Remote console computer lock options
Keys for configuring remote console hot keys

Remote console computer lock options

» Windows—Configures #PRODABR# to lock a managed server running a Windows operating system. The server
automatically displays the Computer Locked dialog box when a remote console session ends or the #PRODABR# network
link is lost.

» Custom—Configures #PRODABR# to use a custom key sequence to lock a managed server or log out a user on that server.
You can select up to five keys from the list. The selected key sequence is automatically sent to the server OS when a remote
console session ends or the #PRODABR# network link is lost.

 Disabled (default)—Disables the remote console computer lock feature. When a remote console session ends or the
#PRODABR# network link is lost, the OS on the managed server is not locked.

Keys for configuring remote console hot keys
. ____________________________________________________|

ESC SCRL LCK 0 f

L_ALT SYSRQ 1 g

Table Continued
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R_ALT PRINT SCREEN 2 h

L_SHIFT F1 3
R_SHIFT F2 4 i

L_CTRL F3 5 k
R_CTRL F4 6 |

L_GUI F5 7 m
R_GUI F6 8 n
INS F7 9 0
DEL F8 : P
HOME F9 = q
END F10 [ r

PG UP F11 \ s
PG DN F12 ] t

ENTER SPACE > u
TAB ! a v
BREAK , b w
BACKSPACE - c X
NUM PLUS . d y
NUM MINUS / e z

Configuring the remote console trust setting (.NET IRC)
Prerequisites
Configure #PRODABR# Settings privilege
About this task

The .NET IRC is launched through Microsoft ClickOnce, which is part of the Microsoft .NET Framework. ClickOnce requires that
any application installed from an SSL connection must be from a trusted source. If a browser is not configured to trust the
#PRODABR# processor, and this setting is enabled, ClickOnce notifies you that the application cannot start.

iLO 6 Online Help 150



Install a trusted SSL certificate and enable the IRC requires a trusted certificate in #PRODABR# setting. In this
configuration, the .NET IRC is launched by using an HTTPS connection.

If the IRC requires a trusted certificate in #PRODABR# setting is disabled, the .NET IRC is launched by using a non-SSL
connection, which is insecure. In this configuration, SSL is used after the .NET IRC starts to exchange encryption keys. If you
cannot install a trusted SSL certificate, and you do not want to use a non-SSL connection, you can use the Standalone remote
console (HPLOCONS) or the HTML 5 Integrated Remote Console.

Procedure

1. Click Remote Console & Media in the navigation tree, and then click the Security tab.

2. To enable or disable the IRC requires a trusted certificate in #PRODABR# setting, click the toggle switch.

3. To save the changes, click Apply.

More information

Administering SSL certificates

#PRODABR# power management

Managing the server power

Prerequisites

Virtual Power and Reset privilege

About this task

The Virtual Power Button section on the Server Power page displays the current power state of the server, as well as options
for remotely controlling server power. System Power indicates the state of the server power when the page is first opened.
The server power state can be ON, OFF, or Reset. Use the browser refresh feature to view the current server power state. The
server is rarely in the Reset state.

Procedure

1. Click Power & Thermal in the navigation tree.

The page opens with the Server Power tab selected.

2. Click one of the following buttons:

Momentary Press
Press and Hold
Reset

Cold Boot

The Press and Hold, Reset, and Cold Boot options are not available when the server is powered off.

3. When prompted to confirm the request, click OK.
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Virtual power button options

* Momentary Press—The same as pressing the physical power button. If the server is powered off, a momentary press will
turn on the server power.

Some operating systems might be configured to initiate a graceful shutdown after a momentary press, or to ignore this
event. Use system commands to complete a graceful operating system shutdown before you attempt to shut down by
using the virtual power button.

» Press and Hold—The same as pressing the physical power button for 5 seconds and then releasing it.

The server is powered off as a result of this operation. Using this option might circumvent the graceful shutdown features
of the operating system.

This option provides the ACPI functionality that some operating systems implement. These operating systems behave
differently depending on a short press or long press.

» Reset—Forces the server to warm-boot: CPUs and I/O resources are reset. Using this option circumvents the graceful
shutdown features of the operating system.

» Cold Boot—Immediately removes power from the server. Processors, memory, and 1/0 resources lose main power. The
server will restart after approximately 8 seconds. Using this option circumvents the graceful shutdown features of the
operating system.

Configuring the System Power Restore Settings

Prerequisites
Configure #PRODABR# Settings privilege

About this task

The System Power Restore Settings enable you to control system behavior after power is lost.

Procedure
1. Click Power & Thermal in the navigation tree.
The page opens with the Server Power tab selected.

2. Select an Auto Power-On value.
Changes to the Auto Power On value might not take place until after the next server reboot.
3. Select a Power-On Delay value.

This setting is not available if the Auto Power-On option is set to Always Remain Off.

4. Click Apply.

Auto Power-0On

The Auto Power-On setting determines how #PRODABR# behaves after power is restored—for example, when the server is
plugged in or when a UPS is activated after a power outage. This setting is not supported with micro-UPS systems.

Choose from the following Auto Power-On settings:

« Always Power On—Power on the server after the power-on delay.
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This option is the default settings for all Advanced servers.

» Always Remain Off—The server remains off until directed to power on.

» Restore Last Power State—Returns the server to the power state when power was lost. If the server was on, it powers on; if
the server was off, it remains off.

This option is the default settings for all Advanced servers.

If an issue such as insufficient power or insufficient cooling occurs, then it might not be possible to restore the power state.

Power-0On Delay

The Power-On Delay setting staggers server automatic power-on in a data center. It determines the amount of time that
#PRODABR# waits before powering on a server after #PRODABR# startup is complete. This setting is not supported with
micro-UPS systems.

On supported servers, choose from the following Power-On Delay settings:

» Minimum Delay—Power-on occurs after #PRODABR# startup is complete.
» 15 Second Delay—Power-on is delayed by 15 seconds.
» 30 Second Delay—Power-on is delayed by 30 seconds.
» 45 Second Delay—Power-on is delayed by 45 seconds.
» 60 Second Delay—Power-on is delayed by 60 seconds.

« Random up to 120 seconds—The power-on delay varies and can be up to 120 seconds.

Viewing server power usage

Prerequisites

» Alicense that supports this feature is installed. For information about the available license types and the features they
support, see the licensing documentation at the following website: https://hitachivantara.com.

» The server power supplies and the system BIOS support power readings. If power readings are not supported, this page
displays the following message: Power Metering is unavailable for this configuration.

About this task

Power meter graphs display recent server power usage. Power history information is not collected when the server is powered off.
When you view a graph that includes periods in which the server was powered off, the graph displays a gap to indicate that data
was not collected.

The graph data is cleared when #PRODABR# is reset or the server is power cycled. For example, the data is cleared when you
use the Virtual Power Button Reset or Cold Boot actions. The data is not cleared when you use the Momentary Press or Press
and Hold actions.

iLO 6 Online Help 153



Procedure

1. Click Power & Thermal in the navigation tree, and then click the Power Meter tab.
2. Click 20 min, 24 hr, or 1 week to select a graph type.
You can view a graph of the last 20 minutes, the last 24 hours, or the last week.

3. (Optional) To customize the graph display, select or clear the following check boxes:

If a server does not support a feature, then the associated check box is not displayed.

4. (Optional) Choose how to refresh data on this page.

By default, the page data is not automatically refreshed after you open the page.

» To refresh the page data for the selected graph type, click O

Power Cap
Maximum
Average
Total CPU
Total GPU
Total DIMM

» To start refreshing the page data automatically, click [:} Depending on the selected graph type, the

5. (Optional) Configure the #PRODABR# power unit preference by clicking Watts or BTU/hr.

page refreshes at ten-second or five-minute intervals until you click

page.

or navigate to another

When you set this value, it is stored in a cookie to provide a consistent web interface experience. The same setting is used

on other pages that display power units.

6. (Optional) To view data for a specific point on the graph, move the inderO beneath the graph to the point you

want to view.

You can also use the following methods to move the slider:

Power meter graph display options

Click the slider track.

Click the slider icon, and then press the arrow keys on the keyboard.

Graph Type

Click the 20 min, 24 hr, or 1 week option to select a graph type.
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» 20 min—Displays the power usage of the server over the last 20 minutes. The #PRODABR# firmware collects power usage
information for this graph every 10 seconds.

» 24 hr—Displays the power usage of the server over the last 24 hours. The #PRODABR# firmware updates power usage
information for this graph every 5 minutes.

» 1 week—Displays the power usage of the server over the last 1 week. The #PRODABR# firmware updates power usage
information for this graph once per hour.

Chart data
Use the following check boxes to customize the data included in power meter graphs.

If a server does not support a feature, then the associated check box is not displayed.

» Power Cap—The configured power cap during the sample.

o A power cap limits average power draw for extended periods of time.
o Power caps are not maintained during server reboots, resulting in temporary spikes during boot.

o Power caps set lower than the specified percentage threshold between maximum power and idle power might become
unreachable because of changes in the server. #/ENDNAM# does not recommend configuring power caps lower than
this threshold. Configuring a power cap that is too low for the system configuration might affect system performance.

» Maximum—The highest instantaneous power reading during the sample. #PRODABR# records this value on a subsecond
basis.

» Average—The mean power reading during the sample.
» Total CPU—The total power reading for all CPUs in the server.

» Total GPU—The total power reading for all GPUs in the server.

This value is displayed when:

o The server has one or more GPUs installed.
o The OSis running (POST is complete).
o GPU drivers are installed in the OS.

For Linux and VMware: NVIDIA option cards must have the vendor driver installed and persistent mode enabled. For
more information, see the vendor option card documentation.

o The GPU supports power reporting.

o Power history data is available.

» Total DIMM— The total power reading for all DIMMs in the server.

NOTE: For Total DIMM power reporting in Intel platforms, DRAM RAPL Reporting Support option must be enabled in
ROM-Based system utility. The default value for RAM RAPL Reporting Support option in ROM-Based system utility is
Enabled.

Refreshing power meter data

When you navigate to the Power Meter page, the default 20 minute graph is displayed.
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» To refresh the page data for the selected graph type, @ . When you use this method, custom graph settings are
retained.

» To start refreshing the page data automatically, cIick[::". Depending on the selected graph type, the page

refreshes at ten-second or five-minute intervals until you click or navigate to another page.

Power unit display

Click Watts or BTU/hr to change the power reading display to watts or BTU/hr.

Viewing a specific data point on the graph

» To view data for a specific point on the graph, move the inderO beneath the graph to the point you want to
view. You can also use the following methods to move the slider:

o Click the slider track.

o Click the slider icon, and then press the arrow keys on the keyboard.

* When automatic refresh is running, move the slider O beneath the graph to focus on a data point that falls under a
specific historical point along the x-axis. For example, on the 20 minute graph, you could position the slider at -10
minutes. Every time the chart refreshes, the slider remains positioned on the values that occurred 10 minutes ago.

Viewing the current power state

Prerequisites

The server power supplies and the system BIOS support power readings. If power readings are not supported, this page
displays the following message: Power Metering is unavailable for this configuration.

Procedure

Click Power & Thermal in the navigation tree, and then click the Power Meter tab.

The Power Status section displays the current power state details.

Current power state details

The values displayed in the Power Status section vary depending on the server type. The following values are possible:

» Present Power Reading—The current power reading from the server.
This value is displayed for all servers.

» Present Power Cap—The configured power cap for the server. This value is 0 if the power cap is not configured.
This value is displayed for ML and DL servers. It is not displayed on servers that do not support power capping.

» Power Input Voltage—The supplied input voltage to the server.
This value is displayed for ML and DL servers.

» Power Regulator Mode—The configured mode. For information about the possible settings, see Power settings.

This value is displayed for all servers.
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» Power Supply Capacity—The server power capacity.
This value is displayed for supported servers.
» Peak Measured Power—The highest measured power reading.

This value is displayed for supported servers.

Viewing the server power history

Prerequisites

The server power supplies and the system BIOS support power readings. If power readings are not supported, this page
displays the following message: Power Metering is unavailable for this configuration.

Procedure

Click Power & Thermal in the navigation tree, and then click the Power Meter tab.

The Power History section displays the server power history details.

Power history details
The Power History table shows power readings from four time periods: 5 minutes, 20 minutes, 24 hours, and 1 week.
» Maximum Power—The maximum power reading from the server for the specified time period. If the server has not been
running for the specified time period, the value is the maximum of all readings since the server booted.

» Average Power—The average of the power readings for the specified time period. If the server has not been running for
the specified time period, the value is the average of all readings since the server booted.

* Minimum Power—The minimum power reading from the server for the specified time period. If the server has not been
running for the specified time period, the value is the minimum of all readings since the server booted.

When multiple power supplies are removed from the server at the same time, there is a short period in which #PRODABR# will
not display information in the Power History section or in the Power Meter graphs. This information will be displayed
again after #PRODABR# collects information about the remaining installed power supplies.

Power settings

The Power Settings page enables you to view and control the power management features of the server. The power
management features on this page vary based on the server configuration.

#VENDABR# Advanced Server RL3XX platforms do not support Power Capping and Power Regulator Mode

Configuring the Power Regulator settings

Prerequisites
» Configure #PRODABR# Settings privilege

» Alicense that supports this feature is installed. For information about the available license types and the features they
support, see the licensing documentation at the following website: https://hitachivantara.com.

About this task

The Power Regulator feature enables #PRODABR# to modify processor frequency and voltage levels based on operating
conditions to provide power savings with minimal effect on performance.
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Procedure

1. Click Power & Thermal in the navigation tree, and then click the Power Settings tab.

2. Select a Power Regulator mode.

Only supported modes are listed. Select from the following:

» Dynamic Power Savings Mode—Intel systems only
» Static Low Power Mode—Intel systems only
 Static High Performance Mode—Intel and AMD systems

» 0S Control Mode—Intel and AMD systems

3. Click Apply.
On Intel systems, if the server is off or in POST, the changes will not take effect until POST is complete.

On AMD systems, mode changes cannot be applied when the system is in POST.

NOTE: Power regulator mode can be modified irrespective of workload profile set in ROM-based system utility.

»  When you click Apply on an Intel system:

o If you changed to Dynamic Power Savings Mode, Static Low Power Mode, or Static High Performance Mode,
#PRODABR# notifies you that the Power Regulator settings changed.

o If you changed to OS Control Mode, or changed from OS Control Mode to any other mode, #PRODABR# notifies
you that you must reboot the server to complete the change.

When you click Apply on an AMD system, #PRODABR# notifies you that you must reboot the server to complete the
change.

4. If areboot is required, reboot the server.

Power Regulator modes
Choose from the following modes when you configure the Power Regulator settings:
» Dynamic Power Savings Mode—Automatically varies processor speed and power usage based on processor utilization.

This option allows the reduction of overall power consumption with little or no impact to performance. It does not require
OS support.

» Static Low Power Mode—Reduces processor speed and power usage. This option guarantees a lower maximum power
usage value for the system. Performance impacts are greater for environments with higher processor utilization.

 Static High Performance Mode—Processors will run at maximum power and performance at all times, regardless of the
OS power management policy.

» 0S Control Mode—Processors will run at maximum power and performance at all times, unless the OS enables a power
management policy.
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Configuring power caps

Prerequisites

Configure #PRODABR# Settings privilege

A license that supports this feature is installed. For information about the available license types and the features they
support, see the licensing documentation at the following website: https://hitachivantara.com.

The server model supports power capping.

See the server specifications for support information.

Power capping is not supported on #VENDABR# Advanced Server RL3xx Gen 11 platforms.
The power capping feature is enabled in the ROM-based system utility.

When you reset the BIOS settings to the default values, power capping is disabled in the ROM-based system utility. You
must enable the feature before you can use it.

The server does not have a mismatched power supply configuration.

Procedure

1. Click Power & Thermal in the navigation tree, and then click the Power Settings tab.

2. Select the Enable power capping check box.

3. Enter the Power Cap Value in watts, BTU/hr, or as a percentage.
The percentage is the difference between the maximum and minimum power values.
The power cap value cannot be set lower than the server minimum power value.

4. (Optional) When values are displayed in watts, click Show values in BTU/hr to change the display to BTU/hr. When values
are displayed in BTU/hr, click Show values in Watts to change the display to watts.

5. Click Apply.

#PRODABR# notifies you that the change was successful.

Power capping considerations

During POST, the ROM runs two power tests that determine the peak and minimum observed power values.

Consider the values in the Power Capping Settings table when determining your power capping configuration.

o Maximum Available Power—The Maximum Power Cap threshold (the highest power cap that can be set).
For nonblade servers, this value is the power supply capacity.

o Peak Observed Power—The maximum observed power for the server. This value is also the Minimum High-
Performance Cap threshold. It is the lowest power cap value that can be set without affecting server performance.

o Minimum Observed Power—The minimum observed power for the server. This value is also the Minimum Power Cap
threshold. It represents the minimum power that the server uses. A power cap set to this value reduces the server power
usage to the minimum, which results in server performance degradation.

When a power cap is set, the average power reading of the server must be at or lower than the power cap value.

Power capping settings are disabled when the server is part of an Enclosure Dynamic Power Cap.
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Power capping is not supported on all servers. For more information, check the server specifications.
Power capping settings for some servers must be managed outside of the #PRODABR# web interface with tools such as:
o #VENDABR# Advanced Power Manager

See the server specifications at https://hitachivantara.com for information about the power management features your server
supports.

The power capping feature is disabled on servers with mismatched power supplies.

Configuring battery backup unit settings

Prerequisites

Configure #PRODABR# Settings privilege

About this task

When the power supplies cannot provide power to a server with a battery backup unit, the server runs on power provided by
the battery backup unit.

Use the following procedure to choose the action #PRODABR# takes when a server is running on a battery backup unit.

Procedure

1.
2.

Click Power & Thermal in the navigation tree, and then click the Power Settings tab.

In the Battery Backup Unit Settings section, select the action you want #PRODABR# to take when the server runs on the
battery backup unit.

Click Apply.
#PRODABR# notifies you that the change was successful.

Battery backup unit options

You can configure #PRODABR# to take one of the following actions when a server is running on battery power:

No Action (default)—Do nothing when the server is running on battery power. If power is not restored, the server will lose
power when the battery is depleted.

Momentary Power Button Press—When #PRODABR# detects that the server is running on battery power for at least 10
seconds, it sends a momentary power button press to the server. If the operating system is configured to react to the power
button press, the operating system initiates a shutdown.

Send Shutdown Message to OS—When #PRODABR# detects that the server is running on battery power for at least 10
seconds, it sends a shutdown message to the host operating system. If the required server management software is
installed, the operating system initiates a shutdown.

To verify server support for a battery backup unit, see the server specifications at the following website;
https://hitachivantara.com.

Configuring SNMP alert on breach of power threshold settings

Prerequisites
Configure #PRODABR# Settings privilege
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About this task

The SNMP Alert on Breach of Power Threshold feature enables the sending of an SNMP alert when power consumption
exceeds a defined threshold.

Procedure

1. Click Power & Thermal in the navigation tree, and then click the Power Settings tab.
2. Select a value in the Warning Trigger list.

3. Ifyou selected Peak Power Consumption or Average Power Consumption, enter the following:

* Warning Threshold
» Duration

4. (Optional) To change the Warning Threshold display to Watts or BTU/hr, click Show values in Watts or Show values in
BTU/hr.

5. Click Apply.

SNMP Alert on breach of power threshold options

» Warning Trigger—Determines whether warnings are based on peak power consumption, average power consumption, or if
they are disabled.

» Warning Threshold—Sets the power consumption threshold, in watts. If power consumption exceeds this value for the
specified time duration, an SNMP alert is triggered.

» Duration—Sets the length of time, in minutes, that power consumption must remain above the warning threshold before an
SNMP alert is triggered. When an SNMP alert is generated, it is based on the power consumption data sampled by
#PRODABR#. It is not based on the exact date and time that the Duration value was changed. Enter a value from 5 to 240
minutes. The value must be a multiple of 5.

Configuring the persistent mouse and keyboard setting

Prerequisites

Configure #PRODABR# Settings privilege

About this task

The Other Settings section on the Power Settings page allows you to enable or disable the persistent keyboard and mouse
feature.

Procedure

1. Click Power & Thermal in the navigation tree, and then click the Power Settings tab.

2. Configure the Enable persistent mouse and keyboard setting.

#PRODABR# notifies you that the settings changed.
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Other Settings option

Enable persistent mouse and keyboard

» Enabled—The #PRODABR# virtual keyboard and mouse are always connected to the #PRODABR# UHCI USB
controller.

» Disabled (default)—The #PRODABR# virtual keyboard and mouse are connected dynamically to the #PRODABR#
UHCI controller only when a remote console application is open and connected to #PRODABR#.

When this feature is disabled, some servers are able to increase power savings by 15 watts when:
o The server OS is idle.

o No virtual USB keyboard and mouse are connected.

For example, the power savings for a 24-hour period might be 15 watts x 24 hours, or 360 watt hours (.36 kilowatt-
hours).

Viewing power information

Procedure

1. Click Power & Thermal in the navigation tree, and then click the Power tab.

The information displayed on the Power Information page varies depending on the server type. The following sections are
possible:

» Power Supply Summary

» Power Supplies

» Power Discovery Services

» Battery Backup Units

» Smart Storage Energy Pack
» Power Readings

» Power Microcontroller

If the server is powered off, the system health information on this page is current as of the last power off. Health
information is updated only when the server is powered on and POST is complete.

Power Supply Summary details

This section is displayed for nonblade servers.
Present Power Reading

When Common Slot Power Supplies are present, the most recent power reading from the server is displayed. Other power
supplies do not provide this data.

Although this value is typically equal to the sum of all active power supply outputs, there might be some variance as a
result of reading the individual power supplies. This value is a guideline value and is not as accurate as the values
presented on the Power Meter page.
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Power Management Controller Firmware Version

The firmware version of the power management controller. The server must be powered on for the #PRODABR# firmware
to determine this value. This feature is not available on all servers.

Power Status
The overall status of the power supplied to the server.
* If the server power supplies are connected to a nonintelligent power source, this section displays the status of the
internal server power supplies.

* If the server power supplies are connected to Power Discovery Services through an iPDU, this section displays the
status of the power supplied to the internal server power supplies.

» For dual power domain system, power supply redundancy rules are independent for each domain.
Possible Power Status values follow:

* Redundant—Indicates that the power supplies are in a redundant state.

If Power Discovery Services is integrated into the infrastructure, this value indicates whether the externally supplied
power to the internal power supplies is redundant.

» Not Redundant—Indicates that at least one of the power supplies or iPDUs (if Power Discovery Services is used) is
not providing power to the server. The most common reason for this status is a loss of input power to the power
supply. Another reason for this status is a configuration with multiple power supplies connected to the same iPDU. In
this case, the individual power supply status is Good, In Use, but the Power Status value is Not Redundant because
the loss of input power to the iPDU would lead to a total loss of power to the server.

» Not Redundant—Indicates that at least one of the power supplies is not providing power to the server. The most
common reason for this status is a loss of input power to the power supply.

» Failed Redundant—On servers that support four power supplies, this status indicates that the number of power
supplies providing power to the server is less than the number required for server operation. The server might
continue to operate, but there is a higher risk of power issues in this state. Verify that your power supply
redundancy setting is correct in the ROM-based system utilities.

»  OK—A Common Slot Power Supply is not installed. The installed power supply is working correctly.

» N/A—Only one power supply is installed. Redundancy is not applicable in this configuration.

Power Discovery Services Status

The possible values follow:

» Redundant—The server is configured for a redundant iPDU configuration.

» Not Redundant—There are not sufficient iPDUs to support redundancy, or the server power supplies are connected to
the same iPDU.

» N/A—No iPDUs were discovered.

When the #PRODABR# processor or the server is reset, the iPDU discovery process might take a few minutes to complete.
High Efficiency Mode
The redundant power supply mode that will be used when redundant power supplies are configured.

For dual power domain system, high efficiency mode setting is independent for each domain.

The possible values follow:
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N/A—Not applicable.

Balanced Mode—Delivers power equally across all installed power supplies.

High Efficiency Mode (Auto)—Delivers full power to one of the power supplies, and places the other power supplies
on standby at a lower power-usage level. A semirandom distribution is achieved because the Auto option chooses

between the odd or even power supply based on the server serial number.

High Efficiency Mode (Even Supply Standby)—Delivers full power to the odd-numbered power supplies, and places

the even-numbered power supplies on standby at a lower power-usage level.

High Efficiency Mode (Odd Supply Standby)—Delivers full power to the even-numbered power supplies, and places

the odd-numbered power supplies on standby at a lower power-usage level.

Not Supported—The installed power supplies do not support High Efficiency Mode.

More information

Viewing server power usage

System domain

Summarized information for system redundancy is displayed under System domain. For more information see Power Supplies

list (This option is available only for supported servers).

GPU domain

Summarized information for GPU redundancy is displayed under GPU domain. For more information see Power Supplies list

(This option is available only for supported servers).

Power Supplies list

Some power supplies do not provide information for all the values in this list. If a power supply does not provide information
for a value, N/A is displayed.

This section is displayed for nonblade servers (DL, ML).

» Bay—The power supply bay number.

» Present—Indicates whether a power supply is installed. The possible values are OK and Not Installed.

» Status—The power supply status. The displayed value includes a status icon (OK, Degraded, Failed, or Other), and text

that provides more information. The possible values follow:

o

o

Unknown

Good, In Use

Good, Standby

General Failure

Over Voltage Failure

Over Current Failure
Over Temperature Failure
Input Voltage Lost

Fan Failure
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o High Input A/C Warning

o Low Input A/C Warning

o High Output Warning

o Low Output Warning

o Inlet Temperature Warning

o Internal Temperature Warning
o High Vaux Warning

o Low Vaux Warning

o Mismatched Power Supplies

» PDS—Whether the installed power supply is enabled for Power Discovery Services.

» Hotplug—Whether the power supply bay supports swapping the power supply when the server is powered on. If the value is
Yes, and the power supplies are redundant, the power supply can be removed or replaced when the server is powered on.

» Model—The power supply model number.

» Spare—The spare power supply part number.

» Serial Number—The power supply serial number.
» Capacity—The power supply capacity (watts).

» Firmware—The installed power supply firmware version.

Power Discovery Services iPDU Summary
This section is displayed for nonblade servers if the server power supplies are connected to an iPDU.

After #PRODABR# is reset, or when an iPDU is attached, it takes approximately 2 minutes for the #PRODABR# web interface
to display iPDU summary data. This delay is due to the iPDU discovery process.

Bay
The power supply bay number.

Status
The overall communication-link status and rack input power redundancy, as determined by the iPDU. Possible values
follow:

» iPDU Redundant—This Good status indicates that the server is connected to at least two different iPDUs.

» iPDU Not Redundant—This Caution status indicates that the server is not connected to at least two different iPDUs.
This status is displayed when one of the following conditions occurs:

o AniPDU link is not established for all power supplies.
o Two or more power supplies are connected to the same iPDU.

The iPDU MAC address and serial number are identical for power supplies whose input power comes from the
same iPDU. If one power supply is waiting for a connection to be established, the iPDU is listed as Not Redundant.

» Waiting for connection—This Informational status indicates one or more of the following conditions:
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o The wrong power cord was used to connect the power supply to the iPDU.

o The iPDU and the #PRODABR# processor are in the process of connecting. This process can take up to 2 minutes
after the #PRODABR# processor or the iPDU is reset.

o The iPDU module does not have a network (or IP) address.

Part Number

The iPDU part number.
Serial

The iPDU serial number.
MAC Address

The MAC address of the iPDU network port. This value helps you to identify each connected iPDU because each iPDU has
a unique MAC address.

iPDU Link
The iPDU HTTP address (if available). To open the Intelligent Modular PDU web interface, click the link in this column.

Battery Backup Unit details

The following details are displayed on nonblade servers that support a battery backup unit:

» Bay—The bay where the battery backup unit is installed.
» Present—Whether a battery backup unit is installed. The possible values are OK and Battery Failed, and Replace Battery.
» Status—The battery backup unit status. The possible values are OK, Degraded, Failed, or Other.

» Charge—The battery backup unit charge level (percent). The possible charging status values are Fully Charged,
Discharging, Charging, Slow Charging, and Not Charging.

» Serial Number—The battery backup unit serial number.
» Capacity—The battery backup unit capacity (watts).

» Firmware—The installed battery backup unit firmware version.
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Smart Storage Energy Pack list

The Power Information page displays the following information on servers that support the Smart Storage Energy Pack.
Index

The energy pack index number.
Present

The energy pack installation status. The possible values are OK and Not Installed.
Status

The energy pack health status. The possible values are OK, Degraded, Failed, or Other.
Model

The model number.
Spare

The part number of the spare energy pack.
Serial Number

The energy pack serial number.
Type

The energy pack type.
Firmware

The installed energy pack firmware version.

Power monitoring

#PRODABR# monitors the power supplies in the server to ensure the longest available uptime of the server and operating
system. Brownouts and other electrical conditions might affect power supplies, or AC cords might be unplugged accidentally. If
redundant power supplies are configured, these conditions result in a loss of redundancy. If redundant power supplies are not
used, these conditions result in a loss of operation. If a power supply hardware failure is detected or the AC power cord is
disconnected, LED indicators are used.

The #PRODABR# processor is an essential component of the Power Discovery Services infrastructure. The #PRODABR#
processor communicates with the iPDU attached to each Platinum Plus power supply to determine rack and data center power
redundancy. When the #PRODABR# processor is part of the Power Discovery Services infrastructure, it intelligently reports
external server input power redundancy status and individual (internal) power supply status.

For more information, contact customer support.

High Efficiency Mode

High Efficiency Mode improves the power efficiency of the server by placing the secondary power supplies in standby mode.
When the secondary power supplies are in standby mode, primary power provides all DC power to the system. The power
supplies are more efficient (more DC output watts for each watt of AC input) at higher output levels, and the overall power
efficiency improves.

High Efficiency Mode does not affect power redundancy. If the primary power supplies fail, the secondary power supplies
immediately begin supplying DC power to the system, preventing any downtime. You can configure redundant power supply
modes only through the UEFI System Utilities. You cannot modify these settings through the #PRODABR# firmware.

If High Efficiency Mode is configured to use an unsupported mode, you might experience decreased power supply efficiency.
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Configuring and viewing cooling features fans

Configuring the minimum fan speed

Prerequisites

Configure #PRODABR# Settings privilege

About this task

#PRODABR# supports a minimum fan speed (percentage) that prevents the installed fans from running at a speed lower than
the configured setting. When the server is running, the fans run at the configured speed or higher.

The minimum fan speed setting overrides the thermal configuration setting if the minimum fan speed is greater than the
thermal configuration value.

Procedure
1. Click Power & Thermal in the navigation tree, and then click the Fans or Fans & Cooling Modules tab.
The tab name depends on the features the server supports.

2. Click Power & Thermal in the navigation tree, and then click the Fans tab.

3. Click ﬁ

The Fan Settings page opens.

4. Enter the Minimum Fan Speed (%) for all installed fans, and then click OK.

Configuring the thermal configuration setting

Prerequisites
Configure #PRODABR# Settings privilege

Procedure
1. Click Power & Thermal in the navigation tree, and then click the Fans or Fans & Cooling Modules tab.
The tab name depends on the features the server supports.

2. Click Power & Thermal in the navigation tree, and then click the Fans tab.

3. Click ﬁ

The Fan Settings page opens.
4. Select a Thermal Configuration value.
5. Click OK.

#PRODABR# notifies you that a reset is required to apply the change.
6. Click Yes, apply and reset.

#PRODABR# saves the change and resets.

It might take several minutes before you can re-establish a connection.
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Thermal configuration settings
Optimal Cooling

Provides the most efficient solution by configuring fan speeds to the minimum required to provide adequate cooling.
Enhanced CPU Cooling

Provides additional cooling to the processors, which can improve performance.
Increased Cooling
Operates fans at a higher speed.
Maximum Cooling
Provides the maximum cooling available for the system.
The thermal configuration setting overrides the minimum fan speed setting if the thermal configuration value is greater than
the minimum fan speed value.

Viewing fan information

About this task
The information displayed on the Fan Information page varies depending on the server configuration.

If the server is powered off, the system health information on this page is current as of the last power off. Health information is
updated only when the server is powered on and POST is complete.

Procedure

1. Click Power & Thermal in the navigation tree, and then click the Fans or Fans & Cooling Modules tab.
The tab name depends on the features the server supports.

2. Click Power & Thermal in the navigation tree, and then click the Fans tab.

3. (Optional) On servers that support fan redundancy, empty fan bays are hidden. To view the empty fan bays, click show
empty bays. When empty fan bays are displayed, click hide empty bays to hide them.

Fan summary details
Overall Status

The summarized health status for the installed fans.
Redundancy
The fan redundancy status.

Minimum Fan Speed

The minimum speed for all installed fans (0-100%). When the server is running, the fans run at the configured speed or
higher.

Thermal Configuration

The thermal configuration value.

More information

Subsystem and device status values

Fan details

The following details are displayed for each fan:
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+ Fan—The fan name.

» Location— The location in the server chassis is listed.

» Redundant—Whether there is a backup component for the fan.
+ Status—The fan health status.

» Speed—The fan speed (percent).

More information

Subsystem and device status values

Fans

The #PRODABR# firmware, in conjunction with the hardware, controls the operation and speed of the fans. Fans provide
essential cooling of components to ensure reliability and continued operation. The fans react to the temperatures monitored
throughout the system to provide sufficient cooling with minimal noise.

Monitoring the fan subsystem includes the sufficient, redundant, and nonredundant fan configurations. If one or more fans fail,
the server still provides sufficient cooling to continue operation.

Fan operation policies might differ from server to server based on fan configuration and cooling demands. Fan control monitors
the internal temperature of the system, increasing the fan speed to provide more cooling, and decreasing the fan speed when
cooling is sufficient. If a fan failure occurs, fan operation policies might increase the speed of the other fans, or turn on LED
indicators.

In nonredundant configurations, or redundant configurations where multiple fan failures occur, the system might be incapable
of providing sufficient cooling to protect the server from damage and to ensure data integrity. In this case, in addition to the
cooling policies, the system might start a graceful shutdown of the operating system and server.

Viewing #VENDABR# Liquid Cooling Module information

About this task

The information displayed on this page varies depending on the server configuration.

NOTE: Liquid cooling information appears only for supported platforms.

If the server is powered off, the system health information on this page is current as of the last power off. Health information is
updated only when the server is powered on and POST is complete.

Procedure

Click Power & Thermal in the navigation tree, and then click the Fans & Cooling Modules tab.

#VENDABR# Liquid Cooling Module summary details
Overall Status
The summarized health status for the installed cooling pumps.
Redundancy

The cooling pump redundancy status.

#VENDABR# Liquid Cooling Module details
The following details are displayed for each #/ENDABR# Liquid Cooling Module:
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» Cooling Pump—The cooling pump name.

» Location—The cooling pump location.

* Redundant—Whether there is a backup component for the cooling pump.
 Status—The cooling pump health status.

» Speed—The cooling pump speed (percent).

Temperature information

The Temperature Information page displays the location, status, temperature, and threshold settings of temperature sensors
in the server chassis. It also displays the temperature details of the available PCle subcomponents.

The name of the PCle subcomponent is derived from the auxiliary sensor name. If the auxiliary sensor name is not available,
then the name is derived from the entity type. If the entity type is also not available, then the name of the PCle subcomponent
appears as NA.

Any PLDM reported adapter temperature sensors (subcomponents) appears in the Temperature Information page in
aggregation with the main sensors. The main sensor that has subcomponents will display the details from one of the
subcomponent with asterisk (*) character.

If the server is powered off, the system health information on this page is current as of the last power off. Health information is
updated only when the server is powered on and POST is complete.

Viewing the temperature graph

Procedure

1. Click Power & Thermal in the navigation tree, and then click the Temperatures tab.
2. (Optional) Customize the graph display.

» Todisplay a three-dimensional graph, enable the 3D option.

» Todisplay a two-dimensional graph, disable the 3D option.

» Todisplay the sensors at the front or back of the server, select Front View or Back View.

3. (Optional) To view individual sensor details, move the mouse over a circle on the graph.

The sensor ID, status, and temperature reading are displayed.

Temperature graph details
When you view the temperature graph, the circles on the graph correspond to the sensors listed in the Sensor Data table.

The color on the graph is a gradient that ranges from green to red. Green represents a temperature of 0°C and red represents
the critical threshold. As the temperature measured by a sensor increases, the graph changes from green to amber, and then to
red if the temperature approaches the critical threshold.
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Viewing temperature sensor data

Procedure

1. Click Power & Thermal in the navigation tree, and then click the Temperatures tab.

2. (Optional) To expand or collapse details about a subcomponent, click > or W

3. (Optional) When temperatures are displayed in Celsius, click °F to change the display to Fahrenheit. When temperatures
are displayed in Fahrenheit, click the °C switch to change the display to Celsius.

4. (Optional) By default, sensors that are not installed are hidden. To view the missing sensors, click show missing sensors.
When missing sensors are displayed, click hide missing sensors to hide them.

5. (Optional) To sort by a table column, click the column heading.

To change the sort order to ascending or descending, click the column heading again or click the arrow icon next to the
column heading.

The subcomponents are prefixed by numbers, which are then sorted based on internal calculation.

Temperature sensor details

» Sensor—The ID of the temperature sensor, which also gives an indication of the sensor location.
» Location—The area where the temperature is being measured. In this column, Memory refers to the following:
o Temperature sensors on physical memory DIMMs.

o Temperature sensors located close to the memory DIMMs, but not on the DIMMSs. These sensors are located further
down the airflow cooling path, near the DIMMs, to provide additional temperature information.

The ID of the temperature sensor in the Sensor column helps to pinpoint the location, providing detailed information about
the DIMM or memory area.

» X—The x-coordinate of the temperature sensor.
* Y—The y-coordinate of the temperature sensor.
» Status—The temperature status.

» Reading—The temperature recorded by the temperature sensor. If a temperature sensor is not installed, the Reading
column shows the value N/A.

» Thresholds—The temperature thresholds for the warning for overheating conditions. The two threshold values are
Caution and Critical. If a temperature sensor is not installed, the Thresholds column shows the value N/A. Devices with
vendor-controlled threshold also show the value N/A.

NOTE: In addition to reporting the historical CPU temperature, #PRODGEN# also reports the CPU package temperature.

Temperature monitoring

The following temperature thresholds are monitored:

» Caution—The server is designed to maintain a temperature lower than the caution threshold. If

the temperature exceeds the caution threshold, the fan speeds are increased to maximum.
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If the temperature exceeds the caution threshold for 60 seconds, a graceful server shutdown is attempted.

 Critical—If temperatures are uncontrollable or rise quickly, the critical temperature threshold prevents system failure by
physically shutting down the server before the high temperature causes an electronic component failure.

In this case, #PRODGEN# shuts down immediately. In another mechanism the shutdown is delayed by about 10 seconds.
Monitoring policies differ depending on the server requirements. Policies usually include:

 Increasing fan speeds to maximum cooling.
 Providing a visual indication of events by using LED indicators.

 Starting a graceful shutdown of the operating system to avoid data corruption.
Additional policies are implemented after an excessive temperature condition is corrected. For example:

« Returning the fan speed to normal.
» Turning off the LED indicators.

» Canceling shutdowns in progress (if applicable).

NOTE: For Linux and VMware: NVIDIA option cards with a memory thermal sensor require installation of the vendor driver and
persistent mode enabled. For more information, see the vendor option card documentation.

Performance monitoring

The Performance - Monitoring page provides performance data collected from the following sensors.
CPU Utilization

This sensor reports the utilization of all processors installed in the system. The measurement is based on a percentage of
the maximum compute capacity of the processor. It considers how slow or fast the processor runs when doing work. This
measurement might differ from the values that some OS report for utilization, which is often calculated by how often the
processor is not idle.

Memory Bus Utilization

This sensor reports the utilization of the total bandwidth of the memory bus. The measurement is based on a percentage
of the maximum memory bandwidth of the configuration. This measurement might differ from the values that some OS
report for memory utilization, which is often calculated by how much of the available system memory is being used or
allocated.

1/0 Bus Utilization

This sensor reports the utilization of all processors connected to 1/O buses (total PCI-e bus bandwidth). The measurement
is based on a percentage of the maximum total bandwidth of these buses. This measurement is not an indication of how
busy an 1/0 device might be, but rather how much PCl-e bandwidth the device is using.

CPU Interconnect Utilization

This sensor reports the calculated bandwidth usage of the link connecting multiple processor sockets in the system. It is
an aggregate of all the links within the system.

iLO 6 Online Help 173



Average CPU Frequency

This sensor reports the average overall processor frequency. A value of zero means that the processor is idle. This value is
different from the "running frequency" often seen under some OS that measures frequency only when the processor is not
idle.

CPU Power

This sensor reports the power consumed by the processor. It is based on an energy accumulator within the processor and is
the value that the processor uses to regulate power limits internally.

The information on this page might differ from the Total CPU power data on the Power Meter page.

Viewing performance data

Prerequisites

» Alicense that supports this feature is installed. For information about the available license types and the features they
support, see the licensing documentation at the following website: https://hitachivantara.com.

If a license is not installed, a message is displayed, and only the 10 minute graph is available.
» MCTP Discovery is enabled.

» The #PRODABR# Date/Time is set correctly to ensure collection of valid performance telemetry samples.
About this task

When the server is powered off or in POST, a message is displayed, and measured performance values display the value 0.
Performance data is updated when the server is powered on and POST is complete. After a reset, there might be O values in
the graph where data was not collected when the server was off or in POST..

When #PRODABR# is reset:

+ Performance data for the 10 min and 1 hr intervals is cleared.
» Data from the 24 hr and 1 week graphs is saved, and can be viewed after a reset is complete.

» Hourly data might be missing when you view the 24 hr and 1 week graphs after a reset is complete.
Procedure

1. Click Performance in the navigation tree, and then click the Monitoring tab.
2. Select a sensor in the Selected Sensor menu.

3. Click one of the following options to select a graph interval:

e 10 min
e lhr

o 24hr

* 1week

The graph is populated with data for the requested interval.

4. (Optional) To view data for a specific point on the graph, move the inderO beneath the graph to the point you
want to view.
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When you move the slider, details for the selected point on the graph are displayed next to the graph.

5. (Optional) If you selected CPU Power or Average CPU Frequency, select or clear the check boxes in the CPU list next to
the graph.

Select a CPU check box to display it in the graph. Clear a CPU check box to remove it from the graph.

6. (Optional) Choose how to refresh data on this page.

By default, the page data is not automatically refreshed after you open the page.

» To refresh the page data for the selected graph type, click O

» To start refreshing the page automatically, click[:}. Depending on the selected graph type, the page

refreshes at ten- second or five-minute intervals. The page refreshes until you click or
navigate to another page.

More information

Configuring MCTP discovery

Performance data details
The Performance Data section shows the following details:
Sensor
The name of the selected sensor.
Maximum
The maximum measured value.
Minimum

The minimum measured value.
Performance monitoring graph display options

Selected Sensor menu

To view performance data for a sensor, select the sensor in the Selected Sensor menu.

Graph Type

To specify the graph time period, click a graph type name;

» 10 min—Displays performance data for the last 10 minutes. The #PRODABR# firmware collects performance data for this
graph every 20 seconds. The maximum number of samples displayed in the graph is 30.

» 1 hr—Displays the performance data for the last hour. The #PRODABR# firmware collects performance data for this graph
every 20 seconds. The maximum number of samples displayed in the graph is 180.

» 24 hr—Displays the performance data for the last 24 hours. The #PRODABR# firmware collects performance data for this
graph every 5 minutes. The maximum number of samples displayed in the graph is 288.

» 1 week—Displays the performance data for the last week. The #PRODABR# firmware collects performance data for this
graph every 30 minutes. The maximum number of samples displayed in the graph is 336.
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Refreshing performance graphs

» To refresh the page data for the selected graph type, click G

» To start refreshing the page automatically, click [:}

The page refreshes automatically until you click or navigate to another page.
Viewing a specific data point on the graph

» To view data for a specific point on the graph, move the slidero beneath the graph to the point you want to
view. You can also use the following methods to move the slider:

o Click the slider track.

o Click the slider icon, and then press the arrow keys on the keyboard.

When you move the slider, details for the selected point on the graph are displayed next to the graph.

» When automatic refresh is running, move the inderO beneath the graph to focus on a data point that falls
under a specific historical point along the x-axis.

Configuring performance alerts

Prerequisites
» Configure #PRODABR# Settings privilege

» Alicense that supports this feature is installed. For information about the available license types and the features they
support, see the licensing documentation at the following website: https://hitachivantara.com.

» MCTP discovery is enabled.

» The #PRODABR# Date/Time is set correctly to ensure collection of valid performance telemetry samples.

About this task
Upper and lower thresholds are supported for the CPU Utilization, Memory Bus Utilization, and 1/O Bus Utilization sensors.

Upper thresholds are supported for the CPU Interconnect Utilization, CPU Power, and Jitter Count sensors.
Procedure

1. Click Performance in the navigation tree, and then click the Monitoring tab.
2. Select a sensor that supports performance alerts.

3. Enter the threshold settings and dwell time, and then click Apply.

To disable an alert, set the dwell time to 0.

More information

Viewing installed firmware information
Configuring MCTP discovery
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Performance alert settings options
Lower Threshold
The lowest value the sensor can report before an event is posted. Enter a
percentage of utilization.
Upper Threshold

The highest value the sensor can report before an event is posted.

 For utilization sensors, enter a percentage of utilization for the selected sensor.
» For CPU Power, enter a value in watts.

» For Jitter Count, enter the threshold count.

Dwell Time
The number of seconds the sensor reading is higher or lower than the configured value before the threshold is violated.

For example, if you set an upper threshold to 70% with a dwell time of 40 seconds, an event is posted when the sensor
reports readings over 70% for more than 40 seconds.

» Toenable an alert, set the dwell time to a valid value in multiples of 20, between 20 and 64800 (20 seconds to 18
hours). If you enter a value that is not a multiple of 20, the value is rounded up to the next multiple of 20.

» Todisable an alert, set the dwell time to 0.

Workload advisor

#PRODABR# monitors selected server workload characteristics and provides recommended performance tuning settings
based on the monitored data.

Viewing server workload details

Prerequisites
» Host BIOS privilege

» Alicense that supports this feature is installed. For information about the available license types and the features they
support, see the licensing documentation at the following website: https://hitachivantara.com.

» The server is powered on and POST is complete.

Make sure that the server was powered on for the time interval you want to monitor. For example, data for the 24-hour
interval is not available until the server has been powered on for 24 hours.

» MCTP discovery is enabled.

» The #PRODABR# Date/Time is set correctly to ensure collection of valid performance telemetry samples.

Procedure

1. Click Performance in the navigation tree, and then click the Workload Advisor tab.

2. Review the details in the Server Workload section.
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If #PRODABR# was reset, information for the 10 min and 1 hr intervals will be available after the server has been powered
on for 10 minutes or 1 hour.

3. (Optional) To update the table with the latest information, click O

More information

Configuring MCTP discovery
Viewing installed firmware information
Configuring #PRODABR# SNTP settings

Server workload details

Workload characteristics are qualitative assessments of how the workload is using system resources. They are based on the
quantitative measurements from the performance monitoring events and are useful as a reference when making tuning
decisions. These observed characteristics are typically needed for making intelligent tuning decisions. For instance, a specific
BIOS option might provide benefits only if the workload has a high degree of NUMA awareness.

The following workload characteristics are displayed:

» CPU Utilization—How busy the processors are in the server.
» Memory Bus Utilization—The amount of memory traffic observed by the server.
» 1/0 Bus Utilization— The amount of I/O traffic observed by the server.

» NUMA Awareness—How the workload is distributing memory and I/O accesses across multiple processors. A high degree of
NUMA awareness means that I/0 and memory traffic are directed more to local resources versus remote resources.

The possible values are High, Medium, and Low.

Server workload data for the 10 min and 1 hr intervals is cleared when #PRODABR# is reset.

Configuring the performance tuning options

Prerequisites
» Host BIOS privilege

» Alicense that supports this feature is installed. For information about the available license types and the features they
support, see the licensing documentation at the following website: https://hitachivantara.com.

» The server is powered on and POST is complete.

Make sure that the server was powered on for the time interval you want to monitor. For example, data and
recommendations for the 24 hr interval are not available until the server has been powered on for 24 hours.

» MCTP discovery is enabled.

» The #PRODABR# Date/Time is set correctly to ensure collection of valid performance telemetry samples.
Procedure

1. Click Performance in the navigation tree, and then click the Workload Advisor tab.
2. Select a value in the Selected Duration menu.
You can review recommended settings based on data collected in 10 min, 1 hr, or 24 hr intervals.

3. Review the recommendations in the Recommended Setting column.
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If #PRODABR# was reset, information for the 10 min and 1 hr intervals will be available after the server has been powered
on for 10 minutes or 1 hour.

4. To change one or more settings, click Settings.
5. Change the tuning options as needed, and then click Apply.

#PRODABR# notifies you that changing the tuning options will change the Workload Profile setting to Custom.
6. Click Yes, apply.

#PRODABR# saves the settings and notifies you that a server reboot is required for the changes to take effect.
7. Reboot the server.

You can click the link in the status banner to navigate to the Server Power page.

More information

Configuring MCTP discovery
Viewing installed firmware information
Configuring #PRODABR# SNTP settings

Performance tuning settings
Sub-NUMA Clustering

When this option is set to Enabled, this feature divides the processor cores, cache, and memory into multiple NUMA
domains. Enabling this feature can increase performance for workloads that are NUMA-aware and optimized.

When this feature is enabled, up to 1 GB of system memory might become unavailable.
NUMA Group Size Optimization

This option sets how the system BIOS reports the size of a NUMA node (number of logical processors), which assists the
OS in grouping processors for application use (Kgroups). The default value Clustered provides better performance
because it optimizes the resulting groups along NUMA boundaries. Some applications might not be optimized to take
advantage of processors that span multiple groups. In such cases, it might be necessary to select the Flat option to allow
affected applications to use more logical processors.

Uncore Frequency Scaling

This option controls the frequency scaling of the internal processor buses (the uncore). Setting this option to Auto
enables the processor to dynamically change frequencies based on workload. Setting the Maximum or Minimum
frequency enables tuning for latency or power consumption.

Memory Refresh Rate

This option controls the refresh rate of the memory controller. It might affect the performance and resiliency of the server
memory. Use the default value (1x Refresh) unless changing this value is recommended in other documentation for the
server.

Power Regulator
Use this option to configure Power Regulator support. The following values are available:
» Dynamic Power Savings Mode—Automatically varies processor speed and power usage based on processor

utilization. This option allows the reduction of overall power consumption with little or no impact to performance. It
does not require OS support.

 Static Low Power Mode—Reduces processor speed and power usage. This option guarantees a lower maximum power
usage value for the system. Performance impacts are greater for environments with higher processor utilization.
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« Static High Performance Mode—Processors will run at maximum power and performance at all times, regardless of
the OS power management policy.

» 0S Control Mode—Processors will run at maximum power and performance at all times, unless the OS enables a
power management policy.

NOTE: The Power Regulator setting displayed on the Workload Performance Advisor page reflects the static boot time
configuration. It does not reflect run-time changes to this setting that have been applied since system power-on.
Applying recommended settings changes on the Workload Performance Advisor page changes only the boot time
configuration of this setting. A system reboot is required for the change to take effect.

Minimum Processor Idle Power Package C-state

Use this option to select the lowest idle power state (C-state) of the processor that the operating system uses. The higher
the C-state, the lower the power usage of that idle state. C6 State is the lowest power idle state supported by the
processor.

Energy/Performance Bias

Use this option to configure several processor subsystems to optimize the performance and power usage of the processor.
The following values are available:

» Maximum Performance—This setting is for environments that require the highest performance and lowest latency,
but are not sensitive to power consumption.

» Balanced Performance—This setting provides optimum power efficiency. Use this setting for most environments.
» Balanced Power—Provides optimum power efficiency based on server utilization.

» Power Savings Mode—This setting is suitable for environments that are power sensitive and can accept reduced
performance.

#PRODABR# network settings

To access the network settings, you can select the active NIC in the navigation tree, and then view or edit the network settings
on the following pages:

» Network Summary

» Network General Settings

* |Pv4 Settings
» |Pv6 Settings
o SNTP Settings

If you select the inactive NIC, a message notifies you that #PRODABR# is not configured to use that NIC.
Viewing the network configuration summary

Procedure

Depending on your network configuration, click #PRODABR# Dedicated Network Port or #PRODABR# Shared
Network Port in the navigation tree.
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The Network Summary tab is displayed.

Network information summary

The Information section displays the following details.

NOTE: You can configure the #PRODABR# hostname and NIC settings on the Network General Settings page.
You can configure the 802.1X Support setting on the Access Settings page.

* NIC In Use—The name of the active #PRODABR# network interface (#PRODABR# Dedicated Network Port or
#PRODABR# Shared Network Port).

» #PRODABR# Hostname—The fully qualified network name assigned to the #PRODABR# subsystem. By default,
the hostname is ILO, followed by the system serial number and the current domain name. This value is used for the
network name and must be unique.

» #PRODABR# Hostname—The fully qualified network name assigned to the #PRODABR# subsystem. This value is used for
the network name and must be unique.

e MAC Address—The MAC address of the selected #PRODABR# network interface.

» Link Setting—The link setting of the selected #PRODABR# network interface. The default value is Auto-Negotiate.
This value is not displayed when:

o The server is configured to use the Shared Network Port. This value must be managed in the host operating system
when the Shared Network Port is enabled.

o The server is configured to use the #PRODABR# Dedicated Network Port, and the server model does not support
changing this value.

» Current Link Speed—The link speed of the network interface in megabits per second.
If the #PRODABR# Shared Network Port is enabled, the actual speed of the physical link is displayed.

The #PRODABR# Shared Network Port connection cannot operate at a speed greater than 100 Mbps. When the
#PRODABR# Shared Network Port is used, network-intensive tasks such as data transfer through #PRODABR# virtual
media might be slower than the same tasks performed in a configuration that uses the #PRODABR# Dedicated Network
Port.

» Duplex Setting—The link duplex setting for the selected #PRODABR# network interface. The default value is Auto-
Negotiate.

This value is not displayed when:

o The server is configured to use the Shared Network Port. This value must be managed in the host operating system
when the Shared Network Port is enabled.

o The server is configured to use the #PRODABR# Dedicated Network Port, and the server model does not support
changing this value.

» Current Duplex—Full-duplex or Half-duplex.

» 802.1X Support—Whether 802.1X Support is enabled or disabled.
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IPv4 Summary details

» DHCPv4 Status—Indicates whether DHCP is enabled for IPv4.
» Address—The IPv4 address currently in use. If the value is 0.0.0.0, the IPv4 address is not configured.
» Subnet Mask—The subnet mask of the IPv4 address currently in use. If the value is 0.0.0.0, no address is configured.

» Default Gateway—The default gateway address in use for the IPv4 protocol. If the value is 0.0.0.0, the gateway is not
configured.

IPv6 Summary details
DHCPv6 Status

Indicates whether DHCP is enabled for IPv6. The following values are possible:

» Enabled—Stateless and stateful DHCPv6 are enabled.
» Enabled (Stateless)—Only stateless DHCPvV6 is enabled.
» Disabled—DHCPv6 is disabled.

IPv6 Stateless Address Auto-Configuration (SLAAC)
Indicates whether SLAAC is enabled for IPv6. When SLAAC is disabled, the SLAAC link-local address for #°PRODABR# is
still configured because it is required.
IPv6 address list
This table shows the currently configured IPv6 addresses for #PRODABR#. It provides the following information:
Source
The address type.
IPv6
The IPv6 address.
Prefix Length
The address prefix length.
Status

The address status. The possible values follow:

» Active—The address is in use by #PRODABR#.
» Pending—Duplicate address detection is in progress.
» Failed—Duplicate address detection failed. The address is not in use by #PRODABR#).
 Invalid—The RA (Router Advertised) valid lifetime for the address prefix was not renewed, and it expired. This
address is no longer in use.
Default Gateway

The default IPv6 gateway address that is in use. For IPv6, #PRODABR# keeps a list of possible default gateway addresses.
The addresses in this list originate from router advertisement messages and the IPv6 Static Default Gateway setting.

The Static Default Gateway setting is configured on the IPv6 page.
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General network settings

Use the #PRODABR# Dedicated Network Port or #PRODABR# Shared Network Port Network General Settings page to
configure the #PRODABR# Hostname and NIC settings.

Configuring the #PRODABR# Hostname Settings

Prerequisites

Configure #PRODABR# Settings privilege
Procedure

1. Click #PRODABR# Dedicated Network Port or #PRODABR# Shared Network Port in the navigation tree.
2. Click the General tab.

3. Enter the #PRODABR# Subsystem Name (Hostname).

The hostname is the DNS name of the #PRODABR# subsystem. This name can be used only if DHCP and DNS are
configured to connect to the #PRODABR# subsystem name instead of the IP address.

The hostname is the DNS name of the #PRODABR# subsystem. This name can be used only if DHCP and DNS are
configured to connect to the #PRODABR# subsystem name instead of the IP address.

4. Enter the #PRODABR# Domain Name if DHCP is not configured.

To use a static domain name, disable the Use DHCPv4 Supplied Domain Name and Use DHCPv6 Supplied Domain Name
settings on the IPv4 Settings and IPv6 Settings pages.

5. Click Apply to save the changes.

#PRODABR# notifies you that an #PRODABR# reset is required for one or more pending changes to take effect. If your
account is assigned the Configure #PRODABR# Settings privilege, the Reset #PRODABR# button is included in the
message.

This message is displayed on all #PRODABR# Dedicated Network Port or #PRODABR# Shared Network Port tabs
until an #PRODABR# reset is complete.

6. (Optional) Configure other network settings on the General, IPv4, IPv6, and SNTP tabs.

7. When you are finished configuring the #PRODABR# network settings, click Reset #PRODABR#. It

might take several minutes before you can re-establish a connection.

More information

Configuring I1Pv4 settings
Configuring IPv6 settings

#PRODABR# hostname and domain name limitations

When you configure the #PRODABR# Hostname Settings, note the following:

» Name service limitations—The subsystem name is used as part of the DNS name.

o DNS allows alphanumeric characters and hyphens.

o Name service limitations also apply to the Domain Name.

» Namespace issues—To avoid these issues:
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o

Do not use the underscore character.

Limit subsystem names to 15 characters.

#PRODABR# allows up to 49 characters in the hostname, but using a shorter name can help you to avoid
interoperability issues with other software products in your environment.

Verify that you can ping the #PRODABR# processor by IP address and by DNS/WINS name.
Verify that NSLOOKUP resolves the #PRODABR# network address correctly and that no namespace conflicts exist.
If you are using both DNS and WINS, verify that they resolve the #PRODABR# network address correctly.

Flush the DNS name if you make any namespace changes.

For more information, see the #PRODABR# user guide.

NIC settings

Enable the #PRODABR# Dedicated Network Port or the #PRODABR# Shared Network Port and configure the associated NIC
settings in the NIC Settings section of the Network General Settings tab.

Enabling the #PRODABR# Dedicated Network Port through the #PRODABR# web interface

Prerequisites

Configure #PRODABR# Settings privilege

If the default server configuration does not support remote management, an optional #PRODABR# network enablement
module is installed.

Procedure

1.

> wn

10.

Connect the #PRODABR# Dedicated Network Port to a LAN from which the server is managed.
Click #PRODABR# Dedicated Network Port in the navigation tree.

Click the General tab.

Select the Use #PRODABR# Dedicated Network Port check box.

Select a Link Setting.

To use a VLAN, set the Enable VLAN option to enabled.

If you enabled the VLAN option, enter a VLAN Tag.

Click Apply to save the changes.

#PRODABR# notifies you that an #PRODABR# reset is required for one or more pending changes to take effect. If your
account is assigned the Configure #PRODABR# Settings privilege, the Reset #PRODABR# button is included in the
message.

This message is displayed on all #PRODABR# Dedicated Network Port or #PRODABR# Shared Network Port
tabs until an #PRODABR# reset is complete.

(Optional) Configure other network settings on the General, IPv4, IPv6, and SNTP tabs.
When you are finished configuring the #PRODABR# network settings, click Reset #PRODABR#.
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It might take several minutes before you can re-establish a connection.

More information

#PRODABR# network port configuration options
#PRODABR# network connection considerations

Dedicated Network Port General settings
Link Setting
This value controls the speed and duplex settings of the #PRODABR# network transceiver.

Choose from the following values:

» Automatic (default)—Enables #PRODABR# to negotiate the highest supported link speed and duplex settings when
connected to the network.

» 1000BaseT, Full-duplex—Forces a 1 Gb connection that uses full duplex (supported servers only).
» 100BaseT, Full-duplex—Forces a 100 Mb connection using full duplex.

» 100BaseT, Half-duplex—Forces a 100 Mb connection using half duplex.

» 10BaseT, Full-duplex—Forces a 10 Mb connection using full duplex.

» 10BaseT, Half-duplex—Forces a 10 Mb connection using half duplex.

Some server models prevent changing the link speed and duplex setting when the Dedicated Network Port is enabled.
Enable VLAN

When VLAN is enabled, the #PRODABR# Dedicated Network Port becomes part of a VLAN. All network devices with
different VLAN tags will appear to be on separate LANS, even if they are physically connected to the same LAN.

VLAN Tag

All network devices that you want to communicate with each other must have the same VLAN tag. The VLAN tag can be
any number between 1 and 4094.

Enabling the #PRODABR# Shared Network Port through the #PRODABR# web interface

Prerequisites
» Configure #PRODABR# Settings privilege

« If the default server configuration does not support remote management, an optional #PRODABR# network enablement
module is installed.

» Supported network cards are available in the system.

Procedure

1. Connect the Shared Network Port OCP1, OCP2, or Embedded NIC to a LAN.
2. Click #PRODABR# Shared Network Port in the navigation tree, and then click the General tab.

3. Select the Use Shared Network Port check box.

4.  Select a network card from the list of available options.

5.  Select a value from the Port menu.
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6. Touse a VLAN, setthe Enable VLAN option to enabled.
7. If you enabled the VLAN feature, enter a VLAN Tag.

8.  Click Apply to save the changes.

#PRODABR# notifies you that an #PRODABR# reset is required for one or more pending changes to take effect. If your
account is assigned the Configure #PRODABR# Settings privilege, the Reset #PRODABR# button is included in the
message.

This message is displayed on all #PRODABR# Dedicated Network Port or #PRODABR# Shared Network Port
tabs until an #PRODABR# reset is complete.

9. (Optional) Configure other network settings on the General, IPv4, IPv6, and SNTP tabs.
10.  When you are finished configuring the #PRODABR# network settings, click Reset #PRODABR#. It
might take several minutes before you can re-establish a connection.
After #PRODABR# resets, the Shared Network Port is active. Any network traffic going to or originating from
#PRODABR# is directed through the Shared Network Port OCP1, OCP2, or Embedded NIC port.
More information

#PRODABR# network port configuration options
#PRODABR# network connection considerations

Shared Network Port General settings
NIC
The server NIC type.
Port

Selecting a port number other than port 1 works only if the server and the network adapter both support this
configuration. If you enter an invalid port number, port 1 is used.

Enable VLAN

When VLAN is enabled, the #PRODABR# Shared Network Port becomes part of a VLAN. All network devices with
different VLAN tags will appear to be on separate LANS, even if they are physically connected to the same LAN.

VLAN Tag
All network devices that you want to communicate with each other must have the same VLAN tag. The VLAN tag can be
any number between 1 and 4094.

#PRODABR# network port configuration options

The #PRODABR# subsystem provides the following options for network connection:

» #PRODABR# Dedicated Network Port—Uses an independent NIC that is dedicated to #PRODABR# network traffic only.
When supported, this port uses an RJ-45 jack on the back of the server.
The RJ-45 jack is labeled #PRODABR#.
On some servers, this option is provided by installing an optional #PRODABR# network enablement module.
A dedicated management network is the preferred #PRODABR# network configuration.

» Shared Network Port—Depending on your configuration, the following Shared Network Port options are available:
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o Shared Network Port OCP1—Uses an optional Open Compute Project NIC installed in OCP slot 1. This NIC normally
handles server network traffic. It can be configured to handle #PRODABR# network traffic at the same time through a
common SFP or RJ-45 connector.

o Shared Network Port OCP2—Uses an optional Open Compute Project NIC installed in OCP slot 2. This NIC normally
handles server network traffic. It can be configured to handle #PRODABR# network traffic at the same time through a
common SFP or RJ45 connector.

o Shared Network Port Embedded NIC—Uses a permanently installed NIC that is built into the server. This NIC
normally handles server network traffic. It can be configured to handle #PRODABR# network traffic at the same
time through a common RJ45 connector.

For information about the NICs your server supports, see the server specifications at the following website:
http://WWWQSPEC-.

Shared network port consideration

There are some drawbacks to using a Shared Network Port option:

» With a shared network connection, traffic can hinder #PRODABR# performance.

 During server startup, and when the operating system NIC drivers are loading and unloading, there are brief periods of
time (2-8 seconds) when you cannot access #PRODABR# from the network. After these short periods, #PRODABR#
communication is restored and #PRODABR# will respond to network traffic.

When this situation occurs, the Remote Console and connected #PRODABR# Virtual Media devices might be disconnected.

» Network controller firmware updates or resets can also cause #PRODABR# to be unreachable over the network for a brief
period.

» The #PRODABR# Shared Network Port connection cannot operate at a speed greater than 100 Mbps. Network-intensive
tasks such as data transfer through #PRODABR# virtual media might be slower than the same tasks performed in a
configuration that uses the #PRODABR# Dedicated Network Port.

For more information about the Shared network port consideration, see #PRODGEN# Troubleshooting guide.

#PRODABR# network connection considerations

» Only one of the Dedicated Network Port or Shared Network Port options can be enabled at a time because #PRODABR#
supports only one active NIC connection.

» By default, the #PRODABR# Shared Network Port uses port 1 on the server NIC. Depending on the server configuration, this
NIC might be a LOM, FlexibleLOM, or FlexibleLOM/OCP adapter. The port number corresponds to the label on the NIC,
which might be different from the numbering in the operating system.

If both the server and the NIC support port selection, the #PRODABR# firmware allows you to select a different port
number. If a port other than port 1 is selected for Shared Network Port use, and your server does not support that
configuration, #PRODABR# switches back to port 1 when it starts.

» On servers that do not include a Dedicated Network Port, the standard hardware configuration provides #PRODABR#
network connectivity only through the #PRODABR# Shared Network Port connection. On these servers, the #PRODABR#
firmware defaults to the Shared Network Port.

» Due to server auxiliary-power budget limitations, some 1Gb/s copper network adapters used for #PRODABR# Shared
Network Port functionality might run at 10/100 speed when the server is powered off. To avoid this issue, configure the
switch that the #PRODABR# Shared Network Port is connected to for auto-negotiation, or use the Dedicated Network Port.
For more information about network connectivity, see the #PRODABR# specifications document at the following website:
https://hitachivantara.com.
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If the switch port that #PRODABR# is connected to is configured for 1Gh/s, some copper #PRODABR# Shared Network
Port adapters might lose connectivity when the server is powered off. Connectivity will return when the server is powered
back on.

Disabling the #PRODABR# Shared Network Port does not completely disable the system NIC—server network traffic can
still pass through the NIC port. When the #PRODABR# Shared Network Port is disabled, any traffic going to or originating
from #PRODABR# will not pass through the Shared Network Port.

If the Shared Network Port is enabled, you cannot modify the link setting or duplex setting. When using Shared Network
Port configurations, these settings must be managed in the operating system.

If the Shared Network Port is enabled and you use NIC teaming, review the #PRODABR# user guide for information about
using NIC teaming with Shared Network Port configurations.

Some servers require an optional #PRODABR# network enablement module to add support for remote management
through a dedicated management network (default) or a shared network connection. If an #PRODABR# network
enablement module is not installed, #PRODABR# access is supported only through host-based (in-band) access methods.
Some examples of the supported host-based access methods include the #PRODABR# RESTful API, UEFI System Utilities,
#PRODABR# Service Port (if available), and the Virtual NIC.

Configuring IPv4 settings

Prerequisites

Configure #PRODABR# Settings privilege

About this task

When you configure the IPv4 settings, do not enter special use IPv4 addresses such as 192.0.2.0/24. These addresses are not
supported. For more information, see the documentation for RFC5735 on the IETF website.

Procedure

1.

e o B~ L N

9.

10.

Click #PRODABR# Dedicated Network Port or #PRODABR# Shared Network Port in the navigation tree, and
then click the IPv4 tab.

Configure the DHCPv4 Configuration settings.

Configure the Static IPv4 Address Configuration settings.
Configure the DNS Configuration settings.

Configure the WINS Configuration settings.

Configure the Static Route Configuration settings.
Configure the Ping Gateway on Startup setting.

Click Apply to save the changes.

#PRODABR# notifies you that an #PRODABR# reset is required for one or more pending changes to take effect. If your
account is assigned the Configure #PRODABR# Settings privilege, the Reset #PRODABR# button is included in the
message.

This message is displayed on all #PRODABR# Dedicated Network Port or #PRODABR# Shared Network Port
tabs until an #PRODABR# reset is complete.

(Optional) Configure other network settings on the General, IPv4, IPv6, and SNTP tabs.
When you are finished configuring the #PRODABR# network settings, click Reset #PRODABR#.

It might take several minutes before you can re-establish a connection.
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DHCPv4 Configuration settings
The DHCPv4 settings are enabled by default.
Enable DHCPv4
Enables #PRODABR# to obtain its IP address (and many other settings) from a DHCP server.
Use DHCPv4 Supplied Gateway

Specifies whether #PRODABR# uses the DHCP server-supplied gateway. If DHCP is not used, enter a gateway address in
the Gateway IPv4 Address box.

Use DHCPv4 Supplied Static Routes

Specifies whether #PRODABR# uses the DHCP server-supplied static routes. If not, enter the static route destination,
mask, and gateway addresses in the Static Route #1 Setting, Static Route #2 Setting, and Static Route #3 Setting
boxes.

Use DHCPv4 Supplied Domain Name

Specifies whether #PRODABR# uses the DHCP server-supplied domain name. If DHCP is not used, enter a domain name
in the Domain Name box on the Network General Settings page.

Use DHCPv4 Supplied DNS Servers

Specifies whether #PRODABR# uses the DHCP server-supplied DNS server list. If not, enter the DNS server addresses in
the Primary DNS Server, Secondary DNS Server, and Tertiary DNS Server boxes.

Use DHCPv4 Supplied Time Settings
Specifies whether #PRODABR# uses the DHCPv4-supplied NTP service locations.
Use DHCPv4 Supplied WINS Servers

Specifies whether #PRODABR# uses the DHCP server-supplied WINS server list. If not, enter the WINS server addresses in
the Primary WINS Server and Secondary WINS Server boxes.

NOTE: To create a reservation in a DHCP server, a DHCP client identifier (unique identifier) is required. For #PRODGEN#
systems, the DHCP client identifier is the hardware MAC address followed by three bytes (six characters) of zero. For example,
if the #PRODGEN# MAC address is 00-53-00-AA-BB-CC, then the associated DHCP client identifier is
005300AABBCC000000.

Static IPv4 Address Configuration settings
IPv4 Address

The #PRODABR# IP address. If DHCP is used, the #PRODABR# IP address is supplied automatically. If DHCP is not used,
enter a static IP address.

Subnet Mask

The subnet mask of the #PRODABR# IP network. If DHCP is used, the subnet mask is supplied automatically. If DHCP is
not used, enter a subnet mask for the network.

Gateway IPv4 Address

The #PRODABR# gateway IP address. If DHCP is used, the #PRODABR# gateway IP address is supplied automatically. If
DHCP is not used, enter the #PRODABR# gateway IP address.
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IPv4 DNS Configuration settings
Primary DNS Server

If Use DHCPv4 Supplied DNS Servers is enabled, this value is supplied automatically. If not, enter the Primary DNS Server
address.

Secondary DNS Server

If Use DHCPv4 Supplied DNS Servers is enabled, this value is supplied automatically. If not, enter the Secondary DNS
Server address.

Tertiary DNS Server

If Use DHCPv4 Supplied DNS Servers is enabled, this value is supplied automatically. If not, enter the Tertiary DNS Server
address.

Enable DDNS Server Registration
Enable or disable this option to specify whether #PRODABR# registers its IPv4 address and name with a DNS server.
This option is enabled by default.

IPv4 WINS Configuration settings
Primary WINS Server

If Use DHCPv4 Supplied WINS Servers is enabled, this value is supplied automatically. If not, enter the Primary WINS
Server address.

Secondary WINS Server

If Use DHCPv4 Supplied WINS Servers is enabled, this value is supplied automatically. If not, enter the Secondary WINS
Server address.

Enable WINS Server Registration
Enable or disable this option to specify whether #PRODABR# registers its name with a WINS server.
This option is enabled by default.

IPv4 Static Route Configuration settings
Static Route #1 Setting, Static Route #2 Setting, and Static Route #3 Setting

The #PRODABR# static route destination, mask, and gateway addresses. If Use DHCPv4 Supplied Static Routes is
enabled, these values are supplied automatically. If not, enter the static route values.

Other IPv4 settings

Ping Gateway on Startup

Enable this option to configure #PRODABR# to send four ICMP echo request packets to the gateway when the
#PRODABR# processor initializes. This activity ensures that the ARP cache entry for #PRODABR# is up-to-date on the
router responsible for routing packets to and from #PRODABR#.

This option is enabled by default.

Configuring IPv6 settings

Prerequisites

Configure #PRODABR# Settings privilege
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Procedure

1. Click #PRODABR# Dedicated Network Port or #PRODABR# Shared Network Port in the navigation tree.
Click the IPv6 tab.

Configure the Global IPv6 Configuration settings.

Configure the DHCPv6 Configuration settings.

Configure the DNS Configuration settings.

IS

Configure the Static IPv6 Address Configuration settings.
7. Configure the Static Route Configuration settings.

8.  Click Apply to save the changes.

#PRODABR# notifies you that an #PRODABR# reset is required for one or more pending changes to take effect. If your
account is assigned the Configure #PRODABR# Settings privilege, the Reset #PRODABR# button is included in the
message.

This message is displayed on all #PRODABR# Dedicated Network Port or #PRODABR# Shared Network Port
tabs until an #PRODABR# reset is complete.

9. (Optional) Configure other network settings on the General, IPv4, IPv6, and SNTP tabs.

10.  When you are finished configuring the #PRODABR# network settings, click Reset #PRODABR#. It

might take several minutes before you can re-establish a connection.

Global IPv6 Configuration settings
#PRODABR# Client Applications use IPv6 first

When both IPv4 and IPv6 service addresses are configured for #PRODABR# client applications, this option specifies which
protocol #PRODABR# tries first when it accesses a client application. This setting also applies to lists of addresses
received from the name resolver when using FQDNSs to configure NTP.

» Enable this option if you want #PRODABR# to use IPv6 first.
 Disable this option if you want #PRODABR# to use IPv4 first.

If communication fails using the first protocol, #PRODABR# automatically tries the second protocol.
This option is enabled by default.
Enable Stateless Address Auto Configuration (SLAAC)
Enable this option to configure #PRODABR# to create IPv6 addresses for itself from router advertisement messages.
#PRODABR# creates its own link-local address even when this option is not enabled.

This option is enabled by default.

DHCPv6 Configuration settings
Enable DHCPv6 in Stateful Mode (Address)
Enable this option to allow #PRODABR# to request and configure IPv6 addresses provided by a DHCPv6 server.

iLO 6 Online Help

191



This option is enabled by default.

Use DHCPv6 Rapid Commit—Select this check box to instruct #PRODABR# to use the Rapid Commit messaging mode
with the DHCPv6 server. This mode reduces DHCPv6 network traffic, but might cause problems when used in networks
where more than one DHCPv6 server can respond and provide addresses.

This option is disabled by default.

Enable DHCPv6 in Stateless Mode (Other)

Enable this option to configure #PRODABR# to request settings for NTP and DNS service location from the DHCPv6
server.

This option is enabled by default.

» Use DHCPv6 Supplied Domain Name—Select this check box to use the DHCPv6 server-supplied domain name.
This option is enabled by default.

» Use DHCPv6 Supplied DNS Servers—Select this check box to use IPv6 addresses provided by the DHCPv6 server for
DNS server locations. This setting can be enabled at the same time as the IPv4 DNS server location options.

This option is enabled by default.

» Use DHCPv6 Supplied NTP Servers—Select this check box to use IPv6 addresses provided by the DHCPv6 server for
NTP server locations. This setting can be enabled at the same time as the IPv4 NTP server location options.

This option is enabled by default.
When Enable DHCPv6 in Stateful Mode (Address) is enabled, Enable DHCPv6 in Stateless Mode (Other) is enabled by

default because it is implicit in the DHCPv6 Stateful messages that are required between #PRODABR# and the DHCPv6
server.

IPv6 DNS Configuration settings
Primary DNS Server, Secondary DNS Server, and Tertiary DNS Server
Enter the IPv6 addresses for the DNS service.

When DNS server locations are configured on both the IPv4 and IPv6 pages, both sources are used. Preference is given
according to the #PRODABR# Client Applications use IPv6 first configuration option, primary sources, then secondary,
and then tertiary.

Enable DDNS Server Registration
Enable or disable this option to specify whether #PRODABR# registers its IPv6 address and name with a DNS server.
This option is enabled by default.

Static IPv6 Address Configuration settings
Static IPv6 Address 1, Static IPv6 Address 2, Static IPv6 Address 3, and Static IPv6 Address 4
Enter up to four static IPv6 addresses and prefix lengths for #PRODABR#. Do not enter link-local addresses.
Status information is displayed for each address.
Static Default Gateway

Enter a default IPv6 gateway address for cases in which no router advertisement messages are present in the network.
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IPv6 Static Route Configuration settings

Static Route #1 (Destination), Static Route #2 (Destination), and Static Route #3 (Destination)

Enter static IPv6 route destination prefix and gateway address pairs. Specify the prefix length for the destination. Link-
local addresses are not allowed for the destination, but are allowed for the gateway.

Status information is displayed for each Static Route value.

#PRODABR# features that support IPv6

The IETF introduced IPv6 in response to the ongoing depletion of the 1Pv4 address pool. In IPv6, addresses are increased to
128 bits in length, to avoid an address shortage problem. #PRODABR# supports the simultaneous use of both protocols
through a dual-stack implementation.

The following features support the use of IPv6:

Hitachi Advanced Server RL3xx Gen 11 platforms do not support RIBCL and iLO Federation.

» IPv6 over Shared Network Port connections

 |IPv6 static address assignment

» IPv6 SLAAC address assignment

 IPv6 static route assignment

» |Pv6 static default gateway entry

» DHCPV6 stateful address assignment

» DHCPv6 stateless DNS, domain name, and NTP configuration
* Integrated remote console

» #VENDABR# single sign-on

* Web server

» SSHserver

* SNTP client

» DDNS client

* RIBCL over IPv6
*  SNMP

* AlertMail

* Remote syslog

»  WinDBG support

¢ HPQLOCFG/HPLOMIG over an IPv6 connection

* URL-based virtual media

» CLI/RIBCL key import over an IPv6 connection

» CLIkey import over an IPv6 connection

» Authentication using LDAP and Kerberos over IPv6
+ #PRODABR# Federation

. IPMI
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Configuring #PRODABR# SNTP settings

Prerequisites

» Configure #PRODABR# Settings privilege

» Atleast one NTP server is available on your management network.

 If you will use a DHCPv4-provided NTP service configuration, DHCPv4 is enabled on the IPv4 tab.

 If you will use a DHCPv6-provided NTP service configuration, DHCPv6 Stateless Mode is enabled on the IPv6 tab.

Procedure

1. Click #PRODABR# Dedicated Network Port or #PRODABR# Shared Network Port in the navigation tree.
2. Click the SNTP tab.

3. Do one of the following:

» To use DHCP-provided NTP server addresses, enable Use DHCPv4 Supplied Time Settings, Use DHCPv6 Supplied
Time Settings, or both.

» Enter NTP server addresses in the Primary Time Server and Secondary Time Server boxes.

4. If you selected only Use DHCPv6 Supplied Time Settings, or if you entered a primary and secondary time server, select
the server time zone from the Time Zone list.

5. Configure the NTP time propagation setting.

On nonblade servers, this setting is called Propagate NTP Time to Host.

6. Click Apply to save the changes.

#PRODABR# notifies you that an #PRODABR# reset is required for one or more pending changes to take effect. If your
account is assigned the Configure #PRODABR# Settings privilege, the Reset #PRODABR# button is included in the
message.

This message is displayed on all #PRODABR# Dedicated Network Port or #PRODABR# Shared Network Port tabs
until an #PRODABR# reset is complete.

7. (Optional) Configure other network settings on the General, IPv4, IPv6, and SNTP tabs.

8. When you are finished configuring the #PRODABR# network settings, click Reset #PRODABR#. It

might take several minutes before you can re-establish a connection.

More information

#PRODABR# clock synchronization
DHCP NTP address selection
Configuring IPv4 settings
Configuring IPv6 settings
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SNTP options

Use DHCPv4 Supplied Time Settings
Configures #PRODABR# to use a DHCPv4-provided NTP server address.
This option is enabled by default.

Use DHCPv6 Supplied Time Settings
Configures #PRODABR# to use a DHCPv6-provided NTP server address.
This option is enabled by default.

NTP time propagation setting
The name of this setting differs depending on the server type.
» Propagate NTP Time to Host—Determines whether the server time is synchronized with the #PRODABR# time

during the first POST after AC power is applied or #PRODABR# is reset to default settings.

For all servers the setting will be effective only when #PRODABR# is able to obtain time from an NTP time source

» Propagate NTP —Determines whether the server time is synchronized with the #PRODABR# time during the first
POST after AC power is applied or #PRODABR# is reset to the default settings.

This option is disabled by default.

NOTE:

» When BIOS Time Format is set to UTC, then along with the server time, the server time zone setting is also
synchronized with the #PRODABR# time zone setting.

 During the first POST after AC power is applied, if #PRODABR# is not able to obtain time from the configured NTP
server, then #PRODABR# synchronizes its time and time zone with the time and time zone configured in BIOS.

Primary Time Server

Configures #PRODABR# to use a primary time server with the specified address. You can enter the server address by
using the server FQDN, IPv4 address, or IPv6 address.

Secondary Time Server

Configures #PRODABR# to use a secondary time server with the specified address. You can enter the server address by
using the server FQDN, IPv4 address, or IPv6 address.

Time Zone

Determines how #PRODABR# adjusts UTC time to obtain the local time, and how it adjusts for Daylight Savings Time
(Summer Time). In order for the entries in the #PRODABR# logs to display the correct local time, you must specify the
server location time zone, and select Show Local Time in the log display filters.

If you want #PRODABR# to use the time the SNTP server provides, without adjustment, select a time zone that does not
apply an adjustment to UTC time. In addition, that time zone must not apply a Daylight Savings Time (Summer Time)
adjustment. There are several time zones that fit this requirement. One example that you can select in #PRODABR# is
Greenwich (GMT). If you select this time zone, the #PRODABR# web interface pages and log entries display the exact
time provided by the SNTP server.

NOTE: Configure the NTP servers to use Coordinated Universal Time (UTC).
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#PRODABR# clock synchronization

SNTP allows #PRODABR# to synchronize its clock with an external time source. Configuring SNTP is optional because the
#PRODABR# date and time can also be synchronized from the System ROM during POST.

Primary and secondary NTP server addresses can be configured manually or through DHCP servers. If the primary server
address cannot be contacted, the secondary address is used.

DHCP NTP address selection

When you use DHCP servers to provide NTP server addresses, the #PRODABR# Client Applications use IPv6 first setting on
the IPv6 page controls the selection of the primary and secondary NTP values. When #PRODABR# Client Applications
use IPv6 first is selected, a DHCPv6-provided NTP service address (if available) is used for the primary time server and a
DHCPv4-provided address (if available) is used for the secondary time server.

To change the protocol-based priority behavior to use DHCPV4 first, clear the #PRODABR# Client Applications use IPv6 first
check box.

If a DHCPv6 address is not available for the primary or secondary address, a DHCPv4 address (if available) is used.

Remote support service events

When #PRODABR# detects a hardware failure—for example, a problem with a memory DIMM or fan—a service event is
generated. When a server is registered for remote support, service event details are recorded in the service event log.

Enabling the maintenance mode feature during planned maintenance prevents the opening of a support case during the
planned maintenance period.
Service event transmission

When a service event occurs, information about the event is sent to #/ENDNAM#.

If a service event transmission failure occurs, two additional attempts are made. If the event cannot be sent after three
attempts:

* An SNMP trap (cpgSm2lrsCommPFailure 9020) is generated. This SNMP trap is defined in the cpgsm2.mib file.
» The failure is logged in the service event log.

» The failure is logged in the #PRODABR# event log.

» The service event is recorded in the Active Health System log.

» A failure message is recorded in the Active Health System log.

Setting maintenance mode

Prerequisites
» Configure #PRODABR# Settings privilege

» The server is registered for remote support.

About this task
Use maintenance mode when you perform maintenance on a server.

This feature helps #VENDNAM# to determine whether to open a support case.
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Procedure

1. Click Remote Support in the navigation tree, and then click the Service Events tab.

2. Click ﬁ in the Maintenance Mode section.
The Edit Maintenance Mode Settings page opens.
3. Select the Maintenance Mode check box.
4. Select a time from the Expires in menu.
5. Click Apply.
#PRODABR# notifies you that maintenance mode is set.

Maintenance mode ends automatically when the specified time period has passed. If needed, you can clear maintenance
mode manually.

An event is recorded in the #PRODABR# event log when maintenance mode is set, expired, or cleared.

More information

Clearing maintenance mode

Editing the maintenance mode expiration time

Prerequisites
» Configure #PRODABR# Settings privilege
» The server is registered for remote support.

« Maintenance mode is enabled.

Procedure

1. Click Remote Support in the navigation tree, and then click the Service Events tab.
The Service Events page shows the time remaining for maintenance mode.

2. Click ﬁ in the Maintenance Mode section.
The Edit Maintenance Mode Settings page opens.

3. Select a new value in the Expires in menu, and then click Apply.
#PRODABR# notifies you that maintenance mode is set.

Maintenance mode ends automatically when the specified time period has passed. If needed, you can clear maintenance
mode manually.

An event is recorded in the #PRODABR# event log when maintenance mode is set, expired, or cleared.
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Clearing maintenance mode

Prerequisites
» Configure #PRODABR# Settings privilege

» The server is registered for remote support.

Procedure

1. Click Remote Support in the navigation tree, and then click the Service Events tab.

2. Click ﬁ in the Maintenance Mode section.

The Edit Maintenance Mode Settings page opens.

3. Clear the Maintenance Mode check box, and then click Apply.

#PRODABR# notifies you that maintenance mode is cleared and an event is recorded in the #PRODABR# event log.

Viewing maintenance mode status

Prerequisites

The server is registered for remote support.
Procedure

Click Remote Support in the navigation tree, and then click the Service Events tab.
The Maintenance Mode section shows the current maintenance mode status.

If maintenance mode is enabled, the remaining time is displayed. The remaining time is updated when you refresh the browser
window or send a test service event.

Sending a test service event

Prerequisites
» Configure #PRODABR# Settings privilege

» The server is registered for remote support.

About this task

You can send a test event to verify that your remote support configuration is working correctly.
Procedure

1. Click Remote Support in the navigation tree, and then click the Service Events tab.

2. Click Send Test Event.

3. When prompted to confirm the request, click Yes, send.

If the test is successful, the Submit Status in the service event log displays the text No Error.

The Time Generated column in the service event log shows the date and time based on the configured #PRODABR# time
zone.
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Viewing the service event log

Prerequisites

The server is registered for remote support.
Procedure

Click Remote Support in the navigation tree, and then click the Service Events tab.

Service event log details

The Service Event Log displays the following information for each service event:

» ldentifier—A unique string that identifies the service event.

» Time Generated—The time the service event was generated. This column shows the date and time based on the
configured #PRODABR# time zone.

» Event ID—A unique number for the service event type.
» Perceived Severity—The severity of the event indication (for example, 5-Major, 7-Fatal).
» Submit Status—The status of the event submission. If the status is No error, the event was submitted successfully.

» Event Category—The category of the event that matches the Message ID description in the message registry.

Supported service event types

The #VENDABR# remote support solution supports the following service event types:
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Event ID

Description

1 Generic Test Service Event

100 Fan Failed Service Event

101 System Battery Failed Service Event

200 Power Supply Failed Service Event

202 Power Fuse Failed Service Event

300 Physical Disk Drive Service Event

301 Smart Array Controller Accelerator Battery Failure Event
302 Smart Array Controller Accelerator Board Status Changed Event
303 Smart Array Controller Status Changed Event

304 SAS Physical Drive Status Changed Event

305 ATA Disk Drive Status Changed Event

306 Fibre Channel Host Controller Status Changed Event
307 NVMe Drive Status Change

308 NVMe Drive Wear Status Change

309 SSD Drive Wear Status Change

400 Memory Module Failed or Predicted to Fail Event

401 NVDIMM Failure

500 Storage System Fan Status Changed Event

501 Storage System Power Supply Status Changed Event
600 Uncorrectable Machine Check Exception Event
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Clearing the service event log

Prerequisites
» Configure #PRODABR# Settings privilege

» The server is registered for remote support.

Procedure

1. Click Remote Support in the navigation tree, and then click the Service Events tab.

2. Click Clear Event Log.
#PRODABR# prompts you to confirm the request.

3. Click Yes, clear.

#PRODABR# notifies you that the service event log has been cleared.

Remote Support data collection

Use the Data Collections page to view information about the data that is sent to #VENDNAM# when a server is registered for
remote support. You can also use this page to send data collection information to #VENDNAM# manually when a device
configuration changes and you do not want to wait for the next scheduled data collection transmission.

Sending data collection information

Prerequisites

Configure #PRODABR# Settings privilege

Use the following procedure to send data collection manually, if you do not want to wait for the next scheduled transmission.

Procedure
1. Click Remote Support in the navigation tree, and then click the Data Collections tab.

2. Click Send Data Collection.

3. When prompted to confirm the request, click Yes, send.

When the transmission is completed, the Last Data Collection Transmission and Last Data Collection Transmission
Status are updated. The date and time are based on the configured #PRODABR# time zone.
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Sending Active Health System reporting information

Prerequisites

Configure #PRODABR# Settings privilege

Use the following procedure to send Active Health System reporting information manually, if you do not want to wait for the
next scheduled transmission. You can also download Active Health System information directly on the Active Health
System page.

Procedure

1. Click Remote Support in the navigation tree, and then click the Data Collections tab.
2. Click Send Active Health System Report.

3. When prompted to confirm the request, click Yes, send.

The collected data includes Active Health System information from the last seven days.

When the transmission is completed, the Last Active Health System Reporting Transmission and Last Active Health
System Reporting Transmission Status are updated. The date and time are based on the configured #PRODABR# time
zone.

Viewing data collection status in #PRODABR#

Procedure
Click Remote Support in the navigation tree, and then click the Data Collections tab.

Data Collection details

» Last Data Collection Transmission—The date and time of the last data collection.

» Last Data Collection Transmission Status—The status of the last data transmission.

Viewing Active Health System reporting status in #PRODABR#

Procedure

Click Remote Support in the navigation tree, and then click the Data Collections tab.

Active Health System reporting details

» Last Active Health System Reporting Transmission—The date and time of the last Active Health System report.

» Last Active Health System Reporting Transmission Status—The status of the last data transmission.

iLO 6 Online Help 202



Boot Order

The boot order feature enables you to set the server boot options.

Changes made to the boot mode, boot order, or one-time boot status might require a server reset. #PRODABR# notifies you
when a reset is required.

An error occurs if you try to change the server boot order when the server is in POST. You cannot modify the boot order
during POST. If this error occurs, wait for POST to finish, and then try again.

From G3 onwards, only UEFI boot mode is supported.

Configuring the server boot mode

Prerequisites

Configure #PRODABR# Settings privilege

About this task

Use the Boot Mode setting to define how the server looks for OS boot firmware. Select UEFI mode.
Procedure

1. Click Administration in the navigation tree, and then click the Boot Order tab.

2. Select Unified Extensible Firmware Interface (UEFI) and then click Apply.

#PRODABR# prompts you to confirm the change. When you change this setting, you cannot make additional changes on
the Boot Order page until you reset the server.

3. Click OK.

4. Reset the server.

Configuring the server boot order

Prerequisites

Configure #PRODABR# Settings privilege
Procedure

1. Click Administration in the navigation tree, and then click the Boot Order tab.
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When virtual media is connected, the #PRODABR# web interface displays the virtual media type next to the Virtual
Floppy/USB key and Virtual CD/DVD-ROM text at the top of the page.

2. To move a device up or down in the boot order, select the device in the Server Boot Order list, and then click Up or Down.

In UEFI mode, select an option from the list of available boot devices.

NOTE: Floppy drives are supported #PRODABR# virtual media devices, but they are not supported as bootable devices.

3. Click Apply.
#PRODABR# confirms that the boot order was updated successfully.

Changing the one-time boot status

About this task

Use the one-time boot status feature to set the type of media to boot on the next server reset, without changing the
predefined boot order.

Changing the one-time boot status in UEFI mode

Prerequisites
» Configure #PRODABR# Settings privilege
» The server was rebooted after an #PRODABR# firmware or system ROM update.

» The server was rebooted after being configured to use the UEFI boot mode.

Procedure

1. Click Administration in the navigation tree, and then click the Boot Order tab.
2. Select an option from the Select One-Time Boot Option list.

3. Ifyou selected UEFI Target in the Select One-Time Boot Option list, select a boot device from the Select UEFI Target
Option list.

For example, if you have a hard drive with two bootable partitions, you can select the partition to use on the next server
reset.

4. Click Apply.
#PRODABR# confirms that the one-time boot option was updated successfully.

The Current One-Time Boot Option value is updated to show the selection.

UEFI mode one-time boot options

The following UEFI mode one-time boot options are supported.

NOTE: Floppy drives are supported #PRODABR# virtual media devices, but they are not supported as bootable devices.

* No One-Time Boot
+ CD/DVD Drive

» USB Storage Device
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» Hard Disk Drive

» Network Device—The BIOS scans for enabled network devices. The server attempts to boot to the detected devices, one
at a time, until successful.

* #IPROV#
» HTTP Boot—The server boots to an HTTP URI if a URI to a bootable image is defined in the ROM-based system utility.
This option is supported in configurations that use a DHCP server to configure the network settings.

» UEFI Target—When you select this option, you can select from the list of available boot devices in the Select UEFI Target
Option list.

» Embedded UEFI Shell—The server boots to an embedded shell environment that is separate from the UEFI System
Utilities.

« Embedded iPXE—The server boots to the embedded iPXE application.

The embedded iPXE is an open-source network boot application embedded in the system BIOS. You can use this option to
perform a network boot.

Booting to the ROM-based utility on the next reset

Prerequisites

Configure #PRODABR# Settings privilege
Procedure

1. Click Administration in the navigation tree, and then click the Boot Order tab.

2. To load the ROM-based setup utility on the next server reset, click Boot to System Setup Utilities.

Installing a license key

Prerequisites
» Configure #PRODABR# Settings privilege

» Your #PRODABR# license is supported on the server on which you want to install it.

For more information, see the #VENDABR# #PRODABR# Licensing Guide.

Procedure

1. Click Administration in the navigation tree, and then click the Licensing tab.

2. Enter a license key in the Activation Key box.

To move the cursor between the segments in the Activation Key box, press the Tab key or click inside a segment of the
box. The cursor advances automatically when you enter data into the segments of the Activation Key box.

If you install a license key on a server that already has a key installed, the new key replaces the installed key.

After you install a license key, only the last five digits are displayed in #PRODABR#. Record and save your license key
information in case it is needed later.

3. Click Install.
#PRODABR# prompts you to confirm that you have read and accept the EULA.
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The EULA details are available in the License Pack option kit.
4. Click | agree.

The license key is now enabled.

Viewing license information

Procedure

Click Administration in the navigation tree, and then click the Licensing tab.
License details

* License—The license name
+ Status—The license status

» Activation Key—The installed key

For security, only the last five digits of the license key are displayed.

#PRODABR# licensing

#PRODABR# standard features are included with every server to simplify server setup, perform health monitoring, monitor
power and thermal control, and facilitate remote administration.

#PRODABRY licenses activate features such as the graphical remote console with multiuser collaboration, video record and
playback, and many more features.

« An #PRODABR# license is required for each server on which the product is installed and used.

* Licenses are not transferable.

« Ifyou lose a license key, follow the lost license key instructions in the #VENDABR# #PRODABR# Licensing Guide.
» See the #VENDABR# #PRODABR# Licensing Guide at https://hitachivantara.com for information about:

o Obtaining a free #PRODABR## trial license.

o Purchasing, registering, and redeeming a license key.

 For information about purchasing, registering, and redeeming a license key, see the following website;
https://hitachivantara.com-.

Benefits of registering #PRODABR# license keys

Registering your license is an important step. Benefits include:

» Accessing the #/ENDNAM# Support Center
(https://support.hitachivantara.com/en/user/answers/downloads. html#hardware-download (for downloads)).

» Accessing software updates.

» Tracking of all your #/ENDNAM# product licenses in one convenient place.

* Receiving important product alerts.
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#PRODABR# user accounts

Hitachi Advanced Server RL3xx Gen 11 platforms do not support RIBCL.

#PRODABR# enables you to manage user accounts stored locally in secure memory.

You can create up to 12 local user accounts with custom login names and advanced password encryption. Privileges control
individual user settings, and can be customized to meet user access requirements.

If a supported application that works with #PRODABR# requires a service account, you can add a user account and designate
it as a service account. You can also add service accounts by using a supported application or the #PRODABR# RESTful API.

To support more than 12 users, configure #PRODABR# to use a directory service to authenticate and authorize its users.

Adding local user accounts

Prerequisites

Administer User Accounts privilege

Procedure

1.

Click Administration in the navigation tree.

The User Administration tab is displayed.
Click New.

Enter the following details:

» Login Name

* User Name

* New Password and Confirm Password

(Optional) To select a predefined set of user privileges, select a role in the Role menu.

If you want to manually select privileges, use the default role (Custom).

If you selected Custom in step 4, select from the following privileges:
* Login
* Remote Console

* Virtual Power and Reset
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+ Virtual Media

* Host BIOS

» Configure #PRODABR# Settings
* Administer User Accounts

* Host NIC

* Host Storage

* Recovery Set

To select all available user privileges, click the select all check box.

6. (Optional) If the account will be used as a service account for a supported application, select the Service Account check
box.

You can configure the service account property only during the initial user account creation. You cannot edit this setting
for existing user accounts.

7. To save the new user, click Add User.

#PRODABR# notifies you that the account was added.

More information

#PRODABR# user account options
Password guidelines
#PRODABR# user account privileges
#PRODABR# user account roles

Editing local user accounts

Prerequisites

Administer User Accounts privilege
Procedure

1. Click Administration in the navigation tree.
The User Administration tab is displayed.
2. Select a user account, and then click Edit.
3. Update the following values, as needed:
» Login Name
* User Name
4. To change the password, click the Change password check box, and then update the New Password and Confirm
Password values.

5. (Optional) If you want to change the user account privileges, do one of the following:
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6.

» To manually select privileges, select Custom from the Role menu, and then select privileges from the list.
To select all available user privileges, click the select all check box.

» To select a predefined set of user privileges, select Administrator, Operator, or ReadOnly from the Role menu.

To save the user account changes, click Update User.
#PRODABR# notifies you that the selected account was
updated.

More information

#PRODABR# user account options

Password guidelines

#PRODABR# user account privileges

#PRODABR# user account roles

Deleting a user account

Prerequisites

Administer User Accounts privilege

Procedure

1.

Click Administration in the navigation tree.
The User Administration tab is displayed.
Select the check box next to one or more user accounts that you want to delete.

Click Delete.

. When prompted to confirm the request, click Yes, delete.

#PRODABR# notifies you that the selected accounts were
deleted.

#PRODABR# user account options

Login Name is the name you use when logging in to #PRODABR#. It appears in the user list on the User Administration
page, on the Session List page, in the menu that is displayed when you click the user icon, and in logs. The Login Name

does not have to be the same as the User Name. The maximum length for a login name is 39 characters. The login name
must use printable characters.

User Name appears in the user list on the User Administration page. It does not have to be the same as the Login Name.
The maximum length for a user name is 39 characters. The User Name must use printable characters. Assigning descriptive
user names can help you to identify the owner of each login name.

New Password and Confirm Password set and confirm the password that is used for logging in to #PRODABR#.

Role allows you to select a predefined set of user privileges when you add or edit a user account. You can use the custom
option to define a customized privilege set.

Service Account designates the account as a service account. Service accounts are used by supported products that work
with #PRODABR#.
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You can configure the service account property only during the initial user account creation. You cannot edit this setting
for existing user accounts.

#PRODABR# user account privileges

The following privileges apply to user accounts:

-_El Login— Enables a user to log in to #PRODABR#.

Q Remote Console—Enables a user to access the host system remote console, including video, keyboard, and mouse
control.

Users with this privilege can access the BIOS, and therefore might be able to perform host-based BIOS, #PRODABR#,
storage, and network tasks.

|

-(_) Virtual Power and Reset—Enables a user to power-cycle or reset the host system. These activities interrupt
the system availability. A user with this privilege can diagnose the system by using the Generate NMI to System
button.

-éj Virtual Media—Enables a user to use the virtual media feature on the host system.

-E;' Host BIOS—Allows configuration of the host BIOS settings by using the UEFI System Utilities. This privilege
is required for replacing the active system ROM with the redundant system ROM.

This privilege does not affect configuration through host-based utilities.

(av(}’ Configure #PRODABR# Settings—Enables a user to configure most #PRODABR# settings, including security
settings, and to update the #PRODABR# firmware. This privilege does not enable local user account
administration.

After #PRODABR# is configured, revoking this privilege from all users prevents reconfiguration from the following
interfaces:

o #PRODABR# web interface

o #PRODABR# RESTful API

o CU

o HPQLOCFG

Users who have access to the following interfaces can still reconfigure #PRODABR#:
o UEFI System Utilities

o HPONCFG

Only a user who has the Administer User Accounts privilege can enable or disable this privilege.

-8\'" Administer User Accounts—Enables a user to add, edit, and delete local #PRODABR# user accounts. A user with this
privilege can change privileges for all users. If you are not assigned this privilege, you can view your own settings and
change your own password.

.I&I Host NIC—Enables a user to configure the host NIC settings.

This privilege does not affect configuration through host-based utilities.

[ ==
- Host Storage—Enables a user to configure the host storage settings.
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This privilege does not affect configuration through host-based utilities.

. @ Recovery Set—Enables a user to manage the Recovery Set.

By default, the Recovery Set privilege is assigned to the default Administrator account. This privilege can be added to a
user account only by creating or editing the account with an account that already has this privilege.

If there is no user account with the Recovery Set privilege, and an account with this privilege is required, reset the
management processor to the factory default settings. The factory default reset creates a default Administrator
account with the Recovery Set privilege.

This privilege is not available when #PRODABR# security is disabled with the system maintenance switch.

For information about the default account credentials and how to configure this privilege without access to an account that
has this privilege, see the #PRODABR# user guide.

The following privileges are not available through the CLI or RIBCL scripts:

* HostNIC

* Host Storage
* Recovery Set
* HostBIOS

* Login
The following privileges are not available through the #PRODGEN# Configuration Utility in the UEFI System Utilities:

* Recovery Set

* Login

#PRODABR# user account roles

Administrator
Enables all privileges except Recovery Set.
Operator
Enables all privileges except Configure #PRODABR# Settings, Administer User Accounts, and Recovery Set.
ReadOnly
Enables only the Login privilege.
Custom (default)

Allows the user to define a custom privilege set.

Password guidelines

Follow these password guidelines when you create and update user accounts.

«  When working with passwords:

o Do not write down or record passwords.
o Do not share passwords with others.

o Do not use passwords that are made up of words found in a dictionary.
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o Do not use passwords that contain obvious words. Examples include the company name, product name, user name, or
login name.

o Change passwords regularly.

o Keep the #PRODABR# default credentials in a safe place.

» Use strong passwords with at least three of the following characteristics;

o Atleast one uppercase ASCII character
o Atleast one lowercase ASCII character
o Atleast one ASCII digit

o Atleast one other type of character (for example, a symbol, special character, or punctuation).

If you enable the Password complexity setting on the Access Settings page, #PRODABR# enforces these password
characteristics when you create or edit a user account.

» The minimum length for a user account password is set on the Access Settings page. Depending on the configured
Minimum Password Length value, the password can have a minimum of zero characters (no password) and a maximum of
39 characters. Use a Minimum Password Length of eight or more characters. The default value is eight characters.

@ IMPORTANT: Do not set the Minimum Password Length to fewer than eight characters unless you have a
physically secure management network that does not extend outside the secure data center.

More information

Configuring #PRODABR# access settings

IPMI/DCMI users

The #PRODABR# firmware follows the IPMI 2.0 specification. When you add IPMI/DCMI users, the login name must be a
maximum of 16 characters, and the password must be a maximum of 20 characters.

When you select #PRODABR# user privileges, the equivalent IPMI/DCMI user privilege is displayed in the IPMI/DCMI Privilege
based on above settings box.
» User—A user has read-only access. A user cannot configure or write to #PRODABR#, or perform system actions.

For IPMI User privileges: Disable all privileges. Any combination of privileges that does not meet the Operator level is an
IPMI User.

» Operator—An operator can perform system actions, but cannot configure #PRODABR# or manage user accounts.

For IPMI Operator privileges: Enable Remote Console, Virtual Power and Reset, and Virtual Media. Any combination of
privileges greater than Operator that does not meet the Administrator level is an IPMI Operator.

» Administrator—An administrator has read and write access to all features.

For IPMI Administrator privileges: Enable all privileges.

Viewing user accounts

Procedure

1. Click Administration in the navigation tree.

The User Administration page is displayed.

iLO 6 Online Help 212



The Local Users table shows the login names, user names, and assigned privileges of each local user.
Assigned privileges are displayed with a check mark icon and unassigned privileges are displayed with an X icon.

If service accounts are configured, the Service table shows the login names, user names, and assigned privileges of each
service account. If no service accounts exist, this table is not displayed.

2. (Optional) To view a privilege name, move the cursor over a privilege icon.

More information

#PRODABR# user account options
#PRODABR# user account privileges

#PRODABR# directory groups

#PRODABR# supports up to six directory groups.

Adding directory groups

Prerequisites
» Configure #PRODABR# Settings privilege

» Alicense that supports this feature is installed. For information about the available license types and the features they
support, see the licensing documentation at the following website: https://hitachivantara.com.

Procedure

1. Click Administration in the navigation tree, and then click the Directory Groups tab.
2. Click New.
3. Provide the Group DN details in the Group Information section:
4. Select from the following privileges:

* Login

* Remote Console

* Virtual Power and Reset

+ Virtual Media

* Host BIOS

» Configure #PRODABR# Settings

* Administer User Accounts

e Host NIC
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* Host Storage

* Recovery Set

5. To save the new directory group, click Add Group.

More information

Directory group options
Directory group privileges

Editing directory groups

Prerequisites
» Configure #PRODABR# Settings privilege

» Alicense that supports this feature is installed. For information about the available license types and the features they
support, see the licensing documentation at the following website: https://hitachivantara.com.

Procedure

1. Click Administration in the navigation tree, and then click the Directory Groups tab.
2. Selecta group in the Directory Groups section, and then click Edit.
3. Provide the Group DN details in the Group Information section:
4. Select from the following privileges:

* Login

* Remote Console

+ Virtual Power and Reset

* Virtual Media

* Host BIOS

» Configure #PRODABR# Settings

+ Administer User Accounts

* Host NIC

* Host Storage

* Recovery Set

5. To save the directory group changes, click Update Group.

More information

Directory group options
Directory group privileges
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Deleting a directory group

Prerequisites
» Configure #PRODABR# Settings privilege

» Alicense that supports this feature is installed. For information about the available license types and the features they
support, see the licensing documentation at the following website: https://hitachivantara.com.

Procedure

1. Click Administration in the navigation tree, and then click the Directory Groups tab.
Select the check box next to the directory group that you want to delete.

Click Delete.

> own

When prompted to confirm the request, click Yes, delete.

#PRODABR# notifies you that the group was deleted.

Directory group options

Each directory group includes a DN, SID, and account privileges. For Kerberos login, the SIDs of groups are compared to the
SIDs for directory groups configured for #PRODABR#. If a user is a member of multiple groups, the user account is granted the
privileges of all the groups.

You can use global and universal groups to set privileges. Domain local groups are not supported.
When you add a directory group to #PRODABR#, configure the following values:
» Group DN (Security Group DN)—Members of this group are granted the privileges set for the group. The specified group

must exist in the directory, and users who need access to #PRODABR# must be members of this group. Enter a DN from
the directory (for example, CN=Groupl, OU=Managed Groups, DC=domain, DC=extension).

Shortened DNs are also supported (for example, Groupl). The shortened DN is not a unique match. Use the fully qualified
DN.

Directory group privileges

-_El Login—Enables directory users to log in to #PRODABR#.

Q Remote Console—Enables directory users to access the host system remote console, including video, keyboard, and
mouse control.

Users with this privilege can access the BIOS, and therefore might be able to perform host-based BIOS, #PRODABR#,
storage, and network configuration tasks.

|

(_) Virtual Power and Reset—Enables directory users to power-cycle or reset the host system. These activities
interrupt the system availability. A user with this privilege can diagnose the system by using the Generate NMI to
System button.

-éj Virtual Media—Enables directory users to use the virtual media feature on the host system.
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. E;' Host BIOS—Enables directory users to configure the host BIOS settings by using the UEFI System Utilities.
This privilege does not affect configuration through host-based utilities.

. ﬁ Configure #PRODABR# Settings—Enables directory users to configure most #PRODABR# settings, including
security settings, and to update the #PRODABR# firmware. This privilege does not enable local user account
administration.

After #PRODABR# is configured, revoking this privilege from all users prevents reconfiguration with the #PRODABR# web
interface, #PRODABR# RESTful AP, HPQLOCFG, or the CLI. Users who have access to the UEFI System Utilities or
HPONCEFG can still reconfigure #PRODABR#. Only a user who has the Administer User Accounts privilege can enable or
disable this privilege.

After #PRODABR# is configured, revoking this privilege from all users prevents reconfiguration with the #PRODABR# web
interface, #PRODABR# RESTful API, or the CLI. Users who have access to the UEFI System Utilities can still reconfigure
#PRODABR#. Only a user who has the Administer User Accounts privilege can enable or disable this privilege.

. E!d"' Administer User Accounts—Enables directory users to add, edit, and delete local #PRODABR# user accounts.

. |&| Host NIC—Enables directory users to configure the host NIC settings.
This privilege does not affect configuration through host-based utilities.

. Host Storage—Enables directory users to configure the host storage settings.
This privilege does not affect configuration through host-based utilities.

. LE-'L Recovery Set—Enables directory users to manage the System Recovery Set.

By default, this privilege is assigned to the default Administrator account. To assign this privilege to another account, log in
with an account that already has this privilege.

This privilege is not available if you start a session when the system maintenance switch is set to disable #PRODABR#
security.

For information about the default account credentials and how to configure this privilege without access to an account that
has this privilege, see the #PRODABR# user guide.

Viewing directory groups
Procedure

1. Click Administration in the navigation tree, and then click the Directory Groups tab.
The Directory Groups table shows the group DN, group SID, and the assigned privileges for each group.
Assigned privileges are displayed with a check mark icon and unassigned privileges are displayed with an X icon.

2. (Optional) To view a privilege name, move the cursor over a privilege icon.

More information

Directory group options
Directory group privileges
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Using remote key managers with #PRODABR#

#PRODGEN# supports remote key managers, which can be used in conjunction with Storage Controllers.

A remote key manager generates, stores, serves, controls, and audits access to data encryption keys. It enables you to protect
and preserve access to business-critical, sensitive, data-at-rest encryption keys.

#PRODABR# manages the key exchange between the remote key manager and the other products. #PRODABR# uses a

unique user account based on its own MAC address for communicating with the remote key manager. For the initial creation of

this account, #PRODABR# uses a deployment user account that pre-exists on the remote key manager with administrator

privileges. For more information about the deployment user account, see the remote key manager documentation.
Supported key managers

#PRODABR# supports the following key managers:

» Thales TCT KeySecure for Government G350v (previously known as SafeNet AT KeySecure G350v 8.6.0)
» Thales KeySecure K150v (previously known as SafeNet KeySecure 150v 8.12.0)
» Thales CipherTrust Manager 2.2.0, K170v (virtual) and K570 (physical ) appliances

NOTE: Using a key manager is not supported when #PRODABR# is configured to use the CNSA security state.

Configuring remote key management

Procedure
1. Install and configure the key management software on the key server.

a. Create alocal user.
b. Create local groups.

c. Create a master key.

For more information, see the supported key manager software documentation.

2. Configure #PRODABR# to support remote key management.

a. Configure key manager servers.

b. Add key manager configuration details.

c. (Optional) Test the key manager configuration.

3. Configure supported devices to operate in remote key management mode.
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4.,

» For MRXXX Storage Controllers, see #/ENDABR# MegaRAID MR Controller User Guide.

These documents are available at the following website: https://hitachivantara.com.

(Optional) For SRXXX Storage Controllers only: Verify that the Encryption Status is listed as Encrypted on the
#PRODABR# Storage Information page.

Configuring key manager servers

Prerequisites

Configure #PRODABR# Settings privilege

A license that supports this feature is installed. For information about the available license types and the features they
support, see the licensing documentation at the following website: https://hitachivantara.com.

#PRODABR# is not configured to use the CNSA security state.

Procedure

1. Click Administration in the navigation tree, and then click the Key Manager tab.

Click ﬁ in the Key Manager Servers section.
The Edit Key Manager Server Settings page opens.

Enter the following information:

» Primary Key Server Address

» Primary Key Server Port

» Secondary Key Server Address
» Secondary Key Server Port

(Optional) To check for server redundancy in configurations with a primary and secondary key server, enable the Require
Redundancy option.

Enable this option.
Click OK.

For more information about Thales CipherTrust Manager 2.2.0, contact customer support.

Key manager server options

Primary Key Server Address

The primary key server hostname, IP address, or FQDN. This string can be up to 79 characters long.

Primary Key Server Port

The primary key server port.
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Secondary Key Server Address

The secondary key server hostname, IP address, or FQDN. This string can be up to 79 characters long.

Secondary Key Server Port

The secondary key server port.

Require Redundancy

When this option is enabled, #PRODABR# verifies that the encryption keys are copied to both of the configured key

Servers.

When this option is disabled, #PRODABR# will not verify that encryption keys are copied to both of the configured key

Servers.

Enable this option.

Adding key manager configuration details

Prerequisites

Configure #PRODABR# Settings privilege

A license that supports this feature is installed. For information about the available license types and the features they

support, see the licensing documentation at the following website: https://hitachivantara.com.

#PRODABR# is not configured to use the CNSA security state.

At least one key manager server is configured.

Procedure

1.

Click Administration in the navigation tree, and then click the Key Manager tab.

. Click ﬁ in the Key Manager Configuration section.

The Edit Key Manager Configuration Settings page opens.

Enter the following information in the #PRODABR# Account on Key Manager section:

* Account Group

» (Optional) Key Manager Local CA Certificate Name

The Account Name value is read-only.

. Enter the following information in the Key Manager Administrator Account section:

» Login Name

» Password

Click OK.

#PRODABR# sends an information request to the key manager server.

+ If the ilo-<#PRODABR# MAC address> account name does not exist:
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o The user account you entered in the Key Manager Administrator Account section creates the account name and
associates it with the key manager local user and its generated password.

> The account name is added to the account group you entered in step 3.
* If the ilo-<#PRODABR# MAC address> account name exists:

o The user account you entered in the Key Manager Administrator Account section associates the account name
with the key manager local user, and a new password is generated.

o If the user account you entered in the Key Manager Administrator Account section is not a member of the
account group associated with the ilo-<#PRODABR# MAC address> account, it is added to the account group.

o If the ilo-<#PRODABR# MAC address> is already a member of a key manager local group, the group you entered in
step 3 is ignored. The existing group assignment on the key manager is used, and it is displayed in the
#PRODABR# web interface. If a new group assignment is needed, you must update the key manager before
updating the #PRODABR# settings.

If you entered the Key Manager Local CA Certificate Name in step 3, certificate information is listed in the Imported
Certificate Details section of the Key Manager page.

Key manager configuration details
Account Name

The listed #PRODABR# Account on Key Manager account name is ilo-<#PRODABR# MAC address>. The account
name is read-only and is used when #PRODABR# communicates with the key manager.

Account Group

The local group created on the key manager for use with #PRODABR# user accounts and the keys #PRODABR# imports
into the key manager. When keys are imported, they are automatically accessible to all devices assigned to the same
group.

See the Secure Encryption installation and user guide for more information about groups and their use with key
management.

Key Manager Local CA Certificate Name

To ensure that #PRODABR# is communicating with a trusted key manager server, enter the name of the local certificate
authority certificate in the key manager. It is typically named Local CA and is listed in the key manager under local CAs.
#PRODABR# will retrieve the certificate and use it to authenticate the key manager servers for all future transactions.

Secure Encryption does not support using a third-party trusted or intermediate CA.

Login Name

The local user name with administrator permissions that is configured on the key manager. This user name is the key
manager deployment user.

The deployment user account must be created before you add key manager configuration details in #PRODABR#.

Password

The password for the local user name with administrator permissions that is configured on the key manager.
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Testing the key manager configuration

Prerequisites

» Alicense that supports this feature is installed. For information about the available license types and the features they
support, see the licensing documentation at the following website: https://hitachivantara.com.

» Akey manager is set up and the key manager configuration is complete in #PRODABR#.

About this task

To verify the configured settings, test the key manager configuration. The following tests are attempted:

 Confirm that the key manager software version is compatible with #PRODABR#.
» Connect to the primary key manager server (and secondary key manager server, if configured) by using TLS.

« Authenticate to the key manager by using the configured credentials and account.

Procedure

1. Click Administration in the navigation tree, and then click the Key Manager tab.

2. Click &

The test results are displayed in the Key Manager Events table. A success or failure message is displayed at the top of the
#PRODABR# web interface window.

Viewing key manager events

Prerequisites

A license that supports this feature is installed. For information about the available license types and the features they support,
see the licensing documentation at the following website: https://hitachivantara.com.

Procedure

1. Click Administration in the navigation tree, and then click the Key Manager tab.

2. Scroll to the Key Manager Events section.

Each event is listed with a time stamp and description.

Clearing the key manager log

Prerequisites
» Configure #PRODABR# Settings privilege

» Alicense that supports this feature is installed. For information about the available license types and the features they
support, see the licensing documentation at the following website: https://hitachivantara.com.

Procedure

1. Click Administration in the navigation tree, and then click the Key Manager tab.

2. Click Clear Key Manager Log.
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#PRODABR# prompts you to confirm the request.

3. Click Yes, clear.
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Firmware verification

The Firmware Verification feature allows you to run an on-demand scan or implement scheduled scans.

To respond to detected issues, you can configure #PRODABR# to;

* Log the results.

» Log the results and initiate a repair action that uses a recovery install set.

Depending on the scan results, information is logged in the Active Health System Log. The following firmware types are

supported:

+ #PRODABR# Firmware

» System ROM (BIOS)

» System Programmable Logic Device (CPLD)

» Server Platform Services (SPS) Firmware (supported servers only)

» Server Platform Services Full Recovery Image (supported servers only)

When a firmware verification scan is in progress, you cannot install firmware updates or upload firmware to the #PRODABR#
Repository.

If an invalid #PRODABR# or System ROM (BIOS) firmware file is detected, the invalid file is saved to a quarantine area in the
#PRODABR# Repository. You can download the invalid file to investigate its type and origin. Quarantined images are not
displayed on the #PRODABR# Repository page, and you cannot select them when you use the Flash Firmware feature.

If a corrupted Server Platform Services (SPS) Descriptor is detected, the corrupted firmware image is moved to the quarantine
area in the #PRODABR# Repository. If the Server Platform Services Full Recovery Image is available in the System Recovery
Set, and Log and Repair Automatically is selected on the Firmware Verification page, recovery occurs automatically.
Automatic recovery of corrupted SPS Descriptor requires an #PRODABR# Advanced License.

If a supported management tool is configured to listen for system recovery events, you can send a recovery event from this
page.

Configuring the firmware verification settings
Prerequisites

» Configure #PRODABR# Settings privilege

» Alicense that supports this feature is installed. For information about the available license types and the features they
support, see the licensing documentation at the following website: https://hitachivantara.com.

Procedure

1. Navigate to the Administration page, and then click the Firmware Verification tab.

Click the Scan Settings icon 'I:i'

Set Enable Background Scan to enabled or disabled status.

> wn

Select an Integrity Failure Action.

5. Setthe Scan Interval in days.
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Valid values are from 1 to 365 days.
6. Click Submit.
#VENDABR# Advanced Server RL3xx Gen 11 platforms do not support On demand scan.

Firmware Verification scan options

On Demand scan option is available only in supported platforms.

» Enable Background Scan—Enables or disables Firmware Verification scanning. When enabled, #PRODABR# scans the
supported installed firmware for file corruption.

» Integrity Failure Action—Determines the action #PRODABR# takes when a problem is found during a Firmware
Verification scan.

o To log the results, select Log Only.

o To log the results and initiate a repair action, select Log and Repair Automatically.

If a problem is detected for a supported firmware type, #PRODABR# checks for the affected firmware type in a
protected install set. By default, this set is the Recovery Set. If a firmware image is available, #PRODABR# flashes that
firmware image to complete the repair.

» Scan Interval (in days)—Sets the background scan frequency in days. Valid values are from 1 to 365.

More information

System Recovery Set

Running a firmware verification scan

Prerequisites
» Configure #PRODABR# Settings privilege

» Alicense that supports this feature is installed. For information about the available license types and the features they
support, see the licensing documentation at the following website: https://hitachivantara.com. .

Procedure

1. Navigate to the Administration page, and then click the Firmware Verification tab.

2. Click Run Scan.
When a firmware verification scan is in progress, you cannot install firmware updates or upload firmware to the
#PRODABR# Repository.
The scan results are displayed at the top of the page.

If a failure occurred, the firmware state on the Firmware Verification page changes to Failed/Offline, the System Health
status changes to Critical. If the firmware verification scan feature is configured to Log and Repair Automatically, the failed
firmware is flashed. If successful, the firmware state and System Health status are updated.

If automatic repair is not configured, you must complete the repair manually.

For more information, see the #°PRODABR# user guide.
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Viewing firmware health status

Prerequisites

A license that supports this feature is installed. For information about the available license types and the features they support,
see the licensing documentation at the following website: https://hitachivantara.com.
Procedure

Navigate to the Administration page, and then click the Firmware Verification tab.

Firmware health status details
The following information is displayed for each supported firmware type.
Firmware Name
The name of the installed firmware.
Firmware Version
The firmware version.
Health
The firmware health status.
State

The firmware status. The possible values follow:

+ Enabled—The firmware is verified and enabled.
» Scanning—A firmware verification scan is in progress or is about to start.
» Flashing—A firmware update is in progress.

» Failed/Offline—The firmware could not be verified and was not repaired.

Recovery Set Version
The version of the firmware in the System Recovery Set.

If this firmware type is not in the System Recovery Set, or there is no System Recovery set, Not present is displayed.

Viewing quarantined firmware

Prerequisites

A license that supports this feature is installed. For information about the available license types and the features they support,
see the licensing documentation at the following website: https://hitachivantara.com. .

Procedure

Navigate to the Administration page, and then click the Firmware Verification tab.
Quarantined firmware files are listed in the Quarantine section.

If there are no quarantined files, the message There are no items under quarantine is displayed.

Quarantined firmware details

The Quarantine section displays the following information about invalid firmware files.
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Name

The name of the invalid firmware file.
Created

The invalid file creation date.
Size

The invalid file size.

Individual quarantined file details

When you click a file in the list, the following details are displayed:

» Name—The name of quarantined file.

+ Created—The invalid file creation date.

* File Name—The name used by the #PRODABR# Repository.
* Image URI—The quarantined file location.

* Size—The invalid file size.

» Device Class—An ID that can be used to correlate between #PRODABR# Repository resources and firmware inventory
data.

Downloading quarantined firmware

Prerequisites

A license that supports this feature is installed. For information about the available license types and the features they support,
see the licensing documentation at the following website: https://hitachivantara.com.

About this task

If a file is saved to the quarantine area in the #PRODABR# Repository, you can download the file for offline analysis.
Procedure

1. Navigate to the Administration page, and then click the Firmware Verification tab.

2. Inthe Quarantine section, clicklil next to the file you want to

download. A status message displays the download progress.

3. Follow the browser instructions to save or open the file.

Deleting quarantined firmware

Prerequisites

» Alicense that supports this feature is installed. For information about the available license types and the features they
support, see the licensing documentation at the following website: https://hitachivantara.com.

» Recovery Set privilege
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Procedure

1. Navigate to the Administration page, and then click the Firmware Verification tab.

2. Inthe Quarantine section, cIickE next to the file you want to
delete. #PRODABR# prompts you to confirm the request.

3. Click Yes, remove.

Initiating a full system recovery

Prerequisites
» Configure #PRODABR# Settings privilege
» Virtual Media privilege

» Alicense that supports this feature is installed. For information about the available license types and the features they
support, see the licensing documentation at the following website: https://hitachivantara.com.

» A System Recovery Set exists in the #PRODABR# Repository.

» A supported management tool is configured to manage the server.

About this task

You can use #PRODABR# to generate a recovery event that triggers a separate management tool to initiate a full system
recovery. Recovery involves installation of the System Recovery Set followed by reimaging the server operating system.

A CAUTION: Reimaging a server might cause the loss of existing data.

Procedure

1. Shut down the server if the recovery process includes components that require the server to be shut down.
Navigate to the Administration page, and then click the Firmware Verification tab.

Click Send Recovery Event.

> wn

In the Send Recovery Event pane, select the Yes, generate a recovery event check box, and then click Send Recovery
Event.

The recovery event is sent to the management tool that is configured to listen for recovery events.

If the event was sent successfully: Firmware recovery is requested by Administrator.

More information

System Recovery Set

#PRODABR# access settings

Hitachi Advanced Server RL3xx Gen 11 platforms do not support the following features or options:
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» Platform Level Data Model (PLDM)
e RIBCL

The default access settings values are suitable for most environments. The values you can modify on the Access Settings
page allow customization of the #PRODABR# external access methods for specialized environments.

The values you enter on the Access Settings page apply to all #PRODABR# users.

Configuring #PRODABR# access settings
Prerequisites
» Prerequisite for modifying any access setting:
o Configuring #PRODABR# Settings privilege
» Additional prerequisites for modifying the Update Service setting:

Recovry Set Privilege

A license that supports this feature is installed. For information about the available license types and the features they
support, see the licensing documentation at the following website: https://hitachivantara.com. .

» Additional prerequisite for modifying the Downloadable Virtual Serial Port Log or Virtual Serial Port Log Over CLI
setting:

o Alicense that supports this feature is installed. For information about the available license types and the features they
support, see the licensing documentation at the following website: https://hitachivantara.com.

About this task

This procedure is for all Access Settings except #PRODABR# Functionality. To disable #PRODABR# Functionality, see
Disabling the #PRODABR# functionality.

Procedure

1. Click Security in the navigation tree.

The Access Settings page is displayed.

2. Click ﬁ next to the Access Settings category that you want to
update. Choose from the following:

* Server
« Account Service

+ #PRODABR#

» Update Service

+ Network

The Edit Setting Type page opens.
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3. Update the settings as needed, and then click OK.
Depending on the type of setting you changed, the following might happen:

» #PRODABR# notifies you that the update is complete.

» #PRODABR# notifies you that pending changes require a reset to take effect.

For some settings, you might observe an immediate impact when the setting is changed, before a reset is complete. For
example, if you disable access through the remote console, you cannot start a remote console session after you click
OK. A reset is required to complete the configuration change.

Other settings that require a reset allow you to manually revert the configuration back to its original state without a

reset taking place. For those settings, you can manually revert the change, and then click X to dismiss the
reset message. For example, if you enable the Virtual NIC feature, #PRODABR# notifies you
that the pending change requires a reset. If you manually revert this change by resetting the

Virtual NIC option to disabled, the pending reset message remains, and you can click X to
dismiss the message.

CIickingX dismisses the reset message, but it does not revert the #PRODABR# configuration to the
previous settings. If you want to undo a change, you must revert the change manually.

4. (Optional) Repeat steps 2-3 to update additional access settings.

5. Ifaresetis required and you are done updating access settings, click Reset #PRODABR#.
#PRODABR# prompts you to confirm the request.

6. Click Yes, reset #PRODABR#.

It might take several minutes before you can re-establish a connection.

More information

Disabling the #PRODABR# functionality

Disabling the #PRODABR# functionality

Prerequisites

Configure #PRODABR# Settings privilege

About this task
The #PRODABR# Functionality setting controls whether #PRODABR# functionality is available.

» When this setting is enabled (default), the #PRODABR# network is available and communications with operating system
drivers are active.

» When this setting is disabled, the #PRODABR# network and communications with operating system drivers are terminated.

Use this procedure to change the #PRODABR# Functionality setting. To update other #PRODABR# access settings, see
Configuring #PRODABR# access settings.

Procedure

1. Click Security in the navigation tree.
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The Access Settings page is displayed.

2. Click ﬁ next to the #PRODABR#
section. The Edit #PRODABR# Settings
page opens.

3. Click Show Advanced Settings.

4. Click Disable in the #PRODABR# Functionality section.
#PRODABR# prompts you to confirm the request.

5. Select the Confirm disabling of #PRODABR# Functionality check box.

6. Click Yes, disable #PRODABR# functionality.

CAUTION: If you click this button, #PRODABR# will be inaccessible through any interface. You can use the UEFI
System Utilities to restore #PRODABR# functionality.

#PRODABR# ends your session and you cannot connect through any #PRODABR# interface until you enable the
#PRODABR# Functionality setting again.

7. (Optional) To re-enable the #PRODABR# Functionality, use the UEFI System Utilities or the system maintenance switch.

Use the UEFI System Ultilities to perform this task.

More information

Configuring #PRODABR# access settings

Methods for enabling #PRODABR# Functionality
When the #PRODABR# Functionality is disabled, you cannot re-enable it through the #PRODABR# web interface. You can
use the UEFI System Utilities or the system maintenance switch to re-enable the #PRODABR# Functionality.
UEFI System Utilities
Use the UEFI System Ultilities to re-enable #PRODABR# Functionality. For more information, see the

UEFI System Utilities documentation.

System maintenance switch

An alternative method for restoring the #PRODABR# Functionality is to disable #PRODABR# security with the system
maintenance switch.

When #PRODABR# security is disabled, the #PRODABR# network configuration is reset to the factory default settings. If the
factory default network interface is connected to the network, #PRODABR# is available on the network. This change persists
after you restore #PRODABR# security.

A CAUTION: Any user can access #PRODABR# and modify the configuration when you disable security and #PRODABR#
is using the Production security state. If you disable security with the system maintenance switch, use #PRODABR# in
this configuration for as short a time as possible.

For more information, see the #PRODABR# user guide.

Server access settings options

You can configure the following settings in the Server section on the Access Settings page.
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Server Name

Enables you to specify the host server name. You can assign this value manually, but it might be overwritten by the host
software when the operating system loads.

You can enter a server name that is up to 49 bytes.
Server FQDN/IP Address

Enables you to specify the server FQDN or IP address. You can assign this value manually, but it might be overwritten by
the host software when the operating system loads.

You can enter an FQDN or IP address that is up to 255 bytes.

Account Service access settings options

You can configure the following settings in the Account Service section on the Access Settings page.

Authentication Failures Before Delay
Enables you to cofigure the number of failed login attemps that are allowed before #PRODABR# imposes a login delay.

The following values are valid;

» Every failure causes delay—A login delay occurs after the first failed login attempt.

» 1 failure causes no delay (default)—A login delay is not imposed until the second failed login attempt.
 3failures cause no delay—A login delay is not imposed until the fourth failed login attempt.

» 5 failures cause no delay—A login delay is not imposed until the sixth failed login attempt.

Authentication Failure Delay Time
Enables you to cofigure the duration of the #PRODABR# login delay after a failed login attempt.

The following values are valid: 2, 5, 10, and 30 seconds. The default value is 10 seconds.

Authentication Failure Logging

Enables yout to configure logging criteria for failed authentiations. All login types are supported; each login type works
independently.

The following settings are valid:

» Enabled-Every Failure—A failed login log entry is recorded after every failed login attempt.

» Enabled-Every 2nd Failure—A failed login log entry is recorded after every second failed login attempt.

» Enabled-Every 3rd Failure (default)—A failed login log entry is recorded after every third failed login attempt.
» Enabled-Every 5th Failure—A failed login log entry is recorded after every fifth failed login attempt.

 Disabled—No failed login log entry is recorded.

For information about using this setting with SSH clients, see the #PRODABR# user guide.

Minimum Password Length
Specifies the minimum number of characters allowed when a user password is set or changed.

The character length must be a value from 0 to 39 characters long. The default value is 8.

When the Password complexity setting is enabled, #PRODABR# might not allow passwords that satisfy the minimum
password length. For example, if the minimum password length is set to 1, a one-character password is invalid because it
does not meet the password complexity requirements.
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Password complexity

Controls the password complexity check behavior when you create or edit user accounts and #PRODABR# Fedration
groups.

After you enable this setting, new or updated user account passwords must include three of the following characteristics:

» Atleast one uppercase ASCII character
» Atleast one lowercase ASCII character
» Atleast one ASCII digit

» Atleast one other type of character (for example, a symbol, special character, or punctuation)

When this setting is disabled (default), these password characteristics are not enforced.

#PRODABR# access settings options

You can configure the following settings in the #PRODABR# section on the Access Settings page.
Global Component Integrity

Enables or disables authentication to all applicable components in the server using SPDM.

This setting is disabled by default.

Enabling the option allows #PRODABR# to validate the components on the servers using SPDM.
Component Integrity Policy

Specifies the system boot policy based on the device component integrity policy settings. The two policies are:

» Halt Boot On SPDM Failure—Select the option to halt the system boot during SPDM Authentication failure.

» No Policy—Select the option to boot the system in normal mode.

Downloadable Virtual Serial Port Log

Enables or disables logging of the virtual serial port to a file that you can download through the #PRODABR# web
interface.

When this setting is enabled, Virtual Serial port activity is logged to a file that you can download from the Access Settings
page.

This setting is disabled by default.

A license is required to use this feature. If a license that supports this feature is not installed, this option is not displayed.
For information about the available license types and the features they support, see the licensing documentation at the

following website; https://hitachivantara.com. .

For information about logging the virtual serial port to a file you can view through the CLI, see Network access settings
options.
Idle Connection Timeout (minutes)

Specifies how long #PRODABR# sessions can be inactive before they end automatically.

The #PRODABR# web interface and the .NET IRC track idle time separately because each connection is a separate
session. When the Idle Connection Timeout is reached, only the idle session ends.

The #PRODABR# web interface and the HTML5 remote console share one #PRODABR# session. When the Idle
Connection Timeout is reached, the shared session ends.

The following values are valid;
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» 15, 30, 60, or 120 minutes—The default value is 30 minutes.

 Infinite—Inactive users are not logged out.

Failure to log out of #PRODABR# by browsing to a different site, or closing the browser window, results in an idle
connection. The #PRODABR# firmware supports a finite number of connections. Misuse of the Infinite timeout option
might make #PRODABR# inaccessible to other users. Idle connections are recycled after they expire.

This setting applies to local and directory users. Directory server timeout settings might pre-empt the #PRODABR#
setting.

Changes to the setting might not take effect immediately in current user sessions, but will be enforced immediately in all
new sessions.

#PRODABR# Functionality
For information about this setting, see Disabling the #PRODABR# functionality.
#PRODABR# RIBCL Interface

Specifies whether RIBCL commands can be used to communicate with #PRODABR#.
This setting is enabled by default.
RIBCL over HTTP/HTTPS, through in-band communication do not work when this feature is disabled.

The following message is displayed if you try to use RIBCL when it is disabled:

<?xml version="1.0"?>
<RIBCL VERSION="2.23">
<RESPONSE
STATUS=""0x00FC""

MESSAGE="RIBCL is disabled."
/>
</RIBCL>

When you change this value, you must reset #PRODABR#.

#PRODABR# ROM-Based Setup Utility
Enables or disables the #PRODABR# configuration options in the UEFI System Utilities.
» When this setting is enabled (default), the #PRODABR# configuration options are available when you access the UEFI
System Utilities.
» When this setting is disabled, the #PRODABR# configuration options are not available when you access the UEFI

System Utilities.

This setting cannot be enabled if option ROM prompting is disabled in the system BIOS.
#PRODABR# Web Interface

Specifies whether the #PRODABR# web interface can be used to communicate with #PRODABR#.

This setting is enabled by default.

When you change this value, you must reset #PRODABR#. After you complete the reset, you will not be able to access the
#PRODABR# interface through a web browser until you re-enable this setting by using the UEFI System Utilities or the
#PRODABR# RESTful API.
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Remote Console Thumbnail
Enables or disables the display of the remote console thumbnail image in #PRODABR#.
Disabling the thumbnail does not disable the remote console feature.
When you disable this setting, it takes approximately 30 seconds for the web interface to stop displaying the thumbnail.

When you enable this setting, refresh the browser window to view the thumbnail. You can also log out and then log back in
to #PRODABR# to view the thumbnail.

Require Host Authentication

Determines whether #PRODABR# user credentials are required to use host-based configuration utilities that access the

management processor. These utilities run from the host OS command line in the host context of Administrator or root.

» When this setting is enabled, valid credentials are required for all commands.

» When this setting is disabled, valid credentials are not required and commands operate with Administrator privileges.
Disabling this setting is not supported when #PRODABR# is configured to use a security state higher than Production
or High Security.

Require Login for #PRODABR# RBSU

Determines whether user credentials are required when a user accesses the #PRODABR# configuration options in the

UEFI System Utilities.

» When this setting is disabled (default), login is not required when a user accesses the #PRODABR# configuration
options in the UEFI System Utilities.

When the #PRODABR# security state is higher than Production or High Security, user credentials are required for
accessing the #PRODABR# configuration options in the UEFI System Utilities, even if this setting is disabled.

» When this setting is enabled, a login dialog box opens when a user accesses the #PRODABR# configuration options in
the UEFI System Utilities.
Serial Command Line Interface Speed
Enables you to change the speed of the serial port for the CLI feature.

The following speeds (in bits per second) are valid:

* 9600 (default)

« 19200

» 38400—The #PRODABR# configuration options in the UEFI System Utilities do not support this value.
« 57600

« 115200

The serial port configuration must be set to no parity, eight data bits, and one stop bit (N/8/1) for correct operation.
Set this value to match the serial port speed configured in the UEFI System Utilities.

Serial Command Line Interface Status
Enables you to change the login model of the CLI feature through the serial port.

The following settings are valid:
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» Enabled-Authentication Required (default)—Enables access to SMASH CLP from a terminal connected to the host
serial port. Valid #PRODABR# user credentials are required.

» Enabled-No Authentication—Enables access to SMASH CLP from a terminal connected to the host serial port.
#PRODABR# user credentials are not required.

» Disabled—Disables access to the SMASH CLP command line from the host serial port. Use this option if you are
planning to use physical serial devices.

Show #PRODABR# IP during POST
Enables the display of the #PRODABR# network IP address during host server POST.

» When this setting is enabled (default), the #PRODABR# IP address is displayed during POST.
» When this setting is disabled, the #PRODABR# IP address is not displayed during POST.

Show Server Health on External Monitor

Enables the display of the Server Health Summary screen on an external monitor.

» When this setting is enabled, you can press and release the server UID button to display the Server Health Summary
screen on an external monitor.

» When this setting is disabled, the Server Health Summary screen does not open when you press and release the server
UID button.

A CAUTION: To use this feature, press and release the UID button. Holding it down at any time for more than 5
seconds initiates a graceful #PRODABR# reboot or a hardware #PRODABR# reboot. Data loss or NVRAM
corruption might occur during a hardware #PRODABR# reboot.

For more information about the Server Health Summary screen, see the #PRODTAG# Troubleshooting Guide.

For more information about the Server Health Summary screen, see the #PRODABR# troubleshooting documentation.

V/GA Port Detect Override

Controls how devices connected to the system video port are detected. Dynamic detection protects the system from
abnormal port voltages.

» When this setting is enabled (default), the #PRODABR# firmware detects connected devices before activating video
output.

» When this setting is disabled, the #PRODABR# hardware detects connected devices before activating video output.

This setting can be used for troubleshooting cases when there is no video output to displays, KVM concentrators, or active
dongles.

Virtual NIC

Determines whether you can use a virtual NIC over the USB subsystem to access #PRODABR# from the host operating
system.

» When this setting is enabled, you can:
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o Initiate #PRODABR# RESTful API commands from the RESTful Interface Tool or another client running in the host
0S.

o Connect to #PRODABR# with an SSH client running in the host OS.
o Access the #PRODABR# web interface through a supported browser running in the host OS.

> View the virtual NIC IP address on the Overview page.

» When this setting is disabled, you cannot access #PRODABR# through the virtual NIC.

The factory default Virtual NIC setting is disabled in most versions of #PRODABR#. In #PRODGEN#, this setting is
enabled by default. When you reset #PRODABR# to the factory default settings, the Virtual NIC setting returns to the
default setting for the installed version of #PRODABR#. Firmware upgrades or downgrades do not change this setting.

For information about using this feature, see the #PRODABR# user guide.

Update Service access settings options
Downgrade Policy

Specifies how #PRODABR# handles requests to downgrade any of the firmware types that you can update through
#PRODABRH.

Alicense is required to use this feature. If a license that supports this feature is not installed, this option is not displayed.
For information about the available license types and the features they support, see the licensing documentation at the
following website; https://hitachivantara.com.

Choose from the following values:

» Allow downgrades (default)—Any user with the Configure #PRODABR# Settings privilege can downgrade firmware.

» Downgrade requires Recovery Set privilege—Only a user with the Configure #PRODABR# Settings and Recovery
Set privileges can downgrade firmware.

» Permanently disallow downgrades—No user can downgrade firmware.

CAUTION: Configuring this setting makes a permanent change to #PRODABR#. After you configure
#PRODABR# to permanently disallow downgrades, you cannot reconfigure this setting through any
#PRODABR# interface or utility. Setting #PRODABR# to the factory default settings will not reset this value.

Network access settings options

The Network section on the Access Settings page allows you to enable and disable #PRODABR# features, and to configure
the ports they use.

The TCP/IP ports used by #PRODABR# are configurable, which enables compliance with site requirements and security
initiatives for port settings. These settings do not affect the host system. The range of valid port values in #PRODABR# is
from 1 to 65535. If you enter the number of a port that is in use, #PRODABR# prompts you to enter a different value.

Changing these settings usually requires configuration of the web browser used for standard and SSL communication.
Anonymous Data

This setting controls the following:
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» The XML object #PRODABR# provides in response to an anonymous request for basic system information.

» The information provided in response to an anonymous Redfish call to /redfish/v1.
When this setting is enabled (default):

» Other software is allowed to discover and identify the #PRODABR# system on the network. To view the XML response
that #PRODABR# provides, click View XML.

» Ananonymous Redfish call to /redfish/v1 includes information similar to the following:

""ManagerFirmwareVersion': "1.10",
""ManagerType': "iLO 6",
"Status': {"Health': "OK"}

» When the #PRODABR# health status is Degraded, the #PRODABR# health status and a description of the issue are
displayed on the login page. The #PRODABR# health status is based on the combined results of the #PRODABR#
diagnostic self-tests. Self-test failures that could compromise security are not displayed in the description.

When this option is disabled:

» #PRODABR# responds to requests with an empty XML object.
» #PRODABR# version information is not displayed on the login page.

» An anonymous Redfish call to /redfish/v1 excludes the following information: ManagerFirmwareVersion,
ManagerType, and Status.

When you enable a security state higher than Production or High Security, this setting is disabled automatically.

Enhanced Download Performance

Allows you to improve the download performance for #PRODABR# Scriptable Virtual Media and URL based firmware
upload.

When this option is Enabled, #PRODABR# will optimize its communication with the web server hosting the images. After
changing the option, the setting will take effect only on new virtual media connections and firmware update operations
initiated.

This setting is enabled by default.

To edit the Enhanced Download Performance settings, navigate to Access settings page, click ﬁ on the Network
settings.

IPMI/DCMI over LAN
Allows you to send industry-standard IPMI and DCMI commands over the LAN.
This setting is disabled by default.

When this setting is disabled, #PRODABR# disables IPMI/DCMI over the LAN. Server-side IPMI/DCMI applications are still
functional when this feature is disabled.

When this setting is enabled, #PRODABR# allows you to use a client-side application to send IPMI/DCMI commands over
the LAN.

When IPMI/DCMI over LAN is disabled, the configured IPMI/DCMI over LAN Port is not detected in a security audit that
uses a port scanner to scan for security vulnerabilities.

When you enable a security state higher than Production or High Security, this setting is disabled automatically.
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IPMI/DCMI over LAN Port
Sets the IPMI/DCMI port number.
The default value is UDP 623.
Remote Console
Allows you to enable or disable access through the #PRODABR# remote consoles.

When this option is disabled, the graphical remote console and the text-based remote console are disabled. The
configured remote console port is not detected in a security audit that uses a port scanner to scan for security
vulnerabilities.

Disabling the remote console does not disable the remote console thumbnail. To disable the remote console thumbnail,
edit the Remote Console Thumbnail option in the #PRODABR# Access Settings section.

This setting is enabled by default.
Remote Console Port
Sets the remote console port.
The default value is TCP 17990.
Secure Shell (SSH)
Allows you to enable or disable the SSH feature.
SSH provides encrypted access to the #PRODABR# command-line protocol (CLP).
This setting is enabled by default.
Secure Shell (SSH) Port
Sets the SSH port.
The default value is TCP 22.
SNMP
Specifies whether #PRODABR# responds to external SNMP requests.

If you disable SNMP access, #PRODABR# continues to operate, and the information displayed in the #PRODABR# weh
interface is updated. In this state, no alerts are generated and SNMP access is not permitted.

When SNMP access is disabled, most of the boxes on the SNMP Settings page are unavailable.

When you enable a security state higher than Production or High Security, this setting is disabled automatically.
SNMP Port

Sets the SNMP port.

The default value is UDP 161 for SNMP access.

If you customize the SNMP Port value, some SNMP clients might not work correctly with #PRODABR# unless those
clients support the use of a nonstandard SNMP port.

If the SNMP option is disabled, you cannot update this value.
SNMP Trap Port

Sets the SNMP trap port.

The default value is UDP 162 for SNMP alerts (or traps).

If you customize the SNMP Trap Port, some SNMP monitoring applications might not work correctly with #PRODABR#
unless those applications support the use of a nonstandard SNMP trap port.
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If the SNMP option is disabled, you cannot update this value.
Virtual Media
Allows you to enable or disable the #PRODABR# virtual media feature.

When this option is disabled, virtual media features are disabled. The configured virtual media port is not detected in a
security audit that uses a port scanner to scan for security vulnerabilities.

Virtual Media Port
The port that #PRODABR# uses to listen for incoming local virtual media connections.
The default value is TCP 17988.

Virtual Serial Port Log Over CLI
Enables or disables logging of the virtual serial port that you can view by using the CLI.

When this setting is enabled, virtual serial port activity is logged to a 150-page circular buffer in the #PRODABR#
memory. Use the CLI command vsp log to view the logged information. The virtual serial port buffer size is 128 KB.

This setting is disabled by default.

Alicense is required to use this feature. If a license that supports this feature is not installed, this option is not displayed.
For information about the available license types and the features they support, see the licensing documentation at the

following website; https://hitachivantara.com. .

For information about using this feature, see the #V/ENDABR# #PRODGEN# User Guide.

For information about logging the virtual serial port to a file you can download through the #PRODABR# web interface,
see #PRODABR# access settings options.

Web Server

Allows you to enable or disable access through the #PRODABR# web server.

A CAUTION: If you set this value to disabled, #PRODABR# will not listen for communication on the configured Web
Server Non-SSL Port (HTTP) or the Web Server SSL Port (HTTPS).

The following features do not work when the web server is disabled:

+ #PRODABR# web interface
* Remote console

o #PRODABR# RESTful API

* RIBCL

When this option is disabled, the configured Web Server Non-SSL Port (HTTP) and Web Server SSL Port (HTTPS) are not
detected in a security audit that uses a port scanner to scan for security vulnerabilities.

Web Server Non-SSL Port Enabled
Disables the HTTP port.

Web Server Non-SSL Port (HTTP)
Sets the HTTP port.
The default value is TCP 80.

Web Server SSL Port (HTTPS)
Sets the HTTPS port.
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The default value is TCP 443.

Web Proxy
Specifies whether the Web proxy server is enabled or not.

To enable the Web proxy from the Access Settings page:

» Click ﬁ on the Network settings and select the Web Proxy check box.
» Enter the Web Proxy Server name, Web Proxy Port number, Web Proxy User Name, and Web Proxy Password.
o Web Proxy Server—Indicates the hostname or IP address of proxy server.

o Web Proxy Port —Specifies the web proxy port number. The range of valid port values in #PRODABR# is from 1-
65535.

o Web Proxy User Name—Indicates web proxy user name.

o Web Proxy Password—Indicates web proxy password.

» Click OK to enable the proxy server.

To reset the web proxy settings to default values, clear the Web proxy check box and click OK.
802.1 X Support

Specifies whether #PRODABR# supports 802.1X-based authentication. This feature supports using a factory-provisioned
server identity (#PRODABR# IDevID) or a user-defined server identity (#PRODABR# LDevID) for authentication.

Downloading the Virtual Serial Port log through the #PRODABR# web interface

Prerequisites
» Configure #PRODABR# Settings privilege
» The Downloadable Virtual Serial Port Log option is enabled on the Access Settings page.

» Alicense that supports this feature is installed. For information about the available license types and the features they
support, see the licensing documentation at the following website: https://hitachivantara.com.

Procedure

1. Click Security in the navigation tree.

The Access Settings page is displayed.

2. Click ﬁ next to the #PRODABR# Access Settings
category. The Edit #PRODABR# Settings page opens.

3. Click the Download link next to the Downloadable Virtual Serial Port Log option.

#PRODABR# notifies you when the download is finished.
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#PRODABR# Service Port

The Service Port is a USB port with the label iLO on supported servers.

To find out if your server supports this feature, see the server specifications document at the following website:
https://hitachivantara.com.

The Service Port is a USB port with the label iLO on the front of the server.

To find out if your server supports this feature, see the server specifications document at the following website:
https://hitachivantara.com.

When you have physical access to a server, you can use the Service Port to do the following:

» Download the Active Health System Log to a supported USB flash drive.

When you use this feature, the connected USB flash drive is not accessible by the host operating system.
» Connect a client (such as a laptop) with a supported USB to Ethernet adapter to access the following:

o #PRODABR# web interface

> Remote console

o #PRODABR# RESTful API

o CL

o RIBCL scripts

When you use the #PRODABR# Service Port:

 Actions are logged in the #PRODABR# event log.
+ The server UID flashes to indicate the Service Port status.
You can also retrieve the Service Port status by using a REST client and the #PRODABR# RESTful API.
* You cannot use the Service Port to boot any device within the server, or the server itself.
* You cannot access the server by connecting to the Service Port.

* You cannot access the connected device from the server.

Downloading the Active Health System Log through the #PRODABR# Service Port

Prerequisites

The #PRODABR# Service Port and USB flash drives options are enabled on the #PRODABR# Service Port page.
Procedure

1. Create a text file named command.txt with the required content for downloading the Active Health System Log.

2. Save the file to the root directory of a supported USB flash drive.

3. Connect the USB flash drive to the #PRODABR# Service Port (the USB port labeled iLO, on the front of the server).

The file system is mounted and the command.txt file is read and executed.
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The #PRODABR# Service Port status changes to Busy, and the UID flashes at a rate of four medium flashes then off for
one second.

If the command is successful, the #PRODABR# Service Port status changes to Complete, and the UID flashes at a rate of
one fast flash then off for three seconds.

If the command is not successful, the #PRODABR# Service Port status changes to Error, and the UID flashes at a rate of
eight fast flashes then off for one second. If an error occurs, see the #PRODABR# user guide for troubleshooting
information.

The file system is unmounted.
Remove the USB flash drive.

The #PRODABR# Service Port status changes to Ready. The UID stops flashing or flashes to indicate another state such as
remote console access or a firmware update in progress.

More information

Configuring the #PRODABR# Service Port settings

#PRODABR# Service Port supported devices

Sample text file for Active Health System Log download through #PRODABR# Service Port

Connecting a client to #°RODABR# through the #PRODABR# Service Port

Prerequisites

The #PRODABR# Service Port and USB Ethernet adapters options are enabled on the #PRODABR# Service Port page.
The client NIC is configured to support the Service Port feature.

You have physical access to the server.

Procedure

1.

Use a supported USB to Ethernet adapter to connect a client to the Service Port (the USB port labeled iLO, on the front of
the server).

The client NIC is assigned a link-local address. This process might take several seconds.
Connect to #PRODABR# by using the following IPv4 address: 169.254.1.2.

The same IP address is used when you connect a client to any server through the Service Port. You cannot change this
address.

The Service Port status changes to Busy, and the UID flashes at a rate of four medium flashes then off for one second.

When you are finished, disconnect the client from the Service Port.

The Service Port status changes to Ready. The UID stops flashing or flashes to indicate a state such as remote console
access or a firmware update in progress.

More information

Configuring the #PRODABR# Service Port settings

Configuring a client to connect through the #PRODABR# Service Port
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Configuring the #PRODABR# Service Port settings

Prerequisites

Configure #PRODABR# Settings privilege
Procedure

1. Click Security in the navigation tree, and then click the #PRODABR# Service Port tab.

2. Configure the following settings:

» #PRODABR# Service Port
+ USB flash drives
» Require authentication

» USB Ethernet adapters

3. Click Apply.

The updated settings take effect immediately, and information about the configuration change is logged in the
#PRODABR# event log.

#PRODABR# Service Port options

» #PRODABR# Service Port—Allows you to enable or disable the #PRODABR# Service Port. The default setting is enabled.
When this feature is disabled, you cannot configure the features in the Mass Storage Options or Networking Options
sections on this page.

Do not disable the #PRODABR# Service Port when it is in use. If you disable the port when data is being copied, the data
might be corrupted.

» USB flash drives—Allows you to connect a USB flash drive to the #PRODABR# Service Port to download the Active
Health System Log. The default setting is enabled.

Do not disable this setting when the #PRODABR# Service Port is in use. If you disable USB flash drives when data is being
copied, the data might be corrupted.

If you insert a USB flash drive in the #PRODABR# Service Port when this setting is disabled, the device is ignored.

» Require authentication—Requires you to enter #PRODABR# user credentials in the command.txt file when you use the
#PRODABR# Service Port to download the Active Health System Log. The default setting is disabled.

User credentials are not required when the system maintenance switch is set to disable #PRODABR# security.

» USB Ethernet adapters—Allows you to use a USB to Ethernet adapter to connect a laptop to the #PRODABR# Service
Port to access the Integrated remote console. The default setting is enabled.

If you connect a laptop when this setting is disabled, the device is ignored.
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Configuring a client to connect through the #PRODABR# Service Port

Procedure

1. Configure the client NIC to obtain an IPv4 autoconfiguration address automatically.

For more information, see your operating system documentation.

2. Do one of the following:

» Add a proxy exception. Use one of the following formats:

o Edge, Chrome: 169.254.*
o Firefox: 169.254.0.0/16

 Disable web proxy settings on the client.

For more information about proxy settings, see your operating system documentation.

#PRODABR# Service Port supported devices

Mass storage devices

The #PRODABR# Service Port supports USB keys with the following characteristics:

» High-speed USB 2.0 compatibility.

» FAT32 format, preferably with 512 byte blocks.

*  One LUN.

» One partition with a maximum size of 127 GB and sufficient free space for the Active Health System Log download.

» Valid FAT32 partition table.

If the USB key fails to mount, it probably has an invalid partition table. Use a utility such as Microsoft DiskPart to delete and
recreate the partition.

» Not read-protected.

* Not bootable.

Mass storage devices are not supported on servers that do not include a NAND.

USB Ethernet adapters

The #PRODABR# Service Port supports USB Ethernet adapters that contain one of the following chips by ASIX Electronics
Corporation:

+ AX88772

* AX88772A
+ AX88772B
+ AX88772C

Use the #VENDABR# USB to Ethernet Adapter (part number Q7Y55A).
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Sample text file for Active Health System Log download through #PRODABR# Service Port

When you use the #PRODABR# Service Port to download the Active Health System Log, you create a text file called
command.txt and save the file to a supported USB device. When you connect the USB device to a server, the
command.txt file runs and downloads the log file.

File template for command.txt file

Use the following example as a template for your command.txt file:

{
""/ahsdata/" : {
"POST" = {
"downloadAll'" : "0",
"from" : ""2016-08-25",
to™” : ""2016-08-26",
"‘case_no" = "ABCO123XYZ",
'contact_name' : "My Name',
"‘company"’ : "My Company, Inc.',
“"phone™ T ""281-555-1234",
“email” > “'my.name@mycompany .com",
""UserName" : "my_username',
""Password" : "my_password"
}
}
}

Parameters for command.txt file

You can customize the following values:

» downloadAll-Controls the download scope. To download the log for a range of dates, enter O.
To download the entire log, enter 1.

» from-The start date when you download the log for a range of dates.
» to-The end date when you download the log for a range of dates.

» case_no (optional)-The case number for an open #VENDABR# support case. This value can be
up to 14 characters long. If you enter this value, it is included in the downloaded file.

» contact_name (optional)-The contact person for this server. If you enter this value,
it is included in the downloaded file. This value can be up to 255 characters long.

» company (optional)-The company that owns this server. If you enter this value, it is
included in the downloaded file. This value can be up to 255 characters long.

» phone (optional)-The phone number of a contact person for this server. If you enter
this value, it is included in the downloaded file. This value can be up to 39
characters long.

« email (optional)-The email address of a contact person for this server. If you enter
this value, it is included in the downloaded file. This value can be up to 255
characters long.

* UserName—If #PRODABR# is configured to require authentication for #PRODABR# Service
Port actions on mass storage devices, enter your #PRODABR# account user name. A user
name is not required when the system maintenance switch is set to disable #PRODABR#
security.

» Password-I1f #PRODABR# is configured to require authentication for #PRODABR# Service
Port actions on mass storage devices, enter the password for the user name you entered.
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A password is not required when the system maintenance switch is set to disable
#PRODABR# security.

File requirements for command.txt file

The file must be in valid JSON format.

Use an online JSON formatter to verify the file syntax. A free utility is available at the following website:
http://www.freeformatter.com/json-formatter.html.

Do not include comments in the file.
The text in the file is case-sensitive.

The file supports plain text only. Do not create the file with an application that embeds additional formatting properties.

Managing SSH keys

About this task

Authorizing a new SSH key by using the web interface

Prerequisites

Administer User Accounts privilege

Procedure

1.

> wn

Generate a 2,048-bit DSA or RSA key by using ssh-keygen, puttygen.exe, or another SSH key utility.

ECDSA 384-bit keys that use the NIST P-384 curve are required when #PRODABR# is configured to use the CNSA
security state.

Save the public key as key.pub.

Copy the contents of the key.pub file.

Click Security in the navigation tree, and then click the Secure Shell Key tab.

Select the check box to the left of the user account to which you want to add an SSH key.

Each user account can have only one key assigned.

Click Authorize New Key.

Paste the public key into the Public key box.

Click Import Public Key.

The Authorized SSH Keys table is updated to show the hash of the SSH public key associated with the user account.

Deleting SSH keys

Prerequisites

Administer User Accounts privilege
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About this task
Use the following procedure to delete SSH keys from one or more user accounts.

When an SSH key is deleted from #PRODABR#, an SSH client cannot authenticate to #PRODABR# by using the corresponding
private key.

Procedure

1. Click Security in the navigation tree, and then click the Secure Shell Key tab.
2. Inthe Authorized SSH Keys list, select the check box to the left of one or more user accounts.
3. Click Delete Selected Key(s).
#PRODABR# prompts you to confirm the request.
4. Click Yes, delete.
The selected SSH keys are removed from #PRODABR#.

Viewing the SSH host key

About this task
Use the following procedure to view the SSH host key reported by #PRODABR#.

Procedure

1. Click Security in the navigation tree, and then click the Secure Shell Key tab.
The SSH host key is displayed.
2. (Optional) Add the hostname/IP address and the SSH host key to the SSH client configuration file.

For example:

» For OpenSSH users on Linux: Update the .ssh/known_hosts file.
» For PUTTY users on Windows: Update the Windows registry (HKEY_CURRENT_USER\SoftWare
\SimonTatham\PuTTY\SshHostKeys).

3. (Optional) To verify that your connection is secure, compare the SSH Host Key value to the value reported by your SSH
client.

4. If the keys do not match, make sure that you understand why before you continue.
Some possible reasons include:
» The #PRODABR# system you viewed in step 1 is not the same system that you connected to with the SSH client.

» The SSH connection is being redirected. Ask an administrator if your network is configured to redirect the connection. If
the network is not configured to redirect the connection, the network security might be compromised.

» The #PRODABR# SSH host key on the system you want to access changed because #PRODABR# was reset to the
factory default settings. You did not change your SSH client configuration.
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Viewing authorized SSH keys

Procedure

1. Click Security in the navigation tree, and then click the Secure Shell Key tab.

The Authorized SSH Keys table displays the hash of the SSH public key associated with each user account.

2. (Optional) To sort by a table column, click the column heading.

To change the sort order to ascending or descending, click the column heading again or click the arrow icon next to the
column heading.

SSH keys
When you add an SSH key to #PRODABR#, the #PRODABR# firmware associates the key with a local user account.

Supported SSH key formats
* RFC4716

*  OpenSSH key format

» #PRODABR# legacy format

For examples of these formats, see the #PRODABR# user guide.

Working with SSH keys
» The supported SSH key formats are supported with the #PRODABR# web interface and the CLI.
» Only the #PRODABR# legacy format is supported with RIBCL scripts.

» Any SSH connection authenticated through the corresponding private key is authenticated as the owner of the key and has
the same privileges.

» The #PRODABR# firmware can import SSH keys with a maximum length of 1,366 bytes. If the key length exceeds 1,366
bytes, the authorization might fail. If a failure occurs, use the SSH client software to generate a shorter key.

 Ifyou use the #PRODABR# web interface to enter the public key, you select the user associated with the public key.

» Ifyou use the #PRODABR# RESTful API to enter the public key, the user name is provided with the public key in the POST
body.

» Ifyou use the CLI to enter the public key, the public key is linked to the user name that you entered to log in to
#PRODABR#.

» Ifyou use HPQLOCFG and a RIBCL script to enter the public key, you append the #PRODABR# user name to the public
key data. The public key is stored with that user name.

» Ifauseris removed after an SSH key is authorized for that user, the SSH key is removed.
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Certificate mapping

The Certificate Mappings page displays the local users of the system and their associated SHA-256 certificate thumbprints.

Use the controls on this page to add or delete a certificate.

In a smartcard or CAC environment, local users must have a smartcard certificate saved and mapped to their user account to

enable smartcard access.

Authorizing a new local user certificate

Prerequisites

Administer User Accounts privilege

You have a smart card or other common access card (CAC) with an embedded certificate.
The certificate must be compliant with the configured #PRODABR# security state.

CAC Smartcard Authentication is enabled on the CAC/Smartcard tab.

A license that supports this feature is installed. For information about the available license types and the features they
support, see the licensing documentation at the following website: https://hitachivantara.com.

Procedure

1.

o o &

Click Security in the navigation tree, and then click the Certificate Mappings tab.

#PRODABR# displays a list of local user accounts with their associated SHA-256 certificate thumbprints.
Select a user account by clicking the check box next to the Login Name.

Click Authorize New Certificate.

The Certificate Import Data paste box appears.

Export the certificate for the selected user account in PEM encoded Base64 format.

Open the certificate in a text editor.

Copy the certificate, and then paste it in the Certificate box.

Click Import Certificate.

Deleting local user certificates

Prerequisites

Administer User Accounts privilege

One or more local user accounts with associated certificates exist on the system.

Procedure

1.

Click Security in the navigation tree, and then click the Certificate Mappings tab.
#PRODABR# displays a list of local user accounts with their associated SHA-256 certificate thumbprints.
Select one or more local user accounts by clicking the check box next to the Login Name.

Click Delete Selected Certificate(s).

The certificates are immediately removed and the system displays the message Certificate(s) deleted.
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Viewing authorized certificates

Procedure

1. Click Security in the navigation tree, and then click the Certificate Mappings tab.

The Authorized Certificates table displays the certificate thumbprint associated with each user account.

2. (Optional) To sort by a table column, click the column heading.

To change the sort order to ascending or descending, click the column heading again or click the arrow icon next to the
column heading.

CAC Smartcard Authentication

A common access card (CAC) is a United States Department of Defense (DoD) smartcard for multifactor authentication.
Common access cards are issued as standard identification for active-duty military personnel, reserve personnel, civilian
employees, non-DoD government employees, state employees of the National Guard, and eligible contractor personnel. In
addition to its use as an ID card, a common access card is required for access to government buildings and computer networks.

Each CAC carries a smartcard certificate that must be associated with your local user account in the #PRODABR# web
interface. Upload and associate your smartcard certificate with your account by using the controls on the Certificate
Mappings page.

CAC authentication with LDAP directory support uses a service account to authenticate to the directory service, and the user
account must be present in the same domain as the configured directory server. Additionally, the user account must be a direct
member of the configured groups. Cross-domain authentication and nested groups are not supported.

CAC authentication with LDAP directory support uses a service account to authenticate to the directory service, and the user
account must be present in the same domain as the configured directory server. Additionally, the user account must be a direct
member of the configured groups. Cross-domain authentication and nested groups are not supported.

Two-factor authentication

Part of the requirement necessary to satisfy Federal Government Certification is two-factor authentication. Two-factor
authentication is the dual authentication of the CAC. For example, the CAC satisfies two-factor authentication by
mandating that you have the physical card and you know the PIN number associated with the card. To support CAC
authentication, your smartcard must be configured to require a PIN.

Configuring CAC smart card authentication settings

Prerequisites

A license that supports this feature is installed. For information about the available license types and the features they
support, see the licensing documentation at the following website: https://hitachivantara.com.

Procedure

1. Click Security in the navigation tree, and then click the CAC/Smartcard tab.

2. Import a trusted CA certificate.
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This certificate is used to validate certificates that are presented to #PRODABR#. The certificate must be compliant with
the configured #PRODABR# security state.

3. Configure the Authentication Options:

a. Enable CAC Smartcard Authentication.

b. (Optional) Enable CAC Strict Mode.

4.  (Optional) For additional security when CAC Strict Mode is enabled, enable the following:

» Require Host Authentication—You can configure this setting on the Access Settings page.

» FIPS security state—You can configure this setting on the Encryption page.

5. To save the Authentication Options and Directory User Certificate Name Mapping settings, click Apply.
If you enabled CAC Strict Mode, #PRODABR# prompts you to confirm the request, which requires an #PRODABR# reset.
If you did not enable CAC Strict Mode, #PRODABR# notifies you that the changes were saved.

6. If #PRODABR# prompted you to confirm the changes and initiate a reset, click Yes, apply and reset.

7.  (Optional) Import a Certificate Revocation List (CRL).

8.  (Optional) To check user certificates using the Online Certificate Status Protocol (OCSP), enter an HTTP or HTTPS URL
in the OCSP Settings section, and then click Apply.

9. Upload and map smart card certificates to local #PRODABR# user accounts (when using #PRODABR# with local user
authentication only).

More information

#PRODABR# encryption settings
Authorizing a new local user certificate
Importing a trusted CA certificate
Configuring #PRODABR# access settings

CAC smart card authentication settings
CAC Smartcard Authentication
Enables and disables authentication through a common access smart card.
CAC Strict Mode

Enables or disables CAC Strict Mode, which requires a client certificate for every connection to #PRODABR#. When this
mode is enabled, #PRODABR# will not accept user names or passwords, and only key-based authentication methods are
allowed.

NOTE: If you do not have a trusted certificate, you cannot access #PRODABR#. Attempts to browse to the #PRODABR#
web interface will generate an error.

Directory User Certificate Name Mapping

The For Directory Username setting allows you to select the portion of the user certificate to use as your directory user
name:
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» Use Certificate SAN UPN—Uses the first subject alternative name (SAN) field of type userPrincipalName (UPN),
which contains the user and domain names in an email address format, as the user name. For example,
upn:testuser@domain.com produces testuser@domain.com.

» Use Certificate Subject CN—Uses only the CN or CommonName portion of the subject as the user name. For example,
in the following DN: cn=test user, ou=users,dc=domain,dc=com the common name is test user.

» Use Full Certificate Subject DN—Uses the complete distinguished name as the user name when searching for the
user in the directory service. For example, a distinguished name appears as follows: cn=test user,
ou=users,dc=domain,dc=com.

» Use Certificate SAN RFC822 Name—Uses the first SAN field of type rfc822Name, which contains an email address as
the username. For example, rfc822Name : testuser@domain.com produces testuser@domain.com as the
username.

OCSP Settings
Use this feature to check user certificates by using the Online Certificate Status Protocol (OCSP).
HTTP and HTTPS URLs are accepted.

A response of Unknown or Revoked causes authentication to fail.

Importing a trusted CA certificate

Prerequisites
» Configure #PRODABR# Settings privilege

» Alicense that supports this feature is installed. For information about the available license types and the features they
support, see the licensing documentation at the following website: https://hitachivantara.com.

* You obtained a trusted CA certificate.

The certificate must be in PEM encoded Base64 format.

Procedure

1. Click Security in the navigation tree, and then click the CAC/Smartcard tab.
2. Paste a trusted CA certificate in the Direct Import section.

3. Click Apply.

If the operation does not appear to have worked, scroll to the top of the page to see if any error messages displayed.

Deleting a trusted CA certificate

Prerequisites

» Configure #PRODABR# Settings privilege
» Alicense that supports this feature is installed. For information about the available license types and the features they

support, see the licensing documentation at the following website: https://hitachivantara.com.

iLO 6 Online Help 252



Procedure

1. Click Security in the navigation tree, and then click the CAC/Smartcard tab.
Scroll to the Manage Trusted CA Certificates section.

Select the check box next to the certificate to be deleted.

> wn

Click Delete.
#PRODABR# prompts you to confirm the request.

5. Click Yes, delete.
The certificate is deleted.

If the operation does not appear to have worked, look for error messages at the top of the page.

Importing a certificate revocation list (CRL) from a URL

Prerequisites
» Configure #PRODABR# Settings privilege

» Alicense that supports this feature is installed. For information about the available license types and the features they
support, see the licensing documentation at the following website: https://hitachivantara.com. .

About this task

To invalidate previously issued certificates that have been revoked, import a CRL.
Procedure

1. Click Security in the navigation tree, and then click the CAC/Smartcard tab.

2. Type or paste a URL in the Import Revocation List section.
The CRL size limit is 100 KB and the CRL must be in DER format.

3. Click Apply.
The CRL changes will be applied to future CAC login sessions.

To enforce the CRL changes on existing CAC login sessions, do one of the following:

* Reset #PRODABR#.

 Identify the CAC sessions in the active session list, and then disconnect them.
The CRL description and serial number are displayed in the Certificate Revocation List (CRL) section.

More information

Managing #PRODABR# sessions
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Deleting a certificate revocation list

Prerequisites
» Configure #PRODABR# Settings privilege

» Alicense that supports this feature is installed. For information about the available license types and the features they
support, see the licensing documentation at the following websitehttps://hitachivantara.com.

Procedure

1. Click Security in the navigation tree, and then click the CAC/Smartcard tab.
2. Scroll to the Certificate Revocation List (CRL) section.

3. Click Delete.
#PRODABR# prompts you to confirm the request.
4. Click Yes, delete.

Administering SSL certificates

The Secure Sockets Layer (SSL) protocol is a standard for encrypting data so that it cannot be viewed or modified while in
transit on the network. An SSL certificate is a small computer file that digitally combines a cryptographic key (the server public
key) with the server name. Only the server itself has the corresponding private key, allowing for authenticated two-way
communication between a user and the server.

A certificate must be signed to be valid. If it is signed by a Certificate Authority (CA), and that CA is trusted, all certificates
signed by the CA are also trusted. A self-signed certificate is one in which the owner of the certificate acts as its own CA.

By default, #PRODABR# creates a self-signed certificate for use in SSL connections. This certificate enables #PRODABR# to
work without additional configuration steps.

@ IMPORTANT: Using a self-signed certificate is less secure than importing a trusted certificate. Import a trusted
certificate to protect the #PRODABR# user account credentials.

Certificates are included when you use the #PRODABR# backup and restore feature.

Viewing SSL certificate information

Procedure

Click Security in the navigation tree, and then click the SSL Certificate tab.

SSL certificate details

» Issued To—The entity to which the certificate was issued.

When you view the #PRODABR# self-signed certificate, this value displays information related to the #VENDNAM#
Houston office.

» Issued By—The CA that issued the certificate.

When you view the #PRODABR# self-signed certificate, this value displays information related to the #VENDNAM#
Houston office.

» Valid From—The first date that the certificate is valid.
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+ Valid Until—The date that the certificate expires.

» Serial Number—The serial number assigned to the certificate. This value is generated by #°PRODABR# for the self-signed
certificate, and by the CA for a trusted certificate.

Automatic certificate enrollment

#PRODABR# now supports obtaining and renewing SSL certificate automatically using the Simple Certificate Enrollment
Protocol (SCEP). Network Device Enrollment Service (NDES) is the only SCEP server supported by #PRODABR# for certificate
enrollment.

To enable the certificate enrollment for #PRODABR#:
» Configure the Certificate Authority (CA). CA is the server that runs the Certificate Services and issues certificates.

» Configure the Network Device Enrollment Service (NDES). NDES is the Certificate Enroliment Server.

NOTE: This feature is not supported when #PRODABR# is in CNSA security state.

Certificate Enrollment Status and Enrollment Service

Certificate Enrollment Status—This indicates the result of the last certificate enrollment or renewal initiated.
Enrollment Service—This indicates whether the service is enabled or disabled.

The possible values for certificate enrollment status are:

 Disabled—Certificate enrollment is disabled.

* In-Progress—Certificate enroliment is in-progress.

» Success—Certificate enrollment is successful. You must reset #PRODABR# manually after successful enroliment. The
newly trusted certificate will be in use only after #PRODABR# reset.

» Failed—Certificate enroliment failed. For more information, refer the Security Log.

The possible values for enrollment service are:
+ Disabled—Enrollment service is disabled.

» Enabled—Enrollment service is enabled.

Trusted SSL certificate

Procedure

1. To customize the SSL certificate, select one of the following options:

» Generate CSR and Import an SSL Certificate—Use this option to create a Certificate Signing Request (CSR) that you
can send to a Certificate Authority (CA) to obtain a trusted SSL certificate to import into #PRODABR#.

» Import an SSL Certificate and Private Key—Use this option to manually import a Trusted SSL Certificate and
corresponding Private Key.

» Automatically manage SSL Certificate—Use this option to manage automatic generation or renewal of SSL
Certificates.

2. Click Customize Certificate.
A new page opens for certificate customization process.

iLO 6 Online Help 255



Customize certificate

Obtaining and importing SSL certificate manually

Enabling Automatic certificate enroliment

Removing an SSL certificate

Prerequisites

Configure #PRODABR# Settings privilege

About this task

Use this feature to remove an SSL certificate and regenerate the #PRODABR# self-signed certificate.

NOTE: If Certificate Enrollment Service is enabled, removal and manual import of certificate is not allowed.
You might want to remove a certificate for the following reasons:

» The certificate expired.
» The certificate contains invalid information.
» There are security concerns related to the certificate.

» Anexperienced support organization recommended that you remove the certificate.

Procedure

1. Click Security in the navigation tree, and then click the SSL Certificate tab.
2. Click Remove.

#PRODABR# prompts you to confirm that you want to delete the existing certificate, reset #PRODABR#, and generate a
new self-signed certificate.

3. Click Yes, remove.
#PRODABR# removes the SSL certificate, resets, and then generates a new self-signed certificate.
It might take several minutes for #PRODABR# to generate the new certificate.

4. Recommended: Obtain and import a trusted certificate.

Import a trusted certificate.

More information

Generate CSR and Import an SSL Certificate
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Generate CSR and Import an SSL Certificate

Prerequisites

Configure #PRODABR# Settings privilege

About this task

#PRODABR# allows you to create a Certificate Signing Request (CSR) that you can send to a Certificate Authority (CA) to
obtain a trusted SSL certificate to import into #PRODABR#.

#PRODABR# supports import of SSL certificate chains (in PEM format) that are up to 20 KB in size.

An SSL certificate works only with the keys generated with its corresponding CSR. If #PRODABR# is reset to the factory
default settings, or another CSR is generated before the certificate that corresponds to the previous CSR is imported, the
certificate does not work. In that case, a new CSR must be generated to obtain a new certificate from a CA.

Procedure

1. Obtain a trusted certificate from a CA.

2. Import the trusted certificate to #PRODABR#.

Obtaining a trusted certificate from a CA

Prerequisites

Configure #PRODABR# Settings privilege
Procedure

1. Click Security in the navigation tree, and then click the SSL Certificate tab.
2.  Click Customize Certificate.

3. Enter values for the following:

» Country (C)

o State (ST)

» City or Locality (L)

» Organization Name (O)

» Organizational Unit (OU)
¢ Common Name (CN)

4.  (Optional) To include the #PRODABR# IP addresses in the CSR, select the include #PRODABR# IP Address(es) check
box.

NOTE: Many certificate authorities (CAs) cannot accept this input. Do not select this option if you are not sure that the
CA you are using can accept this input.
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When this option is enabled, the #PRODABR# IP addresses will be included in the CSR Subject Alternative Name (SAN)
extension.

5.  Click Generate CSR.
A message notifies you that a CSR is being generated and that the process might take up to 10 minutes.
6.  After a few minutes (up to 10), click Generate CSR again.
The CSR is displayed.
7. Select and copy the CSR text.
8. Open a browser window and navigate to a third-party CA.

9. Follow the onscreen instructions and submit the CSR to the CA.

» When prompted to select a certificate purpose, make sure that you select the option for a server certificate.

»  When you submit the CSR to the CA, your environment might require the specification of Subject Alternative Names. If
necessary, enter the #PRODABR# DNS name.

The CA generates a certificate. The certificate signing hash is determined by the CA.

10. After you obtain the certificate, make sure that:

« The CN matches the #PRODABR# FQDN. This value is listed as the #PRODABR# Hostname on the Overview page.
» The certificate is a Base64-encoded X.509 certificate.

» The first and last lines are included in the certificate.

CSR input details
When you create a CSR, enter the following details:
» Country (C)—The two-character country code that identifies the country where the company or organization that owns
this #PRODABR# subsystem is located. Enter the two-letter abbreviation in capital letters.
» State (ST)—The state where the company or organization that owns this #PRODABR# subsystem is located.

» City or Locality (L)—The city or locality where the company or organization that owns this #PRODABR# subsystem is
located.

» Organization Name (O)—The name of the company or organization that owns this #PRODABR# subsystem.

» Organizational Unit (OU)—(Optional) The unit within the company or organization that owns this #PRODABR#
subsystem.

» Common Name (CN)—The FQDN of this #PRODABR# subsystem.
The FQDN is entered automatically in the Common Name (CN) box.

To enable #PRODABR# to enter the FQDN in the CSR, configure the Domain Name on the Network General Settings
page.
* Include #PRODABR# IP Address(es)—Select this check box to include the #PRODABR# IP addresses in the CSR.

NOTE: Many CAs cannot accept this input. Do not select this option if you are not sure that the CA you are using can
accept this input.
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Certificate signing requests

A CSR contains a public and private key pair that validates communications between the client browser and #PRODABR#.
#PRODABR# generates a 2048-hit RSA key or a CNSA-compliant key signed using SHA-256. The generated CSR is held in
memory until a new CSR is generated, #PRODABR# is reset to the factory default settings, or a certificate is imported.

Importing a trusted certificate

Prerequisites

Configure #PRODABR# Settings privilege
Procedure

1. Click Security in the navigation tree, and then click the SSL Certificate tab.

2. Click Customize Certificate.

3. Click Import Certificate.

4. Inthe Import Certificate window, paste the certificate into the text box, and then click Import.
#PRODABR# prompts you to confirm the request and reset #PRODABR#.

5. Click Yes, apply and reset.
#PRODABR# imports the certificate, and then resets.

Import an SSL Certificate and Private Key

Prerequisites

Configure #PRODABR# Settings privilege

About this task
#PRODABR# allows you to import a trusted SSL certificate and its corresponding private key.
Total size of the certificate and private key should not be more than 20 KB.

Ensure both the certificate and private key are in PEM format and the certificate can be used as SSL Server certificate.

NOTE: Only 384-bit ECDSA key is allowed in CNSA security state and up to 2048-bit RSA key is allowed in other security
states.

Procedure

1. Click Security in the navigation tree, and then click the SSL Certificate tab.
2. Select Import an SSL Certificate and Private Key.

3. Inthe Import an SSL Certificate and Private Key window, paste the certificate and the private key into the text box, and
then click Import.

#PRODABR# prompts you to confirm the request and reset #PRODABR#.
4. Click Yes, apply and reset.
#PRODABR# imports the certificate and the private key, and then resets.
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Automatic certificate enrollment

#PRODABR# now supports obtaining and renewing SSL certificate automatically using the Simple Certificate Enrollment
Protocol (SCEP). Network Device Enrollment Service (NDES) is the only SCEP server supported by #PRODABR# for certificate
enrollment.

To enable the certificate enrollment for #PRODABR#:

Configure the Certificate Authority (CA). CA is the server that runs the Certificate Services and issues certificates.

Configure the Network Device Enroliment Service (NDES). NDES is the Certificate Enrollment Server.

Enabling Automatic certificate enroliment

Prerequisites

URL of the certificate enrollment server
Challenge password

CA certificate of the certificate enrollment server.
Configure CSR.

A license that supports this feature is installed. For information about the available license types and the features they
support, see the licensing documentation at the following website: https://hitachivantara.com.

Configure #PRODABR# Settings privilege.

About this

task

Procedure

1.

Click Security in the navigation tree, and then click the SSL Certificate tab.
#PRODABR# self signed certificate is the default certificate.

Select Automatically manage SSL Certificate.
Click Customize Certificate . Automatic Certificate Enrollment page opens.

Enter the following values for certificate enrollment settings:

» Server URL—The URL of the Certificate Enrollment server.

» Challenge Password—Challenge password obtained from the Certificate Enrollment Server and used to authenticate
#PRODABR# during certificate enrollment and renewal.

» CA Certificate—The CA certificate of the Certificate Enroliment server. CA certificate is used to establish trust between
#PRODABR# and Certificate Enrollment Server.

NOTE:
o Server URL, Challenge Password, and CA Certificate are mandatory fields for certificate enrollment.

o #PRODABR# supports import of CA certificate (in PEM format) that are up to 6 KB in size.
o #PRODABR# supports challenge password that are up to 63 characters.
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» Country (C)—The two-character country/region code that identifies the country/region where the company or
organization that owns this #PRODABR# subsystem is located. Enter the two-letter abbreviation in capital
letters.

» State (ST)—The state where the company or organization that owns this #PRODABR# subsystem is located.

» City or Locality (L)—The city or locality where the company or organization that owns this #PRODABR# subsystem is
located.

» Organization Name (O)—The name of the company or organization that owns this #PRODABR# subsystem.

» Organizational Unit (OU)—(Optional) The unit within the company or organization that owns this #PRODABR#
subsystem.

e Common Name (CN)—The FQDN of this #PRODABR# subsystem.
The FQDN is entered automatically in the Common Name (CN) box.

To enable #PRODABR# to enter the FQDN in the CSR, configure the Domain Name on the Network General Settings
page.

NOTE: CSR fields are common for both manual import and automatic import of SSL certificate.

5. (Optional) To include the #PRODABR# IP addresses in the CSR, select the include #PRODABR# IP Address(es) check
box.

NOTE: Some certificate authorities (CAs) might not support this CSR field. Do not select this option if you are not sure that
the CA you are using can accept this input.

When this option is enabled, the #PRODABR# IP addresses will be included in the CSR Subject Alternative Name (SAN)
extension.

6. Click Enable to initiate the enrollment process.
As soon as the certificate enrollment service is enabled, the certificate enroliment status will be In-progress.

After a few minutes (up to 10), refresh the page to get the latest certificate enroliment status. Certificate enroliment status
will be Success when the enroliment is successful. Also, a message notifies that the Certificate Enrollment Service is
enabled successfully. You must reset #PRODABR# manually after successful enrollment. The newly trusted certificate will
be in use only after #PRODABR# reset.

Certificate enroliment status will be Failed when the enrollment failed. For more information on cause of failure and
recommended actions, see the Security Logs page.

NOTE: If Enrollment Service is enabled, removal and manual import of certificate is not allowed.

Certificate enrollment input details

» SCEP Server URL—The URL of the Certificate Enrollment server.

» Challenge Password—Challenge password obtained from the Certificate Enrollment Server and used to authenticate
#PRODABR# during certificate enrollment and renewal.

» CA Certificate—The CA certificate of the Certificate Enrollment server.

» Country (C)—The two-character country/region code that identifies the country/region where the company or
organization that owns this #PRODABR# subsystem is located. Enter the two-letter abbreviation in capital
|etters.
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» State (ST)—The state where the company or organization that owns this #PRODABR# subsystem is located.

» City or Locality (L)—The city or locality where the company or organization that owns this #PRODABR# subsystem is
located.

» Organization Name (O)—The name of the company or organization that owns this #PRODABR# subsystem.

* Organizational Unit (OU)—(Optional) The unit within the company or organization that owns this #PRODABR#
subsystem.

» Common Name (CN)—The FQDN of this #PRODABR# subsystem.
The FQDN is entered automatically in the Common Name (CN) box.

To enable #PRODABRY# to enter the FQDN in the CSR, configure the Domain Name on the Network General Settings
page.

 Include #PRODABR# IP Address(es)—Select this check box to include the #PRODABR# IP addresses in the CSR.

Updating certificate enrollment settings

Prerequisites

Configure #PRODABR# Settings privilege.
About this

task

Procedure

1. Click Security in the navigation tree, and then click the SSL Certificate tab.

A message notifies that Trusted SSL certificate is in use.
2. Under Trusted SSL Certificate, Automatically manage SSL Certificate option is selected by default.
3. Click Customize Certificate. Automatic Certificate Enrollment page opens.

4. Edit the fields and click Update.

NOTE: Updating the settings does not initiate certificate enrollment. To start the enroliment, first disable the service and
enable it again.

Renewing automatically managed SSL certificate

About this task

When the certificate enroliment service is enabled and the certificate is about to expire (that is 30 days from the expiry date),
iLO initiates certificate renewal automatically.

For information on renewal status, see the Security Logs page.

Disabling enroliment service

Prerequisites

Configure #PRODABR# Settings privilege.
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About this task

Disabling enrollment service does not remove the certificate generated using the service. To remove the certificate, see
Removing an SSL certificate.

When the service is disabled, #PRODABR# does not initiate renewal of the certificate automatically.
Procedure

1. Under Trusted SSL Certificate, Automatically manage SSL Certificate option is selected by default.
2. Click Customize Certificate. Automatic Certificate Enrollment page opens.
3. Click Disable service.

4. Click Yes, disable to confirm disable. The certificate enrollment status is also disabled.
For information on enabling the certificate enrollment, see Enabling Automatic certificate enrollment section.

Authorization settings in #PRODABR#

The #PRODABR# firmware connects to directory services by using SSL connections to the directory server LDAP port.

You can enable the directory server certificate validation feature by importing a CA certificate. This feature ensures that
#PRODABR# connects to the correct directory server during LDAP authentication.

Configuring the authentication and directory server settings in #PRODABR# is one step in the process of configuring
#PRODABR# to use a directory. Additional steps are required to set up your environment to use these features.

For information about setting up your environment to use these features, see the #PRODABR# user guide.

Prerequisites for configuring authentication and directory server settings
Procedure

1. Verify that your #PRODABR# user account has the Configure #PRODABR# Settings privilege.
2. Install a license that supports this feature.

For more information, see the #PRODABR# user guide.

More information

Installing a license key
Viewing user accounts
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Configuring schema-free directory settings in #PRODABR#

Prerequisites

Your environment meets the prerequisites for using this feature. To configure OpenLDAP based directory server, see the
OpenLDAP Software Administrator's Guide.
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Procedure

1. Click Security in the navigation tree, and then click the Directory tab.
Select Use Directory Default Schema.

Set Local User Accounts.

> wn

OpenLDAP users only: Enable Generic LDAP.

This setting is available only if Use Directory Default Schema is selected.

5. For configurations with CAC/Smartcard authentication enabled, enter the CAC LDAP service account and password in the
#PRODABR# Object Distinguished Name CAC LDAP Service Account and #PRODABR# Object Password boxes.

6. Enter the FQDN or IP address of a directory server in the Directory Server Address box.
7.  Enter the directory server port number in the Directory Server LDAP Port box.

8. (Optional) Import a new CA certificate.

a. Click Import in the Certificate Status box.

b. Paste the Base64-encoded X.509 certificate data into the Import Certificate window, and then click Import.

9. (Optional) Replace an existing CA certificate.
a. Click View in the Certificate Status box.
b. Click New in the Certificate Details window.

c. Paste the Base64-encoded X.509 certificate data into the Import Certificate window, and then click Import.

10. Enter valid search contexts in one or more of the Directory User Context boxes.
11. Click Apply Settings.

12.  To test the communication between the directory server and #PRODABR#, click Test Settings.

13.  To configure directory groups, click the Directory Groups link.

More information

Directory user contexts
Directory Server CA Certificate
Running directory tests
#PRODABR# directory groups

Schema-free directory settings

» Generic LDAP—Specifies that this configuration uses the OpenLDAP supported BIND method.

» #PRODABR# Object Distinguished Name/CAC LDAP Service Account—Specifies the CAC LDAP service account when
CAC/Smartcard authentication is configured and used with the schema-free directory option.
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User search contexts are not applied to the #PRODABR# object DN when #PRODABR# accesses the directory server.

» #PRODABR# Object Password—Specifies the CAC LDAP service account password when CAC/Smartcard authentication is
configured and used with the schema-free directory option.

» Directory Server Address—Specifies the network DNS name or IP address of the directory server. The directory server
address can be up to 127 characters.

If you enter the FQDN, ensure that the DNS settings are configured in #PRODABR#. Use DNS
round-robin when you define the directory server.

» Directory Server LDAP Port—Specifies the port number for the secure LDAP service on the server. The default value is
636. If your directory service is configured to use a different port, you can specify a different value. Make sure that you
enter a secured LDAP port. #PRODABR# cannot connect to an unsecured LDAP port.

» Directory User Contexts—These boxes enable you to specify common directory subcontexts so that users do not need to
enter their full DNs at login. There is a 1904 character limit for the sum of all the directory user contexts.

» Certificate Status—Specifies whether a directory server CA certificate is loaded.

If the status is Loaded, click View to display the CA certificate details. If no CA certificate is loaded, the status Not Loaded
is displayed. #PRODABR# supports SSL certificates up to 7 KB in size.

Configuring #VENDABR# Extended Schema directory settings in #PRODABR#

Prerequisites

Your environment meets the prerequisites for using this feature.
Procedure

1.  Click Security in the navigation tree, and then click the Directory tab.
2.  Select Use #VENDABR# Extended Schema.
3.  Set Local User Accounts to enabled.

4.  Enter the location of this #PRODABR# instance in the directory tree in the #PRODABR# Object Distinguished
Name/CAC LDAP Service Account box.

5. Enter the location of this #PRODABR# instance in the directory tree in the #PRODABR# Object Distinguished Name
box.

6. Enter the FQDN or IP address of a directory server in the Directory Server Address box.
7. Enter the directory server port number in the Directory Server LDAP Port box.

8.  (Optional) Import a new CA certificate.

a. Click Import in the Certificate Status text box.

b. Paste the Base64-encoded X.509 certificate data into the Import Certificate window, and then click Import.

9. (Optional) Replace an existing CA certificate.

a. Click View in the Certificate Status text box.
b. Click New in the Certificate Details window.

c. Paste the Base64-encoded X.509 certificate data into the Import Certificate window, and then click Import.
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10. Enter valid search contexts in one or more of the Directory User Context boxes.
11. Click Apply Settings.

12.  To test the communication between the directory server and #PRODABR#, click Test Settings.

More information

Directory user contexts
Prerequisites for configuring authentication and directory server settings

Running directory tests

#VENDABR# Extended Schema directory settings

» #PRODABR# Object Distinguished Name/CAC LDAP Service Account—For the #VENDABR# Extended Schema
configuration, this setting specifies where this #PRODABR# instance is listed in the directory tree. For example:

cn=Mail Server #PRODABR#,ou=Management Devices,o=ab
User search contexts are not applied to the #PRODABR# object DN when #PRODABR# accesses the directory server.

» Directory Server Address—Specifies the network DNS name or IP address of the directory server. The directory server
address can be up to 127 characters.

If you enter the FQDN, ensure that the DNS settings are configured in #PRODABR#. Use
DNS round-robin when you define the directory server.

» Directory Server LDAP Port—Specifies the port number for the secure LDAP service on the server. The default value is
636. If your directory service is configured to use a different port, you can specify a different value. Make sure that you
enter a secured LDAP port. #PRODABR# cannot connect to an unsecured LDAP port.

» Certificate Status—Specifies whether a directory server CA certificate is loaded.

If the status is Loaded, click View to display the CA certificate details. If no CA certificate is loaded, the status Not Loaded
is displayed. #PRODABR# supports SSL certificates up to 7 KB in size.

» Directory User Contexts—These boxes enable you to specify common directory subcontexts so that users do not need to
enter their full DNs at login. There is a 1904 character limit for the sum of all the directory user contexts.

Directory user contexts

You can identify the objects listed in a directory by using unique DNs. However, DNs can be long, users might not know their
DNs, or users might have accounts in different directory contexts. When you use user contexts, #PRODABR# attempts to
contact the directory service by DN, and then applies the search contexts in order until login is successful.

» Example 1—If you enter the search context ou=engineering,o0=ab, you can log in as user instead of logging in as
ch=user ,ou=engineering,o=ab.

» Example 2—If the IM, Services, and Training departments manage a system, the following search contexts enable users in
these departments to log in by using their common names:
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o Directory User Context 1:ou=IM,o=ab
o Directory User Context 2:ou=Services,o=ab

o Directory User Context 3:ou=Training,o=ab

If a user exists in both the IM organizational unit and the Training organizational unit, login is first attempted as
cn=user,ou=IM,o0=ab.

» Example 3 (OpenLDAP user)—If a user has the DN UID=user,ou=people,o=ab, and you enter the search context
ou=people,o=ab, the user can log in as user instead of entering the DN.

To use this format, you must enable Generic LDAP on the Security - Directory page.

Directory Server CA Certificate

During LDAP authentication, #PRODABR# validates the directory server certificate if the CA certificate is already imported.
For successful certificate validation, make sure that you import the correct CA certificate. If certificate validation fails,
#PRODABR# login is denied and an event is logged. If no CA certificate is imported, the directory server certificate validation
step is skipped.

To verify SSL communication between the directory server and #PRODABR#, click Test Settings.

Deleting a directory server CA certificate

Prerequisites

Configure #PRODABR# Settings privilege
Procedure

1. Click Security in the navigation tree, and then click the Directory tab.
2. Click View in the Certificate Status text box.
3. Click Delete in the Certificate Details window.
#PRODABR# prompts you to confirm the
request.
4. Click OK.
#PRODABR# notifies you that the certificate was deleted.

iLO 6 Online Help 268



Running directory tests

About this task
Directory tests enable you to validate the configured directory settings. The directory test results are reset when directory
settings are saved, or when the directory tests are started.

Procedure

1. Click Security in the navigation tree, and then click the Directory tab.

2. Atthe bottom of the Directory page, click Test Settings.

#PRODABR# displays the results of a series of simple tests designed to validate the directory settings. After your directory
settings are configured correctly, you do not need to rerun these tests. The Directory Tests page does not require you to
log in as a directory user.

3. Inthe Directory Test Controls section, enter the DN and password of a directory administrator in the Directory
Administrator Distinguished Name and Directory Administrator Password boxes.

Use the same credentials that you used when creating the #PRODABR# objects in the directory. #PRODABR# does not store
these credentials; they are used to verify the #PRODABR# object and user search contexts.

4. Inthe Directory Test Controls section, enter a test user name and password in the Test User Name and Test User
Password boxes.

5. Click Start Test.

Several tests begin in the background, starting with a network ping of the directory user by establishing an SSL connection
to the server and evaluating user privileges.

While the tests are running, the page refreshes periodically. You can stop the tests or manually refresh the page at any
time.

If a directory test reports the Failed status, see the #PRODABR# user guide for troubleshooting information.

Directory test input values
Enter the following values when you run directory tests:
» Directory Administrator Distinguished Name—Searches the directory for #PRODABR# objects, roles, and search
contexts. This user must have the right to read the directory.
« Directory Administrator Password—Authenticates the directory administrator.

» Test User Name and Test User Password—Tests login and access rights to #PRODABR#. This name does not need to be
fully distinguished because user search contexts can be applied. This user must be associated with a role for this
#PRODABR#.

Typically, this account is used to access the #PRODABR# processor being tested. It can be the directory administrator
account, but the tests cannot verify user authentication with a superuser account. #PRODABR# does not store these
credentials.
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NOTE:

o The maximum length for Directory Administrator Distinguished Name and Test User Name is 128 characters.

o The maximum length for Directory Administrator Password and Test User Password is 64 characters.

Directory test status values and controls
#PRODABR# displays the following status values for directory tests:

* In Progress—Indicates that directory tests are currently being performed in the background.

Click Stop Test to cancel the current tests, or click Refresh to update the contents of the page with the latest results.
Using the Stop Test button might not stop the tests immediately.

» Not Running—Indicates that directory tests are current, and that you can supply new parameters to run the tests again.

Use the Start Test button to start the tests and use the current test control values. Directory tests cannot be started after
they are already in progress.

» Stopping—Indicates that directory tests have not yet reached a point where they can stop. You cannot restart tests until
the status changes to Not Running. Use the Refresh button to determine whether the tests are complete.

Directory test results

The Directory Test Results section shows the directory test status with the date and time of the last update.

» Overall Status—Summarizes the results of the tests.

o Not Run—No tests were run.

o Inconclusive—No results were reported.

o Passed—No failures were reported.

o Problem Detected—A problem was reported.

o Failed—A specific subtest failed. To identify the problem, check the onscreen log.

o Warning—One or more of the directory tests reported a Warning status.

* Test—The name of each test.

» Result—Reports status for a specific directory setting or an operation that uses one or more directory settings. These
results are generated when a sequence of tests is run. The results stop when:

o The tests run to completion.
o Atest failure prevents further progress.
o The tests are stopped.

Possible test results follow:

o Passed—The test ran successfully. If more than one directory server was tested, all servers that ran this test were
successful.

o Not Run—The test was not run.
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o Failed—The test was unsuccessful on one or more directory servers. Directory support might not be available on those
servers.

o Warning—The test ran and reported a warning condition, for example, a certificate error. Check the Notes column for
suggested actions to correct the warning condition.

» Notes—Indicates the results of various phases of the directory tests. The data is updated with failure details and
information such as the directory server certificate subject and the roles that were evaluated.

#PRODABR# directory tests

Directory Server DNS Name

If the directory server is defined in FQDN format (directory.company.com), #PRODABR# resolves the name from FQDN
format to IP format, and queries the configured DNS server.

If the test is successful, #PRODABR# obtained an IP address for the configured directory server. If #PRODABR# cannot
obtain an IP address for the directory server, this test and all subsequent tests fail.

If the directory server is configured with an IP address, #PRODABR# skips this test.
Ping Directory Server
#PRODABR# initiates a ping to the configured directory server.

The test is successful if #PRODABR# receives the ping response; it is unsuccessful if the directory server does not reply to
#PRODABRH.

If the test fails, #PRODABR# will continue with the subsequent tests.

Connect to Directory Server
#PRODABR# attempts to negotiate an LDAP connection with the directory server.
If the test is successful, #PRODABR# was able to initiate the connection.

If the test fails, #PRODABR# was not able to initiate an LDAP connection with the specified directory server. Subsequent
tests will stop.

Connect using SSL

#PRODABR# initiates SSL handshake and negotiation and LDAP communications with the directory server through port
636.

If the test is successful, the SSL handshake and negotiation between #PRODABR# and the directory server were
successful.

LDAP server certificate validation errors are reported in the results for this test.
Bind to Directory Server

This test binds the connection with the user name specified in the test controls. If no user is specified, #PRODABR# does
an anonymous bind.

If the test is successful, the directory server accepted the binding.
Directory Administrator Login

If Directory Administrator Distinguished Name and Directory Administrator Password were specified, #PRODABR#
uses these values to log in to the directory server as an administrator. Providing these values is optional.

User Authentication
#PRODABR# authenticates to the directory server with the specified user name and password.

If the test is successful, the supplied user credentials are correct.
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If the test fails, the user name and/or password is incorrect.
User Authorization

This test verifies that the specified user name is part of the specified directory group, and is part of the directory search
context specified during directory services configuration.

Directory User Contexts
If Directory Administrator Distinguished Name was specified, #PRODABR# tries to search the specified context.

If the test is successful, #PRODABR# found the context by using the administrator credentials to search for the container
in the directory.

User login is the only way that you can test contexts that begin with the @ symbol.
A failure indicates that the container could not be located.
LOM Object Exists

This test searches for the #PRODABR# object in the directory server by using the #PRODABR# Object Distinguished
Name configured on the Security - Directory page.

If the test is successful, #°PRODABR# found the object that represents itself.

#PRODABR# encryption settings

Enabling the Production security state

Prerequisites

Configure #PRODABR# Settings privilege
Procedure

1. (Optional) Install any needed firmware and software updates.

2. Click Security in the navigation tree, and then click the Encryption tab.
The following Current Settings appears:
» Negotiated cipher—The negotiated cipher appears.
» Security State—The selected security state appears.

» Enabled TLS Versions—The enabled TLS versions appears.

3. In Update Security Settings, select Production in the Security State menu.
By default, TLS 1.0, TLS 1.1, and TLS 1.2 are enabled in Production mode. TLS 1.2 cannot be disabled in any mode.

4. (Optional) You can disable TLS 1.0, TLS 1.1, or both in Production mode.

NOTE:
» TLSversions 1.0 and 1.1 can be enabled or disabled only in Production mode.
» TLSversions 1.0 and 1.1 are disabled in higher security modes.

» Tools that do not support TLS 1.2 will not be able to connect to #PRODABR# when TLS 1.0 and 1.1 are disabled.
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Click Apply.

#PRODABR# prompts you to confirm that you want to restart #PRODABR# to apply the new settings.

To end your browser connection and restart #PRODABR#, click Yes, apply and reset.
It might take several minutes before you can re-establish a connection.
Close all open browser windows.

Any browser sessions that remain open might use the wrong cipher for the configured security state.

More information

Configuring #PRODABR# access settings

#PRODABR# security states

Enabling the High Security security state

Prerequisites

Configure #PRODABR# Settings privilege

Procedure

1.
2.

(Optional) Install any needed firmware and software updates.

Click Security in the navigation tree, and then click the Encryption tab.
The following Current Settings appears:

» Negotiated cipher—The negotiated cipher appears.

» Security State—The selected security state appears.

» Enabled TLS Versions—The enabled TLS versions appears.

In Update Security Settings, select High Security in the Security State menu.

Click Apply.

#PRODABR# prompts you to confirm that you want to restart #PRODABR# to apply the new settings.

To end your browser connection and restart #PRODABR#, click Yes, apply and reset.
It might take several minutes before you can re-establish a connection.

Close all open browser windows.

Any browser sessions that remain open might use the wrong cipher for the configured security state.

Confirm that Anonymous Data is disabled on the Access Settings page.

Enabling the FIPS and CNSA security states

Prerequisites

Configure #PRODABR# Settings privilege

If you plan to enable the optional CNSA security state, a license that supports this feature is installed.

The default #PRODABR# user credentials are available.
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About this task

This procedure is for configuring the FIPS or CNSA security states. To configure #PRODABR# in a FIPS-validated environment,
see Configuring a FIPS-validated environment with #PRODABR#.

Procedure

1.

(Optional) Back up the current #PRODABR# configuration.
You can complete this step by using HPONCFG.

(Optional) Install any needed firmware and software updates.

Click Security in the navigation tree, and then click the Encryption tab.
The following Current Settings appears:

» Negotiated cipher—The negotiated cipher appears.

» Security State—The selected security state appears.

» Enabled TLS Versions—The enabled TLS versions appears.

In Update Security Settings, select FIPS in the Security State menu, and then click Apply.
#PRODABR# prompts you to confirm the request.

A CAUTION: Enabling the FIPS security state resets #PRODABR# to the factory default settings. All #PRODABR#
settings are erased, including user data and most configuration settings. The #PRODABR# Event Log, and Security
Log are also erased. Installed license keys are retained.

The only way to disable the FIPS security state is to reset #PRODABR# to the factory default settings.

To confirm the request to enable the FIPS security state, click Yes, apply and reset.

#PRODABR# reboots with the FIPS security state enabled. Wait at least 90 seconds before attempting to re-establish a
connection.

(Optional) Enable the CNSA security state.

a. Loginto #PRODABR# by using the default user credentials.

b. Click Security in the navigation tree, and then click the Encryption tab.
The following Current Settings appears:
» Negotiated cipher—The negotiated cipher appears.
» Security State—The selected security state appears.

» Enabled TLS Versions—The enabled TLS versions appears.

c. InUpdate Security Settings, select CNSA in the Security State menu, and then click Apply.
#PRODABR# prompts you to confirm the request.
d. To confirm the request to enable the CNSA security state, click Yes, apply and reset.

#PRODABR# reboots with the CNSA security state enabled. Wait at least 90 seconds before attempting to re-
establish a connection.

e. Loginto #PRODABR# again by using the default #PRODABR# credentials.
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If your license expires or is downgraded after you enable the CNSA security state, #PRODABR# continues to operate
with the configured security state. All other features activated by the expired or downgraded license will be unavailable.

7. Install a trusted certificate.

The default self-signed SSL certificate is not allowed when the FIPS security state is enabled. Previously installed trusted

certificates (either installed through Manual Import or Automatic Certificate Enrollment) are deleted when you set #PRODABR#

to use the FIPS security state.

8.  Disable the IPMI/DCMI over LAN Access, Anonymous Data, and SNMP Access options on the Access Settings page.

IMPORTANT: Some #PRODABR# interfaces, such as the standards-compliant implementations of IPMI and SNMP,
are not FIPS-compliant and cannot be made FIPS-compliant.

To verify that the configuration is FIPS-compliant, check your configuration against the Security Policy document that
was part of the #PRODABR# FIPS validation process.

The Security Policy documents for validated versions of #PRODABR# are available on the NIST website. To access
#PRODGEN# FIPS information, enter certificate number 3122 on the validated modules search page.

9. (Optional) If you backed up the #PRODABR# configuration, restore it.
You can complete this step by using HPONCFG.
10. (Optional) If you restored the configuration, set new passwords for local #PRODABR# user accounts.

11. (Optional) If you restored the configuration, confirm that IPMI/DCMI over LAN Access, Anonymous Data, and
SNMP Access are disabled on the Access Settings page.

These settings might be reset when you restore the configuration.

12. (Optional) Configure the Login Security Banner to inform #PRODABR# users that the system is using FIPS security
state.

More information

#PRODABR# backup and restore
Configuring #PRODABR# access settings
Generate CSR and Import an SSL Certificate
Configuring the Login Security Banner

Connecting to #PRODABR# when using higher security states

When you enable a security state that is higher than the default value (Production), #PRODABR# requires that you connect
through secure channels by using an AES cipher.

When #PRODABR# is configured to use the CNSA security state, an AES 256 GCM cipher is required.
Web browser

Configure the browser to support TLS 1.2 and an AES cipher. If the browser is not using an AES cipher, you cannot
connect to #PRODABR#.

Different browsers use different methods for selecting a negotiated cipher. For more information, see your browser
documentation.

Log out of #PRODABR# through the current browser before changing the browser cipher setting. Any changes made to
the cipher settings while you are logged in to #PRODABR# might enable the browser to continue using a non-AES cipher.

SSH connection

For information about setting the available ciphers, see the SSH utility documentation.
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RIBCL

» HPQLOCFG, displays the cipher details in the output, for example:

Detecting iLO...
Negotiated cipher: 256-bit Aes256 with O-bit Sha384 and 384-bit 44550

» HPONCEFG requires user credentials when the High Security, FIPS, or CNSA security states are enabled. If you are
not assigned the required user privileges, an error message is displayed.

The Require Host Authentication access setting has the following effects on host-based configuration utilities:

o Enabled—Valid credentials are required for using the host-based configuration utilities with all #PRODABR#
security states.

o Disabled—Valid credentials are not required when #PRODABR# is configured to use the Production or High
Security security state.

The Require Host Authentication setting cannot be disabled when the FIPS or CNSA security state is used.

#PRODABR# RESTful API
Use a utility that supports TLS 1.2 and an AES cipher.

Configuring a FIPS-validated environment with #PRODABR#
About this task

Use the following instructions to operate #PRODABR# in a FIPS-validated environment. To use the FIPS security state in
#PRODABR#, see Enabling the FIPS and CNSA security states.

It is important to decide if a FIPS-validated version of #PRODABR# is required for your environment, or if running
#PRODABR# with the FIPS security state enabled will suffice. Because of the lengthy validation process, a FIPS-
validated version of #PRODABR# might have been superseded by a nonvalidated version with new features and security
enhancements. In this situation, a FIPS-validated version of #PRODABR# might be less secure than the latest version.
Procedure

To set up an environment with a FIPS-validated version of #PRODABR#, follow the steps in the Security Policy document that
was part of the #PRODABR# FIPS validation process.

The validated Security Policy document is available on the NIST website. To access #PRODGEN# FIPS information, enter
certificate number 3122 on the validated modules search page.

Disabling the FIPS security state

Procedure

1. To disable the FIPS security state (for example, if a server is decommissioned), set #PRODABR# to the factory default
settings.

You can perform this task by using RIBCL scripts, the #PRODABR# RESTful API or the BMC Configuration Utility.

A CAUTION: When you reset #PRODABR# to the factory default settings, all #PRODABR# settings are erased. The
erased settings include user data, license data, configuration settings, and logs. If the server has a factory installed
license key, the license key is retained.

Events related to the reset are not logged because this step clears all the data in the #PRODABR# logs.

2. Reboot the server operating system.

iLO 6 Online Help 276



During the reset to the factory default settings, SMBIOS records are cleared. Memory and network information will not be
displayed in the #PRODABR# web interface until the server OS reboot is complete.

Disabling the CNSA security state

Procedure
1. To disable the CNSA security state, do one of the following:

» Todisable the CNSA security state and continue using the FIPS security state, change the security state from CNSA to
FIPS.

» Todisable the CNSA and FIPS security states, set #PRODABR# to the factory default settings.

You can perform this task by using the RIBCL scripts, #PRODABR# RESTful API, or the #PRODGEN# Configuration
Utility.

A CAUTION: When you reset #PRODABR# to the factory default settings, all #PRODABR# settings are erased.
The erased settings include user data, license data, configuration settings, and logs. If the server has a factory
installed license key, the license key is retained.

Events related to the reset are not logged because this step clears all the data in the #PRODABR# logs.

2. Ifyou reset #PRODABR# to the factory default settings, reboot the server operating system.

During the reset to the factory default settings, SMBIOS records are cleared. Memory and network information will not be
displayed in the #PRODABR# web interface until the server OS reboot is complete.

#PRODABR# security states

Production (default)
When #PRODABR# is set to this security state:

» #PRODABR# uses the factory default encryption settings.

» The system maintenance switch setting to bypass #PRODABR# security (sometimes called the #PRODABR# Security
Override switch) disables the password requirement for logging in to #PRODABR#.

* Remote console data uses AES-128 bidirectional encryption.

High Security
When #PRODABR# is set to this security state:

» #PRODABR# enforces the use of AES ciphers over the secure channels, including secure HTTP transmissions through the
following:

o Browser

o SSH port

o

#PRODABR# RESTful API

o

RIBCL
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Use a supported cipher to connect to #PRODABR# through these secure channels. This security state does not affect
communications and connections over less-secure channels.

» User name and password restrictions for the following commands executed from the host system are enforced:
o #PRODABR# RESTful API
> RIBCL

» Remote console data uses AES-128 bidirectional encryption.

» The HPQLOCFG utility negotiates an SSL connection to #PRODABR# and then uses the strongest available cipher to send
RIBCL scripts to #PRODABR# over the network.

* You cannot connect to the server with network-based tools that do not support TLS 1.2.

» The system maintenance switch setting to bypass #PRODABR# security (sometimes called the #PRODABR# Security
Override switch) does not disable the password requirement for logging in to #PRODABR#.

FIPS

The FIPS security state might be required for Common Criteria compliance, Payment Card Industry compliance, or other
standards.

NOTE: FIPS security state is not supported in #PRODABR# 6 1.05.
When #PRODABR# is set to this security state:

» #PRODABR# operates in a mode intended to comply with the requirements of FIPS 140-2 level 1.

FIPS is a set of computer security standards that are mandated for use by United States government agencies and
contractors.

The FIPS security state is not the same as FIPS validated. FIPS validated refers to software that received validation by
completing the Cryptographic Module Validation Program.

» #PRODABR# enforces the use of AES ciphers over the secure channels, including secure HTTP transmissions through the

following:
o Browser
o SSH port

o #PRODABR# RESTful API
o RIBCL

Use a supported cipher to connect to #PRODABR# through these secure channels. This security state does not affect
communications and connections over less-secure channels.

» User name and password restrictions for the following commands executed from the host system are enforced:
o #PRODABR# RESTful API
> RIBCL

* Remote console data uses AES-128 bidirectional encryption.

» The HPQLOCFG utility negotiates an SSL connection to #PRODABR# and then uses the strongest available cipher to send
RIBCL scripts to #PRODABR# over the network.

* You cannot connect to the server with network-based tools that do not support TLS 1.2.

» The system maintenance switch setting to bypass #PRODABR# security (sometimes called the #PRODABR#
Security Override switch) does not disable the password requirement for logging in to #PRODABR#.
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CNSA

The CNSA security state (also called SuiteB mode) is available only when the FIPS security state is enabled.

NOTE: CNSA security state is not supported in #PRODABR# 6 1.05.
When #PRODABR# is set to this security state:

» #PRODABR# operates in a mode intended to comply with the CNSA requirements defined by the NSA.

» #PRODABR# operates in a mode intended to secure systems that hold United States government top secret classified
data.

» You cannot connect to the server with network-based tools that do not support TLS 1.2.

» The system maintenance switch setting to bypass #PRODABR# security (sometimes called the #PRODABR# Security
Override switch) does not disable the password requirement for logging in to #PRODABR#.

» Any software or utility that you use to connect to #PRODABR# must be CNSA-compliant.

For example;
o Firmware update utilities

o SSH clients

o #VENDABR# and third-party scripting and command-line tools
o #VENDABR# and third-party management tools

o AlertMail, syslog, LDAP, or key manager servers

> Remote support software

» Make sure that you use the HTML5 remote console. This console enforces the use of AES-256 bit CNSA-compliant ciphers.
The .NET IRC is not CNSA-compliant.

To verify compliance, check with your software vendor or use a utility such as Wireshark.

SSH cipher, key exchange, and MAC support

#PRODABR# provides enhanced encryption through the SSH port for secure CLP transactions.
Based on the configured security state, #PRODABR# supports the following:

Production

» AES256-CBC, AES128-CBC, 3DES-CBC, and AES256-CTR ciphers

« diffie-hellman-group-exchange-sha256, diffie-hellman-groupl4-shal, diffie-hellman-groupl-shal key exchange, and
ecdh-sha2-nistp384 key exchange

* hmac-shal or hmac-sha2-256 MACs
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FIPS or High Security

o AES256-CTR, AEAD_AES 256 GCM, and AES256-GCM ciphers

« diffie-hellman-group-exchange-sha256, diffie-hellman-groupl4-shal key exchange, and ecdh-sha2-nistp384 key
exchange

» hmac-sha2-256 or AEAD_AES 256 GCM MACs

CNSA

» AEAD_AES_256_GCM and AES256-GCM ciphers
» ecdh-sha2-nistp384 key exchange
» AEAD_AES_256_GCM MAC

SPDM supported algorithms
Based on the configured security state, #PRODABR# categorizes the SPDM algorithms as follows:
Production, FIPS, or High Security
BaseAsymAlgo(4)

TPM_ALG_RSASSA_2048

* TPM_ALG_RSAPSS 2048

* TPM_ALG_RSASSA 3072

* TPM_ALG_RSAPSS_3072

* TPM_ALG_ECDSA_ECC_NIST_P256
* TPM_ALG_RSASSA 4096

* TPM_ALG_ECDSA_ECC_NIST_P384

BaseHashAlgo (4)

. TPM_ALG_SHA 256
. TPM_ALG_SHA 384
. TPM_ALG_SHA 512

CNSA
BaseAsymAlgo(4)

. TPM_ALG_RSASSA_3072

. TPM_ALG_RSAPSS_3072

. TPM_ALG_RSASSA_4096

. TPM_ALG_ECDSA_ECC_NIST_P384

BaseHashAlgo (4)
TPM_ALG_SHA 384

iLO 6 Online Help 280



SSL cipher and MAC support

#PRODABR# provides enhanced security for remote management in distributed IT environments. SSL encryption protects
web browser data. Encryption of HTTP data provided by SSL ensures that the data is secure as it is transmitted across the
network.

When you log in to #PRODABR# through a browser, the browser and #PRODABR# negotiate a cipher setting to use during
the session. The negotiated cipher is displayed on the Encryption page.

The following lists of supported ciphers apply to all #PRODABR# SSL connections, including connections to LDAP servers, key
manager servers, SSO servers, https:// URLs used in virtual media, the #PRODABR# RESTful API, CLI commands, and
#PRODABR# Federation group firmware updates.

Based on the configured security state, #PRODABR# supports the following ciphers:

Production

256-hit AES-GCM with RSA, ECDH, and an AEAD MAC (ECDHE-RSA-AES256-GCM-SHA384)
256-bit AES with RSA, ECDH, and a SHA384 MAC (ECDHE-RSA-AES256-SHA384)
256-bit AES with RSA, ECDH, and a SHA1 MAC (ECDHE-RSA-AES256-SHA)

256-hit AES-GCM with RSA, DH, and an AEAD MAC (DHE-RSA-AES256-GCM-SHA384)
256-bit AES with RSA, DH, and a SHA256 MAC (DHE-RSA-AES256-SHA256)
256-bit AES with RSA, DH, and a SHA1 MAC (DHE-RSA-AES256-SHA)
256-bit AES-GCM with RSA, and an AEAD MAC (AES256-GCM-SHA384)
256-bit AES with RSA, and a SHA256 MAC (AES256-SHA256)
256-bit AES with RSA, and a SHA1 MAC (AES256-SHA)
128-bit AES-GCM with RSA, ECDH, and an AEAD MAC (ECDHE-RSA-AES128-GCM-SHA256)
128-hit AES with RSA, ECDH, and a SHA256 MAC (ECDHE-RSA-AES128-SHA256)
128-hit AES with RSA, ECDH, and a SHA1 MAC (ECDHE-RSA-AES128-SHA)

128-bit AES-GCM with RSA, DH, and an AEAD MAC (DHE-RSA-AES128-GCM-SHA256)
128-bit AES with RSA, DH, and a SHA256 MAC (DHE-RSA-AES128-SHA256)
128-hit AES with RSA, DH, and a SHA1 MAC (DHE-RSA-AES128-SHA)

128-hit AES-GCM with RSA, and an AEAD MAC (AES128-GCM-SHA256)

128-bit AES with RSA, and a SHA256 MAC (AES128-SHA256)

128-bit AES with RSA, and a SHA1 MAC (AES128-SHA)

168-bit 3DES with RSA, ECDH, and a SHA1 MAC (ECDHE-RSA-DES-CBC3-SHA)
168-hit 3DES with RSA, DH, and a SHA1 MAC (EDH-RSA-DES-CBC3-SHA)

168-bit 3DES with RSA, and a SHA1 MAC (DES-CBC3-SHA)
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High Security

TLS 1.2 is required for these security states.

+  256-bit AES-GCM with RSA, ECDH, and an AEAD MAC (ECDHE-RSA-AES256-GCM-SHA384)
+  256-bit AES-GCM with RSA, DH, and an AEAD MAC (DHE-RSA-AES256-GCM-SHA384)
128-bit AES-GCM with RSA, ECDH, and an AEAD MAC (ECDHE-RSA-AES128-GCM-SHA256)
128-bit AES-GCM with RSA, DH, and an AEAD MAC (DHE-RSA-AES128-GCM-SHA256)

FIPS

TLS 1.2 is required for these security states.

+  256-bit AES-GCM with RSA, ECDH, and an AEAD MAC (ECDHE-RSA-AES256-GCM-SHA384)
+ 256-bit AES with RSA, ECDH, and a SHA384 MAC (ECDHE-RSA-AES256-SHA384)

+  256-bit AES-GCM with RSA, DH, and an AEAD MAC (DHE-RSA-AES256-GCM-SHA384)

»  256-bit AES with RSA, DH, and a SHA256 MAC (DHE-RSA-AES256-SHA256)

»  128-bit AES-GCM with RSA, ECDH, and an AEAD MAC (ECDHE-RSA-AES128-GCM-SHA256)
+ 128-bit AES with RSA, ECDH, and a SHA256 MAC (ECDHE-RSA-AES128-SHA256)

+  128-bit AES-GCM with RSA, DH, and an AEAD MAC (DHE-RSA-AES128-GCM-SHA256)

» 128-bit AES with RSA, DH, and a SHA256 MAC (DHE-RSA-AES128-SHA256)

CNSA

TLS 1.2 is required for this security state.

«  256-bit AES-GCM with ECDSA, ECDH, and an AEAD MAC (ECDHE-ECDSA-AES256-GCM-SHA384)
«  Client only: 256-bit AES-GCM with RSA, ECDH, and an AEAD MAC (ECDHE_RSA_AES256_GCM_SHA384)
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#VENDABR# SSO

#VENDABR# SSO enables you to browse directly from #VENDABR# SSO-compliant applications to #PRODABR#, bypassing
an intermediate login step.

To use this feature:

* You must have a supported version of an application that is #/ENDABR# SSO-compliant.
» Configure #PRODABR# to trust the SSO-compliant application.

+ Install a trusted certificate if CAC Strict Mode is enabled.

#PRODABR# contains support for #VENDABR# SSO applications to determine the minimum #VENDABR# SSO certificate
requirements. Some #VENDABR# SSO-compliant applications automatically import trust certificates when they connect to
#PRODABR#. For applications that do not perform this function automatically, use the #/ENDABR# SSO page to configure
the SSO settings.

Configuring #PRODABR# for #VENDABR# SSO

Prerequisites

Configure #PRODABR# Settings privilege
Procedure

1. Click Security in the navigation tree, and then click the #VENDABR# SSO tab.

2. Configure the SSO Trust Mode setting.
Using the Trust by Certificate mode.

3. Configure #PRODABR}## privileges for each role in the Single Sign-On Settings section.
4. Click Apply.
5. Ifyou selected Trust by Certificate or Trust by Name, add the trusted certificate or DNS name to #PRODABR#.

For instructions, see Adding trusted certificates or Importing a direct DNS name.

6. (Optional) Log in to your #VENDABR# SSO-compliant application and browse to #PRODABR# to test the SSO connection.

The list of trusted servers is not used when the SSO Trust Mode is set to Trust None. #PRODABR# does not enforce SSO
server certificate revocation.

Single Sign-On Trust Mode options
The Single Sign-On Trust Mode affects how #PRODABR# responds to #VENDABR# SSO requests.

» Trust None (SSO disabled) (default)—Rejects all SSO connection requests.

» Trust by Certificate (most secure)—Enables SSO connections from #VENDABR# SSO-compliant applications by matching
a certificate previously imported to #PRODABR#.
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» Trust by Name—Enables SSO connections from #VENDABR# SSO-compliant applications by matching a directly imported
IP address or DNS name.

» Trust All (least secure)—Accepts any SSO connection initiated from any #VENDABR# SSO-compliant application.

SSO user privileges

When you log in to an application that is #/ENDABR# SSO-compliant, you are authorized based on your #/ENDABR# SSO-
compliant application role assignment. The role assignment is passed to #PRODABR# when SSO is attempted.

SSO attempts to receive only the privileges assigned in the Single Sign-On Settings section. #PRODABR# directory settings
do not apply.

The default privilege settings follow:

» User—Login only
» Operator—Login, Remote Console, Virtual Power and Reset, Virtual Media, Host BIOS.

» Administrator—Login, Remote Console, Virtual Power and Reset, Virtual Media, Host BIOS, Configure #PRODABR#
Settings, Administer User Accounts, Host NIC, and Host Storage.

Adding trusted certificates

Prerequisites

Configure #PRODABR# Settings privilege

About this task

The certificate repository can hold five typical certificates. However, if typical certificates are not issued, certificate sizes might
vary. When all allocated storage is used, no more imports are accepted.

For information about how to extract a certificate from a specific #VENDABR# SSO-compliant application, see the
#VENDABR# SSO-compliant application documentation.

Procedure

1. Click Security in the navigation tree, and then click the #VENDABR# SSO tab.
2. Click Import.

3. Use one of the following methods to add a trusted certificate:

» Direct import—Copy the Base64-encoded certificate X.509 data, paste it into the text box in the Direct Import
section, and then click Apply.

 Indirect import—Enter the DNS name, IP address, or certificate URL in the text box in the Import From URL section,
and then click Apply.

#PRODABR# contacts the #VENDABR# SSO-compliant application over the network, retrieves the certificate, and then
saves it.
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Importing a direct DNS name

Prerequisites

Configure #PRODABR# Settings privilege
Procedure

1. Click Security in the navigation tree, and then click the #VENDABR# SSO tab.
2. Click Import

3. Enter the DNS name or IP address (up to 64 characters) in the Import Direct DNS Name section, and then click Apply.

Viewing trusted certificates and records

About this task

The Manage Trusted Certificates and Records table displays the status of the trusted certificates and records configured to
use SSO with the current #PRODABR# management processor.

Procedure

Click Security in the navigation tree, and then click the #VENDABR# SSO tab.

Trusted certificate and record details
Status

The status of the certificate or record. The possible status values follow:

e @ The certificate or record is valid.
. There is a problem with the certificate or record. Possible reasons follow:
o The record contains a DNS name, and the trust mode is set to Trust by Certificate (only certificates are valid).

o A certificate is configured, and the trust mode is set to Trust by Name (only directly imported IP addresses or DNS
names are valid).

o Trust None (SSO disabled) is selected.

o The certificate is not compliant with the configured #PRODABR# security state.
*© The certificate or record is not valid. Possible reasons follow:

o The certificate is out-of-date. Check the certificate details for more information.

o The #PRODABR# clock is not set or is set incorrectly. The #PRODABR# clock must be in the certificate Valid from
and Valid until range.

Certificate

Indicates that the record contains a stored certificate. Move the cursor over the icon to view the certificate details,
including subject, issuer, and dates.

Description

The server name or certificate subject.
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Removing trusted certificates and records

Prerequisites

Configure #PRODABR# Settings privilege

Procedure

1.
2.

Click Security in the navigation tree, and then click the #VENDABR# SSO tab.
Select one or more trusted certificates or records in the Manage Trusted Certificates and Records table.
Click Delete.

#PRODABR# prompts you to confirm that you want to delete the selected certificates or records.

If you delete the certificate of a remote management system, you might experience impaired functionality when using the
remote management system with #PRODABR#.

Click Yes, delete.

Configuring the Login Security Banner

Prerequisites

Configure #PRODABR# Settings privilege

About this task

The Login Security Banner feature allows you to configure the security banner displayed on the #PRODABR# web interface
and HTML5 standalone remote console login pages. The security banner is also displayed when you connect to #PRODABR#
through an SSH connection. For example, you could enter a message with contact information for the owner of the server.

Procedure

1.
2.

Click Security in the navigation tree, and then click Login Security Banner.

Enable the Enable Login Security Banner setting.
#PRODABR# uses the following default text for the Login Security Banner:

This is a private system. It is to be used solely by authorized users
and may be monitored for all lawful purposes. By accessing this system,
you are consenting to such monitoring.

(Optional) To customize the security message, enter a custom message in the Security Message text box.

The byte counter above the text box indicates the remaining number of bytes allowed for the message. The maximum is
1,500 bytes.

Do not add blank spaces or blank lines to the security message. Blank spaces and blank lines contribute to the byte count,
and they are not displayed in the security banner on the login page.

:¢: TIP: To restore the default text, click Use Default Message.

Click Apply.

The security message is displayed at the next login.
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#PRODABR# management settings

Use the SNMP Settings page to configure the #PRODABR# SNMP settings.

When SNMP access is disabled, most of the options on this page are unavailable and cannot be configured. You can configure
the SNMP access setting on the Access Settings page.

When you install AMS on Windows systems, the Agentless Management Service Control Panel is installed. Some of the settings
on the Management page can also be configured in the Agentless Management Service Control Panel.

Configuring SNMP settings

Prerequisites

Configure #PRODABR# Settings privilege

About this task

The settings you configure on this page are for the default Agentless Management and AMS configuration. If you use the
System Management Assistant and an OS-based SNMP service, similar settings must be configured on the host.

Procedure

1. Click Management in the navigation tree.
The SNMP Settings page is displayed.

2. Enter the following values in the SNMP Settings section:;

» System Location
» System Contact

» System Role

» System Role Detail
* Read Community 1
* Read Community 2
* Read Community 3

The SNMP Port and SNMP Status values are read-only on this page. You can change these values on the Access Settings
page.

3. To save the configuration, click Apply.

More information

System Management Assistant
Configuring #PRODABR# access settings

SNMP options

» System Location—A string of up to 49 characters that specifies the physical location of the server.

» System Contact—A string of up to 49 characters that specifies the system administrator or server owner. The string can
include a name, email address, or phone number.

» System Role—A string of up to 64 characters that describes the server role or function.
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» System Role Detail—A string of up to 512 characters that describes specific tasks that the server might perform.
* Read Community 1, Read Community 2, and Read Community 3 —The configured SNMP read-only community strings.
The following formats are supported:
o A community string (for example, public).
o A community string followed by an IP address or FQDN (for example, public 192.168.0.1). Use
this option to specify that SNMP access will be allowed from the specified IP address or FQDN.
You can enter an IPv4 address, an IPv6 address, or an FQDN.
These values can be edited only if SNMPv1 is enabled in the SNMP Alerts section.

» Status—The status of the SNMP access setting (Enabled or Disabled). This value is read-only, but can be modified on the
Access Settings page.

To navigate to the Access Settings page, click the Status link.

»  SNMP Port—The port used for SNMP communications. This value is read-only, but can be modified on the Access
Settings page.

To navigate to the Access Settings page, click the SNMP Port link.

More information

System Management Assistant
Configuring #PRODABR# access settings

SNMPv3 authentication
The following SNMPv3 security features enable secure data collection from #PRODABR# SNMP agents:

* Message integrity prevents tampering during packet transmission.
» Encryption prevents packet snooping.

» Authentication ensures that packets are from a valid source.

By default, SNMPv3 supports the User-based Security Model. With this model, security parameters are configured at both the
SNMP agent level (#PRODABR#) and the SNMP manager level (client system). Messages exchanged between the SNMP agent
and the manager are subject to a data integrity check and data origin authentication.

#PRODABR# supports eight user profiles in which you can set the SNMPv3 USM parameters.

Adding SNMP Alert Destinations

Prerequisites
» Configure #PRODABR# Settings privilege
» SNMPv1 is enabled if you want to configure SNMPv1 alert destinations.

» At least one SNMPv3 user is configured if you want to configure SNMPv3 alert destinations.

About this task
#PRODABR# supports up to eight SNMP alert destinations.
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Procedure

1. Click Management in the navigation tree.

The SNMP Settings page is displayed.
Click New in the SNMP Alert Destinations section.

Enter the following values:

» SNMP Alert Destination

e Trap Community (SNMPv1 alert destinations only)
*  SNMP Protocol

*  SNMPv3 User

4. Click Add.

SNMP alert destination options

SNMP Alert Destination—The IP address or FQDN of a management system that will receive SNMP alerts from
#PRODABR#. This value can be up to 255 characters.

When SNMP Alert Destinations are configured using FQDNs, and DNS provides both IPv4 and IPv6 addresses for the
FQDNs, #PRODABR# sends traps to the address specified by the #PRODABR# Client Applications use IPv6 first setting
on the IPv6 page. If #PRODABR# Client Applications use IPv6 first is enabled, traps will be sent to IPv6 addresses
(when available). When #PRODABR# Client Applications use IPv6 first is disabled, traps will be sent to IPv4
addresses (when available).

Trap Community—The configured SNMP trap community string.

SNMP Protocol—The SNMP protocol to use with the configured alert destination (SNMPv1 Trap, SNMPv3 Trap, or
SNMPv3 Inform).

The SNMPv1 Trap option is unavailable when SNMPv1 is disabled in the SNMP Alerts section.
SNMPv3 User—The SNMPv3 User to associate with the configured alert destination.

This value is available only if the SNMP Protocol is set to SNMPv3.

Editing SNMP Alert Destinations

Prerequisites

Configure #PRODABR# Settings privilege
SNMPv1 is enabled if you want to change an alert destination to use the SNMPv1 Trap protocol option.

At least one SNMPv3 user is configured if you want to change an alert destination to use the SNMPv3 Trap protocol
option or the SNMPv3 Inform protocol option.

About this task
#PRODABR# supports up to eight SNMP alert destinations.

Procedure

1. Click Management in the navigation tree.
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The SNMP Settings page is displayed.
2. Select the check box next to an alert destination in the SNMP Alert Destinations section, and then click Edit.
3. Update the following values:
» SNMP Alert Destination
e Trap Community (SNMPv1 alert destinations only)
*  SNMP Protocol
*  SNMPv3 User

4. Click Update.

Deleting an SNMP alert destination

Prerequisites
Configure #PRODABR# Settings privilege

Procedure

1. Click Management in the navigation tree.
The SNMP Settings page is displayed.

2. Inthe SNMP Alert Destinations section, select the check box next to the SNMP alert destination that you want to delete,
and then click Delete.

3. When prompted to confirm the request, click Yes, delete.

Configuring SNMPv3 users

Prerequisites

Configure #PRODABR# Settings privilege

About this task
#PRODABR# supports up to eight SNMPv3 users.

Procedure

1. Click Management in the navigation tree.
The SNMP Settings page is displayed.

2. Inthe SNMPv3 Users section, do one of the following:

e To add an SNMPv3 user, click New.

» To edit a configured SNMPv3 user, select the check box next to the user, and then click Edit.

3. Enter the following values:
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» Security Name

» Authentication Protocol

» Authentication Passphrase
 Privacy Protocol
 Privacy Passphrase

» User Engine ID

4. To save the user profile, do one of the following:

» To save a new user profile, click Add.

» To save an edited user profile, click Update.

SNMPv3 user options

» Security Name—The user profile name. Enter an alphanumeric string of 1 to 32 characters.

» Authentication Protocol—Sets the message digest algorithm to use for encoding the authorization passphrase. The
message digest is calculated over an appropriate portion of an SNMP message, and is included as part of the message sent
to the recipient.

Select MD5, SHA, or SHA256.
If #PRODABR# is configured to use the FIPS or CNSA security state, MD5 is not supported.

» Authentication Passphrase—Sets the passphrase to use for sign operations. Enter a value of 8 to 49 characters.

» Privacy Protocol—Sets the encryption algorithm to use for encoding the privacy passphrase. A portion of an SNMP
message is encrypted before transmission. Select AES or DES.

If #PRODABR# is configured to use the FIPS or CNSA security state, DES is not supported.
» Privacy Passphrase—Sets the passphrase used for encrypt operations. Enter a value of 8 to 49 characters.

» User Engine ID—Sets the user engine ID for SNMPv3 Inform packets. This value is used only for creating remote accounts
used with INFORM messages.

If this value is not set, INFORM messages are sent with the default value or the configured SNMPv3 Engine ID.
This value must be a hexadecimal string with an even number of 10 to 64 characters, excluding the first two characters, Ox.
For example: 0x01020304abcdef

Deleting an SNMPv3 user

Prerequisites

Configure #PRODABR# Settings privilege
Procedure

1. Click Management in the navigation tree.
The SNMP Settings page is displayed.

2. Inthe SNMPv3 Users section, select the check box next to the user profile that you want to delete, and then click Delete.
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CAUTION: If the selected SNMPv3 user profile is configured for an SNMP alert destination, the alert will not be sent
after you delete the user profile.

3. When prompted to confirm the request, click Yes, delete.

Configuring SNMPv3 settings

Prerequisites

Configure #PRODABR# Settings privilege

About this task
Use the SNMPv3 Settings section to configure the SNMPv3 Engine ID and the SNMPv3 Inform settings.

#PRODABR# supports the industry standard SNMPv3 Inform feature. When an SNMPv3 Inform notification is sent, it is saved
and sent again at regular intervals until the receiver sends an acknowledgment to #PRODABR#, or the maximum number of
retries is reached.

Procedure

1. Click Management in the navigation tree.
The SNMP Settings page is displayed.
2. Enter a value in the SNMPv3 Engine ID box.
If you do not want to specify a value, you can leave this box blank.

3. To configure the SNMPv3 Inform settings, enter the following values:

»  SNMPv3 Inform Retry

e SNMPv3 Inform Time Interval

4. Click Apply.

SNMPv3 Settings options
SNMPv3 Engine ID
The unique identifier of an SNMP engine belonging to an SNMP agent entity.

This value must be a hexadecimal string of 6 to 48 characters, not counting the preceding 0x, and must be an even
number of characters (for example, 0x01020304abcdef). If you do not configure this setting, the value is system-
generated.

SNMPv3 Inform Retry
The number of times #PRODABR# will resend an alert if the receiver does not send an acknowledgment to #PRODABR#.
Enter a value from 0 to 5. The default value is 2.

SNMP Inform Time Interval
The number of seconds between attempts to resend an SNMPv3 Inform alert.

Enter a value from 5 to 120 seconds. The default value is 15 seconds.
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Configuring SNMP alerts

Prerequisites

Configure #PRODABR# Settings privilege
Procedure

1. Click Management in the navigation tree.
The SNMP Settings page is displayed.
2. Inthe SNMP Alerts section, configure the Trap Source Identifier by selecting #PRODABR# Hostname or OS Hostname.

3. Configure the following values:

e #PRODABR# SNMP Alerts
¢ SNMPv1
» Cold Start Trap Broadcast

» Periodic HSA Trap Configuration

4. (Optional) To generate a test alert and send it to the configured SNMP Alert Destinations, click Send Test Alert.

Test alerts are used to verify the network connectivity of #PRODABR# with the configured SNMP Alert Destination
addresses. After the alert is generated, check the alert destination for receipt of the alert.

5. To save the configuration, click Apply.

SNMP alert settings
Trap Source Identifier

Determines the host name that is used in the SNMP-defined sysName variable when #PRODABR# generates SNMP traps.
The default setting is #PRODABR# Hostname.

The host name is an OS construct. It does not remain persistent with the server when hard drives are moved to a new
server platform. The #PRODABR# sysName, however, remains persistent with the system board.

#PRODABR# SNMP Alerts

Alert conditions that #PRODABR# detects independently of the host operating system can be sent to specified SNMP
alert destinations. If this option is disabled, traps are not sent to the configured SNMP alert destinations.

SNMPv1

Enables #PRODABR# to receive external SNMPv1 requests, and to send SNMPv1 traps to the remote management
systems configured in the alert destination.

Cold Start Trap Broadcast

The Cold Start Trap is broadcast to a subnet broadcast address when any of the following conditions is met;

» SNMP Alert Destinations are not configured.
» SNMP Alert Destinations are configured, but the SNMP protocol is disabled.
» #PRODABR# failed to resolve all the SNMP Alert Destinations to IP addresses.
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The subnet broadcast address for an IPv4 host is obtained by performing a bitwise logical OR operation between the bit
complement of the subnet mask and the host IP address. For example, the host 192.168.1.1, which has the subnet mask
255.255.252.0, has the broadcast address 192.168.1.1 | 0.0.3.255 = 192.168.3.255.

Periodic HSA Trap Configuration

In the default configuration, #PRODABR# sends the health status array (HSA) trap only when a component status
changes (for example, the fan status changed to failed).

You can configure #PRODABR# to send the HSA trap periodically (daily, weekly, or monthly) when a supported
component is in a failed or degraded state. This setting is disabled by default.

Agentless Management and AMS

Agentless Management uses out-of-band communication for increased security and stability. With Agentless Management,
health monitoring and alerting is built into the system and begins working the moment a power cord is connected to the
server.

To collect information from devices and components that cannot communicate directly with #PRODABR#, install the
Agentless Management Service (AMS).

Information provided by Agentless Management with and without AMS

Component Agentless Management without AMS Additional information provided when AMS is
installed
____________________________________________________________________________________________________________________________________________________|
Server health + Fans N/A

» Temperatures

» Power supplies

*  Memory
« CPU
* NVDIMM
Storage e Smart Aray *  SMART Drive Monitoring

» SMART Drive Monitoring (connected to Smart  « iSCSI (Windows)

Array) .
* NVMe drives

» Internal and external drives connected to
Smart Array

» Smart Storage Energy Pack monitoring
(supported servers only)

» NVMe drives that support MCTP

Table Continued
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Component

Network

Other

Prefailure warranty alerts

1 AMS-based OS logging for Linux (/var/log/messages for Red Hat Enterprise Linux and SUSE Linux Enterprise Server and /varflog/syslog for

VMware.

Agentless Management without AMS

MAC addresses for embedded NICs that
support NC-Sl over MCTP

Physical link connectivity and link up/link
down traps for NICs that support NC-SI
over MCTP

Fibre Channel adapters that support
#VENDNAM# vendor-defined MCTP
commands

#PRODABR# data
Firmware inventory

Device inventory

Memory

Drives (physical and logical)

Windows System Log for Windows.
2 Smart Array logging is supported.

3 Security Log events are included in the OS logs for G3 servers.

Agentless Management Service

» When you install AMS on Windows systems, the Agentless Management Service Control Panel is installed. You can use the

Additional information provided when AMS is

installed

MAC and IP address for standup and
embedded NICs

Link up/link down traps

NIC teaming and bridging information
(Windows and Linux)

Supported Fibre Channel adapters

VLAN information (Windows and Linux)

OS information (host SNMP MIB)
Driver/service inventory

Logging events to OS logs'??

N/A

Control Panel to configure SNMP settings, to enable or disable AMS, and to remove AMS.

» AMS writes operating system configuration information and critical events to the Active Health System Log.

* Install the #PRODABR# drivers before installing AMS.

»  With #PRODGEN#, AMS includes the optional System Management Assistant. You can use the System Management
Assistant if you want to use an OS-based SNMP setrvice to handle information provided by #PRODABR# Agentless
Management and AMS.

* |f AMS is not installed:

o #PRODABR# does not display a full set of data on the component information pages, which are included in the System
Information and Firmware & OS Software sections of the navigation tree.

o #PRODABR# does not have access to OS-specific information.

For information about installing AMS, verifying AMS installation, and restarting AMS, see the #PRODABR# user guide.

More information

System Management Assistant
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System Management Assistant

#PRODGEN# does not support OS-based SNMP agents. The System Management Assistant (SMA) is an Agentless
Management Service feature for users who want to run applications that obtain SNMP information from the OS.

Security
SMA communicates over secure #?RODABR# channels.
AMS modes
» AMS (forward mode)—The standard configuration of AMS is to pass information from the OS to #PRODABR#.

» SMA (reverse mode)—When SMA is enabled, information is passed from #PRODABR# to the OS.

Installation
SMA is installed as part of the AMS package, and it is disabled by default.
Enabling SMA

Use the default AMS configuration to pass information from the OS to #PRODABR#. Enable SMA to pass information from
#PRODABR# to the OS. The standard configuration of AMS and SMA can be enabled at the same time.

SMA functionality
When SMA is enabled, it does the following:

+ Linux—Proxies AgentX protocol requests between #PRODABR# and a host-based SNMP master.
» Windows, Linux—Proxies SNMP protocol requests between #PRODABR# and a host-based SNMP service.
This method is used when the host-based SNMP service does not support AgentX subagents.
» VMware—Delivers SNMP traps from #PRODABR# and AMS to the trap destination configured through the ESXi host
OS SNMP service.
SNMP master

With the default AMS configuration, AMS uses #PRODABR# as the SNMP master. SMA requires a host-based service to
act as the SNMP master.

Information provided when SMA is enabled

» Windows and Linux—SMA provides the same information that is listed in the Agentless Management with AMS
column in the Information provided by Agentless Management with and without AMS table.

»  VMware—SMA provides only SNMP traps.

For information about configuring and using SMA, see the #PRODABR# user guide.

#PRODABR# AlertMail

#PRODABR# AlertMail enables you to configure #PRODABR# to send alert conditions detected independently of the host
operating system to one or more email addresses. #PRODABR# AlertMail messages include major host system events. For
example, if a fan failure occurs, an event is recorded and an email message with the details is sent to the configured email
addresses.

Some email service providers establish filters and rules to block problem emails such as spam, commercial content, and
unwanted volume. These tools might block the receipt of messages generated by #PRODABR#. To work around this issue,
enable a secure SMTP connection (SSL/TLS) and configure a sender email address that is recognized by the configured
SMTP server.
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Enabling AlertMail

Prerequisites

Configure #PRODABR# Settings privilege

A license that supports this feature is installed. For information about the available license types and the features they
support, see the licensing documentation at the following website: https://hitachivantara.com.

For configurations with Enable SMTP Authentication enabled, you have the user name and password of an email account
on the SMTP Server.

For configurations with Enable SMTP Secure Connection (SSL/TLS) enabled, SSL/TLS is enabled on the server.

If you use a public or ISP SMTP server, make sure that the email addresses you will use for the recipient addresses are
configured to allow less secure applications.

Procedure
1. Click Management in the navigation tree, and then click the AlertMail tab.
2. Set the Enable #PRODABR# AlertMail option to enabled.
3. Enter the following information:
* Recipient Email Address
» Sender Domain or Email Address
» SMTP Port
If the Enable SMTP Secure Connection (SSL/TLS) option will be used, set this value to 587.
* SMTP Server
4. To send AlertMail messages over a secure connection, enable the Enable SMTP Secure Connection (SSL/TLS) option.
5. To authenticate the SMTP connection with an email account user name and password, enable the Enable SMTP
Authentication option.
6. If Enable SMTP Secure Connection (SSL/TLS) and Enable SMTP Authentication are enabled:
a. Enter the user name for an email account on the configured SMTP server in the SMTP Username box.
b. Select the Change SMTP Password check box.
c. Enter the password for the email account user name in the New SMTP Password and Confirm SMTP Password boxes.
7. To save the changes, click Apply.
8. (Optional) To send a test message to the configured email addresses, click Send Test AlertMail.
This button is available only when AlertMail is enabled.
The test AlertMail is initiated.
9. (Optional) If you sent a test message, check the #PRODABR# event log to confirm that it was sent successfully.
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AlertMail options
Recipient Email Address

One or more destination email addresses to receive #PRODABR# email alerts. You can enter multiple email addresses
separated by a semicolon. Enter the addresses in standard email address format. You can enter up to 260 characters in
the Recipient Email Address box.

If you use a public or ISP SMTP server, make sure that the email addresses you enter are configured to allow less secure
applications.

Sender Domain or Email Address
The sender (from) email address (up to 63 characters). This value can be formed by using the following methods:

» Enter a sender domain to be combined with the #PRODABR# Hostname. When you use this method, the sender email
address is <#PRODABR# Hostname>@<Sender Domain>.

» Enter a custom email address that includes your internal network domain. For example, <name>@<internal
domain>.com.

» Enter a custom email address that uses a public email server. For example, <name>@-<email provider>.com.

This address must be a valid email address that is recognized by the configured SMTP server.

SMTP Port

The port the SMTP server will use for authenticated or unauthenticated SMTP connections. The default value is 25. For
secure connections, use port 587.

SMTP Server

The IP address or DNS name of the SMTP server or the mail submission agent. This server cooperates with the mail
transfer agent to deliver the email. You can enter an IPv4 address, an IPv6 address, or an FQDN. This string can be up to
63 characters.

Enable SMTP Secure Connection (SSL/TLS)

Enable this option to send AlertMail messages over a secure connection. When a message is sent, #PRODABR# and the
configured SMTP Server negotiate to select a common SSL/TLS connection.

#PRODABR# supports only explicit/opportunistic TLS SMTP servers (STARTTLS SMTP servers).
This value is enabled by default.
Enable SMTP Authentication

Enable this option to authenticate against the configured SMTP Server after connecting through a secure connection. To
use this option, Enable SMTP Secure Connection (SSL/TLS) must be enabled and you must provide the user name and
password for an email account on the SMTP server.

SMTP Username

The username (up to 63 characters) for an account on the configured SMTP Server. This value is required if Enable
SMTP Authentication is enabled.

To clear this value, disable the Enable SMTP Authentication option, delete the text in this box, and then click Apply.
Change SMTP Password

Click this check box to enter or update and confirm the password for the SMTP Username account. This value is required if
Enable SMTP Authentication is enabled, and it can be up to 63 characters long.

The password value cannot be viewed or copied from the #PRODABR# web interface.

To clear the password, disable the Enable SMTP Authentication option, apply blank password and password
confirmation values, and then click Apply.
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Disabling AlertMail

Prerequisites

» Alicense that supports this feature is installed. For information about the available license types and the features they
support, see the licensing documentation at the following website: https://hitachivantara.com. .

» Configure #PRODABR# Settings privilege

Procedure

1. Click Management in the navigation tree, and then click the AlertMail tab.
2. Set the Enable #PRODABR# AlertMail option to disabled.

3. To save the changes, click Apply.

Remote syslog

The remote syslog feature allows #PRODABR# to send event notification messages to syslog servers. The #PRODABR#
firmware remote syslog includes the #PRODABR# event log.

The remote syslog format adheres to RFC5242. The syslog must start with the iLO time stamp followed by the iLO Hostname,
the subsystem name (that generated the log), and the log text. For example:

2020-08-26T15:26:43Z 1LO7CE712P2K6 DriveArray Smart Array — Drive is failed:
Port Box O Bay O ACTION:1. Be sure all cables are connected properly and
securely. 2. Be sure all drives are fully seated. 3 Replace the defective
cables, drive, or both.

Enabling #PRODABR# remote syslog

Prerequisites
» Configure #PRODABR# Settings privilege

» Alicense that supports this feature is installed. For information about the available license types and the features they
support, see the licensing documentation at the following website: https://hitachivantara.com.

» The remote syslog server is configured to use UDP.

Procedure

1. Click Management in the navigation tree, and then click the Remote Syslog tab.
2. Set the Enable #PRODABR# Remote Syslog option to enabled.

3. Enter the following information:

* Remote Syslog Port

» Remote Syslog Server

4. To save the changes, click Apply.

5. (Optional) To send a test message to the configured syslog server, click Send Test Syslog.
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This button is available only when #PRODABR# remote syslog is enabled.

Remote syslog options

» Remote Syslog Port—The port number through which the syslog server is listening. Only one port number can be entered in
this box. When you enter multiple remote syslog servers, they must use the same port. The default value is 514.

» Remote Syslog Server—The IP address, FQDN, IPv6 name, or short name of the server running the syslog service. To
enter multiple servers, separate the server IP address, FQDN, IPv6 name, or short name with a semicolon. You can enter up
to 511 characters in the Remote Syslog Server box.

On Linux systems, a tool called syslog logs system events. You can set a syslog server on a remote system that will act as a
central logging system for #PRODABR# systems. If the #PRODABR# remote syslog feature is enabled, it can send its logs to
the syslog server.

Disabling #PRODABR# remote syslog

Prerequisites

» Alicense that supports this feature is installed. For information about the available license types and the features they
support, see the licensing documentation at the following website: https://hitachivantara.com. .

» Configure #PRODABR# Settings privilege
Procedure

1. Click Management in the navigation tree, and then click the Remote Syslog tab.
2. Set the Enable #PRODABR# Remote Syslog option to disabled.

3. To save the changes, click Apply.

Remote Syslog alert levels (Linux)

Some status values in #PRODABR# differ from the standard Linux rsyslog status values. The following table shows the equivalent

values.

#PRODABR# status Linux rsyslog status
________________________________________________________________________________________________________________________________________________|
Critical Critical

Caution Warning

Repaired Notice

Informational Informational

Compute Management

See the UCP Advisor documentation for information about managing your servers.
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#PRODABR# and remote management tools

#PRODGEN# supports remote management through supported tools.

The association between #PRODABR# and a remote management tool is configured by using the remote management tool.
For instructions, see your remote management tool documentation.

When #PRODABR# is under the control of a remote management tool, the #PRODABR# web interface includes the following
enhancements:

* A message similar to the following is displayed on the #PRODABR# login page:

This system is being managed by <remote management tool name>. Changes made
locally in #PRODABR# will be out of sync with the centralized settings.

» Apage called <Remote Management Tool Name> is added to the #PRODABR# navigation tree.
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Starting a remote management tool from #PRODABR#

About this task

When #PRODABR# is under the control of a remote management tool, use the following procedure to start the remote
manager user interface from #PRODABR#.

Procedure

1. Click <Remote Management Tool Name> in the navigation tree.
2. Click Launch.

The remote management tool starts in a separate browser window.

Deleting a remote manager configuration

About this task

If you discontinue the use of a remote management tool in your network, you can remove the association between the tool and
#PRODABR#.

@ IMPORTANT: Remove the server from the remote management tool before you delete the remote manager

configuration in #PRODABR#. Do not delete the remote manager configuration for a tool that is in use on the
network and is managing the server that contains the current #PRODABR# system.

Procedure

1. Click <Remote Management Tool Name> in the navigation tree.

2. Click the Delete button in the Delete this remote manager configuration from this #PRODABR# section.
#PRODABR# warns you to proceed only if the managed server is no longer managed by the remote
management tool.

3. Click OK.

The <Remote Management Tool Name> page is removed from the #PRODABR# navigation tree.

#PRODABR# backup and restore

Automatic backup and restore

When #PRODABR# goes through the initialization process, it backs up the configuration information stored in the battery-
powered SRAM memory device to the nonvolatile flash memory (NAND).

If the SRAM is erased or data corruption is detected, #PRODABR# tries to restore the configuration information from the
backup file. Automatic restore operations are recorded.

When #PRODABR# security is disabled with the system maintenance switch, the SRAM data is not restored automatically.

The backup file created by the automatic backup and restore process is not user-accessible. It cannot be used to perform a
manual restore operation.

iLO 6 Online Help

303



Manual backup and restore

#PRODABR# supports manually restoring the configuration information stored in the battery-powered SRAM memory device. This
feature is intended for use on a system with the same hardware configuration as the system that was backed up. It is not meant
to duplicate a configuration and apply it to a different #PRODABR# system.

#VENDNAM# does not expect that you will have a reason to perform a restore operation. However, there are cases in which
having a backup of the configuration expedites the return to a normal operating environment.

As with any computer system, backing up your data is a recommended practice to minimize the impact from failures.
Perform a backup each time that you update the #PRODABR# firmware.

#PRODABR# firmware requirements for backup and restore

iLO 6 firmware supports backup and restore operations in which the backup and restore tasks are performed on systems
with the same or different #PRODABR# firmware versions.

Information that is restored during a backup and restore operation

The #PRODABR# configuration includes many categories such as power, network, security, license keys, and the user
database. Most configuration information is stored in the battery-powered SRAM memory device, and it can be backed up and
restored.

NOTE: When environment variables are restored, a server reset is required for the restored settings to take effect.

For example, the Performance settings are restored, but they do not take effect until a server reset is complete.

Information that is not restored during a backup and restore operation

Some information is not suitable to be restored during backup and restore operations. The information that cannot be restored is
not part of the #PRODABR# configuration, but instead is related to the #PRODABR# or server system state.

The following information is not backed up or restored:
Security state

Allowing a restore operation to change the #PRODABR# security state would defeat the principles of security and
enforcement of security.

#PRODABR# Event Log

To preserve information about events that occurred between the backup and the event that required the restore, this
information is not restored.

Security Log

To preserve information about security events that occurred between the backup and the event that required the restore,
this information is not restored.

Active Health System data
To preserve the information recorded during the backup and restore process, this information is not restored.

Server state information

» Server power state (ON/OFF)
» Server UID LED states
» #PRODABR# and server clock settings
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Reasons to manually restore the #PRODABR# configuration

You might want to restore the #PRODABR# configuration in the following situations:
Battery failure or removal

Various configuration parameters are stored in the battery-powered SRAM. Although rare, the battery can fail. In some
situations, battery removal and replacement might be required. To avoid the loss of configuration information, restore the
#PRODABR# configuration from a backup file after the battery is replaced.

Reset to factory defaults

In some cases, you might need to reset #PRODABR# to the factory default settings to erase settings external to
#PRODABR#. Resetting #PRODABR# to the factory default settings erases the #PRODABR# configuration. To
recover the #PRODABR# configuration quickly, restore the configuration from a backup file after the factory default
reset is complete.

Accidental or incorrect configuration change

In some cases, the #PRODABR# configuration might be changed incorrectly, causing important settings to be lost. This
situation might occur if #PRODABR# is reset to the factory default settings or user accounts are deleted. To recover the
original configuration, restore the configuration from a backup file.

System board replacement

If a system board replacement is required to address a hardware issue, you can use this feature to transfer the
#PRODABR# configuration from the original system board to the new system board.

Lost license key

If a license key is accidentally replaced, or you reset #PRODABR# to the factory default settings, and you are not sure
which key to install, you can restore the license key and other configuration settings from a backup file.

Backing up the #PRODABR# configuration

Prerequisites
» Configure #PRODABR# Settings privilege

» #PRODABR# is configured to use the Production or High Security security state. Backing up and restoring the
configuration when #PRODABR## is configured to use a higher security state is not supported.

Procedure

1. Click Lifecycle Management in the navigation tree, and then click Backup & Restore.

2. Click Backup.

3. (Optional) To password protect the backup file, enter a password in the Backup file password box.
The password can be up to 32 characters long.

4. Click Download.

The file is downloaded and this activity is recorded in the event log.

The file name uses the following format: <server serial number>_<YYYYMMDD>_<HHMM>.bak.
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Restoring the #PRODABR# configuration
Prerequisites
» Configure #PRODABR# Settings privilege
» Administer User Accounts privilege
* Abackup file exists.

» The default #PRODABR# account credentials are available if you previously reset #PRODABR# to the factory default
settings.

» The #PRODABR# security state you want to use is configured.

When you configure a higher security state than Production or High Security, #PRODABR# is reset to the factory
default settings. If you do not configure these security states before performing a restore, the restored information is
deleted when you update the security state.

Procedure

1. Click Lifecycle Management in the navigation tree, and then click Backup & Restore.
2. Click Restore.
Depending on your browser, click Browse or Choose File, and then navigate to the backup file.

If the backup file is password protected, enter the password.

o &~ w

Click Upload and Restore.
#PRODABR# prompts you to confirm the request.

6. Click Restore.
#PRODABR# reboots and closes your browser connection. It might take several minutes before you can re-establish a
connection.

More information

#PRODABR# encryption settings

Information that is restored during a backup and restore operation
Information that is not restored during a backup and restore operation
Reasons to manually restore the #PRODABR# configuration

Restoring the #PRODABR# configuration after system board replacement

Prerequisites

» Configure #PRODABR# Settings privilege
» Administer User Accounts privilege

* Abackup file exists.

» The default #PRODABR# account credentials are available if you previously reset #PRODABR# to the factory default
settings.

» The #PRODABR# security state you want to use is configured.

When you configure a higher security state than Production or High Security, #PRODABR# is reset to the factory
default settings. If you do not configure these security states before performing a restore, the restored information is
deleted when you update the security state.
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About this task
When you replace a system board, you can restore the configuration from the replaced system board.

Procedure

[EEN

. Replace the system board and transfer the hardware components from the old system board to the new system board.
2. Power on the system and ensure that all components are working correctly.

3. Log in to #PRODABR# with the default user credentials for the new system board.

4

Restore the configuration from the backup file.

More information

#PRODABR# encryption settings

Information that is restored during a backup and restore operation
Information that is not restored during a backup and restore operation
Reasons to manually restore the #PRODABR# configuration
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Open source licenses

ZLIB

/* zlib.h -- interface of the "zlib" general purpose compression library
version 1.2.12, March 11th, 2022

Copyright (C) 1995-2022 Jean-loup Gailly and Mark Adler

This software is provided "as-is", without any express or implied
warranty. In no event will the authors be held liable for any damages
arising from the use of this software.

Permission is granted to anyone to use this software for any purpose,
including commercial applications, and to alter it and redistribute it
freely, subject to the following restrictions:

1. The origin of this software must not be misrepresented; you must not
claim that you wrote the original software. If you use this software
in a product, an acknowledgment in the product documentation would
be appreciated but is not required.

2. Altered source versions must be plainly marked as such, and must not
be misrepresented as being the original software.

3. This notice may not be removed or altered from any source distribution.

Jean-loup Gailly Mark Adler
Jloup@gzip-org madler@alumni .caltech._edu

The data format used by the zlib library is described by RFCs (Request for
Comments) 1950 to 1952 in the files http://tools.ietf.org/html/rfcl1950
(zlib format), rfcl951 (deflate format) and rfcl952 (gzip format).

*/

WIDE-DHCPV6

Copyright (C) 1998 and 1999 WIDE Project.
All rights reserved.

Redistribution and use in source and binary forms, with or without

modification, are permitted provided that the following conditions
are met:
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* 1. Redistributions of source code must retain the above copyright
* notice, this list of conditions and the following disclaimer.

* 2. Redistributions in binary form must reproduce the above copyright
notice, this list of conditions and the following disclaimer in the
documentation and/or other materials provided with the distribution.

*

*

3. Neither the name of the project nor the names of its contributors
may be used to endorse or promote products derived from this software
without specific prior written permission.

THIS SOFTWARE 1S PROVIDED BY THE PROJECT AND CONTRIBUTORS ~~AS IS"" AND
ANY EXPRESS OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE
IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE
ARE DISCLAIMED. IN NO EVENT SHALL THE PROJECT OR CONTRIBUTORS BE LIABLE
FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL
DAMAGES (INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS

OR SERVICES; LOSS OF USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION)
HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN CONTRACT, STRICT
LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY
OUT OF THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF
SUCH DAMAGE.

ook ok % X o ok % X F ok ok % X X

*
N

jQuery pub/sub plugin

/*
JQuery pub/sub plugin by Peter Higgins (dante@dojotoolkit.org)

Loosely based on Dojo publish/subscribe API, limited in scope. Rewritten blindly.

Original is (c) Dojo Foundation 2004-2009. Released under either AFL or new BSD, see:
http://dojofoundation.org/license for more information.

*/

The "New'™ BSD License:

Copyright (c) 2005-2017, JS Foundation All rights reserved.

Redistribution and use in source and binary forms, with or without modification, are
permitted provided that the following conditions are met:

= Redistributions of source code must retain the above copyright notice, this list of
conditions and the following disclaimer.

< Redistributions in binary form must reproduce the above copyright notice, this list of
conditions and the following disclaimer in the documentation and/or other materials
provided with the distribution.

< Neither the name of the JS Foundation nor the names of its contributors may be used to

endorse or promote products derived from this software without specific prior written
permission.
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THIS SOFTWARE IS PROVIDED BY THE COPYRIGHT HOLDERS AND CONTRIBUTORS "AS IS' AND ANY EXPRESS
OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF
MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE ARE DISCLAIMED. IN NO EVENT SHALL THE
COPYRIGHT OWNER OR CONTRIBUTORS BE LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL,
EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF
SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION)

HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN CONTRACT, STRICT LIABILITY, OR
TORT (INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY OUT OF THE USE OF THIS SOFTWARE,
EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.

jQuery doTimeout

/*!
* JQuery doTimeout: Like setTimeout, but better! - v1.0 - 3/3/2010
* http://benalman.com/projects/jquery-dotimeout-plugin/
*
* Copyright (c) 2010 "Cowboy'™ Ben Alman
* Dual licensed under the MIT and GPL licenses.
* http://benalman.com/about/license/
*/

Copyright © 2010 "Cowboy' Ben Alman

Permission is hereby granted, free of charge, to any person
obtaining a copy of this software and associated documentation
files (the "Software'), to deal in the Software without
restriction, including without limitation the rights to use,
copy, modify, merge, publish, distribute, sublicense, and/or sell
copies of the Software, and to permit persons to whom the
Software is furnished to do so, subject to the following
conditions:

The above copyright notice and this permission notice shall be
included in all copies or substantial portions of the Software.

THE SOFTWARE IS PROVIDED "AS IS, WITHOUT WARRANTY OF ANY KIND,
EXPRESS OR IMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES
OF MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE AND
NONINFRINGEMENT. IN NO EVENT SHALL THE AUTHORS OR COPYRIGHT
HOLDERS BE LIABLE FOR ANY CLAIM, DAMAGES OR OTHER LIABILITY,
WHETHER IN AN ACTION OF CONTRACT, TORT OR OTHERWISE, ARISING
FROM, OUT OF OR IN CONNECTION WITH THE SOFTWARE OR THE USE OR
OTHER DEALINGS IN THE SOFTWARE.

jQuery table2csv

/*1!
*jQuery table2csv plugin 0.1.0
*Converts table html element to csv string
*Copyright (c) 2009 Leonardo Rossetti motw.leo@gmail.com
*Licensed under the MIT license (http://www.opensource.org/licenses/mit-license.php)
*THE SOFTWARE IS PROVIDED "AS IS, WITHOUT WARRANTY OF ANY KIND, EXPRESS OR
*IMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF MERCHANTABILITY,
*FITNESS FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT. IN NO EVENT SHALL THE
*AUTHORS OR COPYRIGHT HOLDERS BE LIABLE FOR ANY CLAIM, DAMAGES OR OTHER
*L1IABILITY, WHETHER IN AN ACTION OF CONTRACT, TORT OR OTHERWISE, ARISING FROM,
*0OUT OF OR IN CONNECTION WITH THE SOFTWARE OR THE USE OR OTHER DEALINGS IN
*THE SOFTWARE.
*/
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Permission is hereby granted, free of charge, to any person obtaining a copy of this software
and associated documentation files (the "Software'™), to deal in the Software without
restriction, including without limitation the rights to use, copy, modify, merge, publish,
distribute, sublicense, and/or sell copies of the Software, and to permit persons to whom

the Software is furnished to do so, subject to the following conditions:

The above copyright notice and this permission notice shall be included in all copies or
substantial portions of the Software.

THE SOFTWARE IS PROVIDED "AS IS"™, WITHOUT WARRANTY OF ANY KIND, EXPRESS OR IMPLIED, INCLUDING
BUT NOT LIMITED TO THE WARRANTIES OF MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE AND
NONINFRINGEMENT. IN NO EVENT SHALL THE AUTHORS OR COPYRIGHT HOLDERS BE LIABLE FOR ANY CLAIM,
DAMAGES OR OTHER LIABILITY, WHETHER IN AN ACTION OF CONTRACT, TORT OR OTHERWISE, ARISING FROM,
OUT OF OR IN CONNECTION WITH THE SOFTWARE OR THE USE OR OTHER DEALINGS IN THE SOFTWARE.

jQote2

/*
JQote2 - client-side Javascript templating engine
Copyright (C) 2010, aefxx

http://aefxx.com/

Dual licensed under the WTFPL v2 or MIT (X11) licenses
WTFPL v2 Copyright (C) 2004, Sam Hocevar

Date: Thu, Oct 21st, 2010
Version: 0.9.7
/

*o% % % ok % X X % =

*

Permission is hereby granted, free of charge, to any person obtaining a copy of this software
and associated documentation files (the "Software'), to deal in the Software without
restriction, including without limitation the rights to use, copy, modify, merge, publish,
distribute, sublicense, and/or sell copies of the Software, and to permit persons to whom the
Software is furnished to do so, subject to the following conditions:

The above copyright notice and this permission notice shall be included in all copies or
substantial portions of the Software.

THE SOFTWARE IS PROVIDED "AS IS"™, WITHOUT WARRANTY OF ANY KIND, EXPRESS OR IMPLIED, INCLUDING
BUT NOT LIMITED TO THE WARRANTIES OF MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE AND
NONINFRINGEMENT. IN NO EVENT SHALL THE AUTHORS OR COPYRIGHT HOLDERS BE LIABLE FOR ANY CLAIM,
DAMAGES OR OTHER LIABILITY, WHETHER IN AN ACTION OF CONTRACT, TORT OR OTHERWISE, ARISING FROM,
OUT OF OR IN CONNECTION WITH THE SOFTWARE OR THE USE OR OTHER DEALINGS IN THE SOFTWARE.

Expat

/* Copyright (c) 1998, 1999, 2000 Thai Open Source Software Center Ltd

See the file COPYING for copying permission.
*/
/*
Permission is hereby granted, free of charge, to any person obtaining a copy of this software
and associated documentation files (the "Software'), to deal in the Software without
restriction, including without limitation the rights to use, copy, modify, merge, publish,
distribute, sublicense, and/or sell copies of the Software, and to permit persons to whom the
Software is furnished to do so, subject to the following conditions:

The above copyright notice and this permission notice shall be included in all copies or
substantial portions of the Software.

THE SOFTWARE IS PROVIDED "AS IS"™, WITHOUT WARRANTY OF ANY KIND, EXPRESS OR IMPLIED, INCLUDING
BUT NOT LIMITED TO THE WARRANTIES OF MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE AND
NONINFRINGEMENT. IN NO EVENT SHALL THE AUTHORS OR COPYRIGHT HOLDERS BE LIABLE FOR ANY CLAIM,
DAMAGES OR OTHER LIABILITY, WHETHER IN AN ACTION OF CONTRACT, TORT OR OTHERWISE, ARISING FROM,
OUT OF OR IN CONNECTION WITH THE SOFTWARE OR THE USE OR OTHER DEALINGS IN THE SOFTWARE.

*/
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TeamF1

/*
* Inc
*

lude/krb5/adm.h

* Copyright 1995,2001 by the Massachusetts Institute of Technology.

* All

ok % X % b ok % X % o %k % X F ok % X X *

*
N

Rights Reserved.

Export of this software from the United States of America may
require a specific license from the United States Government.

It is the responsibility of any person or organization contemplating
export to obtain such a license before exporting.

WITHIN THAT CONSTRAINT, permission to use, copy, modify, and
distribute this software and its documentation for any purpose and
without fee is hereby granted, provided that the above copyright
notice appear in all copies and that both that copyright notice and
this permission notice appear in supporting documentation, and that
the name of M.1.T. not be used in advertising or publicity pertaining
to distribution of the software without specific, written prior
permission. Furthermore if you modify this software you must label
your software as modified software and not distribute it in such a
fashion that it might be confused with the original M.I.T. software.
M_.I.T. makes no representations about the suitability of

this software for any purpose. It is provided "as is" without express
or implied warranty.

Net-SNMP

/*

Copyright (c) Fabasoft R&D Software GmbH & Co KG, 2003
oss@fabasoft.com
Author: Bernhard Penz <bernhard.penz@fabasoft.com>

Redistribution and use in source and binary forms, with or without

modification, are permitted provided that the following conditions are met:

* Redistributions of source code must retain the above copyright
notice, this list of conditions and the following disclaimer.

* Redistributions in binary form must reproduce the above copyright
notice, this list of conditions and the following disclaimer in the
documentation and/or other materials provided with the distribution.

* The name of Fabasoft R&D Software GmbH & Co KG or any of its
subsidiaries, brand or product names may not be used to endorse or
promote products derived from this software without specific prior
written permission.

THIS SOFTWARE 1S PROVIDED BY THE COPYRIGHT HOLDER ~"AS 1S"" AND ANY
EXPRESS OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE
IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR
PURPOSE ARE DISCLAIMED. IN NO EVENT SHALL THE COPYRIGHT HOLDER BE
LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR
CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF
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SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA, OR PROFITS; OR
BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY,
WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE
OR OTHERWISE) ARISING IN ANY WAY OUT OF THE USE OF THIS SOFTWARE,
EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.

*/

OpenSSL

/*
* Copyright (c) 1998-2019 The OpenSSL Project. All rights reserved.

Redistribution and use in source and binary forms, with or without
modification, are permitted provided that the following conditions
are met:

1. Redistributions of source code must retain the above copyright
notice, this list of conditions and the following disclaimer.

2. Redistributions in binary form must reproduce the above copyright
notice, this list of conditions and the following disclaimer in
the documentation and/or other materials provided with the
distribution.

3. All advertising materials mentioning features or use of this
software must display the following acknowledgment:
"This product includes software developed by the OpenSSL Project
for use iIn the OpenSSL Toolkit. (http://www.openssl.org/)"

4. The names "OpenSSL Toolkit" and "OpenSSL Project™ must not be used to
endorse or promote products derived from this software without
prior written permission. For written permission, please contact
openssl-core@openssl .org.

5. Products derived from this software may not be called "OpenSSL"
nor may "'OpenSSL' appear in their names without prior written
permission of the OpenSSL Project.

6. Redistributions of any form whatsoever must retain the following
acknowledgment:
"This product includes software developed by the OpenSSL Project
for use in the OpenSSL Toolkit (http://www.openssl._org/)"

THIS SOFTWARE 1S PROVIDED BY THE OpenSSL PROJECT ~"AS I1S"" AND ANY
EXPRESSED OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE
IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR
PURPOSE ARE DISCLAIMED. IN NO EVENT SHALL THE OpenSSL PROJECT OR
ITS CONTRIBUTORS BE LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL,
SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT

NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES;

LOSS OF USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION)

HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN CONTRACT,
STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE)
ARISING IN ANY WAY OUT OF THE USE OF THIS SOFTWARE, EVEN IF ADVISED
OF THE POSSIBILITY OF SUCH DAMAGE.
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* This product includes cryptographic software written by Eric Young
* (eay@cryptsoft.com). This product includes software written by Tim

*

*

*/

Hudson (tjh@cryptsoft.com).

Original SSLeay License

/*

o ok X X b o 3k X X b 2k 3 X o b 3 X X o ok % X X ok % ¥

*

* *

% X b X

*

Copyright (C) 1995-1998 Eric Young (eay@cryptsoft.com)
All rights reserved.

This package is an SSL implementation written
by Eric Young (eay@cryptsoft.com).
The implementation was written so as to conform with Netscapes SSL.

This library is free for commercial and non-commercial use as long as
the following conditions are aheared to. The following conditions
apply to all code found in this distribution, be it the RC4, RSA,
lhash, DES, etc., code; not just the SSL code. The SSL documentation
included with this distribution is covered by the same copyright terms
except that the holder is Tim Hudson (tjh@cryptsoft.com).

Copyright remains Eric Young"s, and as such any Copyright notices in

the code are not to be removed.

IT this package is used iIn a product, Eric Young should be given attribution
as the author of the parts of the library used.

This can be in the form of a textual message at program startup or

in documentation (online or textual) provided with the package.

Redistribution and use in source and binary forms, with or without
modification, are permitted provided that the following conditions
are met:

1. Redistributions of source code must retain the copyright
notice, this list of conditions and the following disclaimer.

2. Redistributions in binary form must reproduce the above copyright
notice, this list of conditions and the following disclaimer in the
documentation and/or other materials provided with the distribution.

3. All advertising materials mentioning features or use of this software
must display the following acknowledgement:
"This product includes cryptographic software written by
Eric Young (eay@cryptsoft.com)"
The word "cryptographic® can be left out if the rouines from the library
being used are not cryptographic related :-).

4. 1T you include any Windows specific code (or a derivative thereof) from

the apps directory (application code) you must include an acknowledgement:
"This product includes software written by Tim Hudson (tjh@cryptsoft.com)"
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THIS SOFTWARE 1S PROVIDED BY ERIC YOUNG ~~AS IS"" AND

ANY EXPRESS OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE
IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE
ARE DISCLAIMED. IN NO EVENT SHALL THE AUTHOR OR CONTRIBUTORS BE LIABLE

FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL
DAMAGES (INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS

OR SERVICES; LOSS OF USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION)
HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN CONTRACT, STRICT
LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY
OUT OF THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF
SUCH DAMAGE.

Ok ok ok % ok o o+ % ko F ¥

* The licence and distribution terms for any publically available version or
* derivative of this code cannot be changed. i.e. this code cannot simply be
* copied and put under another distribution licence
* [including the GNU Public Licence.]
*/

/* ____________________
* Copyright (c) 2008 The OpenSSL Project. All rights reserved.
*

* Rights for redistribution and usage in source and binary
* forms are granted according to the OpenSSL license.
*/

SSCEP

/*1
* Version: 0.10.0
*/
Copyright (c) 2003 Jarkko Turkulainen. All rights reserved.

Redistribution and use in source and binary forms, with or without
modification, are permitted provided that the following conditions
are met:

1. Redistributions of source code must retain the above copyright
notice, this list of conditions and the following disclaimer.

2. Redistributions in binary form must reproduce the above copyright
notice, this list of conditions and the following disclaimer in the
documentation and/or other materials provided with the distribution.

THIS SOFTWARE 1S PROVIDED BY JARKKO TURKULAINEN ~~AS IS"" AND

ANY EXPRESS OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE
IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR
PURPOSE ARE DISCLAIMED. IN NO EVENT SHALL JARKKO TURKULAINEN BE LIABLE
FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL
DAMAGES (INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS
OR SERVICES; LOSS OF USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION)
HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN CONTRACT,
STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN
ANY WAY OUT OF THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE
POSSIBILITY OF SUCH DAMAGE.
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OpenSSL License

/> ———————=—=—==
* Copyright (c) 1998-2001 The OpenSSL Project. All rights reserved.
*

* Redistribution and use in source and binary forms, with or without
* modification, are permitted provided that the following conditions
* are met:

1. Redistributions of source code must retain the above copyright
notice, this list of conditions and the following disclaimer.

L I

2. Redistributions in binary form must reproduce the above copyright
notice, this list of conditions and the following disclaimer in
the documentation and/or other materials provided with the
distribution.

3. All advertising materials mentioning features or use of this
software must display the following acknowledgment:
"This product includes software developed by the OpenSSL Project
for use iIn the OpenSSL Toolkit. (http://www.openssl.org/)"

4. The names "OpenSSL Toolkit" and "OpenSSL Project™ must not be used to
endorse or promote products derived from this software without
prior written permission. For written permission, please contact
openssl-core@openssl.org.

5. Products derived from this software may not be called "OpenSSL"
nor may "'OpenSSL' appear in their names without prior written
permission of the OpenSSL Project.

6. Redistributions of any form whatsoever must retain the following
acknowledgment:
"This product includes software developed by the OpenSSL Project
for use in the OpenSSL Toolkit (http://www.openssl.org/)™

THIS SOFTWARE 1S PROVIDED BY THE OpenSSL PROJECT ~~AS IS®"" AND ANY
EXPRESSED OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE
IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR
PURPOSE ARE DISCLAIMED. IN NO EVENT SHALL THE OpenSSL PROJECT OR
ITS CONTRIBUTORS BE LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL,
SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT

NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES;

LOSS OF USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION)

HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN CONTRACT,
STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE)
ARISING IN ANY WAY OUT OF THE USE OF THIS SOFTWARE, EVEN IF ADVISED
OF THE POSSIBILITY OF SUCH DAMAGE.
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This product includes cryptographic software written by Eric Young
(eay@cryptsoft.com). This product includes software written by Tim
Hudson (tjh@cryptsoft.com).

*ox ok % ¥

*/

Original SSLeay License

/* Copyright (C) 1995-1998 Eric Young (eay@cryptsoft.com)
All rights reserved.

This package is an SSL implementation written
by Eric Young (eay@cryptsoft.com).
The implementation was written so as to conform with Netscapes SSL.

This library is free for commercial and non-commercial use as long as
the following conditions are aheared to. The following conditions
apply to all code found in this distribution, be it the RC4, RSA,

FoX % ok X ok % X %

lhash, DES, etc., code; not just the SSL code. The SSL documentation
included with this distribution is covered by the same copyright terms
except that the holder is Tim Hudson (tjh@cryptsoft.com).

Copyright remains Eric Young"s, and as such any Copyright notices in

the code are not to be removed.

IT this package is used in a product, Eric Young should be given attribution
as the author of the parts of the library used.

This can be in the form of a textual message at program startup or

in documentation (online or textual) provided with the package.

Redistribution and use in source and binary forms, with or without
modification, are permitted provided that the following conditions
are met:
1. Redistributions of source code must retain the copyright
notice, this list of conditions and the following disclaimer.
2. Redistributions in binary form must reproduce the above copyright
notice, this list of conditions and the following disclaimer in the
documentation and/or other materials provided with the distribution.
3. All advertising materials mentioning features or use of this software
must display the following acknowledgement:
"This product includes cryptographic software written by
Eric Young (eay@cryptsoft.com)™
The word “cryptographic®™ can be left out if the rouines from the library
being used are not cryptographic related :-).
4. 1IFf you include any Windows specific code (or a derivative thereof) from
the apps directory (application code) you must include an acknowledgement:
"This product includes software written by Tim Hudson (tjh@cryptsoft.com)"

THIS SOFTWARE 1S PROVIDED BY ERIC YOUNG ~~AS IS"" AND

ANY EXPRESS OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE
IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE
ARE DISCLAIMED. IN NO EVENT SHALL THE AUTHOR OR CONTRIBUTORS BE LIABLE

FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL
DAMAGES (INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS
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OR SERVICES; LOSS OF USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION)
HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN CONTRACT, STRICT
LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY
OUT OF THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF
SUCH DAMAGE.

The licence and distribution terms for any publically available version or
derivative of this code cannot be changed. i1.e. this code cannot simply be
copied and put under another distribution licence

[including the GNU Public Licence.]

Bk ok % % ok ok % & F %

*
N

OpenOSP License

The Vovida Software License, Version 1.0
Copyright (c) 2000 Vovida Networks, Inc. All rights reserved.

Redistribution and use in source and binary forms, with or without
modification, are permitted provided that the following conditions
are met:

1. Redistributions of source code must retain the above copyright
notice, this list of conditions and the following disclaimer.

2. Redistributions in binary form must reproduce the above copyright
notice, this list of conditions and the following disclaimer in
the documentation and/or other materials provided with the
distribution.

3. The names "OpenOSP'", "OpenOSP server'™ and '"Cisco’"™ must not be
used to endorse or promote products derived from this software
without prior written permission. For written permission, please
contact openosp@vovida.org.

4. Products derived from this software may not be called "CISCO" or
""OpenOSP', nor may "CISCO"™ or "OpenOSP'" appear in their name,
without prior written permission.

THIS SOFTWARE 1S PROVIDED "AS 1S™ AND ANY EXPRESSED OR IMPLIED
WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES
OF MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE, TITLE AND
NON-INFRINGEMENT ARE DISCLAIMED. IN NO EVENT SHALL VOVIDA

NETWORKS, INC. OR ITS CONTRIBUTORS BE LIABLE FOR ANY DAMAGES

IN EXCESS OF $1,000, NOR FOR ANY INDIRECT, INCIDENTAL, SPECIAL,
EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT LIMITED TO,
PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA, OR
PROFITS; OR BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY
OF LIABILITY, WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT
(INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY OUT OF THE
USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH
DAMAGE .
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Safe C Library

/*1

* Version: 3.6.0

*/
Copyright (C) 2012, 2013 Cisco Systems
All rights reserved.

Permission is hereby granted, free of charge, to any person
obtaining a copy of this software and associated documentation
files (the "Software'), to deal in the Software without
restriction, including without limitation the rights to use,
copy, modify, merge, publish, distribute, sublicense, and/or
sell copies of the Software, and to permit persons to whom the
Software is furnished to do so, subject to the following
conditions:

The above copyright notice and this permission notice shall be
included in all copies or substantial portions of the Software.

THE SOFTWARE IS PROVIDED "AS IS, WITHOUT WARRANTY OF ANY KIND,
EXPRESS OR IMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES
OF MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE AND
NONINFRINGEMENT. IN NO EVENT SHALL THE AUTHORS OR COPYRIGHT
HOLDERS BE LIABLE FOR ANY CLAIM, DAMAGES OR OTHER LIABILITY,
WHETHER IN AN ACTION OF CONTRACT, TORT OR OTHERWISE, ARISING

FROM, OUT OF OR IN CONNECTION WITH THE SOFTWARE OR THE USE OR
OTHER DEALINGS IN THE SOFTWARE.

Jquery.cookies

/*! jguery.cookies.2.2.0.min_.js */
/*!

* Copyright (c) 2005 - 2010, James Auldridge

* All rights reserved.

*

* Licensed under the BSD, MIT, and GPL (your choice!) Licenses:

* http://code.google.com/p/cookies/wiki/License

*/
/*
Permission is hereby granted, free of charge, to any person obtaining a copy of this software
and associated documentation files (the "Software'), to deal in the Software without
restriction, including without limitation the rights to use, copy, modify, merge, publish,
distribute, sublicense, and/or sell copies of the Software, and to permit persons to whom the
Software is furnished to do so, subject to the following conditions:

The above copyright notice and this permission notice shall be included in all copies or
substantial portions of the Software.

THE SOFTWARE IS PROVIDED "AS IS"™, WITHOUT WARRANTY OF ANY KIND, EXPRESS OR IMPLIED, INCLUDING
BUT NOT LIMITED TO THE WARRANTIES OF MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE AND
NONINFRINGEMENT. IN NO EVENT SHALL THE AUTHORS OR COPYRIGHT HOLDERS BE LIABLE FOR ANY CLAIM,
DAMAGES OR OTHER LIABILITY, WHETHER IN AN ACTION OF CONTRACT, TORT OR OTHERWISE, ARISING FROM,
OUT OF OR IN CONNECTION WITH THE SOFTWARE OR THE USE OR OTHER DEALINGS IN THE SOFTWARE.

*/
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Jguery-localize

/*1 Copyright (c¢) Jim Garvin (http://github.com/coderifous), 2008.
* Dual licensed under the GPL (http://dev.jquery.com/browser/trunk/jquery/GPL-LICENSE. txt)
and MIT (http://dev.jquery.com/browser/trunk/jquery/MIT-LICENSE.txt) licenses.

* Written by Jim Garvin (@coderifous) for use on LMGTFY.com.
* http://github.com/coderifous/jquery-localize
* Based off of Keith Wood"s Localisation jQuery plugin.
* http://keith-wood.name/localisation.html
*/
/*

Permission is hereby granted, free of charge, to any person obtaining a copy of this software
and associated documentation files (the "Software'), to deal in the Software without
restriction, including without limitation the rights to use, copy, modify, merge, publish,
distribute, sublicense, and/or sell copies of the Software, and to permit persons to whom the
Software is furnished to do so, subject to the following conditions:

The above copyright notice and this permission notice shall be included in all copies or
substantial portions of the Software.

THE SOFTWARE IS PROVIDED "AS IS"™, WITHOUT WARRANTY OF ANY KIND, EXPRESS OR IMPLIED, INCLUDING
BUT NOT LIMITED TO THE WARRANTIES OF MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE AND
NONINFRINGEMENT. IN NO EVENT SHALL THE AUTHORS OR COPYRIGHT HOLDERS BE LIABLE FOR ANY CLAIM,
DAMAGES OR OTHER LIABILITY, WHETHER IN AN ACTION OF CONTRACT, TORT OR OTHERWISE, ARISING FROM,
OUT OF OR IN CONNECTION WITH THE SOFTWARE OR THE USE OR OTHER DEALINGS IN THE SOFTWARE.

*/

jQuery Ul

/*! jQuery Ul - v1.12.1 - 2016-09-14

* http://jqueryui.com

* Includes: jquery.ui.core.js, jquery.ui.widget.js, jquery.ui.mouse.js, jquery.ui.position.js,
jJjquery.ui.accordion.js, jquery.ui.autocomplete.js, jquery.ui.button.js, jquery.ui.datepicker.js,
jquery.ui.dialog.js, jquery.ui.draggable.js, jquery.ui.droppable.js, jquery.ui.effect.js,
jJquery.ui.effect-blind.js, jquery.ui.effect-bounce.js, jquery.ui.effect-clip.js, jquery.ui.effect-
drop.js, jquery.ui.effect-explode.js, jquery.ui.effect-fade.js,

i.effect-fold.js, jquery.ui.effect-highlight._js, jquery.ui.effect-pulsate.js,
.effect-scale.js, jquery.ui.effect-shake.js, jquery.ui.effect-slide.js,
.effect-transfer.js, jquery.ui.menu.js, jquery.ui.progressbar.js, jquery.ui.resizable._js,
.selectable_js, jquery.ui.slider_js, jquery.ui.sortable.js, jquery.uil.spinner._js,
i.tabs._js, jquery.ui.tooltip.js

jJjquery.u
jJjquery.u
jJjquery.u
u
u

Jjquery.
jquery.

* Copyright (c) 2013 jQuery Foundation and other contributors Licensed MIT */

/*

Permission is hereby granted, free of charge, to any person obtaining a copy of this software
and associated documentation files (the "Software'™), to deal in the Software without restriction,
including without limitation the rights to use, copy, modify, merge, publish, distribute,
sublicense, and/or sell copies of the Software, and to permit persons to whom the Software is
furnished to do so, subject to the following conditions:

The above copyright notice and this permission notice shall be included in all copies or
substantial portions of the Software.

THE SOFTWARE IS PROVIDED "AS 1S, WITHOUT WARRANTY OF ANY KIND, EXPRESS OR IMPLIED, INCLUDING
BUT NOT LIMITED TO THE WARRANTIES OF MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE AND
NONINFRINGEMENT. IN NO EVENT SHALL THE AUTHORS OR COPYRIGHT HOLDERS BE LIABLE FOR ANY CLAIM,
DAMAGES OR OTHER LIABILITY, WHETHER IN AN ACTION OF CONTRACT, TORT OR OTHERWISE, ARISING FROM,
OUT OF OR IN CONNECTION WITH THE SOFTWARE OR THE USE OR OTHER DEALINGS IN THE SOFTWARE.

*/

Json CPP

// Copyright 2007-2010 Baptiste Lepilleur
// Distributed under MIT license, or public domain if desired and
// recognized in your jurisdiction.
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*

*

// See file LICENSE for detail or copy at http://jsoncpp.sourceforge.net/LICENSE

Copyright (c) 2007-2010 Baptiste Lepilleur

Permission is hereby granted, free of charge, to any person
obtaining a copy of this software and associated documentation
files (the "Software'), to deal in the Software without
restriction, including without limitation the rights to use, copy,
modify, merge, publish, distribute, sublicense, and/or sell copies
of the Software, and to permit persons to whom the Software is
furnished to do so, subject to the following conditions:

The above copyright notice and this permission notice shall be
included in all copies or substantial portions of the Software.

THE SOFTWARE IS PROVIDED "AS IS", WITHOUT WARRANTY OF ANY KIND,
EXPRESS OR IMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF
MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE AND
NONINFRINGEMENT. IN NO EVENT SHALL THE AUTHORS OR COPYRIGHT HOLDERS
BE LIABLE FOR ANY CLAIM, DAMAGES OR OTHER LIABILITY, WHETHER IN AN
ACTION OF CONTRACT, TORT OR OTHERWISE, ARISING FROM, OUT OF OR IN
CONNECTION WITH THE SOFTWARE OR THE USE OR OTHER DEALINGS IN THE
SOFTWARE.

OpenLDAP

All rights reserved.

Redistribution and use in source and binary forms are permitted only

as authorized by the OpenLDAP Public License. A copy of this
license is available at http://www.OpenLDAP.org/license.html or
in file LICENSE in the top-level directory of the distribution.

ook ok X X o ok % X X ok % ¥
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This notice applies to changes, created by or for Novell, Inc.,
to preexisting works for which notices appear elsewhere in this Ffile.

Copyright (C) 1999, 2000 Novell, Inc. All Rights Reserved.

THIS WORK IS SUBJECT TO U.S. AND INTERNATIONAL COPYRIGHT LAWS AND TREATIES.

USE, MODIFICATION, AND REDISTRIBUTION OF THIS WORK IS SUBJECT TO VERSION
2.0.1 OF THE OPENLDAP PUBLIC LICENSE, A COPY OF WHICH IS AVAILABLE AT
HTTP://WWW.OPENLDAP.ORG/LICENSE.HTML OR IN THE FILE "LICENSE™ IN THE
TOP-LEVEL DIRECTORY OF THE DISTRIBUTION. ANY USE OR EXPLOITATION OF THIS
WORK OTHER THAN AS AUTHORIZED IN VERSION 2.0.1 OF THE OPENLDAP PUBLIC
LICENSE, OR OTHER PRIOR WRITTEN CONSENT FROM NOVELL, COULD SUBJECT THE
PERPETRATOR TO CRIMINAL AND CIVIL LIABILITY.

* Ok % X X % o
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Modification to OpenLDAP source by Novell, Inc.

Jan 13, 2000 sfs

Libraries built for various platforms require different calling
conventions. We changed the LIBXXX_F macros to include a calling
convention as defined by LIBCALL. We also declared an extern and static

iLO 6 Online Help 321

Copyright 1998-2000 The OpenLDAP Foundation, Redwood City, California, USA



* define for use in this macro. We created a LIBXXX V for use with
* variables, but have fixed variables only in libldap and liblber.
*/
The OpenLDAP Public License

Version 2.8, 17 August 2003

Redistribution and use of this software and associated documentation
("'Software'™), with or without modification, are permitted provided
that the following conditions are met:

1. Redistributions in source form must retain copyright statements
and notices,

2. Redistributions in binary form must reproduce applicable copyright
statements and notices, this list of conditions, and the following
disclaimer in the documentation and/or other materials provided
with the distribution, and

3. Redistributions must contain a verbatim copy of this document.

The OpenLDAP Foundation may revise this license from time to time.
Each revision is distinguished by a version number. You may use
this Software under terms of this license revision or under the
terms of any subsequent revision of the license.

THIS SOFTWARE 1S PROVIDED BY THE OPENLDAP FOUNDATION AND ITS
CONTRIBUTORS ~"AS 1S"" AND ANY EXPRESSED OR IMPLIED WARRANTIES,
INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY
AND FITNESS FOR A PARTICULAR PURPOSE ARE DISCLAIMED. IN NO EVENT

SHALL THE OPENLDAP FOUNDATION, ITS CONTRIBUTORS, OR THE AUTHOR(S)

OR OWNER(S) OF THE SOFTWARE BE LIABLE FOR ANY DIRECT, INDIRECT,
INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING,

BUT NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES;

LOSS OF USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION) HOWEVER
CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN CONTRACT, STRICT
LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN
ANY WAY OUT OF THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE
POSSIBILITY OF SUCH DAMAGE.

The names of the authors and copyright holders must not be used in
advertising or otherwise to promote the sale, use or other dealing

in this Software without specific, written prior permission. Title

to copyright in this Software shall at all times remain with copyright
holders.

OpenLDAP is a registered trademark of the OpenLDAP Foundation.
Copyright 1999-2003 The OpenLDAP Foundation, Redwood City,

California, USA. All Rights Reserved. Permission to copy and
distribute verbatim copies of this document is granted.

Raphael

/Y A + \\
//!' | Raphaél 2.1.0 - JavaScript Vector Library HEA\N
[/ A T\
//1 ! © Copyright 2008-2012 Dmitry Baranovskiy (http://raphaeljs.com) T\
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//1 ' © Copyright 2008-2012 Sencha Labs (http://sencha.com) T\

/Y T\
//' | Licensed under the MIT (http://raphaeljs.com/license.html) license.; \\
/)Y A +\\

Copyright © 2008 Dmitry Baranovskiy

Permission is hereby granted, free of charge, to any person obtaining a copy of this software
and associated documentation files (the “Software”), to deal iIn the Software without restriction,
including without limitation the rights to use, copy, modify, merge, publish, distribute,
sublicense, and/or sell copies of the Software, and to permit persons to whom the Software is
furnished to do so, subject to the following conditions:

The above copyright notice and this permission notice shall be included in all copies or
substantial portions of the Software.

THE SOFTWARE IS PROVIDED “AS 1S, WITHOUT WARRANTY OF ANY KIND, EXPRESS OR IMPLIED, INCLUDING
BUT NOT LIMITED TO THE WARRANTIES OF MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE AND
NONINFRINGEMENT. IN NO EVENT SHALL THE AUTHORS OR COPYRIGHT HOLDERS BE LIABLE FOR ANY CLAIM,
DAMAGES OR OTHER LIABILITY, WHETHER IN AN ACTION OF CONTRACT, TORT OR OTHERWISE, ARISING
FROM, OUT OF OR IN CONNECTION WITH THE SOFTWARE OR THE USE OR OTHER DEALINGS IN THE SOFTWARE.

Regex
/*-

* Copyright (c) 1992 Henry Spencer.

* Copyright (c) 1992, 1993

* The Regents of the University of California. All rights reserved.
* This code is derived from software contributed to Berkeley by

* Henry Spencer of the University of Toronto.

*

* Redistribution and use in source and binary forms, with or without
* modification, are permitted provided that the following conditions

are met:

*

1. Redistributions of source code must retain the above copyright
* notice, this list of conditions and the following disclaimer.

2. Redistributions in binary form must reproduce the above copyright
notice, this list of conditions and the following disclaimer in the
documentation and/or other materials provided with the distribution.

3. All advertising materials mentioning features or use of this software
must display the following acknowledgement:

This product includes software developed by the University of
California, Berkeley and its contributors.

4_ Neither the name of the University nor the names of its contributors
may be used to endorse or promote products derived from this software
without specific prior written permission.

THIS SOFTWARE 1S PROVIDED BY THE REGENTS AND CONTRIBUTORS ~~AS IS"" AND
ANY EXPRESS OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE
IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE
ARE DISCLAIMED. IN NO EVENT SHALL THE REGENTS OR CONTRIBUTORS BE LIABLE
FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL
DAMAGES (INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS

OR SERVICES; LOSS OF USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION)
HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN CONTRACT, STRICT
LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN ANY WA
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* OUT OF THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF
* SUCH DAMAGE.

*

* @(@#)regex.h 8.2 (Berkeley) 1/3/94

* $FreeBSD$

*/

Tablesorter

/*! TableSorter (FORK) v2.22.1 *//*
* Client-side table sorting with ease!
* @requires jQuery v1.2._.6+

Copyright (c) 2007 Christian Bach
fork maintained by Rob Garrison

Examples and docs at: http://tablesorter.com
Dual licensed under the MIT and GPL licenses:
http://www.opensource.org/licenses/mit-license.php
http://www.gnu.org/licenses/gpl _html

@type jQuery

@name tablesorter (FORK)

@cat Plugins/Tablesorter

@author Christian Bach - christian._bach@polyester.se

@contributor Rob Garrison - https://github.com/Mottie/tablesorter

R % % % X X X X X X % X ¥

*/

Permission is hereby granted, free of charge, to any person obtaining a copy of this software
and associated documentation files (the "Software'), to deal iIn the Software without
restriction, including without limitation the rights to use, copy, modify, merge, publish,
distribute, sublicense, and/or sell copies of the Software, and to permit persons to whom the
Software is furnished to do so, subject to the following conditions:

The above copyright notice and this permission notice shall be included in all copies or
substantial portions of the Software.

THE SOFTWARE IS PROVIDED "AS 1IS', WITHOUT WARRANTY OF ANY KIND, EXPRESS OR IMPLIED,
INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF MERCHANTABILITY, FITNESS FOR A PARTICULAR
PURPOSE AND NONINFRINGEMENT. IN NO EVENT SHALL THE AUTHORS OR COPYRIGHT HOLDERS BE LIABLE
FOR ANY CLAIM,

DAMAGES OR OTHER LIABILITY, WHETHER IN AN ACTION OF CONTRACT, TORT OR OTHERWISE, ARISING FROM,
OUT OF OR IN CONNECTION WITH THE SOFTWARE OR THE USE OR OTHER DEALINGS IN THE SOFTWARE.

Filesaver.js

/*! FileSaver.js
* A saveAs() FileSaver implementation.
* 2015-05-07.2
By Eli Grey, http://eligrey.com
License: X11/MIT
See https://github.com/eligrey/FileSaver.js/blob/master/LICENSE.md

ok X X x

Copyright (c) 2015 Eli Grey.
*/

The MIT License

Copyright © 2016 Eli Grey.

Permission is hereby granted, free of charge, to any person obtaining a copy of this software
and associated documentation files (the "Software'), to deal in the Software without
restriction, including without limitation the rights to use, copy, modify, merge, publish,
distribute, sublicense, and/or sell copies of the Software, and to permit persons to whom the
Software is furnished to do so, subject to the following conditions:

The above copyright notice and this permission notice shall be included in all copies or
substantial portions of the Software.
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THE SOFTWARE IS PROVIDED "AS 1S', WITHOUT WARRANTY OF ANY KIND, EXPRESS OR IMPLIED, INCLUDING
BUT NOT LIMITED TO THE WARRANTIES OF MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE AND
NONINFRINGEMENT. IN NO EVENT SHALL THE AUTHORS OR COPYRIGHT HOLDERS BE LIABLE FOR ANY CLAIM,
DAMAGES OR OTHER LIABILITY, WHETHER IN AN ACTION OF CONTRACT, TORT OR OTHERWISE, ARISING
FROM, OUT OF OR IN CONNECTION WITH THE SOFTWARE OR THE USE OR OTHER DEALINGS IN THE SOFTWARE.

Murmurhash

/*
* MurmurHash3 was written by Austin Appleby, and placed in the public domain.
* https://github.com/aappleby/smhasher/blob/master/src/MurmurHash3.cpp
*/

Tianocore-edk2

Copyright (c) 2012, Intel Corporation. All rights reserved.

Redistribution and use in source and binary forms, with or without
modification, are permitted provided that the following conditions
are met:

* Redistributions of source code must retain the above copyright
notice, this list of conditions and the following disclaimer.

* Redistributions in binary form must reproduce the above copyright
notice, this list of conditions and the following disclaimer in
the documentation and/or other materials provided with the
distribution.

THIS SOFTWARE 1S PROVIDED BY THE COPYRIGHT HOLDERS AND CONTRIBUTORS
"AS IS" AND ANY EXPRESS OR IMPLIED WARRANTIES, INCLUDING, BUT NOT
LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS
FOR A PARTICULAR PURPOSE ARE DISCLAIMED. IN NO EVENT SHALL THE
COPYRIGHT HOLDER OR CONTRIBUTORS BE LIABLE FOR ANY DIRECT, INDIRECT,
INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING,
BUT NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES;

LOSS OF USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION) HOWEVER
CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN CONTRACT, STRICT
LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN
ANY WAY OUT OF THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE
POSSIBILITY OF SUCH DAMAGE.

Slicing by 8
/> ++

Copyright (c) 2004-2006 Intel Corporation - All Rights Reserved

*
*
* This software program is licensed subject to the BSD License,
* available at http://www.opensource.org/licenses/bsd-license.html
*

——*/
Redistribution and use in source and binary forms, with or without modification, are permitted
provided that the following conditions are met:

1. Redistributions of source code must retain the above copyright notice, this list of
conditions and the following disclaimer.

2. Redistributions in binary form must reproduce the above copyright notice, this list of

conditions and the following disclaimer in the documentation and/or other materials
provided with the distribution.
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THIS SOFTWARE 1S PROVIDED BY THE COPYRIGHT HOLDERS AND CONTRIBUTORS "AS 1S™ AND ANY EXPRESS OR
IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY

AND FI
CONTRI

TNESS FOR A PARTICULAR PURPOSE ARE DISCLAIMED. IN NO EVENT SHALL THE COPYRIGHT HOLDER OR
BUTORS BE LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR

CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS OR
SERVICES; LOSS OF USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON ANY
THEORY OF LIABILITY, WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR
OTHERWISE) ARISING IN

ANY WAY OUT OF THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.

Json2.js

// js
// 20
// Pu
// NO
// Se

Jguery

on2.js

16-10-28

blic Domain.

WARRANTY EXPRESSED OR IMPLIED. USE AT YOUR OWN RISK.
e http://www_JSON.org/js-html

Javascript Library

/*! jQuery v3.2.1 | (c) JS Foundation and other contributors | jquery.org/license */

Permission is hereby granted, free of charge, to any person obtaining a copy of this software
and associated documentation files (the "Software'), to deal iIn the Software without

restri
distri

ction, including without limitation the rights to use, copy, modify, merge, publish,
bute, sublicense, and/or sell copies of the Software, and to permit persons to whom the

Software is furnished to do so, subject to the following conditions:

The above copyright notice and this permission notice shall be included in all copies or
substantial portions of the Software.

THE SOFTWARE IS PROVIDED "AS 1S'™, WITHOUT WARRANTY OF ANY KIND, EXPRESS OR IMPLIED, INCLUDING
BUT NOT LIMITED TO THE WARRANTIES OF MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE AND
NONINFRINGEMENT. IN NO EVENT SHALL THE AUTHORS OR COPYRIGHT HOLDERS BE LIABLE FOR ANY CLAIM,
DAMAGES OR OTHER LIABILITY, WHETHER IN AN ACTION OF CONTRACT, TORT OR OTHERWISE, ARISING FROM,
OUT OF OR IN CONNECTION WITH THE SOFTWARE OR THE USE OR OTHER DEALINGS IN THE SOFTWARE.

Jguery
/*

Ul context menu

* jquery.ui-contextmenu.js plugin.

*
*
*
*
*
*
*

Co
20
Gi

JQuery plugin that provides a context menu (based on the jQueryUl menu widget).
@see https://github.com/marl0/jquery-ui-contextmenu

Copyright (c) 2013-2017, Martin Wendt (http://wwWendt.de). Licensed MIT.
/

pyright
13-2018 Martin Wendt and others (see committer list on
tHub) https://github.com/marl0/jquery-ui-contextmenu

Permission is hereby granted, free of charge, to any person
obtaining a copy of this software and associated documentation Files
(the "Software'™), to deal in the Software without restriction,
including without limitation the rights to use, copy, modify, merge,
publish, distribute, sublicense, and/or sell copies of the Software,
and to permit persons to whom the Software is furnished to do so,
subject to the following conditions:
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The above copyright notice and this permission notice shall be
included in all copies or substantial portions of the Software.

THE SOFTWARE 1S PROVIDED "AS IS"™, WITHOUT WARRANTY OF ANY KIND,
EXPRESS OR IMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES

OF MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE AND
NONINFRINGEMENT. IN NO EVENT SHALL THE AUTHORS OR COPYRIGHT HOLDERS BE
LIABLE FOR ANY CLAIM, DAMAGES OR OTHER LIABILITY, WHETHER IN AN ACTION
OF CONTRACT, TORT OR OTHERWISE, ARISING FROM, OUT OF OR IN CONNECTION
WITH THE SOFTWARE OR THE USE OR OTHER DEALINGS IN THE SOFTWARE.

AKQUINET
/*
* Copyright 2010 akquinet
* Licensed under the Apache License, Version 2.0 (the "License');
* you may not use this file except in compliance with the License.
* You may obtain a copy of the License at
* http://www.apache.org/licenses/LICENSE-2.0
* Unless required by applicable law or agreed to in writing, software
* distributed under the License is distributed on an "AS I1S" BASIS,
* WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
* See the License for the specific language governing permissions and
* limitations under the License.
*

Author: Daniel Bremer-Tonn

i
N

Apache License

Version 2.0, January 2004

http://www.apache.org/licenses/

TERMS AND CONDITIONS FOR USE, REPRODUCTION, AND DISTRIBUTION
1. Definitions.

"License"™ shall mean the terms and conditions for use, reproduction, and distribution as
defined by Sections 1 through 9 of this document.

"Licensor"™ shall mean the copyright owner or entity authorized by the copyright owner that is
granting the License.

"Legal Entity" shall mean the union of the acting entity and all other entities that control,
are controlled by, or are under common control with that entity. For the purposes of this
definition, "control™ means (i) the power, direct or indirect, to cause the direction or
management of such entity, whether by contract or otherwise, or (ii) ownership of fifty
percent (50%) or more of the outstanding shares, or (iii) beneficial ownership of such entity.

"You"™ (or "Your') shall mean an individual or Legal Entity exercising permissions granted by
this License.

"Source" form shall mean the preferred form for making modifications, including but not
limited to software source code, documentation source, and configuration files.

"Object" form shall mean any form resulting from mechanical transformation or translation of a
Source form, including but not limited to compiled object code, generated documentation, and
conversions to other media types.

"Work" shall mean the work of authorship, whether in Source or Object form, made available
under the License, as indicated by a copyright notice that is included in or attached to the
work (an example is provided in the Appendix below).
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"Derivative Works"™ shall mean any work, whether in Source or Object form, that is based on (or
derived from) the Work and for which the editorial revisions, annotations, elaborations, or
other modifications represent, as a whole, an original work of authorship. For the purposes of
this License, Derivative Works shall not include works that remain separable from, or merely
link (or bind by name) to the interfaces of, the Work and Derivative Works thereof.

"Contribution" shall mean any work of authorship, including the original version of the Work
and any modifications or additions to that Work or Derivative Works thereof, that is
intentionally submitted to Licensor for inclusion in the Work by the copyright owner or by an
individual or Legal Entity authorized to submit on behalf of the copyright owner. For the
purposes of this definition, "submitted" means any form of electronic, verbal, or written
communication sent to the Licensor or its representatives, including but not limited to
communication on electronic mailing lists, source code control systems, and issue tracking
systems that are managed by, or on behalf of, the Licensor for the purpose of discussing and
improving the Work, but excluding communication that is conspicuously marked or otherwise
designated in writing by the copyright owner as "Not a Contribution."

"Contributor™ shall mean Licensor and any individual or Legal Entity on behalf of whom a
Contribution has been received by Licensor and subsequently incorporated within the Work.

2. Grant of Copyright License. Subject to the terms and conditions of this License, each
Contributor hereby grants to You a perpetual, worldwide, non-exclusive, no-charge, royalty-
free, irrevocable copyright license to reproduce, prepare Derivative Works of, publicly
display, publicly perform, sublicense, and distribute the Work and such Derivative Works iIn
Source or Object form.

3. Grant of Patent License. Subject to the terms and conditions of this License, each
Contributor hereby grants to You a perpetual, worldwide, non-exclusive, no-charge, royalty-
free, irrevocable (except as stated in this section) patent license to make, have made, use,
offer to sell, sell, import, and otherwise transfer the Work, where such license applies only
to those patent claims licensable by such Contributor that are necessarily infringed by their
Contribution(s) alone or by combination of their Contribution(s) with the Work to which such
Contribution(s) was submitted. If You institute patent litigation against any entity
(including

a cross-claim or counterclaim in a lawsuit) alleging that the Work or a Contribution
incorporated within the Work constitutes direct or contributory patent infringement, then any
patent licenses granted to You under this License for that Work shall terminate as of the date
such litigation is filed.

4. Redistribution. You may reproduce and distribute copies of the Work or Derivative Works
thereof In any medium, with or without modifications, and in Source or Object form,
provided that You meet the following conditions:

1. You must give any other recipients of the Work or Derivative Works a copy of this
License;
and

2. You must cause any modified files to carry prominent notices stating that You changed
the files;
and

3. You must retain, in the Source form of any Derivative Works that You distribute, all
copyright, patent, trademark, and attribution notices from the Source form of the
Work, excluding those notices that do not pertain to any part of the Derivative
Works;
and

4. 1If the Work includes a "NOTICE" text file as part of its distribution, then any
Derivative Works that You distribute must include a readable copy of the attribution
notices contained within such NOTICE file, excluding those notices that do not
pertain to any part of the Derivative Works, in at least one of the following
places: within a NOTICE text file distributed as part of the Derivative Works;
within the Source form or documentation, if provided along with the Derivative
Works; or, within a display generated by the Derivative Works, if and wherever such
third-party notices normally appear. The contents of the NOTICE file are for
informational purposes only and do not modify the License. You may add Your own
attribution notices within Derivative Works that You distribute, alongside or as an
addendum to the NOTICE text from the Work, provided that such additional attribution
notices cannot be construed as modifying the License.
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You may add Your own copyright statement to Your modifications and may provide
additional or different license terms and conditions for use, reproduction, or
distribution of Your modifications, or for any such Derivative Works as a whole,
provided Your use, reproduction, and distribution of the Work otherwise complies
with the conditions stated in this License.

5. Submission of Contributions. Unless You explicitly state otherwise, any Contribution
intentionally submitted for inclusion in the Work by You to the Licensor shall be under
the terms and conditions of this License, without any additional terms or conditions.
otwithstanding the above, nothing herein shall supersede or modify the terms of any
separate license agreement you may have executed with Licensor regarding such
Contributions.

6. Trademarks. This License does not grant permission to use the trade names, trademarks,
service marks, or product names of the Licensor, except as required for reasonable and
customary use iIn describing the origin of the Work and reproducing the content of the
NOTICE file.

7. Disclaimer of Warranty. Unless required by applicable law or agreed to in writing, Licensor
provides the Work (and each Contributor provides its Contributions) on an "AS IS" BASIS,
WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied, including, without
limitation, any warranties or conditions of TITLE, NON-INFRINGEMENT, MERCHANTABILITY, or
FITNESS FOR A PARTICULAR PURPOSE. You are solely responsible for determining the
appropriateness of using or redistributing the Work and assume any risks associated with Your
exercise of permissions under this License.

8. Limitation of Liability. In no event and under no legal theory, whether in tort
(including negligence), contract, or otherwise, unless required by applicable law (such as
deliberate and grossly negligent acts) or agreed to in writing, shall any Contributor be
liable to You for damages, including any direct, indirect, special, incidental, or
consequential damages of any character arising as a result of this License or out of the use
or inability to use the Work (including but not limited to damages for loss of goodwill,
work stoppage, computer failure or malfunction, or any and all other commercial damages or
losses), even if such Contributor has been advised of the possibility of such damages.

9. Accepting Warranty or Additional Liability. While redistributing the Work or Derivative
Works thereof, You may choose to offer, and charge a fee for, acceptance of support, warranty,
indemnity, or other liability obligations and/or rights consistent with this License. However,
in accepting such obligations, You may act only on Your own behalf and on Your sole
responsibility, not on behalf of any other Contributor, and only if You agree to indemnify,
defend, and hold each Contributor harmless for any liability incurred by, or claims asserted
against, such Contributor by reason of your accepting any such warranty or additional
liability. END OF TERMS AND CONDITIONS

RWaldron Jquery.EventSource

rwaldron-jquery.eventsource (snapshot-20110530)
/*!

* JQuery.EventSource (JjQuery.eventsource)

*

* Copyright (c) 2011 Rick Waldron

* Dual licensed under the MIT and GPL licenses.

*/

/*

Permission is hereby granted, free of charge, to any person obtaining a copy of this software
and associated documentation files (the "Software'), to deal in the Software without
restriction, including without limitation the rights to use, copy, modify, merge, publish,
distribute, sublicense, and/or sell copies of the Software, and to permit persons to whom the
Software is furnished to do so, subject to the following conditions:

The above copyright notice and this permission notice shall be included in all copies or
substantial portions of the Software.

THE SOFTWARE IS PROVIDED "AS 1S', WITHOUT WARRANTY OF ANY KIND, EXPRESS OR IMPLIED, INCLUDING

BUT NOT LIMITED TO THE WARRANTIES OF MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE AND
NONINFRINGEMENT. IN NO EVENT SHALL THE AUTHORS OR COPYRIGHT HOLDERS BE LIABLE FOR ANY CLAIM,
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DAMAGES OR OTHER LIABILITY, WHETHER IN AN ACTION OF CONTRACT, TORT OR OTHERWISE, ARISING FROM,
OUT OF OR IN CONNECTION WITH THE SOFTWARE OR THE USE OR OTHER DEALINGS IN THE SOFTWARE.
*/

Jquery.Fullscreen

/**
* @preserve jquery.fullscreen 1.1.5
* https://github.com/kayahr/jquery-fullscreen-plugin
* Copyright (C) 2012-2013 Klaus Reimer <k@ailis.de>
* Licensed under the MIT license
* (See http://www.opensource.org/licenses/mit-license)
*/

Permission is hereby granted, free of charge, to any person obtaining a copy of this software
and associated documentation files (the "Software'), to deal in the Software without
restriction, including without limitation the rights to use, copy, modify, merge, publish,
distribute, sublicense, and/or sell copies of the Software, and to permit persons to whom the
Software is furnished to do so, subject to the following conditions:

The above copyright notice and this permission notice shall be included in all copies or
substantial portions of the Software.

THE SOFTWARE IS PROVIDED "AS 1S', WITHOUT WARRANTY OF ANY KIND, EXPRESS OR IMPLIED, INCLUDING
BUT NOT LIMITED TO THE WARRANTIES OF MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE AND
NONINFRINGEMENT. IN NO EVENT SHALL THE AUTHORS OR COPYRIGHT HOLDERS BE LIABLE FOR ANY CLAIM,
DAMAGES OR OTHER LIABILITY, WHETHER IN AN ACTION OF CONTRACT, TORT OR OTHERWISE, ARISING FROM,
OUT OF OR IN CONNECTION WITH THE SOFTWARE OR THE USE OR OTHER DEALINGS IN THE SOFTWARE.

Flot-Flot

/* Javascript plotting library for jQuery, version 0.8.3.

Copyright (c) 2007-2014 I0LA and Ole Laursen.
Licensed under the MIT license.

*/

/*
Flot plugin for showing crosshairs when the mouse hovers over the plot.
Copyright (c) 2007-2014 IOLA and Ole Laursen.
Licensed under the MIT license.

*/

Permission is hereby granted, free of charge, to any person obtaining a copy of this software
and associated documentation files (the "Software'), to deal iIn the Software without restriction,
including without limitation the rights to use, copy, modify, merge, publish, distribute,
sublicense, and/or sell copies of the Software, and to permit persons to whom the Software is
furnished to do so, subject to the following conditions:

The above copyright notice and this permission notice shall be included in all
copies or substantial portions of the Software.

THE SOFTWARE IS PROVIDED "AS 1S', WITHOUT WARRANTY OF ANY KIND, EXPRESS OR IMPLIED, INCLUDING
BUT NOT LIMITED TO THE WARRANTIES OF MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE AND
NONINFRINGEMENT. IN NO EVENT SHALL THE AUTHORS OR COPYRIGHT HOLDERS BE LIABLE FOR ANY CLAIM,
DAMAGES OR OTHER LIABILITY, WHETHER IN AN ACTION OF CONTRACT, TORT OR OTHERWISE, ARISING
FROM, OUT OF OR IN CONNECTION WITH THE SOFTWARE OR THE USE OR OTHER DEALINGS IN THE SOFTWARE.

Jquery

/*! jQuery v3.5.1 | (c) JS Foundation and other contributors | jquery.org/license */
Permission is hereby granted, free of charge, to any person obtaining a copy of this software
and associated documentation files (the "Software'), to deal in the Software without

restriction, including without limitation the rights to use, copy, modify, merge, publish,
distribute, sublicense, and/or sell copies of the Software, and to permit persons to whom the
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Software is furnished to do so, subject to the following conditions:

The above copyright notice and this permission notice shall be included in all copies or
substantial portions of the Software.

THE SOFTWARE IS PROVIDED "AS 1S', WITHOUT WARRANTY OF ANY KIND, EXPRESS OR IMPLIED, INCLUDING
BUT NOT LIMITED TO THE WARRANTIES OF MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE AND
NONINFRINGEMENT. IN NO EVENT SHALL THE AUTHORS OR COPYRIGHT HOLDERS BE LIABLE FOR ANY CLAIM,
DAMAGES OR OTHER LIABILITY, WHETHER IN AN ACTION OF CONTRACT, TORT OR OTHERWISE, ARISING FROM,
OUT OF OR IN CONNECTION WITH THE SOFTWARE OR THE USE OR OTHER DEALINGS IN THE SOFTWARE.

JQuery-MouseWheel

/>
* jQuery Mousewheel 3.1.13
*

* Copyright 2015 jQuery Foundation and other contributors

* Released under the MIT license.

* http://jquery.org/license

*/

Permission is hereby granted, free of charge, to any person obtaining a copy of this software
and associated documentation files (the "Software'), to deal in the Software without
restriction, including without limitation the rights to use, copy, modify, merge, publish,
distribute, sublicense, and/or sell copies of the Software, and to permit persons to whom the
Software is furnished to do so, subject to the following conditions:

The above copyright notice and this permission notice shall be included in all copies or
substantial portions of the Software.

THE SOFTWARE IS PROVIDED "AS 1S'™, WITHOUT WARRANTY OF ANY KIND, EXPRESS OR IMPLIED, INCLUDING
BUT NOT LIMITED TO THE WARRANTIES OF MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE AND
NONINFRINGEMENT. IN NO EVENT SHALL THE AUTHORS OR COPYRIGHT HOLDERS BE LIABLE FOR ANY CLAIM,
DAMAGES OR OTHER LIABILITY, WHETHER IN AN ACTION OF CONTRACT, TORT OR OTHERWISE, ARISING FROM,
OUT OF OR IN CONNECTION WITH THE SOFTWARE OR THE USE OR OTHER DEALINGS IN THE SOFTWARE.

TrentRichardson-JQuery-timepicker-addon

/*! jQuery Timepicker Addon - v1.6.3 - 2016-04-20
* http://trentrichardson.com/examples/timepicker
* Copyright (c) 2016 Trent Richardson; Licensed MIT */

Permission is hereby granted, free of charge, to any person obtaining a copy of this software
and associated documentation files (the "Software'), to deal in the Software without
restriction, including without limitation the rights to use, copy, modify, merge, publish,
distribute, sublicense, and/or sell copies of the Software, and to permit persons to whom the
Software is furnished to do so, subject to the following conditions:

The above copyright notice and this permission notice shall be included in all copies or
substantial portions of the Software.

THE SOFTWARE IS PROVIDED "AS 1S', WITHOUT WARRANTY OF ANY KIND, EXPRESS OR IMPLIED, INCLUDING
BUT NOT LIMITED TO THE WARRANTIES OF MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE AND
NONINFRINGEMENT. IN NO EVENT SHALL THE AUTHORS OR COPYRIGHT HOLDERS BE LIABLE FOR ANY CLAIM,
DAMAGES OR OTHER LIABILITY, WHETHER IN AN ACTION OF CONTRACT, TORT OR OTHERWISE, ARISING FROM,
OUT OF OR IN CONNECTION WITH THE SOFTWARE OR THE USE OR OTHER DEALINGS IN THE SOFTWARE.

Integrity 11- 4.4BSD Copyright

All of the documentation and software included in the 4.4BSD and 4.4BSD-Lite Releases is
copyrighted by The Regents of the University of California.

Copyright 1979, 1980, 1983, 1986, 1988, 1989, 1991, 1992, 1993, 1994 The Regents of the
University of California. All rights reserved.

Redistribution and use in source and binary forms, with or without modification, are permitted
provided that the following conditions are met:

1. Redistributions of source code must retain the above copyright notice, this list of
conditions and the following disclaimer.
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2. Redistributions in binary form must reproduce the above copyright notice, this list
of conditions and the following disclaimer in the documentation and/or other
materials provided with the distribution.

3. Neither the name of the University nor the names of its contributors may be used to
endorse or promote products derived from this software without specific prior written
permission.

THIS SOFTWARE IS PROVIDED BY THE REGENTS AND CONTRIBUTORS “AS IS AND ANY
EXPRESS OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED
WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE ARE
DISCLAIMED. IN NO EVENT SHALL THE REGENTS OR CONTRIBUTORS BE LIABLE FOR

ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL
DAMAGES (INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS

OR SERVICES; LOSS OF USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION) HOWEVER
CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN CONTRACT, STRICT
LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY
OUT OF THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH
DAMAGE .

JQuery.flot.time.js
/* Pretty handling of time axes.

Copyright (c) 2007-2014 I0OLA and Ole Laursen.
Licensed under the MIT license.

Set axis.mode to "time" to enable. See the section "Time series data" in
APl .txt for details.

*/
Copyright (c) 2007-2014 IOLA and Ole Laursen

Permission is hereby granted, free of charge, to any person
obtaining a copy of this software and associated documentation
files (the "Software'), to deal in the Software without
restriction, including without limitation the rights to use,
copy, modify, merge, publish, distribute, sublicense, and/or
sell copies of the Software, and to permit persons to whom the

Software is furnished to do so, subject to the following
conditions:

The above copyright notice and this permission notice shall be
included in all copies or substantial portions of the Software.

THE SOFTWARE IS PROVIDED "AS IS, WITHOUT WARRANTY OF ANY KIND,
EXPRESS OR IMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES
OF MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE AND
NONINFRINGEMENT. IN NO EVENT SHALL THE AUTHORS OR COPYRIGHT
HOLDERS BE LIABLE FOR ANY CLAIM, DAMAGES OR OTHER LIABILITY,
WHETHER IN AN ACTION OF CONTRACT, TORT OR OTHERWISE, ARISING
FROM, OUT OF OR IN CONNECTION WITH THE SOFTWARE OR THE USE OR
OTHER DEALINGS IN THE SOFTWARE

JQuery.flot.axislabels.js

/*
Axis Labels Plugin for flot.
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http://github.com/markrcote/flot-axislabels

Original code is Copyright (c¢) 2010 Xuan Luo.
Original code was released under the GPLv3 license by Xuan Luo, September 2010.
Original code was rereleased under the MIT license by Xuan Luo, April 2012.

Permission is hereby granted, free of charge, to any person obtaining
a copy of this software and associated documentation files (the
"Software'), to deal in the Software without restriction, including
without limitation the rights to use, copy, modify, merge, publish,
distribute, sublicense, and/or sell copies of the Software, and to
permit persons to whom the Software is furnished to do so, subject to
the following conditions:

The above copyright notice and this permission notice shall be
included in all copies or substantial portions of the Software.

THE SOFTWARE IS PROVIDED "AS IS, WITHOUT WARRANTY OF ANY KIND,
EXPRESS OR IMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF
MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE AND

NONINFRINGEMENT. IN NO EVENT SHALL THE AUTHORS OR COPYRIGHT HOLDERS BE
LIABLE FOR ANY CLAIM, DAMAGES OR OTHER LIABILITY, WHETHER IN AN ACTION
OF CONTRACT, TORT OR OTHERWISE, ARISING FROM, OUT OF OR IN CONNECTION
WITH THE SOFTWARE OR THE USE OR OTHER DEALINGS IN THE SOFTWARE.

*/

TeamF1 AuthAgent Kerberos

/* krb5.h - kerberos ver 5 interface header */

/* Copyright (c) 2002 - 2007, TeamFl, Inc. */

*

include/krb5.h

Copyright 1989,1990,1995,2001, 2003 by the Massachusetts Institute of Technology.
All Rights Reserved.

/
*
*
*
*
*
*

Export of this software from the United States of America may

require a specific license from the United States Government.
It is the responsibility of any person or organization contemplating
export to obtain such a license before exporting.

% %

* WITHIN THAT CONSTRAINT, permission to use, copy, modify, and

* distribute this software and its documentation for any purpose and
without fee is hereby granted, provided that the above copyright
notice appear in all copies and that both that copyright notice and
this permission notice appear iIn supporting documentation, and that
the name of M.I.T. not be used in advertising or publicity pertaining
to distribution of the software without specific, written prior
permission. Furthermore if you modify this software you must label
your software as modified software and not distribute it in such a
fashion that it might be confused with the original M.I.T. software.
M.1.T. makes no representations about the suitability of

this software for any purpose. It is provided "as is" without express
or implied warranty.

ook ok % ok X ok ok X F X %
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* General definitions for Kerberos version 5.
*/

/*
* Copyright (C) 1998 by the FundsXpress, INC.

* All rights reserved.

*

* Export of this software from the United States of America may require
* a specific license from the United States Government. It is the

* responsibility of any person or organization contemplating export to
* obtain such a license before exporting.

*

* WITHIN THAT CONSTRAINT, permission to use, copy, modify, and

* distribute this software and its documentation for any purpose and

without fee is hereby granted, provided that the above copyright

notice appear in all copies and that both that copyright notice and

this permission notice appear iIn supporting documentation, and that

the name of FundsXpress. not be used in advertising or publicity pertaining
to distribution of the software without specific, written prior

permission. FundsXpress makes no representations about the suitability of
this software for any purpose. It is provided "as is" without express

or implied warranty.

ok ok o X % ok % X%

* THIS SOFTWARE IS PROVIDED ~“AS IS"" AND WITHOUT ANY EXPRESS OR

* IMPLIED WARRANTIES, INCLUDING, WITHOUT LIMITATION, THE IMPLIED

* WARRANTIES OF MERCHANTIBILITY AND FITNESS FOR A PARTICULAR PURPOSE.
*/

Pseudo-Worker

/*! pseudo-worker

License: Apache License 2.0
See https://github.com/nolanlawson/pseudo-worker/blob/master/LI1CENSE

ok % ok X

Copyright (c) Nolan Lawson
*/

Apache License

Version 2.0, January 2004
http://www.apache.org/licenses/

TERMS AND CONDITIONS FOR USE, REPRODUCTION, AND DISTRIBUTION
1. Definitions.

"License" shall mean the terms and conditions for use, reproduction,
and distribution as defined by Sections 1 through 9 of this document.

"Licensor' shall mean the copyright owner or entity authorized by
the copyright owner that is granting the License.

"Legal Entity" shall mean the union of the acting entity and all
other entities that control, are controlled by, or are under
common control with that entity. For the purposes of this
definition, "control™ means (i) the power, direct or indirect, to
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cause the direction or management of such entity, whether by
contract or otherwise, or (ii) ownership of Fifty percent (60%) or
more of the outstanding shares, or (iii) beneficial ownership of
such entity.

"You" (or "Your'™) shall mean an individual or Legal Entity
exercising permissions granted by this License.

"Source"™ form shall mean the preferred form for making modifications,
including but not limited to software source code, documentation
source, and configuration files.

"Object™ form shall mean any form resulting from mechanical
transformation or translation of a Source form, including but
not limited to compiled object code, generated documentation,
and conversions to other media types.

"Work'™ shall mean the work of authorship, whether in Source or
Object form, made available under the License, as indicated by
a copyright notice that is included in or attached to the work
(an example is provided in the Appendix below).

"Derivative Works" shall mean any work, whether in Source or Object
form, that is based on (or derived from) the Work and for which the
editorial revisions, annotations, elaborations, or other modifications
represent, as a whole, an original work of authorship. For the purposes
of this License, Derivative Works shall not include works that remain
separable from, or merely link (or bind by name) to the interfaces of,
the Work and Derivative Works thereof.

"Contribution' shall mean any work of authorship, including

the original version of the Work and any modifications or additions
to that Work or Derivative Works thereof, that is intentionally
submitted to Licensor for inclusion in the Work by the copyright
owner or by an individual or Legal Entity authorized to submit on
behalf of the copyright owner. For the purposes of this definition,
"submitted" means any form of electronic, verbal, or written
communication sent

to the Licensor or its representatives, including but not limited to
communication on electronic mailing lists, source code control systems,
and issue tracking systems that are managed by, or on behalf of, the
Licensor for the purpose of discussing and improving the Work, but

excluding communication that is conspicuously marked or otherwise
designated in writing by the copyright owner as "Not a Contribution.”

"Contributor"™ shall mean Licensor and any individual or Legal Entity
on behalf of whom a Contribution has been received by Licensor and
subsequently incorporated within the Work.

2. Grant of Copyright License. Subject to the terms and conditions
of this License, each Contributor hereby grants to You a perpetual,
worldwide, non-exclusive, no-charge, royalty-free, irrevocable
copyright license to reproduce, prepare Derivative Works of,
publicly display, publicly perform, sublicense, and distribute the
Work and such Derivative Works in Source or Object form.
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3. Grant of Patent License. Subject to the terms and conditions of
this License, each Contributor hereby grants to You a perpetual,
worldwide, non-exclusive, no-charge, royalty-free, irrevocable
(except as stated in this section) patent license to make, have
made, use, offer to sell, sell, import, and otherwise transfer the
Work, where such license applies only to those patent claims
licensable

by such Contributor that are necessarily infringed by their
Contribution(s) alone or by combination of their Contribution(s)
with the Work to which such Contribution(s) was submitted. If You
institute patent litigation against any entity (including a
cross-claim or counterclaim in a lawsuit) alleging that the Work
or a Contribution incorporated within the Work constitutes

direct or contributory patent infringement, then any patent
licenses granted to You under this License for that Work shall
terminate as of the date such litigation is filed.

4. Redistribution. You may reproduce and distribute copies of
the Work or Derivative Works thereof in any medium, with or
without modifications, and in Source or Object form, provided
that You meet the following conditions:

(a) You must give any other recipients of the Work or
Derivative Works a copy of this License; and

(b) You must cause any modified Ffiles to carry prominent notices
stating that You changed the files; and

(c) You must retain, in the Source form of any Derivative Works
that You distribute, all copyright, patent, trademark, and
attribution notices from the Source form of the Work,

excluding those notices that do not pertain to any part of

the Derivative Works; and

(d) 1f the Work includes a "NOTICE" text file as part of its
distribution, then any Derivative Works that You distribute
must include a readable copy of the attribution notices
contained within such NOTICE file, excluding those notices that
do not pertain to any part of the Derivative Works, in at least
one

of the following places: within a NOTICE text file distributed
as part of the Derivative Works; within the Source form or
documentation, if provided along with the Derivative Works; or,
within a display generated by the Derivative Works, if and
wherever such third-party notices normally appear. The contents

of the NOTICE file are for informational purposes only and do

not modify the License. You may add Your own attribution

notices within Derivative Works that You distribute, alongside or
as an addendum to the NOTICE text from the Work, provided that
such additional attribution notices cannot be construed as
modifying the License.

You may add Your own copyright statement to Your modifications and

may provide additional or different license terms and conditions
for use, reproduction, or distribution of Your modifications, or
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for any such Derivative Works as a whole, provided Your use,
reproduction, and distribution of the Work otherwise complies with
the conditions stated in this License.

5. Submission of Contributions. Unless You explicitly state
otherwise, any Contribution intentionally submitted for inclusion in
the Work

by You to the Licensor shall be under the terms and conditions of
this License, without any additional terms or conditions.
Notwithstanding the above, nothing herein shall supersede or

modify the terms of any separate license agreement you may have
executed with Licensor regarding such Contributions.

6. Trademarks. This License does not grant permission to use the
trade names, trademarks, service marks, or product names of the
Licensor, except as required for reasonable and customary use in
describing the origin of the Work and reproducing the content of the
NOTICE File.

7. Disclaimer of Warranty. Unless required by applicable law

or agreed to in writing, Licensor provides the Work (and each
Contributor provides its Contributions) on an "AS IS" BASIS,

WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or
implied, including, without limitation, any warranties or conditions
of TITLE, NON-INFRINGEMENT, MERCHANTABILITY, or FITNESS FOR A
PARTICULAR PURPOSE. You are solely responsible for determining the
appropriateness of using or redistributing the Work and assume any
risks associated with Your exercise of permissions under this License.

8. Limitation of Liability. In no event and under no legal theory,
whether in tort (including negligence), contract, or otherwise,
unless required by applicable law (such as deliberate and grossly
negligent acts) or agreed to in writing, shall any Contributor be
liable to You for damages, including any direct, indirect, special,
incidental, or consequential damages of any character arising as a
result of this License or out of the use or inability to use the
Work (including but not limited to damages for loss of goodwill,
work stoppage, computer failure or malfunction, or any and all
other commercial damages or losses), even if such Contributor

has been advised of the possibility of such damages.

9. Accepting Warranty or Additional Liability. While redistributing
the Work or Derivative Works thereof, You may choose to offer,

and charge a fee for, acceptance of support, warranty, indemnity,
or other liability obligations and/or rights consistent with this
License. However, in accepting such obligations, You may act only
on Your own behalf and on Your sole responsibility, not on behalf
of any other Contributor, and only if You agree to indemnify,
defend, and hold each Contributor harmless for any liability

incurred by, or claims asserted against, such Contributor by
reason of your accepting any such warranty or additional
liability.
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SLAOO88
/* Rev 2 - October 2020

SOFTWARE LICENSE AGREEMENT*/

/*BY INSTALLING, COPYING, DOWNLOADING, ACCESSING OR OTHERWISE USING THIS SOFTWARE OR ANY PART
THEREOF (AND THE RELATED DOCUMENTATION) FROM STMICROELECTRONICS INTERNATIONAL N.V, SWISS

BRANCH AND/OR ITS AFFILIATED COMPANIES (STMICROELECTRONICS), THE RECIPIENT, ON BEHALF OF HIMSELF
OR HERSELF, OR ON BEHALF OF ANY ENTITY BY WHICH SUCH RECIPIENT IS EMPLOYED AND/OR ENGAGED AGREES
TO BE BOUND BY THIS SOFTWARE LICENSE AGREEMENT.*/

/*Under STMicroelectronics” intellectual property rights, the redistribution, reproduction and use in source and binary forms of the
software or any part thereof, with or without modification, are permitted provided that the following conditions are met:

1. Redistribution of source code (modified or not) must retain any copyright notice, this list of conditions and the disclaimer
set forth below as items 11 and 12.

2. Redistributions in binary form, except as embedded into a microcontroller or microprocessor device or a software update
for such device, must reproduce any copyright notice provided with the binary code, this list of conditions, and the
disclaimer set forth below as items 11 and 12, in documentation and/or other materials provided with the distribution.

3. Neither the name of STMicroelectronics nor the names of other contributors to this software may be used to endorse or
promote products derived from this software or part thereof without specific written permission.

4. This software or any part thereof, including modifications and/or derivative works of this software, must be used and
execute solely and exclusively on or in combination with a secure microcontroller device manufactured by or for
STMicroelectronics.

5. No use, reproduction or redistribution of this software partially or totally may be done in any manner that would subject this
software to any Open Source Terms. “Open Source Terms” shall mean any open source license which requires as part of

distribution of software that the source code of such software is distributed therewith or otherwise made available, or open
source license that substantially complies with the Open Source definition specified at www.opensource.org and any other
comparable open source license such as for example GNU General Public License (GPL), Eclipse Public License (EPL),

Apache Software License, BSD license or MIT license.

6. STMicroelectronics has no obligation to provide any maintenance, support or updates for the software.

7. The software is and will remain the exclusive property of STMicroelectronics and its licensors. The recipient will not take
any action that jeopardizes STMicroelectronics and its licensors® proprietary rights or acquire any rights in the software,
except the limited rights specified hereunder.

8. The recipient shall comply with all applicable laws and regulations affecting the use of the software or any part thereof
including any applicable export control law or regulation.

9. Redistribution and use of this software or any part thereof other than as permitted under this license is void and will
automatically terminate your rights under this license.

10. Anti-Bribery; Anti-Corruption. The recipient shall not violate, or permit any third party to violate, any applicable anti-bribery
or anti-corruption law, or STMicroelectronics” Code of Conduct that is available on ww.st.com. In the event of a violation,
the recipient shall notify STMicroelectronics and STMicroelectronics may terminate this Agreement.

11. THIS SOFTWARE IS PROVIDED BY STMICROELECTRONICS AND CONTRIBUTORS "AS IS"™ AND ANY EXPRESS,
IMPLIED OR STATUTORY WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF
MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE AND NON-INFRINGEMENT OF THIRD PARTY
INTELLECTUAL PROPERTY RIGHTS, WHICH ARE DISCLAIMED TO THE FULLEST EXTENT PERMITTED BY LAW.

IN NO EVENT SHALL STMICROELECTRONICS OR CONTRIBUTORS BE LIABLE FOR ANY DIRECT, INDIRECT,
INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT LIMITED TO,
PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA, OR PROFITS; OR BUSINESS
INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN CONTRACT, STRICT
LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY OUT OF THE USE OF THIS
SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.

12. EXCEPT AS EXPRESSLY PERMITTED HEREUNDER, NO LICENSE OR OTHER RIGHTS, WHETHER EXPRESS

OR IMPLIED, ARE GRANTED UNDER ANY PATENT OR OTHER INTELLECTUAL PROPERTY RIGHTS OF
STMICROELECTRONICS OR ANY THIRD PARTY.*/

Cryptoauthlib v3.3.3
(c) 2015-2021 Microchip Technology Inc. and its subsidiaries.

Subject to your compliance with these terms, you may use the Microchip Software
and any derivatives exclusively with Microchip products. It is your
responsibility to comply with third party license terms applicable to your

use of third party software (including open source software) that may

accompany Microchip Software.

Redistribution of this Microchip Software in source or binary form is allowed
and must include the above terms of use and the following disclaimer with the

distribution and accompanying materials.
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THIS SOFTWARE 1S SUPPLIED BY MICROCHIP "AS 1S". NO WARRANTIES, WHETHER
EXPRESS, IMPLIED OR STATUTORY, APPLY TO THIS SOFTWARE, INCLUDING ANY
IMPLIED WARRANTIES OF NON-INFRINGEMENT, MERCHANTABILITY, AND FITNESS FOR A
PARTICULAR PURPOSE. IN NO EVENT WILL MICROCHIP BE LIABLE FOR ANY INDIRECT,
SPECIAL, PUNITIVE, INCIDENTAL OR CONSEQUENTIAL LOSS, DAMAGE, COST OR
EXPENSE OF ANY KIND WHATSOEVER RELATED TO THE SOFTWARE, HOWEVER CAUSED,
EVEN IF

MICROCHIP HAS BEEN ADVISED OF THE POSSIBILITY OR THE DAMAGES ARE
FORESEEABLE. TO THE FULLEST EXTENT ALLOWED BY LAW, MICROCHIP®S TOTAL
LIABILITY ON ALL CLAIMS IN ANY WAY RELATED TO THIS SOFTWARE WILL NOT EXCEED
THE AMOUNT OF FEES, IF ANY, THAT YOU HAVE PAID DIRECTLY TO MICROCHIP FOR
THIS SOFTWARE.

Rebranding profile error

Symptom

The following message is displayed: A rebranding profile was not detected, or one or more of the required
files is missing.

Cause

This message might occur on the first boot after the BMC hardware is programmed for rebranding mode. A rebranding profile
package containing a minimum set of files to tell the BMC how to operate must be installed.

At login, the user is directed to the firmware update page to upload a profile package. Firmware update is the only functionality
available from the BMC web interface until a valid rebranding profile package is installed.

Even though the user is directed to this page to upload a profile package, any firmware updates that can normally be done
from this page will still work.

Action

1. Install a rebranding profile package.

You must have the Configure Settings privilege to perform this task.

Installation of a rebranding profile package will cause the BMC hardware to reboot automatically.

2. Clear the browser cache and refresh the webpage.

The BMC detected a problem with the NAND

Symptom
The BMC detected a problem with the NAND.
A rebranded BMC requires a working NAND.

Action
Power-cycle the BMC.

If the problem persists, contact support.
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Hardware components that are not reverted to the factory state

The following components are not affected by the process.

o USB drives
* SDcards
» #PRODABR# virtual media

» Configuration on PCI controllers

»  SAS HBAs and connected drives

» SATA, SAS, and NVM Express drives that do not support native sanitize methods.
» FCoE, iSCSI storage

* GPGPUs

» Other FPGASs, accelerators, offload engines that have keys or storage
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Using the #PRODTAG# HTML5 remote console

Using the remote console virtual power switch

Prerequisites
» Remote Console privilege
 Virtual Power and Reset privilege

» Alicense that supports this feature is installed. For information about the available license types and the features they
support, see the licensing documentation at the following website: https://hitachivantara.com.

» The Remote Console feature is enabled on the Access Settings page.
Procedure

1. Click the Menu icon @ and then select an option from the Power menu.

The Press and Hold, Reset, and Cold Boot options are not available when the server is powered off.

The remote console prompts you to confirm the request.

2. Click OK.

Virtual power button options

» Momentary Press—The same as pressing the physical power button. If the server is powered off, a momentary press will
turn on the server power.

Some operating systems might be configured to initiate a graceful shutdown after a momentary press, or to ignore this
event. Use system commands to complete a graceful operating system shutdown before you attempt to shut down by
using the virtual power button.

» Press and Hold—The same as pressing the physical power button for 5 seconds and then releasing it.

The server is powered off as a result of this operation. Using this option might circumvent the graceful shutdown features
of the operating system.

This option provides the ACPI functionality that some operating systems implement. These operating systems behave
differently depending on a short press or long press.

» Reset—Forces the server to warm-boot: CPUs and I/O resources are reset. Using this option circumvents the graceful
shutdown features of the operating system.

» Cold Boot—Immediately removes power from the server. Processors, memory, and I/0 resources lose main power. The
server will restart after approximately 8 seconds. Using this option circumvents the graceful shutdown features of the
operating system.
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Viewing the remote console status bar

Prerequisites
» Remote Console privilege

» Alicense that supports this feature is installed. For information about the available license types and the features they
support, see the licensing documentation at the following websitehttps://hitachivantara.com.

» The Remote Console feature is enabled on the Access Settings page.

Procedure

To turn the status bar on or off, click the Menu icon E@ and then select Preferences > Show status bar.

Remote console status bar details

Resolution

The remote console window resolution.
POST codes

During POST, POST codes are displayed in the center of the status bar.
Screen Capture

You can click the camera icon to create a screen capture of the activity displayed in the console window.
Encryption

The status and encryption type of the connection between the remote console and #PRODABR#.
Health status

The server health indicator. This value summarizes the condition of the monitored subsystems, including overall status
and redundancy (ability to handle a failure). Lack of redundancy in any subsystem at startup will not degrade the system
health status. The possible values are OK, Degraded, and Critical.

Activity LED

The activity indicator for local virtual media devices connected through the remote console. This feature is not active for
URL-based virtual media devices.

Power status
The server power state (ON or OFF).

Viewing #PRODABR# and server information

Prerequisites
» Remote Console privilege

» Alicense that supports this feature is installed. For information about the available license types and the features they
support, see the licensing documentation at the following website: https://hitachivantara.com.

» The Remote Console feature is enabled on the Access Settings page.

Procedure

Click the Menu icon @ and then select Info.
The #PRODABR# Firmware Version, #PRODABR# Host Name, and the Server Name are displayed.
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Sending a keyboard action

Prerequisites
» Remote Console privilege

» Alicense that supports this feature is installed. For information about the available license types and the features they
support, see the licensing documentation at the following website: https://hitachivantara.com.

» The Remote Console feature is enabled on the Access Settings page.

Procedure
1. Send a keyboard action by doing one of the following:
» Press one or more keys on your client keyboard.

» To send the Ctrl+Alt+Del action, click the Virtual Keyboard icon ﬁ and then click the CTRL+ALT+DEL keyboard
shortcut.

» To enable or disable the Caps Lock or Num Lock setting, do one of the following:

o Press the NumLock or CapsLock key on your client keyboard.

o Click the Virtual Keyboard icon ﬁ, and then click the CAPS or NUM keyboard shortcut.

Changing the keyboard layout

Prerequisites
» Remote Console privilege

» Alicense that supports this feature is installed. For information about the available license types and the features they
support, see the licensing documentation at the following website: https://hitachivantara.com.

» The Remote Console feature is enabled on the Access Settings page.
» The server OS is configured to support the keyboard layout you want to use.

» The client you used to start the remote console is configured to support the keyboard layout you want to use.

Procedure

1. Click the Virtual Keyboard icon 7= |

2. Select Keyboard Layout > Keyboard layout name.
#PRODABR# supports the following keyboard layouts: EN 101 and JP 106/109.

This setting is saved in a cookie and remains persistent when you use the remote console with the same browser.
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Sending a remote console hot key

Prerequisites
» Remote Console privilege

» Alicense that supports this feature is installed. For information about the available license types and the features they
support, see the licensing documentation at the following website: https://hitachivantara.com.

» The Remote Console feature is enabled on the Access Settings page.

» Remote console hot keys are configured on the Hot Keys page.

Procedure
On your client keyboard, press the key combination for a configured remote console hot key.

More information

Remote console hot keys
Creating remote console hot keys

Using local virtual media

Prerequisites

» Remote Console privilege

» The Remote Console feature is enabled on the Access Settings page.
» The Virtual Media feature is enabled on the Access Settings page.

» Alicense that supports this feature is installed. For information about the available license types and the features they
support, see the licensing documentation at the following website: https://hitachivantara.com.

Procedure

1. Click the Virtual Media icon @ and then select Floppy > Local *.img file or CD/DVD > Local *.iso file.
The remote console prompts you to select a file.

2. Enter the path or file name of the image file in the File name text box.

You can also browse to the file location, and then click Open.

The activity LED will blink to show the virtual drive activity. If your OS supports system notifications, a notification is
displayed.

3. When you are finished using the local IMG or ISO file, disconnect it through the server OS.

You can also disconnect the local IMG or ISO file by clicking @ and then selecting media type > Force Eject Media.

NOTE: If you are using shared network port, the remote console and virtual media may disconnect. For more information
see, Shared network port consideration .
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Using URL-based virtual media

Prerequisites
» Remote Console privilege

» Alicense that supports this feature is installed. For information about the available license types and the features they
support, see the licensing documentation at the following website: https://hitachivantara.com.

» The Remote Console feature is enabled on the Access Settings page.
» The Virtual Media feature is enabled on the Access Settings page.

* The image file you want to use is on a web server on the same network as #PRODABR#.

For more information, see the #PRODABR# user guide.

About this task
You can connect the following types of URL-based media: 1.44 MB floppy disk images (IMG) and CD/DVD-ROM images (I1SO).

Procedure

1. Click the Virtual Media icon @ and then select Floppy > Virtual Media URL or CD/DVD > Virtual Media URL.
The remote console prompts you to enter an image file URL.

2. Enter the URL for the image file that you want to mount as a virtual drive, and then click Apply.
The virtual drive activity LED does not show drive activity for URL-mounted virtual media.

3. When you are finished using the image file, disconnect it through the server OS.

You can also disconnect the image file by clicking @ and then selecting media type > Force Eject Media.

Using a virtual folder (HTML5 IRC)

Prerequisites
» Remote Console privilege
* Virtual Media privilege

» Alicense that supports this feature is installed. For information about the available license types and the features they
support, see the licensing documentation at the following website: https://hitachivantara.com.

» The Remote Console feature is enabled on the Access Settings page.
» The Virtual Media feature is enabled on the Access Settings page.
» The size of the folder you will mount as a virtual folder is 2 GB or less.

* You are using a browser that supports this feature.
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About this task

In the HTMLS5 IRC, the virtual folder feature uses drag and drop to mount a virtual folder. There is a Virtual folder

option when you click the Virtual Media icon G) The Virtual folder option provides information about the feature. When a
virtual folder is mounted, the Virtual folder menu option provides an option to unmount the virtual folder.

Procedure

1. Drag and drop one or more folders or one or more selected files from the system running the remote console into the
console window.

The virtual folder is mounted on the server with the name #PRODABR# FOLDER.

The activity LED will blink to show the virtual drive activity. If your OS supports system notifications, a notification is
displayed.

2. When you are finished using the virtual folder, disconnect it through the server OS.

You can also disconnect a virtual folder by clicking @ and then selecting Virtual Folder > Force Eject Media.

Capturing the remote console screen

Prerequisites
» Remote Console privilege

» Alicense that supports this feature is installed. For information about the available license types and the features they
support, see the licensing documentation at the following website: https://hitachivantara.com.

» The Remote Console feature is enabled on the Access Settings page.

About this task

Use the remote console screen capture feature when you want to save a screen capture of the server activity. For example, you
might want to capture a POST code displayed on the remote console screen.

The process described in this topic does not capture the remote console status bar. If you want a screen capture that includes
the status bar, use a different screen capture method.

Procedure

1. Click the camera icon @ in the status bar.
The screen capture opens in a new browser
tab.

2. (Optional) Save the screen capture.

HTML5 remote console modes

The HTML5 remote console has several available viewing modes. When you use the console, you can switch from one viewing
mode to another supported mode. The supported viewing modes depend on the method that you use to start the console.

Windowed mode

The remote console is displayed in a secondary window in the same browser window as the #PRODABR# web interface.
You cannot move the console out of the browser window.
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This mode is available when you start the console by using the following methods:

» Click HTML5 on the #PRODABR# Overview page.
» Click HTML5 Console on the #PRODABR# Integrated Remote Console page.

 Click the #PRODABR# navigation pane remote console thumbnail, and then select HTML5 Console.

You can switch from this mode to docked mode or full screen mode.

New window mode

The remote console is displayed in a window that you can move to a different position or monitor. You can also add it as a
browser tab or minimize the window.

This mode is available when you start the console by using the following methods:

» Click on the #PRODABR# Overview page.
» Click New Window on the #PRODABR# Integrated Remote Console page.

You can switch from this mode to full screen mode.

Docked mode
The remote console is displayed in a navigation pane thumbnail.

This mode is available when you start the console by using the following methods:

» Click HTML5 on the #PRODABR# Overview page.
» Click HTML5 Console on the #PRODABR# Integrated Remote Console page.

» Click the #PRODABR# navigation pane remote console thumbnail, and then select HTML5 Console.

You can switch from this mode to windowed mode or full screen mode.

Full screen mode

The remote console is displayed at the full size of your monitor. To view the remote console menu, move the cursor to the
top of the screen. The default position of the menu is the top left. Click and drag to move the menu to a different position. If
you change the menu position, the change persists for the current remote console session.

This mode is available in all console modes.
Standalone mode
When you use standalone mode, the remote console is displayed in a browser tab.

This mode is available when you start the console by using the following method:

Navigate to the following webpage, and then log in: https://<#PRODABR# hostname or 1P address>/
irc.html.

You can switch from this mode to full screen mode.

HTML5 remote console controls

The following controls are available at the top of the remote console window (from left to right). A tooltip description is
provided when you move the cursor over a control icon.
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Menu @

This icon enables you to do the following:

» Access the #PRODABR# virtual power button feature.
» Use the Preferences menu to show or hide the remote console status bar.
» Use the Info menu to view the #PRODABR# host name and the server name.

» Use the Help menu to view HTMLS5 console online help.

This icon is not available in docked mode.

Virtual Keyboard E=

This icon enables you to do the following:

» Access the following keyboard shortcut that you can send to the remote server: CTRL+ALT+DEL.
» Access the following remote console virtual keys:

o CTRL—Control

o ESC—Escape

o CAPS—CapsLock

o NUM—NumLock

o L OS—Left OS-specific key

o L ALT—Left ALT key

o RALT—Right ALT key

o R OS—Right OS-specific key

» View or change the HTML5 remote console keyboard layout.

Virtual Media @

This icon provides access to the virtual media feature.

Close Remote Console X

This icon disconnects the remote console session.

Remote console display and mode controls
Use the following controls to change the display of the remote console or to switch to a different viewing mode.

The available controls vary, depending on the active console mode. If a control is not supported in the active console mode,
then it is not displayed.

Maximize D and Restore Q

The Maximize icon maximizes the remote console window within the browser window.

The Restore icon resets the window to its previous size.
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These features are available in windowed mode.

A

Switch to full screen &

This feature is available in all modes.

Docked mode E

This icon enables you to change from windowed mode to docked mode.

This feature is available in windowed mode.

"l
Exit full screen /A

This icon enables you to exit full screen mode and return to the previously selected mode.

You can also press Esc to exit full screen mode.

Windowed mode Q
This icon enables you to change from docked mode to a secondary window.

This feature is available in docked mode.

Pin icon i?

This icon enables you to pin or unpin the toolbar at the top of the screen. This setting persists for the current remote
console session.

This feature is available in full screen mode.
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Corporate Headquarters HitachiVantara.com/contact
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