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Hitachi Content Intelligence Release Notes

About this document

This document provides information about Hitachi Content Intelligence (HCI) software release
v3.0, including new features, important enhancements, product requirements, as well as fixed
and known issues.

Intended audience

This document is intended for system administrators, Hitachi Vantara representatives, and
authorized service providers who configure and operate the HCI software.

Getting help

The Hitachi Vantara Support Website is the destination for technical support of products and
solutions sold by Hitachi Vantara. To contact technical support, log on to the Hitachi Vantara
Support Website for contact information: https://support.hitachivantara.com/en_us/contact-
us.html.

Hitachi Vantara Community is a global online community for Hitachi Vantara customers,
partners, independent software vendors, employees, and prospects. It is the destination to
get answers, discover insights, and make connections. Join the conversation today! Go to
community.hitachivantara.com, register, and complete your profile.

Comments

Please send comments to doc.comments@hitachivantara.com. Include the document title
and number, including the revision level (for example, -07), and refer to specific sections and
paragraphs whenever possible. All comments become the property of Hitachi Vantara LLC.

Thank you!
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About this release

About this release

The v3.0 release of HCI is a major release and a reimagining of the product, built around the
newly implemented Kubernetes architecture.

Major features

General updates

Kubernetes takes center stage

Version 3.0 marks the beginning of a new era for Hitachi Content Intelligence (HCI). It now
runs atop Kubernetes, an open-source container orchestration platform that facilitates the
deployment, scaling, and management of containerized applications.

Kubernetes has become the industry standard for container orchestration due to its powerful
features and the ability to effectively manage complex, distributed applications. This boost in
efficiency allows you to maintain large collections of data and information, monitor their
usage, and manage your system seamlessly.

A thing of the past: Admin App and Monitor App

The new architecture brings with it some significant changes with how you may have once
remembered HCI. The Admin App and Monitor App have been removed from the product, the
functionality of which has evolved with the implementation of Kubernetes architecture. You
can now maintain and monitor your system using a wide variety of updated API endpoints
and included third-party applications.

Keycloak for user management

For its security, HCI 3.0 utilizes Keycloak, an Oauth2-compliant identity and access
management software that provides a user management interface and a wide-range of login
tools and security features for your Kubernetes environment. Its single sign-on (SSO)
capabilities and combined administrative functionality provide a powerful tool when managing
your HCI installation. With it, you can add users, roles, groups, permissions, and identity
providers.

To learn more about Keycloak, refer to the official Keycloak Documentation page.

Prometheus for system health and performance metrics

Prometheus is a monitoring and alerting framework that collects, organizes, and stores
performance metrics. When it is used with a visualization tool like Grafana, the data it collects
provides operational visibility into the performance of your HCI system.

To learn more about Prometheus, refer to the official Promtheus page.
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General updates

Grafana for system alerts, notifications, and health monitoring

Grafana is a powerful tool for metric visualization that allows you to query, explore, and set
alerts and notifications for the data collected across your HCI system. It allows you to monitor
your applications, virtual machines, and cloud services to ensure your system remains
optimized and in good health.

Grafana displays a series of dashboards, which contain one or more rows of panels
presented as charts and graphs. Dashboards collect and display metrics such as object data,
system health information, and encryption activity, and provide you with a window into your
system's performance in real-time or over specific periods of time.

To learn more about Grafana, refer to the official Grafana Technical documentation page.

Admin configuartion added to Workflow Designer

In lieu of the Admin App, the newly added Admin page in Workflow Designer provides users
with a place to perform a variety of configuration tasks meant to help maintain and optimize
their systems. This panel and all of its associated settings are intended to help bridge the gap
between system management and your Kubernetes environment.

To access these configuration options, click the Admin panel from within Workflow Designer.

New data connector: Volume data connector

This data connector retrieves files from a mounted Kubernetes Network File System (NFS)
volume, using the directory listings contained within to gather files. To use this connector, you
must first:

1. Create an NFS server on your network.

2. Mount the NFS directory by updating the Exfra Volumes and Extra Volume Mounts
settings found on the previously mentioned Admin config panel within Workflow
Designer.

The removal of index types
The following index types have been removed in 3.0:
* Elasticsearch

= HDDS

The removal of data connectors

The following data connectors have also been removed from the product:
* Box connector

* LFS connector

= Microsoft SharePoint connector
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Known Issues

Updates and restructuring of the API

* Many endpoints previously found in the Admin App have been consolidated down into the
Workflow Designer.

* The addition of /admin endpoints help you to manage your logs, as well as Helm and
config values.

* The /plugins, /security, and Solr backup and restore /recovery endpoints have
been expanded to include a variety of new functionality.

* Handling certificates is now done exclusively through the Workflow API and can be found
atthe /certificates endpoint.

= Custom plugin packages can now be imported and exported using the /workflows/
plugin endpoints.

New custom workflow settings

New workflow settings have been implemented to help you tailor your performance within the
new Kubernetes environment, allowing you to set your prefered number of cores and
executors, as well as set custom values for their associated memory usage.

New Workflow Designer functionality: Balance Workflows tab

In order to help regulate and maintain the system usage of your running workflows, you can
use the Balance Workflows tab to automatically assign any free resources to them. The
balancing calculates the available remaining system CPU on your cluster and distributes it
evenly across all selected workflows.

Known Issues

Area
Issue affected Description Outcome/Workaround
HCI-9529 | Solr Attempting to create an external = Create the index with a shard
Solr index on a Solr server older count equal to or lesser than the
than v8.x fails. number of Solr nodes.
* Create the index using the Solr
Management Console, and then
restore it into HCI using the /
recovery endpoints in Workflow
Designer.
= Create a new index on an
upgraded Solr 9 server.
HCI-10493 | Workflow The GET /security/groups N/A
Designer endpoint does not display the roles
associated with Keycloak groups.
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Documentation set

Area
Issue affected Description Outcome/Workaround
HCI-10511 | Workflow After setting a timeframe for a N/A
Designer scheduled workflow and saving the
configuration, the scheduling is
sometimes .
HCI-10536 | HCI, On the HCI landing page, apps 1. Open Keycloak.
Keycloak intermittently do not display. 2. Click Configure > Realm
settings.

3. From the Action dropdown in the
top-right corner of the page,
select Delete.

4. Restart all of your nodes.

HCI-10538 | Keycloak Using the Test connection N/A

functionality to tests an LDAPS URI

fails due to a faulty TLS handshake.

For more information about this
bug, refer to the Keycloak GitHub

page.

Documentation set

Along with your release notes, the following guides comprise the full set of HCI reference

documentation:

Hitachi Content Intelligence Installation and Deployment Guide

Hitachi Content Intelligence Administration Guide

Hitachi Content Intelligence Administration Guide (Internal)

Hitachi Content Intelligence Workflow Designer Help

Hitachi Content Intelligence Search Help

Hitachi Content Intelligence Administrator Help

To learn more, visit us on the web:

https://docs.hitachivantara.com/
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