Quick Guide @ Hitachi Vantara

Configure Veeam Backup® & Replication™ with VSP One
Object

Veeam Backup® & Replication™ integrates with Hitachi Virtual Storage Platform One Object (VSP One Object) to provide
reliable, efficient data protection. The integration supports virtual, physical, and cloud environments while optimizing
storage utilization, through image-level backups, unstructured data support (NFS, SMB, and S3), and advanced data
reduction techniques. These capabilities help reduce costs, improve performance, and ensure fast, reliable recovery
across diverse workloads.

Get started with these simple steps to configure and protect your data environment.
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Step 1: Complete the prerequisites

1. Verify that VSP One Object is installed and configured.
2. Configure Veeam Backup & Replication.

a. Install the latest version of the Veeam Backup & Replication installation image from the Download Veeam
Products page on a physical or a virtual server.

b. Deploy a Veeam backup proxy. Confirm that the Veeam Backup & Replication server is connected to the
proxy and the source clients to be backed up.

Step 2: Prepare VSP One Object for immutable bucket

1. Login to VSP One Object GUI using the credentials of a user with S3 bucket management permission and select
Storage Manager > S3 > Buckets.

2. (Optional) If credentials have not been generated for the logged in user, click Generate credentials to create the
Access Key and Secret Key for S3 connectivity. Click Yes, copy and save the values, then click Done.
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3. Click Create Bucket, enter the bucket name, and enable Object Lock to enable immutability. Bucket names can
include only lowercase letters, numbers, periods, and hyphens.

4. Click Save, then click Create.

Name

| s3bucket1

Expiration Lifecycle  Object Lock
—— @ s3bucket1 bucket created Successfully.

Rules UL | Search all columns Q

“ Prefix Tags Current Version Expiration Previous Version Expiration Abort MPU Uploads Remove Expired Delete Markers

© No data to display

Step 3: Configure backup target

1. In Veeam Backup & Replication, navigate to Backup infrastructure > Backup Repositories, right-click, and
select Add backup repository.
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2. In the Add Backup Repository wizard, navigate to Object Storage, select S3 Compatible as the storage type,
and then select S3 Compatible again.

Add Backup Repository X

Select the type of backup repositery you want to add.

Direct attached storage

Microsoft Windows or Linux server with internal or direct attached storage. This configuration enables data
rowvers to run directly on the server, allowing for fastest performance,

Network attached storage

—ate  Metwork share on a file server or a NAS device. When backing up to a remote share, we recommend that you
select a gateway server located in the same site with the share,

Deduplicating storage appliance

Dell Data Demain, ExaGrid, Fujitsu ETERMUS CS800, HPE StoreOnce, Infinidat InfiniGuard or Quantum DXi. If you
are unable to meet the requirements of advanced integration via native appliance AP, use the network attached
starage option instead.

ﬁé Object storage
b On-prem object storage system or a cloud object storage provider,

Veeam Data Cloud Vault

Add fully managed, secure cloud object sterage from Veeam. Cloud Vault is best suited for secondary backups.
For more infermatien and pricing, please go to vee.am/vault.

(=]

Cancel
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Object Storage

Select the type of object storage you want to use as a backup repository.

Veeam Data Cloud Vault

Add fully managed, secure clowd object storage frem Veeam. For more information and pricing, please ge to
vee.am/vault.

53 Compatible
Add an on-premises system or a cloud object storage provider,

Hyperscalers
Add cloud object storage from Amazon 53, Microsoft Azure er Google Cloud Sterage.

Additional Providers
Add object storage from select cloud object storage providers used by a large number of Veeam customers.

Cancel

S3 Compatible

Select the type of 53 compatible storage you want to use as a backup repository.

S3 Compatible

Add an 53-compatible object storage. We will automatically detect if the object storage system implements Smart
Object Storage APL.

$3 Compatible with Data Archiving

Add an 53-compatible object storage systemn that implements the archiving extension of the Smart Object
Storage APl

Cancel

Enter a name for the repository.

e

Account

Bucket

Review
Apply

Summary

Mount Server

MNew Object Storage Repository

Name
Type in a name and description for this object storage repository.

|Veeam Storage Repository]

Description:

Created by COET-COMMSERVE\Veeam at 9/18/2025 12:27 PM.

[ Limit concurrent tasks to: |2 =

Consider enabling this setting if your Internet bandwidth is limited. This will prevent too many tasks
competing for bandwidth and guarantee that higher pricrity tasks finish sooner.

< Previous Finish Cancel

@ Hitachi Vantara
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Specify the S3 service endpoint for VSP One Object. For example, s3.us-east-1.vspexample.domain.com.

MNew Object Storage Repository *
Account
I%—g Specify account to use for connecting to 53 compatible storage system.
Name Service point:

|si.us-east-‘l.vspa(ample.domain.com |
(e o

Bucket |us-east-1 |

Mount Server

Add...

Review Manage cloud accounts

Apply

Summary

Connection mode:
| Direct Choose...

Specify how object storage should be accessed and configure repository access control settings for
backup agents.

< Previous Finish Cancel

In the Region field, enter the region, click Add, and enter the Access Key and Secret Key generated in VSP One

Object. Click OK and then click Next.

Account

Service point:

I
Credentials * Q

| Access key: |AcbjGH9Keu?‘33AxDGFHBJ | :I
_:;& Secret key: | | - TR

Bucket

Mount Server

. t:
feview Description: counts
Apply My admin user testing credential
Surnmary

o

Connection mode:

|Direct | Choose...
Specify how object storage should be accessed and configure repository access control settings for
backup agents.

| < Previous . MNext = Cancel

Browse and select the pre-created VSP One Object bucket from the list, then click OK.
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Select Bucket X
iﬂ :“ck:yt b Buckets:
= ecify object stora
@ . ; 4 @ Buckets
=} 30vmperfbackup
Name @ veeambackup
Bi
Account | | e
reation enabled
. Browse...
Mount Server .
Review
it is exceeded, already running
Apply
Summary =
icious insiders and hackers.
| Cancel Finish . Cancel
Browse to an existing folder or create a new one.
Object Storage Repository | Select Folder X X
I guck:; — Folders:
ecify object stora
B . 4 @ veeambackup
e_ Mew Folder
Name
| Browse...
Account -
reation disabled
| | Browse...
Mount Server
Review
it is exceeded, already running
Apply
Summary
cious insiders and hackers.
[ Mew Folder ; Ok Cancel | Finish Cancel 1

@ Hitachi Vantara

Optionally, set a soft limit for your object storage consumption that can be exceeded temporarily. Select the Limit

object storage consumption to check box and provide the value in TB or PB, then click Next.
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Bucket
Specify object storage system bucket to use.

MName Bucket:

|veeamhackup | Browse...

Account

Automatic bucket creation disabled

Folder:

|New Folder | Browse...

Mount Server

[] Limit object storage consumption to: [0

: TB
Review 1
This is a soft limit to help control your object storage spend. If the limit is exceeded, already running
Apply tasks will be allowed to complete, but no new tasks will be started.
Make recent backups immutable for: "II [=] days
Summary ==

Protects backups from modification or deletion by ransormware, malicious insiders and hackers.

MNew Object Storage Repository *

< Previous | Cancel
Keep the remaining wizard settings at their default values to finish the setup.
MNew Object Storage Repository *

Instant recoveries require a write cache folder to store changed disk blocks in.

Mount Server
i%—g Specify a server to mount backups to when performing advanced restores (file, application item and instant VM recoveries).

Name Mount server:

| COET-COMMSERVE.coet.net (Backup server) ~ | | Add New...
Account s

Instant recovery write cache folder:
Bucket | C:\ProgramDatat\Veeam\Backup\IRCachel, Browse...

Ensure that the selected volume has sufficient free disk space to store changed disk blocks of instantly
recovered machines. We recommend placing the write cache folder on an 550 drive.

Review Enable vPower MFS service on the mount server (recommended) Ports...
Unlocks instant recovery of any backup (physical, virtual or cloud) to a VMware vSphere VM.
Apply vPower MNFS service is not used for instant recovery to a Microsoft Hyper-V VM.
Surmmary
) Helper appliance has been configured successfully. Configure... [

Cancel

@ Hitachi Vantara
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Mew Object Storage Repository *

Review
i ia- Please review the settings, and click Apply to continue,

Mame The following components will be processed on server COET-COMMSERVE. coet.net:
Compoenent name Status
Accotint vPower NFS already exists
Bucket Mount Server already exists
VMware VDDE already exists
Mount Server Veeam Threat Hunter already exists

Apply
Summary
[[] Search the repository for existing backups and import them automatically
< Previous | Apply Finish | Cancel
MNew Object Storage Repository *
Apply
i = Please wait while your settings are being saved to the configuration database, and required backup infrastructure objects are
created.
Name Message Duration
Acconnt St.artlng |.r1fra.structure itemn update process 0:00:02
Discovering installed packages 0:00:01
Bucket (2 Registering client COET-COMMSERVE for package vPower NFS

Registering client COET-COMMSERVE for package Mount Server
Registering client COET-COMMSERVE for package VMware VDDK

() Registering client COET-COMMSERVE for package Veeam Threat Hunter
() Discovering installed packages

— (2 All required packages have been successfully installed

Detecting server configuration

Mount Server

Review

Reconfiguring vPower NFS service

J Creating configuration database records for installed packages

Creating database records for object storage repository 0:00:03
Object storage repository has been saved successfully

Surmmary

< Previous Finist Csa

10. Review the summary of the settings and click Finish.
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MNew Object Storage Repository

MName
Account
Bucket
Mount Server

Review

Apply

n Summary
i‘—ia You can copy the configuration information below for future reference.

Summary:

[Object storage repository was successfully created.
MName: 53 Bucket testing

Description: Created by COET-COMMSERVE\Veeam at 9/25/2025 10:57 AM.
Type: 53-compatible

Gateway server: direct connection

Service point: https://s3.coel sitel2.vsplo.coet.net
Region: coed

Bucket: s3bucket

Folder: Mew Folder

Concurrent tasks limit: 30

Storage consumption limit: unlimited

Recent backups will be immutable for 1 day
Mount server: COET-COMMSERVE. coet.net

Helper appliance: COET-COMMSERVE.coet.net

< Previous

11. Verify that the new object storage repository appears under Backup Repositories.

Step 4: Initiate Backup

1.

2.

Create a new backup job and select the source data. For example, a virtual machine. In the Veeam Backup &
Replication console, navigate to Home > Jobs, right-click Backup Job, and select Virtual machine.

Home

4 n Jobs
{62 Back

- ]
Q Type in an object

s E= Backup % Backup » m

@ Success

!.':_ Object Storage
4 |_:h Last 24 Hours

Mame T

k= W
% Virtual machine...
@- Windows computer...
ﬁ Linux computer...

File share...

A =k

Mac computer...
Unix computer...

Object storage...

Microsoft Entra 1D

k

Assign a name to the backup job, click Next, then click Add and select the source data or virtual machine to be

included in the backup.
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MNew Backup Job *
Virtual Machines
- Select virtual machines to process via container, or granularly. Container provides dynamic selection that automatically
m changes as you add new VMs into the container.
MEme Virtual machines to backup:
MName Type Size
R BE — Vitwolmachine 13978
Storage EF Veeam-VM-127 Virtual machine 1397TE
EF Veeamn-VM-128 Virtual machine 1397B Exclusi
: usions...
S ey 5 Veeam-VM-129 Virtual machine 139TB
Schedule EF Veeamn-VM-130 Virtual machine 1397TE + Up
Summary + Down
Recalculate
Total size:
7.00TB
< Previous MNext > Finish Cancel

4.

@ Hitachi Vantara

Select the backup repository, which is the S3-compatible repository integrated with the VSP One Object bucket,

and click Next.

Storage
- Specify processing proxy server to be used for source data retrieval, backup repository to store the backup files produced by
m this job and customize advanced job settings if required.

Mame Backup proxy:
| Automatic selection Choose...
Virtual Machines
Backup repository:
_ | LAN Testing Worm (Created by COET-COMMSERVE\Veeam at 4/14/2025 10:51 AM.) v
Guest Processing = NA LEplEEay
Retention policy: | 7 Sl v
Bhn ention policy: | v | | ays | 0
[] Keep certain full backups longer for archival purposes
Summary

[] Configure secondary destinations for this job

Copy backups produced by this job to another backup repository, or tape. We recommend to make
at least one copy of your backups to a different storage device that is located off-site.

Advanced job settings include backup mode, compression and deduplicaticn, block
size, notification settings, automated post-job activity and other settings.

< Previous MNext = Finish Cancel

Advanced...

MNew Backup Job *

Step 5: Initiate Restore

1.

Complete the remaining wizard steps with the required job settings, and click Finish to run the job.

In Veeam Backup & Replication, navigate to Backups > Object storage, locate your backup job, and click the

down arrow to expand the list of VMs.
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Home Q Type in an object name to search for
4 e Jobs Job Mame T (|
-
-Q‘F'— Backup > |—§_31| 1 Concurrent task for 20 VM s 4
B EL_. B_ackups o |§_31| 2 Task 20ME high compression 4
_% Dick > rg_hl 10 Task for 20 VMs high compression 4
§&¥ Object Storage 4 %12 VM patch test fi
— — = ima ame
el |E' Instant recovery...
4 [r: Last 24 Hours
@ AT E!ﬁ Instant disk recovery...
[';? Warning E Restore entire VM...
—h c
[s Failed Restore virtual disks...

Restore VM files...

2 3 >

Restore guest files r

o 3 [z Mz M= M= Fa s e e P Fo

Lﬁj Restore to Amazon ECZ...

@ Restore to Microsoft Azure...

Q Restore to Google CE..
. Is_jll :?h( Restore entire VM to Mutanix AHV...
. l_g_jzl § Restore entire VM to Proxmox VE...
» I% @ Restore entire VM to oVirt KVM...
B |5_~11| % Restore virtual disks to oVirt KVIM...
’ rg—jz' ,_%’. Move backup...
Z % | [3_1] Copy backup...
. Is_jll i 'F'B Export content as virtual disks...
-y EZ  Publish disks...
sy Ig_jzl 1 IZIN Export backup...
b Is_jll Scan backup...
> 2 (Cy  Delete from disk

2. Right-click the VM to restore and select Instant recovery.

3. In the Instant recovery wizard, select Restore to the original location — this option skips the placement
configuration step and takes you directly to the Reason step. Provide a reason if required, review the summary,
and click Finish to start the restore.
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Summary

Machines

Restore Mode

Reason

Instant Recovery to VMware vSphere

F ) You can copy this configuration information for the future reference.

Summary:

Original machine name: Veeam-VM-123

New machine name: Veeam-VM-125

Restore point: 1 day ago (8:56 AM Monday 9/22/2023)
Target host: 192.168.171.15

Target resource pool: Resources

Target VM folder: Veeam-VMs

Write cache datastore redirection: Disabled

Connect VM to network

Power on target VM after restoring

< Previous

Cancel

4. Monitor the restore job. An Instant Recovery option appears in the Home panel.

5. Right-click Instant Recovery and select Migrate to production. This opens the Migrate to Production wizard.

Veeam Backup

Instant Recovery

and Replication

Migrate to Switch
Production o

Actions

Home

nstant Recovery (1)

abs
4 [ Backups
¥ Disk
] Disk {Orphaned)
= Disk (Exported)
i Tape

> [ Last 24 Hours

& Home
E'I
@3 Invwentany

[y E"g Backup Infrastructure

X &

Open  Stop  Properties

Share Publishing
Share Info
Narme T Type Status
Wfilesenv05\Documents S Migrate to production..

s

Switchover now
Edit switchover...
Open file share

Stop publishing

@ x

Praperties...

»

Yeeam
Intlligence

6. Specify the location where you want to migrate the file share to and click Next.
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hdigrate to Praduction >

Destination
Specify target SME server options,

_ Restore files and folders to:

®) Original location

() This server:
Suvitchover wWhfileserv0ThDocurments Add...

Restore Options

Summary Path to folder

WhfilesereDIDocuments Browrse..,

E 39.9GE free of 40 GE

% Previous Finish Cancel

7. Select how you want to manage files in the destination location and click Next.

higrate to Production x

Restore Options

Specify additional restare options,
n

Destination If a restored file already exists in the destination

| Reoreopuons Ty

() Restore anyuay (owernrites the existing file)
Swertchowver

Surmrmnary

< Previous Finish Cancel

© Hitachi Vantara LLC 2025. All Rights Reserved 12



Quick Guide

9.

8.

@ Hitachi Vantara

Select a file share switchover option and click Next.

Migrate to Production

Switchover

Specify file share switchover options,

Destination Switchower type:

(® Automatic
Restore Options

Switchover will be performed automatically as soon as the entire file share has been restored to the
production starage,

() Manual

Switchowver will be initiated manually by the user,

Switchower

Summary

(O Scheduled at: Tuesday , August 15, 2023 550PK -

-

< Previous Cancel

Review the summary of the settings and click Finish.
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hdigrate to Praduction >
Summary
ﬂ Please review the migration settings, and click Finish to start the migration,
n
Destination Surmmary;
|$|:uurce file share: Wfileserv0MDocurments
Restore Options Restore point: 8/15/2023 33622 PM
hMount host: backupsna Qtech.local
SrrfEer Access path WhackupsrelWDocuments

hdigrate to: Original location
Restore option: Replace older files only

Summary Switchower type: Autornatic

< Previous Cancel

10. Verify that the VM is available on the target host after the restore completes.

Summary

Integrating Veeam Backup & Replication with VSP One Object enables efficient VM restore using Instant Recovery, with
immutability support through Object Lock to ensure data integrity and availability.

References

e |nstalling Veeam Backup & Replication

e Source clients

e VVeeam Backup & Replication User Guide

e Virtual Storage Platform One Object Product Documentation
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