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VSP One Object S Series Node 4.4.0 Release
Notes

About this document

This document (RN-HCPS015-23 July 2026) contains release notes for release 4.4.0 of the
Virtual Storage Platform (VSP) One Object S Series node. The document describes what's
new in the release, supported upgrades, CVEs addressed by the release, and resolved and
known issues. The document also contains other useful information about this release of the
product.

This document applies to VSP One Object S11, S31, and S32 nodes.

Intended audience

This document is intended for customers who have one or more S Series nodes.

This document assumes that you have a basic understanding of the concepts that underlie S
Series nodes and of the hardware used by S Series nodes.

Accessing product documentation

Product user documentation is available on: https://docs.hitachivantara.com. Check this site
for the most current documentation, including important updates that may have been made
after the release of the product.

Getting help

The Hitachi Vantara Support Website is the destination for technical support of products and
solutions sold by Hitachi Vantara. To contact technical support, log on to the Hitachi Vantara
Support Website. For additional contact methods, go to https://support.hitachivantara.com/en/
contact-support.html.

Hitachi Vantara Community is a global online community for Hitachi Vantara customers,
partners, independent software vendors, employees, and prospects. It is the destination to
get answers, discover insights, and make connections. Join the conversation today! Go to
community.hitachivantara.com, register, and complete your profile.

Comments

Please send comments to doc.feedback@hitachivantara.com. Include the document title and
number, including the revision level (for example, -07), and refer to specific sections and
paragraphs whenever possible. All comments become the property of Hitachi Vantara LLC.
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About this release

Thank youl!

About this release

Release 4.4.0 of the VSP One Object S Series node consists of version 4.4.0.17 of the S
Series software and version 4.4.0.16 of the S Series operating system.

Upgrade notes

You can upgrade an S11 or S31 node to release 4.4.0 only from releases 3.2.0, 4.0.0, 4.0.1,
4.2.1, and 4.3.0. You cannot upgrade an S11 or S31 node to release 4.4.0 from any release
earlier than 3.2.0.

You can upgrade an S32 node to release 4.4.0 only from releases 4.0.0, 4.0.1, 4.2.1, and
4.3.0.

You cannot downgrade an S Series node to an earlier release.

Note: Release 4.4.0 is a mandatory upgrade for existing S11, S31, and S32
nodes.

Important notice

The deployment, management, and use of an S Series node that has one or more expansion
enclosures must follow these critical best practices to ensure supportability and to minimize
the risk of data unavailability:

Always mount the base enclosure and expansion enclosures in the same rack. Mount the
base enclosure as close as possible to the bottom of the rack. Mount each expansion
enclosure as close as possible to the enclosure below it.

If the S Series node has only one expansion enclosure, connect the base and expansion
enclosures to the same pair of power distribution units (PDUs) in the rack. If possible, the
two PDUs should be connected to separate power sources.

When shutting down the S Series node, always power off both server modules before
powering off the expansion enclosures. Powering off one or more expansion enclosures
while one or both server modules are powered on can result in data unavailability and the
possibility of data loss.

If possible, replicate all data stored on the S Series node by an HCP system to another
HCP system so that the data exists in two physically separate locations.
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What's new in this release

What's new in this release

The following features and fixes have been implemented in the 4.4.0 release of VSP One
Object S Series node.

Support for Kioxia 1.6 TB Self-Encrypting Drive (SED) SSDs on Sx1 and S32 platforms

Adaptive Extent Deallocation — Phase 2 enhancements to prevent Myrtle extent
exhaustion

Upgrade to Tomcat 10.1
Enhanced NVMe OS drive fault detection

Fixed an issue where an incorrect message about a bad OS SSD caused a system
shutdown (RNO-15059). See Issues Resolved in this Release (on page 13) for more
information.

Increased number of maximum supported time servers

Security-focused package updates addressing known CVEs and vulnerabilities
Updated version of the Hardware Setup Tool: version 4.4.0.13

Updated tools package: version (4.4.0.17)

Additional defect fixes and general enhancements

S Series node document set

The following documents contain information about S Series nodes:

VSP One Object S Series Node User Guide (MK-HCPS027)

This document contains information about configuring, monitoring, and managing a VSP
One Object S11, S31, or S32 node. The document includes information you need for
effectively using the S Series Management Console. The document also describes the
physical specifications of and environmental requirements for S11, S31, and S32 nodes.

VSP One Object S Series Node API Reference (MK-HCPS023)

This document contains all the information you need for using the S Series management
API with a VSP One Object S11, S31, or S32 node. This RESTful HTTP-based API
enables you to configure, monitor, and manage an S Series node programmatically. The
document explains how to use the management API to retrieve information about and
manipulate S Series node resources. The document also includes an introduction to the S
Series node concepts that underlie the management API resources.

Supported limits

S Series nodes support the maximum values listed in the table below.

VSP One Object S Series Node 4.4.0 Release Notes

VSP One Object S Series Node 4.4.0 Release Notes 6



Supported browsers

Item Limit

Maximum number of objects per S Series node Limited only by available
capacity and object size

Maximum object size 10TB

Maximum file size per PUT request (larger file sizes require | 10 GB
multipart write)

Maximum parts per multipart write 10,000
Maximum number of users 10,000
Maximum number of buckets 10,000
Maximum number of buckets per owner 100

Maximum number of concurrent connections to the S Series | 25 per server module
Management Console

Maximum number of concurrent connections through the S | 50 per server module
Series management API

Maximum number of concurrent connections through the 500 per server module
Hitachi API for Amazon S3 (the S3 compatible API)

Supported browsers

The S Series Management Console is the web application for monitoring, managing, and
configuring an S Series node.

Qualified web browsers

The table below lists the web browsers that are qualified for use with the S Series
Management Console. Other browsers or versions may also work.

Browser Client operating system

Microsoft Edge (latest version as of October | Microsoft Windows

2025)
Mozilla Firefox (latest version as of October | Apple macOS
2025)! .

Linux

Microsoft Windows
Google Chrome (latest version as of Apple macOS
October 2025)?

Linux

VSP One Object S Series Node 4.4.0 Release Notes
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Supported firmware versions

Browser Client operating system

Microsoft Windows

For more information about opening the Management Console in Firefox, see below.

2. Google Chrome versions earlier than 91.0.4472.164 are vulnerable to
CVE-2021-30560. To avoid any issues when accessing the S Series Management
Console with Chrome, use Chrome version 91.0.4472.164 or later.

Note: To correctly display the S Series Management Console, the browser
window must be at least 1,024 pixels wide by 768 pixels high.

Management Console access with Firefox

The S Series Management Console is accessible on port 8000 with HTTPS. The
Management Console communicates with the S Series node by using the management API,
which uses port 9090 with HTTPS.

When accessing the Management Console, you're prompted to accept a security exception.
When the security exception is accepted, browsers such as Microsoft Edge or Google
Chrome automatically propagate the exception to both required ports (8000 and 9090). After
accepting the exception, you can start using the Management Console.

With Mozilla Firefox, the security exception on each port must be explicitly accepted (first on
port 9090 and then on port 8000). This is a known limitation with Firefox. As a workaround, to
use the Management Console, you first need to make a separate HTTPS call to each of the
applicable ports:

1. Enter one of these URLs in the Firefox browser address bar and then accept the
associated security exception:

https://admin.s-series-node-domain-name: 9090

https://server-module-ip-address:9090/admin

2. Enter one of these URLs in the Firefox browser address bar and then accept the
associated security exception:

https://admin.s-series-node-domain-name:8000

https://server-module-ip-address:8000/admin

Supported firmware versions

The table below lists the supported firmware versions for hardware components of release
4.4.0 S Series nodes.

In the table, components prefixed with Sx1 are for S11 and S31 nodes. Components prefixed
with Sx2 are for S32 nodes. Components with no prefix apply to all S Series node models.

VSP One Object S Series Node 4.4.0 Release Notes
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Supported firmware versions

Component Firmware version
Sx1: Base enclosure 52B3
Sx2: Base enclosure 520A
Expansion enclosure* 52D2

Sx1: Base-enclosure power supply (727621700 or 727621701) | 1.10

Sx1: Base-enclosure power supply (727621702) 2.0
Sx1: Base-enclosure ecodesign-compliant power supply 1.05
(SPASGAT-03)

Sx2: Base-enclosure power and cooling module 03.00

Expansion-enclosure power supply (727656300 or 727656301) | 1.09

Expansion-enclosure ecodesign-compliant power supply 1.07
(SPASGAT-02)

Sx1: SAS expander in base enclosure (6004590201 or 5.2.0.179
6004590101 )

SAS expander in expansion enclosure (6004590301) 5.2.0.210
Sx1: Personality module 5.2.0.179
Sx1: Personality module controller 07.00.00.00
Sx1: Personality module SAS expander 5.2.0.179
Sx1: Server module BIOS 02.05

Sx2: Server module BIOS 1.06

Sx1: Server module BMC 0.00.F045
Sx2: Server module BMC 0.59

Sx1: OS SSD M161225t
Sx2: OS SSD ECFM13.5
Sx1: Ethernet interface chip 3.25
Four-port SAS PCle card (LSISAS3216) 16.00.12.00
Four-port SAS PCle card (SAS3816) 27.00.00.00
Sx2: Onboard SAS card (SAS3616) 27.00.00.00
Sx1: Two-port 25Gb Ethernet SFP28 PCle card 8.70

Sx1: Four-port 10GBase-T Ethernet PCle card 8.70

VSP One Object S Series Node 4.4.0 Release Notes
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CVEs addressed in this release

Component Firmware version
Sx2: Onboard 25Gb/10Gb Ethernet SFP28 port 14.32.1912
I/0 module (6004620401, 6004620461, or 600462030 ) 5.2.0.210
I/O module (1101869 or 1110173) 5.2.0.210
I/0 module (60046207) 5.2.0.200
Sx1: 10TB data drive (ST10000NM0096) E005
Sx1: 10TB data drive (ST10000NM002G) E004
10TB data drive (ST10000NM013G) E006
Sx2: 12TB data drive (ST12000NMO07H) FEO7
Sx1: 14TB data drive (ST14000NM0048) E004
Sx1: 14TB data drive (ST14000NM004J) E006
Sx1: 16TB data drive (ST16000NM002G) E004
Sx1: 16TB data drives (ST16000NM004J) E006
Sx2: 16TB data drive (ST16000NMO07H) FEOQ7
Sx1: 18TB data drive (ST18000NM004J) E006
Sx1: 20TB data drive (ST20000NM002D) E006
Sx2: 20TB data drive (ST20000NMO07H) FEOQ7
Sx2: 24TB data drive (ST24000NMO07H) FEO7
Sx1: 400GB database drive (XS400LE10003) 0006
Sx1: 800GB database drive (XS800LE70004) A005
800GB database drive (XS800LE70084) 0003
800GB database drive (XS800LE70045) 0005
1.6TB database drive (KPM7XVUG1T60) 0104
* Expansion enclosures come with either of two different CPLDs installed on the drive
baseplanes. To support both types of CPLD, the firmware installed on an expansion
enclosure must be compatible with release 3.1.5 or later of the S Series software.

CVEs addressed in this release

The table below lists vulnerabilities that no longer affect S Series nodes. The vulnerabilities
are listed in ascending order by CVE ID.
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CVEs addressed in this release

CVE ID

Description

CVE-2023-49083

Fixed cryptography PKCS?7 certificate deserialization
vulnerability leading to application crashes (DoS)

A security vulnerability was identified in the cryptography Python
package that could cause a NULL-pointer dereference when
processing PKCS7 certificates. A specially crafted PKCS7 blob could
trigger an application crash (segmentation fault), resulting in a
potential Denial of Service (DoS) condition for applications that
deserialize untrusted PKCS7 data. This issue could impact application
availability and stability by causing unexpected process termination
during certificate parsing.

For more information about this CVE, see https://nvd.nist.gov/vuln/
detail/CVE-2023-49083.

CVE-2024-36971

Linux Kernel: Fixed Race Condition in Destination Cache
Cleanup Preventing Use-After-Free

Resolved a race condition in the Linux kernel network stack related to
destination cache cleanup. The issue occurred when

__dst negative advice () cleared and released cached
destination entries in an incorrect order, potentially leading to a use-
after-free (UAF) condition under RCU synchronization rules.

For more information about this CVE, see https://nvd.nist.gov/vuln/
detail/CVE-2024-36971.

CVE-2025-5914

Libarchive RAR processing vulnerability may lead to memory
corruption and denial of service

This vulnerability occurs in the libarchive library within the

archive read format rar seek data() function. Due to
improper handling of integer operations, an integer overflow condition
may occur, potentially resulting in a double-free vulnerability.
Successful exploitation of this issue could lead to memory corruption,
allowing an attacker to execute arbitrary code or cause the affected
application to crash, resulting in a denial-of-service (DoS) condition.

For more information about this CVE, see https://nvd.nist.gov/vuln/
detail/CVE-2025-5914.
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CVEs addressed in this release

CVE ID Description

CVE-2025-15467 | OpenSSL stack buffer overflow in CMS AEAD parameter parsing
may allow denial of service or remote code execution

A stack buffer overflow vulnerability in OpenSSL exists when parsing
CMS AuthEnvelopedData or EnvelopedData messages that use
AEAD ciphers. The vulnerability occurs because the Initialization
Vector (IV) contained in ASN.1-encoded parameters is copied into a
fixed-size stack buffer without proper length validation. A specially
crafted CMS or PKCS#7 message containing an oversized IV can
trigger an out-of-bounds stack write during message parsing, before
authentication or tag verification is performed. Successful exploitation
could cause an application crash resulting in denial of service, and
could potentially enable remote code execution.

For more information about this CVE, see https://nvd.nist.gov/vuln/
detail/CVE-2025-15467.

CVE-2025-32414 | Libxml2 Python bindings out-of-bounds memory access
vulnerability

A vulnerability in the libxml2 Python bindings could allow out-of-
bounds memory access due to incorrect handling of return values in
xmlPythonFileRead and xm1PythonFileReadRaw. The issue
stems from a mismatch between byte counts and character counts
when processing data.

For more information about this CVE, see https://nvd.nist.gov/vuln/
detail/CVE-2025-32414.

CVE-2025-32415 | Libxml2 heap-based buffer under-read in XML schema validation

A heap-based buffer under-read vulnerability was identified in libxmlI2
within the xm1SchemaIDCFillNodeTables function
(xmlschemas.c). An attacker could potentially trigger the
vulnerability by validating a specially crafted XML document against
an XML schema containing specific identity constraints, or by
supplying a specially crafted XML schema. Successful exploitation
may result in unexpected application behavior during XML schema
validation.

For more information about this CVE, see https://nvd.nist.gov/vuln/
detail/CVE-2025-32415.
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Issues resolved in this release

CVE ID

Description

CVE-2025-48976

Fixed a denial-of-service vulnerability in Apache Commons
FileUpload

A Denial of Service (DoS) vulnerability was identified in Apache
Commons FileUpload due to resource allocation issues when
processing multipart headers with insufficient limits configured. An
attacker could exploit this condition to consume excessive system
resources and impact application availability.

For more information about this CVE, see https://nvd.nist.gov/vuln/
detail/CVE-2025-48976.

CVE-2025-69419

Fix for OpenSSL out-of-bounds write in PKCS#12 friendly name
processing

In OpenSSL, calling PKCS12getfriendlyname() function on a
maliciously crafted PKCS#12 file with a BMPString (UTF-16BE)
friendly name containing non-ASCII BMP code point can trigger a one
byte write before the allocated buffer. The out-of-bounds write can
cause a memory corruption which can have various consequences
including a Denial of Service.

For more information about this CVE, see https://nvd.nist.gov/vuln/
detail/CVE-2025-69419.

Issues resolved in this release

The table below lists previously identified S Series node issues that are resolved in release

4.4.0.
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Issues resolved in this release

Ref. number

SR number

Description

RNO-12836,
RNO-14765

N/A

S Series node inaccessible for management purposes

If the access control list for the S Series Management Console has
no IP addresses with the allow option and the "Allow access from IP
address with both Allow and Deny settings" option is set to No, the
Management Console is inaccessible. Similarly, if the access control
list for the management API has no IP addresses with the allow
option and the "Allow access from IP address with both Allow and
Deny settings" option is set to No, the management API cannot be
used to access the S Series node. If access is blocked for both these
interfaces, you cannot perform any management functions on the S
Series node.

Fix: Added backend validation for the Allow and Deny lists in the
Access Control settings. The system now checks whether proposed
access-control changes would block the current user's IP address
and prevents those changes from being applied. If a change would
result in a lockout, the system displays the following message: "The
specified change to access-control settings would block your IP
address: <IP address>."

RNO-12846

N/A

Failed management APl POST requests for /configuration/mapi
resource

S Series management APl POST requests to update the /
configuration/mapi resource, where the network enablement
properties are omitted from the request body, fail due to an
unexpected error.

Fix: A null-safety check was added that uses the current Console
security settings if they aren’t explicitly specified in the MAPI security
settings update request.

RNO-13381

N/A

IPv6 VIPs not appearing on First Time Setup Wizard finalize
page

When installing a system with IPv6 configured on the access
network, the IPv6 virtual IP (VIP) addresses for the server modules
did not appear on the First Time Setup Wizard (FTSW) finalize page.
The VIP links were displayed as blank. This was an issue that only
appeared in the Management Console; the underlying MAPI
configuration data was correctly populated.

Fix: Updated the Management Console code to conditionally display
VIP addresses based on whether the access network is configured
for IPv4 or IPv6. Previously, the Management Console always
referenced the IPv4 VIP variable, which was empty when IPv6 was in
use. The fix ensures the correct variable is used for each IP mode
and wraps IPv6 addresses in brackets for proper URL formatting.

VSP One Object S Series Node 4.4.0 Release Notes
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Issues resolved in this release

Ref. number

SR number

Description

RNO-13874

N/A

MAPI returns an error when attempting to enable HTTP access
to the Management Console

Description: In previous releases, although HTTP access to the
Management Console was revoked in the Ul (with automatic
redirection to HTTPS), the MAPI still allowed users to set the
accessNetworkHttpEnabled or
managementNetworkHttpEnabled properties to true via a
POST request to /mapi/configuration/console. While this did
not actually enable HTTP access due to automatic redirects, it
caused the Management Console Access settings in the Ul to
display incorrectly — specifically, the HTTPS-only radio button would
appear deselected.

Fix: MAPI now validates HTTP access settings and returns an error
if a user attempts to enable HTTP access to the Management
Console. Issuing a POST request to /mapi/configuration/
console with accessNetworkHttpEnabled or
managementNetworkHttpEnabled set to true will now fail with
the error message: "Invalid HTTP access value specified. Access to
the S Series Management Console requires the use of HTTPS." This
applies to all MAPI versions as of release 4.4.0.

RNO-14052

N/A

The MAPI update manifest response now includes the type
property.

In previous releases, a GET request to /mapi/system/update/
manifest Or /mapi/system/update/history did not return the
type property in the response body. Although the type property
was defined in the MAPI specification, its value was never populated,
causing it to be omitted from all responses. This affected the
manifest object in both the current update manifest and the manifest
subsection of each entry in the update history.

Fix: The type property is now correctly returned in the response
body for GET requests to /mapi/system/update/manifest
and /mapi/system/update/history. The property value
indicates the type of update package.

VSP One Object S Series Node 4.4.0 Release Notes
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Issues resolved in this release

Ref. number

SR number

Description

RNO-14765

N/A

Failed management API POST requests for /configuration/
console resource

S Series management API POST requests to update the value of
only the 1oginMessage property of the /configuration/
console resource fail due to an unexpected error.

Fix: The console security settings validation now performs a null-
safety check before evaluating omitted properties. When optional
properties are absent from the request, the system reuses the
current values already configured on the node instead of failing with
an error. Sending a partial update to /mapi/configuration/
console now works as intended.

RNO-14909

N/A

Reported OS SSD information possibly incorrect

On the S Series Management Console SERVER MODULE page and
in response to an S Series management API request that includes
server-module information, the information returned for the OS SSDs
in the server module may be incorrect. The OS SSD number may be
missing, in which case, all other values are the default values for an
OS SSD. Without correct OS SSD information, the S Series node
cannot detect OS SSD errors and, as a result, does not write any
event log messages or issue any alerts about the situation.

Fix: Redesigned the OS SSD identification framework to use
dynamic discovery instead of hard-coded device names. The system
now identifies OS drives from internal status-layer objects and
determines SSD ordering by comparing relative device names at
runtime — the lower-numbered device is assigned as SSD 0 (ID
1007) and the higher-numbered device as SSD 1 (ID 1008). This
approach works for both ATA drives on Sx1 systems and NVMe
drives on Sx2 systems.

RNO-15006

N/A

Binary artifact checksums now use SHA-256 instead of MD5

The checksum files shipped with binary artifacts were generated
using the MD5 hashing algorithm. MD5 is no longer recommended
for integrity verification.

Fix: The build system now generates . sha256 checksum files for all
binary artifacts using the SHA-256 hashing algorithm. Run the
following command to confirm the file's integrity:

sha256sum -c

<artifact filename>.sha256
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Issues resolved in this release

Ref. number

SR number

Description

RNO-15018

N/A

Removed obsolete /system/database/update MAPI resource

The /system/database/update MAPI resource, originally
introduced in release 2.1.0 to support metadata migration from the
Postgres database to Myrtle, remained accessible even though it no
longer served any useful purpose. A GET request to this resource
returned a 200 response with a "status": "done" message
regardless of context.

Fix: The /system/database/update MAPI resource has been
removed. GET requests to /mapi/system/database/update
now return a 404 response.

RNO-15059

N/A

Faulty OS SSD causes unrecoverable system shutdown due to
Exception in getSBDDevices

When an OS SSD failed in a storage module, the SBD monitor
attempted to retrieve the WWID of OS drives by querying SCSI page
83. Because the drive was unreachable, the query threw a
ScsiHostStatusException and returned a None value. When
this None was passed to the update0s () method, it raised a
RetryableException. After 30 retry attempts, the SBD service
exited with a failure code, triggering a system shutdown that did not
recover without manual intervention.

Fix: The SBD monitoring code now filters out None values returned
from failed OS drive WWID queries and logs a warning instead of
passing them to downstream methods. A catch for
ScsiHostStatusException was also added so that an
unreachable OS drive no longer causes an unhandled exception.
The system continues to operate and reports the faulty drive without
shutting down.

RNO-15273

N/A

MAPI requests fail for usernames containing special characters

As a result of an upgrade to Tomcat 10.0, MAPI endpoints that
accept a username as a URL path parameter return an HTTP 400
error when the username contains certain special characters such as
#, %, /,or \. Tomcat 10 enforces strict URI compliance per RFC
7230 and RFC 3986, rejecting characters that were previously
tolerated by Tomcat 9. Affected operations include getting, updating,
and deleting a user account; generating and getting access keys;
changing a password; and logging in.
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Known issues

Ref. number

SR number

Description

Fix: Added support for Base64 URL-safe encoding of usernames
that contain special characters. Two new HTTP request headers
were introduced:

* PARAM-ENCODING: base64url — Used with MAPI user
account endpoints (GET, POST, DELETE) to indicate that the
username in the URL path is Base64 URL-safe encoded.

" LOGIN-USERNAME-ENCODING: base64url — Used with login

requests to indicate that the username in the request body is
Base64 URL-safe encoded.

Note: Not all URIs are affected by the new headers. For
details about which URIs the headers apply to, see the
VSP One Object S Series Node API Reference.

When either header is included, the server decodes the username
before processing the request. Requests that use usernames without
special characters continue to work without the header, preserving
backward compatibility.

Known issues

The table below lists known issues in release 4.4.0 of the S Series node. The issues are
listed in ascending order by reference number.

Ref. number

SR number

Description

RNO-5094

N/A

False report about MTU after changing network MTU to 9,000

After you change the MTU to 9,000 for the access or management
network, the S Series node falsely reports that a network interface is
not operating at the correct MTU. A message about the incorrect
operation is written to the event log, and an alert reporting the incorrect
operation is briefly in effect (no more than two minutes). Despite the
report, the network interface is operating at the correct MTU.
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Known issues

Ref. number

SR number

Description

RNO-5488

N/A

IPv6 access network with DNS or time server IPv4 addresses

If, before the S Series node is upgraded to release 4.4.0, the access
network is configured for IPv6 and is selected for the DNS or time
servers, but the DNS or time servers are specified by IPv4 addresses,
the S Series Management Console correctly displays error messages
indicating that the S Series node cannot reach the DNS or time
servers, as applicable. When the S Series node is upgraded to release
4.4.0, the network and DNS and time server settings do not change.
However, if the management network is configured for IPv4, the S
Series node uses the management network to reach the DNS or time
servers, as applicable, and does not display any error messages. If the
management network is configured for IPv6, the S Series node still
cannot reach the DNS or time servers and displays the applicable error
messages.

RNO-5527

N/A

Deny list with both IPv4 and IPv6 addresses ignored for
Management Console access on IPv6 access network

While the access network IP mode is IPv6, if the deny list for access to
the S Series Management Console contains both IPv4 and IPv6
addresses, those addresses are not denied access to the Console on
the access network.

RNO-5692

N/A

Communication with DNS servers or time servers on management
network disabled by change of access network to IPv6 mode

With the access network and management network both configured for
IPv4 and the management network selected for communication with
DNS servers or time servers, if you change the IP mode of the access
network to IPv6, the S Series node can no longer communicate with
the DNS servers or time servers, as applicable, on the management
network. To re-enable communication with the DNS servers or time
servers on the management network, use the S Series Management
Console or management API to reboot the S Series node.

RNO-5758

N/A

False report of eth4 down after management network monitoring
is enabled

When you enable management network monitoring while the
management port is connected to an active network, the S Series node
falsely reports that the eth4 network interface is down. A message
about the condition is written to the event log, and an alert reporting
the condition is in effect. Despite the report, the network interface is
connected and operating correctly.
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Known issues

Ref. number

SR number

Description

RNO-6694

N/A

Rear SAS port colors wrong for incorrect enclosure 2 cabling

The SAS cables for expansion enclosure 2 should be connected to
rear ports 0 and 2 on the base enclosure. If these cables are
connected to ports 1 and 3 instead, the diagram of the back of
enclosure 2 in the S Series Management Console incorrectly shows
rear ports 1 and 3 as gray (not connected) and rear ports 0 and 2 as
red (incorrectly connected).

RNO-6765

N/A

Differing amounts of available storage reported per server module

For an S11 or S31 node that has more than one enclosure,
disconnecting a SAS cable causes the server modules to see different
sets of drives. As a result, the amount of available storage displayed
on the S Series Management Console DASHBOARD page or returned
in response to a management API request for the /metrics/system
resource differs depending on which server module provides the value.

RNO-7139

N/A

Management Console text-box text not visible on Linux system
with dark theme for buttons

When you open the S Series Management Console in Firefox on a
Linux system that has a dark theme for buttons, the text boxes on the
Console pages appear black. Text in the boxes is not visible unless it is
highlighted. A similar problem occurs with certain menus in the
Console. In those cases, the menu options are not visible unless they
are highlighted.

This issue does not occur when the Linux system has a light theme for
buttons.

RNO-8589

N/A

Reported memory incorrect

The amount of memory reported for an S Series node in the S Series
Management Console or by the S Series management APl is slightly
less than the expected amount of 64 GB for an S11 node or the
expected amount of 256 GB for an S31 node.

RNO-11724

N/A

New or changed origin not automatically usable for Management
Console access to the S Series node on the access network

Because the new S Series Management Console uses the
management AP| to communicate with the S Series node, the
management API must know about all the acceptable origins for
requests from the Management Console. An origin is the fully qualified
domain name of the S Series node, the hostname of a server module
in the S Series node, or a physical or virtual IP address for a server
module on the access or management network.
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Known issues

Ref. number

SR number

Description

If you change an origin in any way (for example, add or change a
virtual IP address or switch from IPv4 to IPv6 and update IP addresses
accordingly), the management API does not know about the change
until both server modules reboot. If the server modules have not
rebooted yet, you cannot access the Management Console by entering
the new origin in the browser address bar, and you cannot use the old
origin because it is no longer valid.

If you change an origin for the management network or change the
domain name of the S Series node, the server modules automatically
reboot. If you change an origin for the access network, you need to
reboot the server modules yourself. So that the S Series node remains
available, reboot the server modules one at a time, waiting for the first
one to become available before you reboot the second one.

RNO-12163

N/A

Changed time server IP address

The time servers for an S Series node are identified by IP address. If
the IP address of a time server changes such that the address no
longer matches the IP address specified for that time server in the S
Series node, the S Series node can no longer connect to that time
server. This situation does not affect the operation of the S Series
node, even if that time server is the only time server specified for the S
Series node.

RNO-12176

N/A

Some previous historical statistics unavailable after upgrade

After an upgrade from a release earlier than 3.2.0 to release 3.2.0 or
later, historical statistics for ingested data, object count, and the repair
backlog that were available before the upgrade are no longer available.
The earliest historical statistics for these items that can be displayed in
the S Series Management Console or returned by the management
API start from the time the upgrade was complete.

RNO-12294

04009404

Server module reboot due to heavy syslog traffic

An S Series node can send event log messages, log messages for
data access requests, and log messages for management API
requests to specified syslog servers. Sending log messages for data
access requests in particular can result in very heavy traffic to the
syslog servers. Heavy syslog traffic can impede traffic on the server
interconnect network, causing one server module to reboot.
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Known issues

Ref. number

SR number

Description

RNO-12495

N/A

Misleading reported amount of available storage

In the S Series Management Console and with the management API /
metrics/system resource, the reported ideal amount of available
storage is the amount of unused storage, not counting storage
reserved for repair. If the amount of storage under repair is less than
the amount of ideal available storage, the amount of available storage
(actual) is reported as the amount of ideal available storage. In this
case, the reported amount of available storage (actual) can be
misleading because some of that storage may be used to complete the
repair of any currently damaged storage and, therefore, may not be
entirely available for storing and protecting new data.

RNO-12539

N/A

Unexpected Management Console logout

Rarely, the S Series Management Console unexpectedly logs out an
active user with no warning. When this happens, the Management
Console displays the login page, and the user can immediately log
back in.

RNO-13004

N/A

No alert for open enclosure cover

The S Series node does not issue an alert when the main-bay cover or
controller-bay cover on an S11 or S31 node base enclosure or on an
expansion enclosure is open.

RNO-13268

N/A

Possibly incorrect alert for incompatible power supplies

For an expansion enclosure, when one power supply is replaced with a
power supply that differs from the other power supply in the enclosure,
the S Series node issues an alert indicating that the power supplies are
incompatible. Regardless of which power supply was replaced, the
alert says that power supply 1A (the power supply on the right) should
be replaced, which may not be correct. In all cases, the power supply
to replace is the one that was not already replaced.

RNO-13277

N/A

Enclosure fault LED not lit by drive failure on S32 node base
enclosure

When a drive in an S32 node base enclosure fails, the fault LED on the
front of the enclosure does not light up. Also, the corresponding LED
image in the enclosure front diagram in the S Series Management
Console does not change color.
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Known issues

Ref. number

SR number

Description

RNO-13955

N/A

User account with username containing % not editable in
Management Console

Using the S Series Management Console or management API, you
can create a user account for which the username contains a percent
sign (%). After creating the account, however, you cannot use the
Management Console to edit the account. You can use the
management API to edit the account.

RNO-14752

N/A

Incorrect views for disconnected expansion enclosure

While an expansion enclosure is disconnected from an S Series node
(for example, after a failed maintenance procedure), the views of the
enclosure on the S Series Management Console ENCLOSURE page
for that enclosure may not show the correct components.

RNO-15418

N/A

Management Console cannot be loaded while the second node is
being upgraded during a rolling upgrade

During a rolling upgrade to v4.4.0, if the Management Console page is
refreshed or opened in a new browser window after the first node has
completed its upgrade but before the second node finishes upgrading,
the Management Console cannot be loaded. This occurs because the
refreshed or newly opened page loads the v4.4.0 Ul code, which
declares use of MAPI v4.4.0 for login requests. However, the system
does not report v4.4.0 as a supported API version until all nodes have
completed the upgrade, so login requests fail with a 400 Bad Request
error.

The Management Console will continue to work from the browser
window where the upgrade was started, as long as the page is not
refreshed while the second node is being upgraded. This is because
that window is still running the previous version's Ul code, which
declares use of MAPI v4.2.0.

Workaround: Do not refresh or reopen the Management Console
while the second node is being upgraded. If the page has already been
refreshed, there is no workaround — you must wait until the upgrade
completes on all nodes before the Management Console can be
accessed again.
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