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Preface 

About this document  

This document describes how to set up Veeam Backup & Replication with 

Universal Storage API Integrated Systems using Hitachi Storage Plug-in for 

Veeam® Backup & ReplicationÊ on VMware vSphere. It also provides 

operational guidance for backing up and restoring VMs, and best practices for 

configuring a backup job.  

Document conventions  

This document uses the following typographic convention: 

 

Convention Description 

Bold ¶ Indicates text in a window, including window titles, menus, menu 
options, buttons, fields, and labels.  Example: Click OK.  

¶ Indicates emphasized words in list items. 

Italic Indicates a document title or emphasized words in text.  

Monospace  Indicates text that is displayed on screen or entered by the user.  

Example: pairdisplay - g oradb  

 

Intended audience  

This document is intended for administrators and builders of the Hitachi storage system and IT 
professionals who deploy Veeam Backup & Replication with Universal Storage API Integrated 
Systems and readers with the following knowledge and experience: 

- Basic knowledge of SAN 
- Basic knowledge of computing 
- Basic knowledge of networking 
- Experience in managing Hitachi Storage devices 
- Experience in managing Veeam® Backup & ReplicationÊ 

 

Accessing product downloads  

Product software, drivers, and firmware downloads are available on Hitachi Vantara Support 
Connect:  https://support.hitachivantara.com/.  
 
Login and select Product Downloads to access the most current downloads, including updates 
that may have been made after the release of the product. 

  

https://support.hitachivantara.com/


 

 Hitachi Storage Plug-in for Veeam Backup & Replication Page 6 
 

Chapter 1: Overview of this solution 

With Hitachi Storage Plug-in for Veeam® Backup & ReplicationÊ, you can use the function of Hitachi 
storage systems (such as snapshot and data replication) to back up and restore virtual machines. This 
helps you prevent virtual machine performance degradation or prolonged backup and restore time. 

 

System Configuration  

Figure 1: The following figure shows an example of system configuration where Veeam Backup & 
Replication with Universal Storage API Integrated Systems is using Hitachi Storage Plug-in for Veeam® 
Backup & ReplicationÊ. 
Veeam Backup & Replication with Universal Storage API Integrated Systems automatically applies the 
snapshot or volume replication functions provided by the storage system. These functions are for the 
storage volumes that forms the Datastore (LU: Logical Unit), the LU stores the VM images for production 
VM, and backs up and restores the VM, Datastore, file, or application data by using the created 
snapshots or clone volumes. The CCI server is required for preparing to use Hitachi Storage Plug-in, if 
the datastore was created from GAD volumes. 
 
This system has four use cases as illustrated in Figure 1. For details, see Figure 2. 

 

 
Figure 1. System configuration diagram 

Production System 

Â Production server: Group of servers that hosts production VMs. 

Â Admin server: A server running on vCenter server is used for managing production VMs. 

Â Datastore(LU): A datastore that stores image data for production VMs. It consists of storage 
volumes. 
The current Hitachi plug-in supports the following volumes as backup source datastore. 
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 ̧ Hitachi Dynamic Provisioning volume 

 ̧ Adaptive Data Reduction volume 

 ̧ Hitachi True Copy - Primary state volume 

 ̧ Hitachi Universal Replicator - Primary state volume 

 ̧ Hitachi global-active device - Primary state volume and Secondary state volume  

 ̧ Hitachi Shadow Image volume - Primary state volume and Secondary state volume 

 ̧ Hitachi Dynamic Tiering volume 

 
Backup System 

Â Backup server: Provides user interfaces and orchestrates backup and restore processes. 

Â Proxy server: Extract VM data from the storage snapshots or clone volumes via the storage 
network. 

Â Repository server: Manages backup repositories and stores the backup data transferred 
from the proxy server to the backup repository. 

Â Hitachi Storage Plug-in: Software embedded in the backup server. It converts the 
Universal Storage API (issued by the backup server) to the storage API to connect to a 
storage device. 

Note: To use Hitachi Storage Plug-in, an administrator or builder of the Hitachi storage system must 

perform the deployment (for example, create a pool for storage snapshots). For details, see  Chapter 

3: Install and configure the required components to use Hitachi Storage Plug-in for Veeam® Backup 

& ReplicationÊ described below. 

 

Use cases using the Universal Storage API  

The following figure shows the use cases of this system. Note that these use cases only support primary 
storage volumes that are connected to the production server through a Fiber Channel or iSCSI interface. 
Secondary storage volumes are not supported. 
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Figure 2. Use cases and configuration 

 

g Backup from storage snapshots and backup from storage snapshots with retention 

You can create a storage snapshot, extract VMware vSphere virtual machine data from 
the storage snapshot, and back up the data on external storage. Backup from Storage 
Snapshots speeds up backup and replication operations. You can also maintain the 
storage snapshot for a specified period. In this use case, you can restore virtual machines 
from external storage in case of storage device failure. 
 

Process description: 

1. Veeam Backup Server triggers the vCenter Server to create VMware Snapshot on 
the ESXi host. 

2. (for with retention only) Veeam Backup Server triggers the Storage plug-in to create 
the Production Storage Snapshot from Datastore (LUN). 

3. Veeam Backup Server triggers the Storage plug-in to create the Auxiliary Storage 
Snapshot from Datastore(LUN). 

4. Veeam Backup Server instructs vCenter to remove VMware snapshot. 

5. Veeam Backup Server triggers Storage plug-in to export created Auxiliary Storage 
Snapshot to Veeam Proxy Server. 

6. Veeam Proxy Server reads VM data from exported Auxiliary Storage Snapshot and 
create Backup file from VM data. 

7. Veeam Proxy Server sends Backup file to Veeam Repository Server, and Veeam 
Repository Server rest Backup file to the repository. 

8. Veeam Backup Server triggers the Storage plug-in to unexport created Auxiliary 
Storage Snapshot. 

9. Veeam Backup Server triggers Storage plug-in to delete created Auxiliary Storage 
Snapshot. 
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g Snapshot-only job 

You can set up a backup job that periodically creates a storage snapshot of only the 
datastore (LU) that stores virtual machine data. This use case is applicable to logical 
failures on a virtual machine, such as application errors or human errors, because you can 
back up the data more frequently. 

 
Process description: 

1. Veeam Backup Server triggers the vCenter Server to create VMware Snapshot on 
the ESXi host. 

2. Veeam Backup Server triggers Storage plug-in to create the Production Storage 
Snapshot from Datastore(LUN). 

3. Veeam Backup Server instructs vCenter to remove VMware snapshot. 

 
 

g Veeam Explorer Recovery and restore from storage snapshots 

¶ Instant VM Recovery from storage snapshots  

You can quickly and directly restore a virtual machine by creating a clone volume from a 
storage snapshot that includes the virtual machine data to be restored and distributing 
the clone volume as a new Datastore to the restore destination ESXi host. 
 
Process description: 

1. Veeam Backup Server triggers the Storage plug-in to create Clone from Storage 
Snapshot. 

2. Veeam Backup Server triggers the Storage plug-in to export Clone to the restore 
target ESXi Server. 

3. Veeam Backup Server triggers the vCenter Server to move VM data from exported 
Clone to restore target datastore using Storage vMotion. 

4. Veeam Backup Server triggers the Storage plug-in to unexport created Clone from 
the restore target ESXi Server. 

5. Veeam Backup Server triggers the Storage plug-in to delete created Clone. 

¶ Restoring VM Guest OS Files from storage snapshots  

You can restore a VM guest OS file from a storage snapshot. This use case is 
applicable to logical failures on a virtual machine such as application errors or human 
errors. 
 

g On-Demand Sandbox for storage snapshots  

You can start a virtual machine where the volume is hosted on On-Demand Sandbox 
storage. On-Demand Sandbox allows you to deploy a storage snapshot on a server 
different from the production server. You can use it for testing VMs, performing training, or 
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troubleshooting issues. 
 
Process description: (Same as Instant VM recovery from Storage Snapshots) 

 

g Instant VM recovery  

You can restore a virtual machine from backup data by allocating external-storage backup 
data obtained in Backup from storage snapshots and backup from storage snapshots with 
retention use cases to a data mount server. The Hitachi Storage Plug-in and Hitachi 
storage system are not used to restore a virtual machine from external storage. Instant VM 
recovery from Storage Snapshot can recovery VM faster than Instant VM recovery. 
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Chapter 2: System requirements 

This chapter describes the hardware and software components required for setting up Veeam 
Backup & Replication with Universal Storage API Integrated Systems using Hitachi Storage Plug-
in for Veeam® Backup & ReplicationÊ. 

Hardware Components  

Table 1 lists the Hitachi storage systems that are applicable to this solution, and Table 2 shows the server 
configuration. 

 
Table 1. Applicable Hitachi storage systems 

Hitachi Storage Systems Microcode Version 

Hitachi Virtual Storage Platform E590, E790, E990 93-03-01-60/00 or later 

Hitachi Virtual Storage Platform F350, F370, F700, F900 88-07-01-x0/00 or later 

Hitachi Virtual Storage Platform G350, G370, G700, G900 88-07-01-x0/00 or later 

Hitachi Virtual Storage Platform 5000 series 90-05-01-00/00 or later 

 
Table 2. Required server configuration 

System Server purpose Server type 

Backup System Backup Server Bare metal server (Note 1) 

Backup Proxy Server Bare metal server (Note 1) 

Backup Repository Server Bare metal server (Note 1) 

Production System Production Server Bare metal server (Note 2) 

vCenter Server Bare metal server (Note 2) 

 

Notes: 

¶ Windows OS must be installed according to the Veeam® Backup & ReplicationÊ system 
requirements. For details, see System Requirements in the Veeam HELP CENTER. 

¶ Must be configured in the vSphere environment according to the Veeam® Backup & 
ReplicationÊ system requirements. For details, see Platform Support in the Veeam HELP 
CENTER. 
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¶ When building a system using GAD, Hitachi Storage and Production Server are required for 
Production Site and DR Site, respectively. As shown in the example below, one VBR can 
manage one Hitachi Storage, or one VBR can manage two Hitachi Storage. 

 

Figure 3. Configuring the Hitachi Storage with GAD 

 
Figure 4. Configuring the Hitachi Storage with GAD 
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Software Components  

Table 3 lists the software components required in this solution. 
 

Table 3. Required software components 

  Software Version 

Hitachi SVOS / Program 
Product 

Hitachi Storage Virtualization 
Operating System (SVOS) 
- Hitachi LUN Manager 
- Hitachi Dynamic Provisioning 
- Resource Partition Manager 
 

88-07-00-20/01 

Hitachi Local Replication 
(Hitachi Thin Image) 
 

88-07-00-20/01 

Plug-in Hitachi Storage Plug-in for 
Veeam® Backup & 
ReplicationÊ 
 

Get the latest version 
according to the 
guidance from Veeam. 

Management Tool Command Control Interface 
(CCI) 

Microcode Dependent 

Maintenance Utility Microcode Dependent 

Ops Center Administrator Version 10.8.1 or later 

VMware Hypervisor VMware ESXi 
 

6.0.0 U2 or later 

Management Tool VMware vCenter Server 
Appliance 
- vCenter Server 
 

6.0.0 U2 or later 

Veeam Backup Software Veeam® Backup & 
ReplicationÊ 
 

Version 10.0.0 or later 

 

Notes: 

¶ As explained in Chapter 1, the device group and copy group presets using the CCI server are 
required when the Datastore configured with GAD is to be backed up by VBR. See the Universal 
Volume Manager and global-active device user's guides for GAD software requirements. 
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Chapter 3: Install and configure the required 
components to use Hitachi Storage Plug-in for 
Veeam® Backup & ReplicationÊ 

This procedure describes the steps for deploying Hitachi storage system, installation and initial 
configuration of Veeam® Backup & ReplicationÊ, and installation of Hitachi Storage Plug-in, which are 
required to use Hitachi Storage Plug-in for Veeam® Backup & ReplicationÊ. 

 

 
Figure 5. Backup system configuration of Veeam Backup & Replication with plug-in 

A. Configuring the Hitachi storage system 

Deploy the storage features required for backup operations, prepare to connect with Veeam Backup 
Proxy Server, allocate/protect the LDEV ID for backup, and set up a user account for backup 
administrator. 

B. Installing Veeam® Backup & ReplicationÊ and performing initial configuration  

Veeam® Backup & ReplicationÊ Software Installation, vCenter Server registration, Veeam Backup 
Proxy Server registration, Veeam Backup Repository Server settings. 

C. Installing Hitachi Storage Plug-in for Veeam® Backup & ReplicationÊ 

Install Hitachi Storage Plugin-in to Veeam Backup Server. 

To perform the above steps from A to C, the following prerequisites must be met. 

Â SAN/LAN physical connection must be completed for a server where Veeam® Backup & 

ReplicationÊ is to be installed. 
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Â Windows OS must be installed according to the Veeam® Backup & ReplicationÊ system 

requirements. 

Â Must be configured in the vSphere environment according to the Veeam® Backup & ReplicationÊ 

system requirements. 

Â To use Veeam Software, you need to have a paid license for Veeam® Backup & ReplicationÊ. 

Configuring the Hitachi storage system  

The following is configuration steps of the Hitachi storage System that are required for the Backup 
System. 

(1) Verifying the license of the Program Products 

(2) Rename a pool for the Backup System 

(3) Configuring a host group or iSCSI target for using for backup 

(4) Configuring the host group or iSCSI target of the VMware ESXi host using for restoration 

(5) Creating a resource group for storing storage resources for plug-in 

(6) Create a dedicated user Veeam the Built-in Administrator user Group 

Verifying the license of the Program Products 

To use Hitachi Storage Plug-in for Veeam® Backup & ReplicationÊ, the following Program Products 
must be installed: 

 

1. Hitachi Storage Virtualization Operating System (SVOS) 

¶ Hitachi LUN Manager 

¶ Hitachi Dynamic Provisioning 

¶ Resource Partition Manager 

 

2. Hitachi Local Replication  

¶ Hitachi Thin Image 

 

If you use Maintenance Utility, refer to Appendix B-1. 
 

Before you begin 

Login to the Storage Navigator as the storage administrator user. 
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Procedure 

1. Navigate to Maintenance Utility > License and verify that the status for each of the required 
program products is Installed. 

 
Figure 6. Maintenance Utility - License verification window 

 

Configuring a parity group  

To minimize interference between the production system and the backup system or to reduce the impact 
of a hardware failure, provide a different parity group for storing snapshot image data separate from the 
production system. From this parity group, create a Pool VOL (pool volume) for storing snapshot images. 
If you use Ops Center Administrator, refer to Appendix A-1. 
 

Before you begin 

Login to the Storage Navigator as the storage administrator user. 

Procedure 

1. Navigate to Storage Systems > Parity Groups and create a Pool VOL that stores the 
snapshot image data. 
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Figure 7. Configuring a parity group for storing snapshot image data 

 

Configuring a pool for the Backup System  

To be discover of the backup storage pool, you must rename the pool according to the requirements of 
the Hitachi Storage Plug-in. 

¶ The pool name of the backup storage pool must be prefixed with ñVBR_ò for multi pool 
configuration. 

¶ The pool type of the backup storage pool must be ñHDPò. 

 

For backup system can be used one of them, shared single pool or multi-pool configuration. 

The single pool configuration and multi pool configuration are the same for the procedure. 

 

Figure 8. Multi pool configuration 
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Figure 9. Single pool configuration 

Table 4. Benefits of each pool configurations 

Configurations Benefits 

Multi pool configuration you can divide management for production and backup pool, 
therefore you can protect backup resource form other user access. 

Single pool configuration you can integrate management for production and backup, but the 
production pool and snapshot/clone share capacity, which is more 
likely to deplete the pool capacity beyond the threshold. Refer to 
Appendix B-2. 

 

If you use Ops Center Administrator, refer to Appendix A-2. 

If you adopt single-pool configuration for your backup system and use CCI, refer to Appendix B-2. 

The following describes the procedure for multi pool configuration. 

Before you begin 

Login to the Storage Navigator as the storage administrator user. 

Procedure 

1. Navigate to Storage Systems > Pools > Create Pools and create a dynamic provisioning 
pool. 
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Figure 10. Creating a pool for storing snapshot images 

2. Use the created Pool VOL to create a Dynamic Provisioning pool. For Pool Type, select  
Dynamic Provisioning. 

 
Figure 11. Selecting Pool Type for the pool for storing snapshot images 

 

3. Name the pool according to the following rules so that Hitachi Storage Plug-in can use it: 

Pool name format: VBR_<any-character-string> (for example, VBR_pool03) 
* Prefix: ñVBR_ò 
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Figure 12. Entering a name for the pool for storing snapshot images 

 

4. Verify that the Pool Type of the Dynamic Provisioning pool is DP, and verify the Pool VOL 
information. 

 
Figure 13. Verifying the pool for storing snapshot images 
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Configuring a host group or iSCSI target for using for backup 

Create a logical path between the Backup Proxy Server and Hitachi Storage that the Backup Proxy 
Server can recognize the snapshot volume. 
Create the host group / iSCSI target required for creating logical paths with the following requirements: 
 

¶ The host group name or iSCSI target name under the target port of the snapshot volume 

access must be prefixed with a "VBR_". 

¶ The host mode or iSCSI target mode under the target port of the snapshot volume must select  

ñ21 [VMware Extension]ò. 

¶ The host mode  options or iSCSI target mode options under the target port of the snapshot 

volume must select, 2, 22, 25, 40, 54, 63, 68, 91, 110. 

If you use Ops Center Administrator, refer to Appendix A-3. 

If you use CCI, refer to Appendix B-3. 

 

Configuring a snapshot-data-accessing target port using fibre 
channel: 
 

 
Figure 14. Configuring a host group 

Limitations 

Â Do not add the prefix ñVBR_ò to the host group name for production servers.  

Â If there are multi Backup Proxy Server, do not register multiple Backup Proxy Servers in a host 
group name. 

For example, to use all WWNs in the following system configuration, register WWN001 and 
WWN002 to HostGroup1, register WWN003 and WWN004 to HostGroup2. 

Å Backup Proxy Server A (WWN001 and WWN002) 
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Å Backup Proxy Server B (WWN003 and WWN004) 

Before you begin 

Login to the Storage Navigator as the storage administrator user. 

Procedure 

1. Navigate to Storage Systems > Ports/Host Groups/iSCSI Targets > port > Create Host 
Groups and configure a host group name. 

Give the created host group name that Hitachi Storage Plug-in can recognize. 
Host Group name format: VBR_<any-character-string> (for example, VBR_HG003) 

Note: Must be named with ñVBR_ò prefix. 

 
Figure 15. Entering a host group name for the Backup Proxy Server (FC) 

2. Configure the host mode and host mode options for the host group. 

Â Host Mode: 21 [VMware Extension] 

Â Host Mode Options: Select the following mode, 2, 22, 25, 40, 54, 63, 68, 91,110. 
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Figure 16. Configuring the host mode and host mode options for the host group of the Backup Proxy Server 
(FC) 

3. Register the Initiator Port WWN of the Backup Proxy Server to the host group. 

 
Figure 17. Registering the WWN of the Backup Proxy Server (FC) 

4. Verify the snapshot-data-accessing target port. 

In the Hosts window, verify that the Host Group Name (you specified in step 1) and HBA 
WWN (you registered in step 3) are correctly reflected, as shown in Figure 18. 
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Figure 18. Verifying the snapshot-data-accessing target port (FC) 

5. Verify that the host mode and host mode options (you specified in step 2) are configured 
correctly. 

 
Figure 19. Verifying the host mode for the target port for accessing snapshot data (FC) 
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Configuring a snapshot-data-accessing target port using iSCSI: 
 

 
Figure 20. Configuring a iSCSI target 

Limitations 

Â Do not add the prefix ñVBR_ò to the iSCSI target name for production servers.  

Â If there are multi Backup Proxy Server, do not register multiple Backup Proxy Servers in an iSCSI 
target name. 

For example, to use all IQNs in the following system configuration, register IQN001 and 
IQN002 to HostGroup1, register IQN003 and IQN004 to HostGroup2. 

Å Backup Proxy Server A (IQN001 and IQN002) 

Å Backup Proxy Server B (IQN003 and IQN004) 

Â At least, a single Backup Proxy Server requires two iSCSI target. One of them must not register 
the initiator IQN. It is used for VM contents rescanning by VBR. Another iSCSI target, you can 
register the initiator IQN of Backup Proxy Server for backup. 

If you want to create an iSCSI target, create the iSCSI target without registering a host. The total 
of all of the following iSCSI targets is required: 

Å The number of Backup Proxy Servers x 2 
One of them is auto-registering the IQN used VM contents rescan in the storage 
snapshot. The IQN is automatically generated by VBR. 

Å The number of iSCSI initiators of the Backup Proxy Servers or of the VMware ESXi 
hosts for restoration. 

When multiple Backup Proxy Servers or multiple VMware ESXi hosts for restoration are to be 
used, or when there are multiple iSCSI initiators on the machine to be used, this number must be 
the number of all iSCSI initiators that are to be used. 
For example, to use all iSCSI initiators in the following system configuration, you need to create 
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eight iSCSI targets: 

Å Backup Proxy Server A (number of iSCSI initiators: 2) 

Å Backup Proxy Server B (number of iSCSI initiators: 1) 

Å VMware ESXi host used for restoration (number of iSCSI initiators: 1) 

Before you begin 

Login to the Storage Navigator as the storage administrator user. 

Procedure 

1. Navigate to Storage Systems > Ports/Host Groups/iSCSI Targets > port > Create Host 
Groups and configure an iSCSI target name. 

Give the created iSCSI target a name that Hitachi Storage Plug-in can recognize. 

iSCSI target name format: VBR_<any-character-string> (for example, VBR_HG003) 

Note: Must be named with ñVBR_ò prefix. 

 
Figure 21. Entering an iSCSI target name for the Backup Proxy Server (iSCSI) 

2. Configure the host mode and host mode options for the iSCSI target. 

Â Host Mode: 21 [VMware Extension] 

Â Host Mode Options: Select the following mode, 2, 22, 25, 40, 54, 63, 68, 91,110. 
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Figure 22. Configuring the host mode and host mode options for the iSCSI target of the Backup Proxy 

Server  (iSCSI) 

3. Register the IQN to the iSCSI target. 

 
Figure 23. Registering IQN of the Backup Proxy Server (iSCSI) 

4. Verify the snapshot-data-accessing target port. 

In the Hosts window, verify that the Host Group Name (you specified in step 1) and IQN (you 
registered in step 3) are correctly reflected, as shown in Figure 24. 
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Figure 24. Verifying the snapshot-data-accessing target port (iSCSI) 

5. Verify that the host mode and host mode options (you specified in step 2) are configured 
correctly. 

 
Figure 25. Verifying the host mode for the target port for accessing snapshot data (iSCSI) 
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Configuring a host group or iSCSI target for the VMware ESXi host for 
restoration  

To perform recovery to the Restore Server using Instant VM Recovery, it is necessary to create a logical 
path between the Restore Server and Hitachi Storage. The procedure to create this logical path is the 
same as "Configuring a host group or iSCSI target for using for backup". 
 
The following are prerequisites for using the Hitachi Storage Plug-in with the created host group or iSCSI 
target: 

Å The host group name or iSCSI target name under the target port of the clone volume access 
must be prefixed with a "VBR_". 

Å The host mode or iSCSI target mode under the target port of the clone volume must select ñ21 
[VMware Extension]ò. 

Å The host mode  options or iSCSI target mode options under the target port of the clone volume 
must select, 2, 22, 25, 40, 54, 63, 68, 91, 110. 

 
If you use Ops Center Administrator, refer to Appendix A-4. 
If you use CCI, refer to Appendix B-4. 
 

 
Figure 26. Configuring a host group for the VMware ESXi host for restoration 

 

Before you begin 

Login to the Storage Navigator as the storage administrator user. 

Procedure 
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1. Configure a host group name or iSCSI target name (see Figure 15). 

Give the created host group or iSCSI target a name that Hitachi Storage Plug-in can 
recognize. 

Host Group name format (iSCSI target name format): VBR_<any-character-string> (for 
example, VBR_ Restore) 

Note: Must be named with ñVBR_ò prefix. 

2. Configure the host mode and host mode options for the host group or iSCSI target. 

For the Host Mode and Host Mode Options, specify the following values: 

¶ Host Mode: 21 [VMware Extension] 

¶ Host Mode Option: Select the following mode: 2, 22, 25, 40, 54, 63, 68, 91, 110. 

 

3. Register the WWN to the host group (when the VMware ESXi host for restoration and the 
Hitachi storage system are connected through FC). 

4. Register the HBA WWN of the Backup Proxy Server to the host group. 

5. Register the  IQN to the iSCSI target (when the VMware ESXi host for restoration and the 
Hitachi storage system are connected through iSCSI). 

When you register the IQN to the iSCSI target, create it without registering a host. 

The following number of iSCSI targets are required: (The number of iSCSI initiators included 
in a VMware ESXi host for restoration x the number of VMware ESXi hosts for restoration). 

6. Verify the snapshot-data-accessing target port. 

 

Creating a resource group for storing storage resources for plug-in  

Create a resource group to storing storage resources that can be used by Hitachi Storage Plug-in and 
protect from other users access. 

¶ The resource group for the Backup System must be named with ñVBR_ò prefix because the 
plugin recognizes backup resource groups by prefixing the name of the resource group with 
"VBR_". 

Note: The meta_resource group cannot be used for backup system, because that cannot rename. 

 
The following resources should be assigned to the resource group with ñVBR_ò prefix: 

¶ MANDATORY: Unused ldev ids for the snapshot volume and clone volume 
                          ñUnused ldev id ò means id of ñundefined state ldevò.   



 

 Hitachi Storage Plug-in for Veeam Backup & Replication Page 31 
 

                          The plugin create snapshot / clone volume using ñundefined state ldevò in 
                          the backup resource group. 

¶ MANDATORY: Host group or iSCSI target for the Backup Proxy Server  
                          (To protect that Host group or iSCSI target from other user access.) 

¶ OPTIONAL: Parity group for the backup storage pool 
                          (for multi pool configuration, see Figure 27) 

¶ OPTIONAL: Pool volume for the backup storage pool  
                          (for multi pool configuration, see Figure 27) 

 
Multi pool configuration is as shown in Figure 27. 

 
Figure 27. Creating a resource group for the Backup System for multiple pool configuration 
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Single pool configuration is as shown in Figure 28. 

 
Figure 28 Creating a resource group for the Backup System for single pool configuration 

 
If you use CCI, refer to Appendix B-5. 

Before you begin 

Login to the Storage Navigator as the storage administrator user. 

Procedure 

1. Navigate to Administration > Resource Groups > Create Resource Groups. 

2. In the Resource Group Name, enter the resource group name that Hitachi Storage Plug-in 
can recognize. 

Resource Group name format : VBR_<any-character-string> (e.g. VBR_RG002) 

Note: Must be named with ñVBR_ò prefix. 
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Figure 29. Creating a resource group for the Backup System 

 

3. Assign the following resources to the resource group. 

Â Register the parity group and the Pool VOL for storing snapshot image data. 

4. Navigate to Administration > Resource Groups > Parity Groups tab, and verify that the 
intended parity groups are assigned to the resource group (resource group that you created 
in step 2), as shown in Figure 30. 

 

 
Figure 30. Verifying the Resource Group > Parity Groups tab for the Backup System 

 

5. Navigate to  Administration > Resource Groups > LDEVs tab, and then verify that the 
intended Pool VOLs are assigned to the resource group created in step 2, as shown in 
Figure 31. 
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Figure 31. Verifying the Resource Group > LDEVs tab for the Backup System 

 

Â Registering the host group or iSCSI target created in "Configuring a host group or iSCSI 
target for the Backup Proxy Server" and "Configuring a host group for the VMware ESXi 
host for restoration" 

6. Navigate to Administration > Resource Groups > Host Groups or iSCSI Targets tab, and 
then verify that the intended host groups or iSCSI targets are assigned to the resource group 
created in step 2, as shown in Figure 32. 

 

 
Figure 32. Verifying the Resource Group > Host Groups/iSCSI Targets tab for the Backup System 

 

7. Register unused LDEV IDs. 

When snapshots or snapshot clones are created by Veeam Backup & Replication, 
secondary volumes of Thin Image pairs or volumes cloned by Thin Image are created on the 
storage system. You need to assign LDEV IDs for the number of these secondary volumes 
and cloned volumes. You can create up to 8,192 secondary volumes. 
The secondary volumes differ depending on the specifications of the Hitachi storage system 
used and operation of Veeam® Backup & ReplicationÊ. Configure them according to the 
environment. 
 
For registering unused LDEV IDs, selecting [Add Resources] in the Storage Navigator's 
[Administration] > [Resource Groups] > [LDEVs] tab shown in Figure 33. 
After registering unused LDEV IDs, you will verify that registered unused LDEV IDs 
appeared in the LDEVs tab screen shown in Figure 33. 
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Figure 33. Registering unused LDEV IDs 

 

Creating a user group and a user  

Create a user group for Veeam® Backup & ReplicationÊ using Hitachi Storage Plug-in for Veeam® 
Backup & ReplicationÊ, and then create a user and add to it to the user group. To protect the storage 
resources handled by Hitachi Storage Plug-in from being operated by other administrators, the resource 
group created in the previous procedure is assigned only to this dedicated user group. 
If you are not able to create a user group for backup administrators, you should assign user for backup 
system to the Built-in Administrator User Group. 

Before you begin 

Login to the Storage Navigator with the storage administrator user. 
 

If you cannot use the Storage Navigator, launch the Maintenance Utility from web browser and login 
with following account. 

¶ A built-in user account which belongs to the Storage Administrator built-in user group. 

¶ Or a created user account which has the Security Administrator (View & Modify) role. 

http(s):// <GUM controller IP Address> /MaintenanceUtility/  

Procedure 

1. Navigate to Administration > User Groups >  Create User Group, and then create a user 
group for Veeam® Backup & ReplicationÊ using the Hitachi Storage Plug-in. 

Â User Group Name: <any name> (for example: Storage Administrator (Provisioning)) 
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Figure 34. Creating a user group / user 

 

2. Create a user in the user group created above. 

The user created here is required when you register the Hitachi storage system in the 
Veeam backup server. 

Â User Name: <any name> (Example: Veeam_user) 

3. Verify the user group and user in the Administration > User Groups > Storage Administrator 
(Provisioning) > Users tab. 

 

 
Figure 35. Verifying the user group and user 
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4. Configure the following roles for the Veeam-dedicated user group. 

Â Storage Administrator (local Copy) 

Â Storage Administrator (Provisioning) 

Â Storage Administrator (View Only) 

5. Verify the roles configured for the created user group on the Administration > User Groups > 
Storage Administrator (Provisioning) > Roles tab. 

 
Figure 36. Verifying privileges for the user group and user 

 

6. Configure the following two types of resource groups in the Veeam-dedicated user  group. 

Â meta_resource and the resource group for the production system  

Note: Resource group to which the LDEVs that form the Datastore (LU) for the virtual 
machines to be backed up belongs.  

Â Resource group for the Backup System 

7. Verify the resource groups configured for the user group on the Administration > User 
Groups > Storage Administrator (Provisioning) > Resource Groups tab. 
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Figure 37. Verifying the User Groups > Resource Groups tab 

 
If you cannot use the Storage Navigator, follow these steps. 

Procedure 

1. Navigate to Administration > User Administration >  Create User for Veeam® Backup & 
ReplicationÊ using the Hitachi Storage Plug-in. 

 
Figure 38. Select the Create User menu using the Maintenance Utility 

2. Create a user to the Built -in Administrator User Group. 

The user created here is required when you register the Hitachi storage system in the 
Veeam Backup Server. 

 

Â User Name: <any name> (Example: Veeam_user) 
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Figure 39. Create a user to the Built -in Administrator User Group 

 

Volume requirements for the production system 

The volume to be backed up must be a DP-VOL and must meet all of the following 
conditions: 
If a pair is configured for the volume to be backed up, the following program products 
must be supported. 

g Thin Image (root volume only) 

g Global-active device 

If the global-active device pair is in a suspended state and the I/O mode of the 
volume is Block, the backup job will fail. To back up a global-active device volume, 
the volume to be backed up must belong to a device group. This device group must 
belong to a copy group created by specifying the same MU number as the global active device pair. 

Configuring a device group and copy group (GAD configuration only) 

Device group and copy group presets using the CCI server are required when the Datastore configured 
with GAD is to be backed up by VBR. If the device group already exists, just create a copy group. 

Before you begin 
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Login to the CCI as the storage administrator user. 

Procedure 

1. Create a device group using the raidcom add device_grp command. A device group is 
created for each storage in which a GAD volume is configured. 

e.g. 

raidcom add device_grp - device_grp_name devgrp2 dev21 - ldev_id 768 -

IH0  

raidcom add device_grp - device_grp_name devgrp3 dev31 - ldev_id 15872 

- IH1  

You can check the device group information using raidcom get device_grp. 

e.g. 

raidcom get device_grp - device_grp_name devgrp2 - IH0  

LDEV_GROUP LDEV_NAME LDEV# Serial#  

devgrp2   dev21   768  400001  

raidcom get device_grp - device_grp_name devgrp3 - IH1  

LDEV_GROUP LDEV_NAME LDEV# Serial#  

devgrp3   dev31   15872  400024  

2. Create a copy group using the raidcom add copy_grp command. Create a copy group for 
each storage in which the device group is configured in step 1. 

e.g. 

raidcom add copy_grp - copy_grp_name gadcpgrp1 devgrp2 - mirror_id h0 

- IH0  

raidcom add copy_grp - copy_grp_name gadcpgrp1 devgrp3 - mirror_id h0 

- IH1  

You can check the copy group information using raidcom get copy_grp. 

e.g. 

raidcom get copy_grp - IH0  

COPY_GROUP LDEV_GROUP  MU# JID#  Serial#  

gadcpgrp0   devgrp0   h0 -  400001  

gadcpgrp1   devgrp2   h0 -  400001  
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raidcom get copy_grp - IH1  

COPY_GROUP LDEV_GROUP  MU# JID#  Serial#  

gadcpgrp0   devgrp1   h0 -  400024  

gadcpgrp1   devgrp3   h0 -  400024  

This completes configuration of the Hitachi storage system.  
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Installing Veeam® Backup  & Replication Ê 

This section describes how to install Veeam Backup & Replication Version 10.0.0 and perform initial 
configuration. 

1. Installing the Veeam Backup Server 

2. Registering vCenter Server 

3. Registering and configuring the Backup Proxy Server 

4. Registering and configuring the Repository Server 

Before you Begin 

Before installing Veeam Backup & Replication, verify the prerequisites. For details about the 
prerequisites, see System Requirements in the Veeam HELP CENTER. 
Login to the Veeam Backup & Replication Console as the Backup administrator user. 

Installing the Veeam Backup Server  

On the Backup Server, install the product by using  the latest version of the Veeam Backup & Replication 
installation image. For how to install Veeam Backup & Replication, see Installing Veeam Backup & 

Replication in the Veeam HELP CENTER. 

Registering vCenter Server  

Use the Veeam Backup & Replication setup wizard to configure vCenter Server that manages the 
production server. 

Procedure 

1. Start Veeam Backup & Replication and follow these steps to run the vCenter Server setup 
wizard. 

(a) Right-click Managed Servers, and then select Add Server. 

(b) In the Add Server window, select VMware vSphere. 

(c) In the VMware vSphere window, select vSphere. 
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Figure 40. [VBR v10] vCenter Server setup wizard 

For VBR v11, the display will be as follows.  
 

 
Figure 41. [VBR v11] vCenter Server setup wizard 

 

2. In the Name section, enter the DNS or IP address of vCenter Server that manages the 
production server, and then click Next. 
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Figure 42. [VBR v10] Name registration step of the vCenter Server setup wizard 

For VBR v11, the display will be as follows.  
 

 
Figure 43. [VBR v11] Name registration step of the vCenter Server setup wizard 

 

3. In the Credentials section, add a vCenter Server user with administrator privileges, and 
click Apply. 

 
Figure 44. [VBR v10] Credentials registration step of the vCenter Server setup wizard 

For VBR v11, the display will be as follows. 
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Figure 45. [VBR v11] Credentials registration step of the vCenter Server setup wizard 

In the case of VBR v11, the following Apply screen has been added, so check the contents 
and click Next.  

 

 
Figure 46. [VBR v11] Apply information step of the vCenter Server setup wizard 

 

4. Complete registration of vCenter server in the Veeam Backup Server.  

(a) In the Summary section, verify that the vCenter Server DNS or IP address you entered 
in step 2 appears. 

(b) Click Finish. 
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Figure 47. [VBR v10] Summary verification step of the vCenter Server setup wizard 

For VBR v11, the display will be as follows.  

 

 
Figure 48. [VBR v11] Summary verification step of the vCenter Server setup wizard 

 

This completes the registration of vCenter Server. 
 

Registering and configuring the Backup Proxy Server in the Veeam 
Backup Server  

Use the Veeam Backup & Replication setup wizard to register and configure the Backup Proxy Server. 

Before you begin 

Login to the Veeam Backup & Replication as the backup administrator user. 

Registering the Backup Proxy Server  

1. In the BACKUP INFRASTRUCTURE, right-click Backup Proxies, and then select Add 
VMware backup proxy. 
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Figure 49. [VBR v10] Running the Backup Proxy Server setup wizard 

For VBR v11, the display will be as follows.  
 

 
Figure 50. [VBR v11] Running the Backup Proxy Server setup wizard 

 

2. Registering the Backup Proxy Server. 

(a) At the Server step of the setup wizard, select Add New. 
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(b) In the Add Server window, select Microsoft Windows. 

 
Figure 51. Server registration step of the Backup Proxy Server setup wizard 

 

3. Enter the DNS or IP address for the Backup Proxy Server. 

(a) At the Name step of the setup wizard, enter the DNS or IP address for the Backup 
Proxy Server. 

(b) Click Next. 

 
Figure 52. Name registration step of the Backup Proxy Server setup wizard 

 

4. In the Review section, verify if all the required components are installed, and then Click 
Apply. 
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Figure 53. Review verification step of the Backup Proxy Server setup wizard 

 

5. In the Apply section, verify that all the messages have normal status, and then click Next . 

This is to verify the Backup Proxy Server installation. 

(a) The Apply step of the setup wizard appears. 

(b) Verify that all the messages have normal status. 

(c) Click Next. 

 
Figure 54. Apply the verification step of the Backup Proxy Server setup wizard 

 

6. In the summary section, verify that the Backup Proxy Server is successfully registered. Verify 
that the Backup Proxy Server DNS or IP address you entered appears correctly. 

7. Click Finish. 
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Figure 55. Summary verification step of the Backup  Proxy Server setup wizard 

 

This completes the registration of the Backup Proxy Server. 
 

Configuring the Backup Proxy Server  

Run the setup wizard to configure the Backup Proxy Server registered in the previous section for the 
Veeam Backup Server. 
 

1. Login to the Veeam Backup & Replication as a backup administrator user.  

2. From BACKUP INFRASTRUCTURE, right-click Backup Proxies, and then select Add 

VMware backup proxy.  

 
Figure 56. [VBR v10] Running the Backup Proxy Server setup wizard 

For VBR v11, the display will be as follows. 
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Figure 57. [VBR v11] Running the Backup Proxy Server setup wizard 

 

3. In the Choose server pane, select the Backup Proxy Server that you registered in the 
previous section, and then click Next. 

 

 
Figure 58. Server selection step of the Backup Proxy Server setup wizard 

 

4. In the Traffic Rules pane, keep the default value, and then click Apply. 

 


















































































































































