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© 2021 Hitachi Vantara LLC. All rights reserved. 
 

No part of this publication may be reproduced or transmitted in any form or by any means, electronic or mechanical, including photocopying and recording, or stored in a 

database or retrieval system for commercial purposes without the express written permission of Hitachi, Ltd., or Hitachi Vantara Corporation (collectively, “Hitachi”). Licensee may 

make copies of the Materials provided that any such copy is: (i) created as an essential step in utilization of the Software as licensed and is used in no other manner; or (ii) 

used for archival purposes. Licensee may not make any other copies of the Materials. "Materials" mean  text,  data, photographs,  graphics,  audio, video and  documents. 

 

Hitachi reserves the right to make changes to this Material at any time without notice and assumes no responsibility for its use. The Materials contain the most current information 

available at the time of publication. 

 
Some of the features described in the Materials might not be currently available. Refer to the most recent product announcement for information about feature and product 

availability, or contact Hitachi Vantara Corporation at https://support.HitachiVantara.com/ en_us/contact-us.html. 

 
Notice: Hitachi products and services can be ordered only under the terms and conditions of the applicable Hitachi agreements. The use of Hitachi products is governed by the 

terms of your agreements with Hitachi Vantara Corporation. 

 

By using this software, you agree that you are responsible for: 

1) Acquiring the relevant consents as may be required under local privacy laws or otherwise from authorized employees and other individuals to access relevant data; and 

2) Verifying that data continues to be held, retrieved, deleted, or otherwise processed in accordance with relevant laws. 
 

Notice on Export Controls. The technical data and technology inherent in this Document may be subject to U.S. export control laws, including the U.S. Export Administration 

Act and its associated regulations, and may be subject to export or import regulations in other countries. Reader agrees to comply strictly with all such regulations and 

acknowledges that Reader has the responsibility to obtain licenses to export, re-export, or import the Document and any Compliant Products. 

 

EXPORT CONTROLS - Licensee will comply fully with all applicable export laws and regulations of the United States and other countries, and Licensee shall not export, or 

allow the export or re-export of, the Software, API, or Materials in violation of any such laws or regulations. By downloading or using the Software, API, or Materials, Licensee 

agrees to the foregoing and represents and warrants that Licensee is not located in, under the control of, or a national or resident of any embargoed or restricted country. 

 

Hitachi  is a registered trademark of Hitachi, Ltd., In the United States and other countries. 
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Preface 

About this document 

This document provides Statement of Volatility information for Hitachi NAS (HNAS) 

5200/5300 models. 

Document conventions 

This document uses the following typographic convention: 

 

Convention Description 

Bold • Indicates text in a window, including window titles, menus, 
menu options, buttons, fields, and labels.  Example: Click OK.  

• Indicates emphasized words in list items. 

Italic Indicates a document title or emphasized words in text.  

Monospace Indicates text that is displayed on screen or entered by the user.  

Example: pairdisplay -g oradb 

Intended audience 

This document assumes you have the necessary skills to configure and implement Hitachi NAS 

Platform (HNAS) servers. 

Accessing product downloads 

Product software, drivers, and firmware downloads are available on Hitachi Vantara Support 

Connect:  https://support.hitachivantara.com/.  

 

Log in and select Product Downloads to access the most current downloads, including updates 

that may have been made after the release of the product. 

 

  

https://support.hitachivantara.com/
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Getting Help 

Hitachi Vantara Support Connect is the destination for technical support of products and 

solutions sold by Hitachi Vantara. To contact technical support, log on to Hitachi Vantara 

Support Connect for contact information: https://support.hitachivantara.com/en_us/contact-

us.html. 

 

Hitachi Vantara Community is a global online community for customers, partners, independent 

software vendors, employees, and prospects. It is the destination to get answers, discover 

insights, and make connections. Join the conversation today! Go to 

community.hitachivantara.com, register, and complete your profile. 

 

Comments 

Please send us your comments on this document to doc.comments@hitachivantara.com. Include 

the document title and number, including the revision level (for example, -07), and refer to 

specific sections and paragraphs whenever possible. All comments become the property of 

Hitachi Vantara LLC. 

 

Thank you!     

http://support.hitachivantara.com/
https://support.hitachivantara.com/en_us/contact-us.html
https://support.hitachivantara.com/en_us/contact-us.html
http://community.hitachivantara.com/
http://community.hitachivantara.com/
mailto:doc.comments@hitachivantara.com
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Chapter 1: HNAS 5000 Series volatile and non-
volatile memory 

The HNAS servers contain a mix of volatile and non-volatile memory on all models.  

This memory is used to retain one or more of the following:  

 

• System code 

• Statistics 

• VLSI images 

• Serial numbers 

• Model numbers 

• User data 

 

Memory used on HNAS 5000 Series models to retain user data is strictly limited to volatile 

memory or super capacitor-backed NVDIMM. User data is not lost when the system is powered 

down because the user data is copied to flash on the NVDIMM.  

 

If you are concerned about user data being retained on the NVDIMM there are instructions 

available on how to remove the NVDIMM. Contact Hitachi Vantara Support Connect for more 

details. 

 

System statistics are retained in non-volatile memory. The statistics do not contain user data but 

contain system usage information (such as performance and event logs). This memory can be 

securely erased to ensure that no usage data is retained in the server (or server modules) when 

they are removed from the customer site.  The procedure for erasing this memory is available 

upon request.   

 

HNAS servers have redundant internal drives used to store system code, system statistics, and 

log files. The drives are field-replaceable and can be removed from the unit and retained at the 

customer site for erasure or destruction per the customer’s approved security procedures. 
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Chapter 2: HNAS 5000 Series volatile and non-
volatile devices 

Within the body of this document, the reference to MTDS (Manufacturing Test and Diagnostic 

Software) is a tool used to manufacture the HNAS 5000 series at the contract manufacturer. This 

software can be invoked via a special process to test the unit, but the erasing process can only be 

executed at the Contract Electronic Manufacturer (CEM); accessing the unit in this manner in the 

field would invalidate the warranty and the process requires special equipment and/or utilities. 

Contact Hitachi Vantara Support Connect for instructions on how to invoke the MTDS test 

software, if desired. 

 
Refer to the following table for information on HNAS 5000 Series (5200/5300 models) volatile 

and non-volatile devices: 

 

Note: Sizes are reported in bytes (B) or bits (b) as appropriate. 

 

Board/Device Size Usage Volatility User 
data 

Procedure to clear 

System Board 

SDRAM 96GB System code, 
statistics, and 
user data 

Volatile:  

• User data, 
but no risk 

• Data is lost 
when power 
is removed. 

Yes Remove AC power 
for 2 seconds. 

FPGA  
(Internal_RAM) 

~178Kb Statistics and 
user data 

Volatile: 

• User data, 
but no risk.  

• Data is lost 
when power 
is removed. 

Yes Remove AC power 
for 2 seconds. 

Flash (NOR) 2Gb VLSI (FPGA) 
images 

Non-volatile: 

No user data  

No Device can be 
erased through 
MTDS for added 
security. 

SEEPROM_MTDS 64Kb Serial 
numbers, 

Non-volatile: 

No user data  

No Device can be 
erased through 
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Board/Device Size Usage Volatility User 
data 

Procedure to clear 

model 
numbers 

MTDS for added 
security. 

SEEPROM_MAC 64Kb MAC 
addresses 

Non-volatile: 

 
No user data 

 

No Device can be 
erased through 
MTDS for added 
security. 

SEEPROM_IOM 2Kb Serial numbers 
and model 
numbers 

Devices are not 
writeable to 
system: 

• Non-volatile 

• No user data 

No Erase via device 
programmer only. 
Process can only be 
done at CEM. 

CPLD  
(User_Flash) 

8Kb Not used Devices are not 
writeable to 
system: 

• Non-volatile 

• No user data 

No Erase via device 
programmer only. 
Process can only be 
done at CEM. 

Micro-controller 
IOM  
(Internal_RAM) 

2.5KB Registers and 
thermal/voltage 
log 

Devices are not 
writeable to 
system: 

• Non-volatile 

• No user data 

No Remove AC power 
for 2 seconds. 

Micro-controller 
IOM  
 
(Internal_Flash) 

48KB Program 
memory 

Devices are not 
writeable to 
system: 

• Non-volatile 

• No user data 

No Erase via device 
programmer only. 
Process can only be 
done at CEM. 

PCH CMOS RAM 
(U1) 

 Motherboard 
PCH CMOS 
RAM 

Volatile:  

• User data, 
but no risk 

• Data is lost 
when power 
is removed 

 

Yes Remove AC and 
CMOS battery for 5 
minutes. Process 
can only be 
accomplished at the 
CEM. 
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Board/Device Size Usage Volatility User 
data 

Procedure to clear 

BMC on-chip RAM 
(UM5) 

 Motherboard 
BMC on-chip 
RAM 

Volatile:  

• User data, 
but no risk 

Data is lost when 
power is 
removed. 

Yes Remove AC power 
for 2 seconds. 

VGA memory 
(UM6) 

 Motherboard 
VGA memory 

Volatile:  

• User data, 
but no risk 

• Data is lost 
when power 
is removed. 

Yes Remove AC power 
for 2 seconds. 

BIOS chip (UM9)  Motherboard 
BIOS chip 

Non-volatile: 

 
No user data 

 

No Contact Hitachi 
Vantara 
Support/Engineering 
for further details. 

BMC firmware 
(UM8) 

 Motherboard 
BMC firmware 

Non-volatile: 

 
No user data 

 

No Contact Hitachi 
Vantara 
Support/Engineering 
for further details. 

1G LAN EEPROM 
(U24, U20) 

 Motherboard 
1G LAN 
EEPROM 

Non-volatile: 
 
No user data 

 

No Contact Hitachi 
Vantara 
Support/Engineering 
for further details. 

CPU VRM 
controller (U54) 

 Motherboard 
CPU VRM 
controller 

Non-volatile: 

No user data 

 

No Contact Hitachi 
Vantara 
Support/Engineering 
for further details. 

NVDIMM 
(SDRAM with 
integral NAND 
flash SSD and 
hybrid 
supercapacitor) 

16GB System code, 
statistics, and 
user data 

Non-volatile Yes Remove. 

 

Refer to FE-
92HNAS065 for 
instructions on how 
to remove the 
NVDIMM. 
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Board/Device Size Usage Volatility User 
data 

Procedure to 
clear 

FPGA  
(Internal_RAM) 

178Kb Statistics and 
user data 

Volatile:  

User data, but no 
risk 

Data is lost when 
power is removed. 

Yes Remove AC 
power for 2 
seconds. 

SEEPROM 2Kb Serial 
numbers, 
model 
numbers, and 
MAC 
addresses 

Non-volatile: 

 

No user data 

 

No Can be erased 
through MTDS. 

CPLD 
(User_Flash) 

8Kb Not used Devices are not 
writeable to system: 

• Non-volatile 

• No user data 

No Erase via device 
programmer 
only. Process 
can only be done 
at CEM. 

SEEPROM 4Kb Serial and 
model 
numbers 

Non-volatile: 

No user data. 

  

No Can be erased 
through MTDS. 

Server OS Disks 
(FRU) 

     

O/S disks 2 x 
480GB 
 
O/S disk 
sizes 
may 
vary. 

System code, 
statistics, and 
logs 

Non-volatile 

 

Yes 
Remove the 
device and for 
added security 
erase using the 
customers 
preferred 
algorithm and 
disk sanitisation 
equipment. 

 

Power Supplies (FRU) 

SEEPROM 256bytes Serial 
numbers, part 
numbers, 
manufacture 
names and 
location, etc. 

Devices are not 
writeable to system: 

• Non-volatile 

• No user data 

No  N/A 
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